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IPvE Tunnzl O

I[Py Network

192.34.1.3 /24

1524313 Fd4

S000:1:1:1:1:1:0:1 A2
(manual tannel anly)
S000:1:1:1 1:1:1:2 4112
(rmanual tunnel anly)

1942312 724

Py Netwark

(59241 IPV6 2i59) lisgSill
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R1-IPv6 -
R2-IPv6-1Pv4 -
R3-1Pv4 .
R4-IPv4-IPv6 -
R5-IPV6 -

(Cisco 3640 azgo) R1-IPV6

R1-i pv6#show run
...Building configuration

Current configuration : 916 bytes
!

version 12.3

host nane R1-ipv6

!

boot system fl ash

| oggi ng buffered 4096 debuggi ng
!




i p subnet-zero

ip cef

!

!

no i p domai n-1 ookup

!

i pv6 uni cast-routing
!

!

!

!

interface Ethernet0/0
no i p address

shut down

!

interface Ethernet0/1
no i p address

i pv6 address 2000:1:1:1:1:1:1:1112/112
i pv6 rip 6bone enable
!

!

ip classless

!

i pv6 router rip 6bone
!

line con O
exec-timeout 0 O

line aux O

line vty 0 4

| ogin

!

!

!

end

(Cisco 3640 a>g0) R2-IPV6-IPv4

R2-i pv6-i pv4#show run
...Building configuration

Current configuration : 1079 bytes
!
version 12.3
!
host nane R2-i pv6-ipv4
!
i p subnet-zero
!
|
i pv6 uni cast-routing
!
!
interface Tunnel O
no i p address
i pv6 address 3000::1/112
i pv6 rip 6bone enable
tunnel source Serial 0/0
tunnel destination 192.34.1.4
tunnel mode ipv6ip

Configures Manual tunnel. !--- In some cases, user ---!
would require a Data License !--- in order to issue
"tunnel mode ipvéip" ! ! interface Serial0/0 ip address

192.23.1.2 255.255.255.0 clockrate 64000 ! interface




Fast Et hernet0/1 no i p address duplex auto speed auto

i pv6 address 2000:1:1:1:1:1:1:1111/112 ipv6 rip 6bone
enable ! router ospf 1 |og-adjacency-changes network
192.23.1.0 0.0.0.255 area 0! ip classless ! ipv6 router
rip ébone ! ! Iine con O line aux O line vty 0 4 login
line vty 5 15 login ! ! end

(CiSCO 0 2621 azgall) R3-IPv4

R3-i pv4#show run
...Building configuration

Current configuration : 865 bytes

!
version 12.3

!
host nane R3-i pv4

!

!
menory-size i onem 15
i p subnet-zero

!

!
interface Serial 0/0

i p address 192.23.1.3 255.255.255.0
!
interface Serial 0/1

i p address 192.34.1.3 255.255.255.0
!
router ospf 1

| og- adj acency- changes

network 192.23.1.0 0.0.0.255 area 0
network 192.34.1.0 0.0.0.255 area 0
|

i p classless

line con
i ne aux
line vty O

- - NO O —

end

(Cisco 3640 a>g0) R4-IPv4-IPv6

R4-i pv4-i pv6#show run
... Building configuration

Current configuration : 1413 bytes
!

version 12.3

!

host nane R4-ipv4-ipv6
|

!

i p subnet-zero

!

!

no i p domai n-1 ookup

!

i pv6 uni cast-routing
|

!




|
i nterface Tunnel O
no i p address
i pv6 address 3000::2/112
i pv6 rip 6bone enable
tunnel source Seriall/5
tunnel destination 192.23.1.2
tunnel mode ipv6ip
Configures Manual tunnel. ! ! interface Seriall/5 ---!
ip address 192.34.1.4 255.255.255.0 cl ockrate 64000 ! !
interface Ethernet3/0 no ip address hal f-duplex ipv6
address 4000:1:1:1:1:1:1:1111/112 ipv6 rip 6bone enabl e
I router ospf 1 |og-adjacency-changes network 192.34.1.0
0.0.0.255 area 0! ip classless ! ipv6 router rip 6bone
' 1 line con O line aux O line vty O 4 login! ! end

(Cisco 7500 a>g0) R5-IPv6

R5- i pv6#show run
...Building configuration

Current configuration : 1001 bytes
!

version 12.3

!

host nane R5-i pv6

!

i p subnet-zero

ip cef distributed

!

!

no i p domai n-1 ookup

!

i pv6 uni cast-routing
!

!

!

interface Ethernetl/2
no i p address

i pv6 address 4000:1:1:1:1:1:1:1112/112
i pv6 rip 6bone enable
!

!

i p classless

!

i pv6 router rip 6bone
!

!

!

line con O
exec-timeout 0 O

line aux O

line vty 0 4

| ogin
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(Cisco 3640 a>g0) R2-IPV6-IPv4

R2-i pv6-i pv4#show run

...Building configuration

Current configuration : 1394 bytes

|

version 12.3

|
host nane R2-i pv6-ipv4

|

1
i p subnet-zero

|

|

!

i pv6 uni cast-routing

|

!
i nterface Tunnel O

no i p address

no ip redirects

i pv6 rip 6bone enable

tunnel source Serial 0/0
tunnel mode ipv6ip auto-tunnel

Configures Automatic IPv4 compatible tunnel. ! | ---1I
interface Serial0/0 ip address 192.23.1.2 255.255.255.0
cl ockrate 64000 ! interface FastEthernetO0/1 no ip
address dupl ex auto speed auto ipv6 address
2000:1:1:1:1:1:1:1111/112 ipv6 rip 6bone enable ! !
router ospf 1 |og-adjacency-changes network 192.23.1.0
0.0.0.255 area 0 ! router bgp 100 no synchroni zati on no
bgp default ipv4-unicast bgp | og-nei ghbor-changes

nei ghbor ::192.34.1.4 renote-as 100 no auto-sunmmary !
address-fanmily ipv6 neighbor ::192.34.1.4 activate
nei ghbor ::192.34.1.4 next-hop-self network
2000:1:1:1:1:1: 1: 0/ 112 bgp redistribute-internal
The show run command along with the !--- ---/
redistribute bgp comuand allows BGP to redistribute the
l--- | Pv6 routes |l earned through the tunnel fromthe
.other site

exit-address-fanmily ! ip classless ! ipv6 router rip
6bone redistribute bgp 100 metric 2

!

!



//www.cisco.com/en/US/docs/ios/12_4/interface/configuration/guide/inb_tun.html#wp1045824
//www.cisco.com/en/US/docs/ios/12_4/interface/configuration/guide/inb_tun.html#wp1045824

line con O

line aux O

line vty 0 4
| ogin

line vty 5 15
| ogin

!

!

end

(Cisco 3640 a>g0) R4-IPv4-IPv6

R4-i pv4-i pv6#show run
. Bui l di ng configuration

Current configuration : 1697 bytes

1
version 12.3

1
host nane R4-ipv4-ipv6e

1
i p subnet-zero

1

!
no i p domai n-1 ookup

1

i pv6 uni cast-routing

1

1

!
interface Tunnel O

no i p address

no ip redirects

i pv6 rip 6bone enable

tunnel source Seriall/5
tunnel mode ipvé6ip auto-tunnel

Configures Automatic IPv4 compatible tunnel. ! | ---!
interface Serial 1/5 ip address 192.34.1.4 255. 255.255.0
clockrate 64000 ! ! interface Ethernet3/0 no ip address
hal f - dupl ex i pv6 address 4000:1:1:1:1:12:1:1111/112 i pv6
rip 6bone enable ! router ospf 1 |og-adjacency-changes
network 192.34.1.0 0.0.0.255 area 0 ! router bgp 100 no
synchroni zati on no bgp default ipv4-unicast bgp | og-
nei ghbor - changes nei ghbor ::192.23.1.2 renote-as 100 no
auto-summary ! address-fanmily ipv6 neighbor ::192.23.1.2
activate neighbor ::192.23.1.2 next-hop-self network
4000:1:1:1:1:1:1: 0/ 112 bgp redistribute-internal

The show run command along with the !--- ---1
redistribute bgp command all ows BGP to redistribute the
I--- I Pv6 routes | earned through the tunnel fromthe
.other site

exit-address-fanily
!
i p classless
!
i pv6 router rip 6bone
redistribute bgp 100 metric 2
!
!
!
line con O




line aux O

line vty 0 4
| ogin

!

!

end
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waally sVl 8 6392l LB 39 dais e ol Unis a2l Gawaoll b5 13] b >ax, — ping -
APV6 _le ;lus 39>9 0 gaxi — show ipV6 route -

BGP Ji2is 0 a5 — show bgp ipV6 -
JoSei9 n e duein syl BGP JgSgi9 p & Lade wlogleo o2, — show bgp ipV6 summary -
APv6

Jall a8Vl axl 63>9 oo §8xw9 IPVE le gadl Jaeiv oo éxi — show ipV6 int tunnel O -
agzloll e LgioSs p5 Ll (MTU)
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R1l-i pv6#ping ipv6 4000:1:1:1:1:1:1:1112

. Type escape sequence to abort

:Sending 5, 100-byte | CWP Echos to 4000:1:1:1:1:1:1:1112, tineout is 2 seconds
Success rate is 100 percent (5/5), round-trip min/avg/ max = 72/72/72 ns

R1-i pv6#ping 4000:1:1:1:1:1:1:1112

. Type escape sequence to abort

:Sending 5, 100-byte | CWP Echos to 4000:1:1:1:1:1:1:1112, tineout is 2 seconds
Success rate is 100 percent (5/5), round-trip min/avg/ max = 72/72/72 ns

R1-i pv6#

R1 _le IPV6 glsic Juasl )| pi (R5 oo

R5-i pv6#ping 2000:1:1:1:1:1:1112

. Type escape sequence to abort

: Sending 5, 100-byte ICMP Echos to 2000:1:1:1:1:1:1112, tineout is 2 seconds
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/4 ns

R5-i pv6#ping ipv6 2000:1:1:1:1:1:1112

. Type escape sequence to abort

: Sending 5, 100-byte ICMP Echos to 2000:1:1:1:1:1:1112, tineout is 2 seconds
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/4 ns

R5- i pv6i#

slaldl IPv6 ol 21,31
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R1-i pv6#ping 4000:1:1:1:1:1:1:1112

. Type escape sequence to abort

: Sending 5, 100-byte | CMP Echos to 4000:1:1:1:1:1:1:1112, timeout is 2 seconds
Success rate is 100 percent (5/5), round-trip nin/avg/ max = 68/ 69/ 72 ns

R1-i pv6#

R5-i pv6#ping ipv6 2000:1:1:1:1:1:1:1112

. Type escape sequence to abort

: Sending 5, 100-byte | CMP Echos to 2000:1:1:1:1:1:1:1112, timeout is 2 seconds
Success rate is 100 percent (5/5), round-trip nin/avg/ max = 68/ 70/ 72 ns

R5- i pv6#

Wl e azgill J9ax o 383 Hlwell 3929 o §axill IPVE azgi J9ax> 21,90 «JLasVl jlis] Juis 13)]
i (RIP) agill ologlen JoS6i9 sluaS (R1 9 R5 Jio (9 o)l azgall (9 jluall ples oy Liayl 3V
05 a9 Gaill ad _giiy sVl ulSall 0® R4 9 R4. R2 9 R2 5 RIP _JI BGP (0 jluall 133 g, g5 65lcl
BGP ol

R5-i pv6#show ipv6é route
| Pv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static, R- RIP, B- BGP
1 - 1SISL1, 12- 1SISL2, IA- ISISinterarea
Timers: Uptine/ Expires
[R ::/96 [120/2
vi a FE80::230: 80FF: FEF3: 4731, Ethernetl/2
[R 2000:1:1:1:1:1:1:0/112 [120/3
vi a FE80::230: 80FF: FEF3: 4731, Ethernetl1/2
[L 4000:1:1:1:1:1:1:1112/128 [0/ 0
via ::, Ethernetl/2
[C 4000:1:12:1:1:1:1:0/112 [0/0
via ::, Ethernetl/2
[L FE80::/10 [0/ 0
via ::, NullO
[L FF00::/8 [0/0
via ::, NullO
R5- i pv6#

Sl iy > azgall oo $aid (5 bl azgall Ll 639390 bamil IPVE dSuis S5 o) I3]

R4-i pv4-i pv6#show ipv6é route
| Pv6 Routing Table - 7 entries
Codes: C - Connected, L - Local, S - Static, R- RP, B - BG&G
I1 - 1SISLL 12- 1SISL2, IA- ISISinterarea
Timers: Uptine/ Expires
[L ::192.34.1.4/128 [0/0
via ::, TunnelO
[C ::/96 [0/0
via ::, TunnelO
[B 2000:1:1:1:1:1:1:0/7112 [200/0
via ::192.23.1.2, Null
[L 4000:1:12:1:1:1:1:1111/128 [0/ 0
via ::, Ethernet3/0
[C 4000:1:1:1:1:1:12:0/112 [0/0
via ::, Ethernet3/0
[L FE80::/10 [0/0
via ::, NullO
[L FF00::/8 [0/0
via ::, NullO
R4-i pv4-i pv6#

JoS539 Jsis (o aid ializall IPVE LiSeis o ologleall & Lisn) IPVE BGP pastiass <bY |
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R4-i pv4-i pv6#show bgp ipvé
BGP table versionis 3, local router IDis 192.34.1.4

, Status codes: s suppressed, d danped, h history, * valid, > best, i - interna
r RIB-failure
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
i2000:1:1:1:12:1:1:0/112<*
i 0 100 192.23.1.2::

Nei ghbor
1

4000:1:1:1:1:1:1:0/112 <*
i 32768 S
R4-i pv4-i pv6#show bgp ipv6 summary
BGP router identifier 192.34.1.4, |ocal AS nunber 100
BGP table version is 3, nmain routing table version 3
network entries and 2 paths using 394 bytes of nenory 2
BGP path attribute entries using 120 bytes of nenory 2
BGP route-map cache entries using 0 bytes of nmenory 0
BGP filter-list cache entries using O bytes of nenory O
BGP activity 2/8 prefixes, 2/0 paths, scan interval 60 secs
\% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down State/PfxRed
00:19:00 O 0 3 24 24 100 4 192.23.1. 2:
R4-i pv4-i pv6#
R4-i pv4-i pvb#show ipv6é int tunnel 0
Tunnel 0 is up, line protocol is up
IPv6 is enabled, |ink-local address is FE80::(C022: 104
:(d obal unicast address(es
subnet is ::/96 ,192.34.1.4::
:(Joi ned group address(es
FFO2::1
FFO2:: 2
FFO2::9
FFO2::1: FF22: 104
MIU i s 1480 bytes
ICVMP error nessages linmted to one every 100 nmilliseconds
ICWP redirects are enabl ed
ND DAD i s not supported
ND reachable tine is 30000 milliseconds
. Hosts use statel ess autoconfig for addresses
R4-i pv4-i pv6#

Le>MNolg eliasVl OLiSiwl

Le>Noolg ueSill ellas] BliSiwy lgolaiuwl diSay wloglzo punsll 13 99,
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. show oVl 2550 Jul>s

.debug olol plaziw| Jd zuaill 1olol Jo> dago ologles JI &)l :da>Veo

APV6 e ;Luo 3929 (0 §axi, — show ipVe6 route -

LoV 3D o0y liayl L9lall azgall dl>9 (dye)gVlg cazgall 8,20 o 2 — show ip ospf neighbor -
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el 08 gaidl dg=l9 ol o 31, — show ipV6 interface brief -
gl Joaz 9 a89 %0 LeineSs pi Lill gaill 4g=9 ol o géxi, — show interfaces tunnel O -
oYl JgS9i9 0 o uwdluldl HlaoW (RIP) azgill wlogles JgS6i9 0 wlogles o2, — show ipVe rip -

(IPv6)

APV6 a>gi JgSgi9 4 dJl> o 2, — show ipV6 protocols -

J5S559,1 1€ IPVE JsS5i9 <hyluwe &9,20 o 80 (6xel IPV6 dSaiiny JLasVl Hlgs] Jiwd all> 9
(IPVB) iVl JsS559, o Lwsbudl ,1ao¥l Lol (RIP) azgill ologles

Codes:

R1l-i pv6#show ipv6 route

| Pv6 Routing Table - 6 entries

C - Connected, L - Local, S - Static, R- RP, B- BGP
1 - 1SISLL, 12-1SISL2, IA- ISISinterarea

Timers: Uptine/ Expires

[L 2000:1:1:1:1:1:2:1112/128 [0/ 0

via ::, Ethernet0/1
2000:1:1:1:1:1:1:0/112 [0/ O

via ::, Ethernet0/1
[R 3000::/112 [120/2

vi a FE80::202: BO9FF: FECB: D281, Et hernet0/1
[R 4000:1:1:1:1:1:1:0/112 [120/3

vi a FE80::202: BO9FF: FECB: D281, Et hernet0/1
[L FE80::/10 [0/ 0

via ::, NullO
[L FF00::/8 [0/0

via ::, NullO
R1-i pv6#

[C

Tunnel0 ag>ly o IPV6 Hluo) (RIP) aoidl wlogles JsSei9 0 olylus alsi oo gaxs (R2 le

Codes:

R2-i pv6-i pvd#show ipv6é route
| Pv6 Routing Table - 7 entries
Local, S - Static, R- RIP, B- BGP
ISISL2, IA- ISISinterarea
Timers: Upti me/ Expires
2000:1:1:12:1:1:1:1111/128 [0/0
via ::, FastEthernetO/1
2000:1:1:1:12:1:1:0/112 [O/0
via ::, FastEthernetO/1
[L 3000::1/128 [0O/0
via ::, TunnelO
[C 3000::/112 [0O/O
via ::, TunnelO
[R 4000:1:1:1:1:1:1:0/112 [120/2
vi a FE80: : 230: 80FF: FEF3: 4701, Tunnel O
[L FE80::/10 [0/0
via ::, NullO
[L FF00::/8 [0/0
via ::, NullO
R2-i pv6-i pva#

C -
1 -

L -
12 -

Connect ed,
ISIS L1,

[L

[C

09 OSPF j9lxi Hlo> (o Loyl éx .IPV4 S doduw 0 Y9l 38218 JlasVl (8 JSliwo JUd cils 13
o JLai¥l lis] aslSol oo g8z o5 6=l gaill dgzlo) saill Haas 989 dPV4 Glgic I ol)luws 599

Nei ghbor 1D Pri

FULL/ -

00: 00: 36

APV4 Jlail ;i3] plaziwl el jolas

R2-i pv6-i pv4#show ip ospf neighbor
Dead Tine Addr ess I nterface
Serial 0/ 0 1 192.23.1.3

R2-i pv6-i pva#

State
192.23.1.3



R3-i pv4#show ip ospf neighbor

Nei ghbor 1D Pri State Dead Ti ne Addr ess Interface
FULL/ - 00: 00: 30 192.34.1.4 Serial0/1 1 1.1.1.1
FULL/ - 00: 00: 35 192.23.1.2 Serial0/0 1 192.23.1.2
R3-i pv4#

R4-i pv4-i pv6#show ip ospf neighbor

Nei ghbor 1D Pri State Dead Ti ne Addr ess Interface
FULL/ - 00: 00: 35 192.34.1.3 Seriall/5 1 192.23.1.3

R4-i pv4-i pv6#
a2l aill juaa IPVE Juasl | iSay ail o9 Jusisill 33 IPVE 345 dg>ly ol oo a5 R2 9
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a9l J9a> 9 cuud 8l dg>9 oY aSuill oo IPV4 c5> 9 dlSiine 01D .a>eill J9a> 9 499,20

R2-i pv6-i pv4#show ipv6é interface brief

[ Fast Et hernet 0/ 0 [up/up
unassi gned

[Serial 0/0 [up/up
unassi gned

[ Fast Et hernet 0/ 1 [up/ up
2000:1:1:12:2:1:1:1111

[ Tunnel O [up/up
1::3000

R2-i pv6-i pva#
R2-i pv6-i pv4#show interfaces tunnel 0
Tunnel 0 is up, line protocol is up
Hardware i s Tunnel
, MU 1514 bytes, BW9 Kbit, DLY 500000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on TUNNEL, | oopback not set
Keepal i ve not set
Tunnel source 192.23.1.2 (Serial0/0), destination 192.34.1.4
Tunnel protocol/transport |Pv6/1P, key disabl ed, sequencing disabled
Tunnel TTL 255
Checksumm ng of packets disabl ed
Last input 00:00:09, output 00:00:19, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queueing strategy: fifo
(Qut put queue :0/0 (sizel max
mnute input rate 0 bits/sec, 0 packets/sec 5
mnute output rate 0 bits/sec, 0 packets/sec 5
packets input, 361832 bytes, 0 no buffer 3119
Recei ved 0 broadcasts, 0 runts, O giants, O throttles
input errors, 0 CRC, O frame, O overrun, 0 ignored, O abort O
packets output, 361560 bytes, 0 underruns 3117
output errors, 0 collisions, O interface resets 0
out put buffer failures, 0 output buffers swapped out 0
R2-i pv6-i pva#
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1PV6 J (RIP) agill

R2-i pv6-i pv4#show ipvé rip

RI P process "6bone", port 521, multicast-group FF02::9, pid 111
Admi ni strative distance is 120. Routing table is 0
Updat es every 30 seconds, expire after 180
Hol ddown | asts 180 seconds, garbage collect after 120
Split horizon is on; poison reverse is off
Default routes are not generated
Peri odi c updates 176, trigger updates 1

R2-i pv6-i pv4#



R2-i pv6-i pv4#ishow ipv6é protocols
"I Pv6 Routing Protocol is "connected
"I Pv6 Routing Protocol is "static
"I Pv6 Routing Protocol is "rip 6bone
“Interfaces
Fast Et hernet 0/ 1
Tunnel 0
:Redi stribution
Redi stributing protocol rip 6bone
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