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eold geds lJuvo Jé:

interface Ethernet interface Ethernetl
ip address 192.188.2.1 255.255.255.0 192 168.1.1 255.255.255.0
no ip directed-broadcast no ip directed-broadcast

ip-helper address 192 168 22

DHCF Server #__,«-"# DHCP Client
10216822 <oee 00e0. 1e£2.c441
9Jsd eesd DHCP/BootP

Jlg_bo uﬁagso JOJU BootP/DHCP oU |J&p§d Us Cl.)p DHCP‘ ._Sup quuplro ||n_) ip helper-address

¢ 90895 66 ISl Ipuoul (TFTP) (e 69)
- DNS (0095 53): 3006 IJ9 9 (o095 37)
- ¢bp luwpe NetBIOS (o095 137)
. ebp ptbb Lslole NetBIOS (pods 138)
- pebblo wslule IJgpsd 91JEbe Joy9wsdsd IJwposs> (DHCP/BootP) (IJeulos 67 9 68)
- e300 Ublp pildo 1Uxged IUs IJpelos IUbyos6 (TACACS) (Idpewwds 49)
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version 12.0

service timestanps debug uptinme
service timestanps | og uptine

no service password-encryption

!

host nane router

!

!

!

interface EthernetO

i p address 192.168.2.1 255.255.255.0
no ip directed-broadcast

!

interface Ethernetl

i p address 192.168.1.1 255.255.255.0
i p hel per-address 192.168. 2.2

i p hel per-address 192.168.2.3



I--- | P hel per-address pointing to DHCP server

no ip directed-broadcast
I

I

!

line con O
exec-timeout 0 O
transport input none
line aux 0O

line vty 0 4

| ogin

I

end

Jl wsgp p9zole Cisco pyljus zpd ¢9lsp DHCP IJus wp wdssuol Jgpdle ozsd DHCP. w990
eozole Cisco Llghs wogso suwlJs DHCPDISCOVER |Js zese gulsso ldpuwless 13396
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DHCP z2s¢ swpe wulbd juulisd DHCP client 9 DHCPoffer 9 DHCPprequest / DHCP wso JJ jsg
oL gpdle DHCP glJglspe.

CESSU W9l $29.56
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ptodVsy o pe iy syduo pe Windows sgsd MACS og. 9011 ob e Bs walss IJgusly. 9030 oS
Esuo pu lJodssule:

- 03l o wIdsd Jg pdle Microsoft DHCP:

configure term nal

ip dhcp pool new_pool

host ip_address subnet_mask
client-identifier 0LXXXXXXXXXXXX

l--- XxXxXxxx represents 48 bit MAC address prepended with 01
- o3l oyvdsd Jepdle DHCP oy &) plsd)guyde:

configure term na

i p dhcp pool new pool

host i p_address subnet_mask
har dwar e- addr ess XXXXXXXXXXXX

l--- XXXXXX represents 48 bit MAC address
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Franme Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Summary

1[ 0. 0. 0. 0] [255.255.255.255] 618 0:01:26.810 0.575.244 05/07/2001 11:52: 03 AM DHCP: Request,
Message type: DHCP Discover

DLC ----- DLC Header -----

DLC:

DLC. Frame larrived at 11:52:03.8106; frame size is 618 (026A hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 0005DCC9C640

DLC: Ethertype = 0800 (IP)

DLC:

P ----- | P Header -----

| P:

IP: Version = 4, header length = 20 bytes

I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... nor mal del ay

IP: .... 0... = normal throughput

IP: .... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
| P: ...0 = CE bit - no congestion

I P: Total Iength = 604 bytes
IP: ldentification = 9

IP: Flags = 0X
IP: .0.. ....
IP: ..0. ....

may fragment
| ast fragnment


/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#configdhcpbootpciscoios
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#configdhcpbootpciscoios
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#configdhcpbootpciscoios
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#configdhcpbootpciscoios

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = B988 (correct)

| P: Source address = [0.0.0.0]

| P: Destination address = [255.255.255.255]
I P: No options

ubP: ----- UDP Header -----

UDP: Source port = 68 (BootPc/DHCP)

UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of data]

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00000882

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP: client hardware address = 0005DCC9C640

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 1 (DHCP Discover)

DHCP: Maxi num nessage size = 1152

DHCP: client identifier = 00636973636F2D303030352E646363392E633634302D564C31
DHCP: Paraneter Request List: 7 entries

DHCP: 1 = dient's subnet mask

DHCP: 66 = TFTP Option

DHCP: 6 = Dommi n name server

DHCP: 3 = Routers on the client's subnet

DHCP: 67 = Boot File Option

DHCP: 12 = Host nane server

DHCP: 150 = Unknown Option

DHCP: Cl ass identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snane fields hold options)

- - = - - - - - - - - - - - - - - - - - Frame 2 - DHCPOFFER - - - - - - - = = = = = = = = = = =

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
2[192.168. 1. 1] [255.255.255.255] 331 0:01:26.825 0.015.172 05/07/2001 11:52: 03 AM DHCP: Reply,
Message type: DHCP Offer

DLC. ----- DLC Header -----

DLC:

DLC. Frame 2 arrived at 11:52:03.8258; frane size is 331 (014B hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC: Source = Station 0005DCC42484

DLC: Ethertype = 0800 (IP)



P ----- | P Header -----

I P:

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

IP: 000. .... = routine

I P: .0 .... = normal delay

I P: 0... = normal throughput

I P: .0.. = normal reliability

I P: .0. = ECT bit - transport protocol will ignore the CE bit
IP: ... ...0 =CE bit - no congestion
IP: Total length = 317 bytes

IP: ldentification =5

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = F901 (correct)

| P: Source address = [192.168.1.1]

| P: Destination address = [255.255.255.255]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)

UDP: Destination port = 68 (BootPc/DHCP)
UDP: Length = 297

UDP: No checksum

UDP: [289 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type

DHCP: Hops = O
DHCP: Transaction id =

DHCP: El apsed boot tine
DHCP: Fl ags = 8000
DHCP: 1...

DHCP:

DHCP: Client IP addres

]

= 2 (Reply)

Har dwar e address type = 1 (10Mv Et hernet)
Har dware address length = 6 bytes

00000882
= 0 seconds

= Broadcast |P datagrans

Client self-assigned |IP address = [0.0.0.0]

= [192.168.1.2]

Next Server to use in bootstrap = [0.0.0.0]

DHCP: Relay Agent = [0.0.0.0]

DHCP: Host nanme = ""
DHCP: Boot file nanme =

Client hardware address = 0005DCC9C640

DHCP: Vendor Information tag = 63825363

Message Type = 2 (DHCP O fer)

DHCP: Server | P address = [192.168.1.1]
DHCP: Request | P address |ease time = 85535 (seconds)
DHCP: Address Renewal

nterval = 42767 (seconds)

DHCP: Address Rebinding interval = 74843 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.1.3]
DHCP: Domain Name Server address = [192.168.1.4]

DHCP: Gateway address

[192.168.1.1]



- = = - - - - - - - - - - - - - - - - - Frame 3 - DHCPREQUEST - - - - - - - - = = = = = = =

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
3[0.0.0.0] [255.255.255.255] 618 0:01:26.829 0.003.586 05/07/2001 11:52: 03 AM DHCP: Request,
Message type: DHCP Request

DLC ----- DLC Header -----

DLC:

DLC: Frame 56 arrived at 11:52:03.8294; frane size is 618 (026A hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 0005DCC9C640

DLC. Ethertype = 0800 (IP)

DLC:

P ----- | P Header -----

I P:

IP: Version = 4, header length = 20 bytes

I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: lIdentification = 10

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops
I P: Protocol = 17 (UDP)

| P: Header checksum = B987 (correct)
| P: Source address = [0.0.0.0]

| P: Destination address = [255.255.255.255]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 68 (BootPc/DHCP)
UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of data]

UDP:

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10M Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00000882

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]
DHCP: Next Server to use in bootstrap
DHCP: Relay Agent = [0.0.0.0]

DHCP: client hardware address = 0005DCC9C640

[0.0.0.0]

DHCP: Host nanme = ""
DHCP: Boot file name = ""



DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 3 (DHCP Request)

DHCP: Maxi num nessage size = 1152

DHCP: client identifier = 00636973636F2D303030352E646363392E633634302D564C31
DHCP: server IP address = [192.168.1.1]

DHCP: Request specific IP address = [192.168.1.2]

DHCP: Request | P address |ease time = 85535 (seconds)

DHCP: Paraneter Request List: 7 entries

DHCP: 1 = dient's subnet mask

DHCP: 66 = TFTP Option

DHCP: 6 = Dommi n name server

DHCP: 3 = Routers on the client's subnet

DHCP: 67 = Boot File Option

DHCP: 12 = Host nane server

DHCP: 150 = Unknown Option

DHCP: Cl ass identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snane fields hold options)

- = = - - - - - - - - - - - - - - - - - Frame 4 - DHCPACK - - - - - - - = = = = = = = = = = = -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

4[ 192.168. 1. 1] [255. 255. 255. 255] 331 0: 01: 26. 844 0.014.658 05/07/2001 11:52: 03 AM DHCP: Reply,
Message type: DHCP Ack

DLC ----- DLC Header -----

DLC:

DLC: Frame 57 arrived at 11:52:03.8440; franme size is 331 (014B hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 0005DCC42484

DLC: Ethertype = 0800 (IP)

DLC:

I P:
IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

I P: 000. = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ... ...0 =CE bit - no congestion

IP: Total length = 317 bytes

IP: ldentification = 6

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops
I P: Protocol = 17 (UDP)

| P: Header checksum = F900 (correct)
| P: Source address = [192.168.1.1]

| P: Destination address = [255.255.255.255]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)
UDP: Destination port = 68 (BootPc/DHCP)
UDP: Length = 297

UDP: No checksum

UDP: [289 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----



DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00000882

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: client IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP: client hardware address = 0005DCC9C640

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server | P address = [192.168.1.1]

DHCP: Request | P address |ease tinme = 86400 (seconds)
DHCP: Address Renewal interval = 43200 (seconds)
DHCP: Address Rebinding interval = 75600 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.1.3]
DHCP: Domain Name Server address = [192.168.1.4]
DHCP: Gateway address = [192.168.1.1]

- - - - - - - - - - - - - - - - - - - - Frame 5 - ARP - - - - - - - - = = = = = = = = - - - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
5 0005DCC9C640 Broadcast 60 0:01:26.846 0.002.954 05/07/2001 11:52: 03 AM ARP: R PA=[192.168. 1. 2]
HA=0005DCC9C640 PRO=I P

DLC ----- DLC Header -----

DLC:

DLC: Frame 58 arrived at 11:52:03.8470; frame size is 60 (003C hex) bytes.
DLC:. Destinati on = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Stati on 0005DCC9C640

DLC. Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/ RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mo Et hernet)

ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes

ARP: Length of protocol address = 4 bytes

ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 0005DCC9C640

ARP: Sender's protocol address = [192.168. 1. 2]

ARP: Target hardware address = FFFFFFFFFFFF

ARP: Target protocol address = [192.168. 1. 2]

ARP:

ARP: 18 bytes frane paddi ng

ARP:

- - - - - - - - - - - - - - - - - - - - Frame 6 - ARP - - - - - - - - - = = = = = = = - - - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

6 0005DCC9C640 Broadcast 60 0:01:27.355 0.508.778 05/07/2001 11:52:04 AM ARP: R PA=[192.168. 1. 2]
HA=0005DCC9C640 PRO=I P

DLC: ----- DLC Header -----



DLC:

DLC: Frame 59 arrived at 11:52:04.3557; frame size is 60 (003C hex) bytes.
DLC:. Destinati on = BROADCAST FFFFFFFFFFFF, Broadcast
DLC. Source = Stati on 0005DCC9C640

DLC. Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/ RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mo Et hernet)

ARP: Protocol type 0800 (IP)

ARP: Length of hardware address 6 bytes

ARP: Length of protocol address = 4 bytes

ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 0005DCC9C640

ARP: Sender's protocol address = [192.168. 1. 2]

ARP: Target hardware address = FFFFFFFFFFFF

ARP: Target protocol address = [192.168. 1. 2]

ARP:

ARP: 18 bytes frane paddi ng

ARP:

SWY oubdg) sniffer cowg gesd DHCP 9lJghp sWodopl poze wp wdssue
Jg o5 <isd DHCP

oowg Sniffer-B

- - - - - - - - - - - -+ - - - - - - - Frame 1 - DHCPDISCOVER - - - - - - = - = - - = - = - - -

Frame Status Source Address Dest. Address Size Rel. Time Delta Tinme Abs. Tine Sumary

1 [0.0.0.0] [255.255.255.255] 618 0:02:05. 759 0.025.369 05/31/2001 06:53: 04 AM DHCP: Request,
Message type: DHCP Di scover

DLC. ----- DLC Header -----

DLC:

DLC. Frame 124 arrived at 06:53:04.2043; frame size is 618 (026A hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 0005DCF2C441

DLC. Ethertype = 0800 (IP)

DLC:

P ----- | P Header -----

| P

IP: Version = 4, header length = 20 bytes

I P: Type of service = 00

IP: 000. .... = routine

IP. ...0 .... nor mal del ay

IP. .... 0... = normal throughput

IP. ... .0.. = normal reliability

IP. .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: 0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: ldentification = 183

IP: Flags = 0X

IP. .0.. .... = may fragnent

IP. ..0. .... = last fragnent

I P: Fragnment offset = 0 bytes

IP. Time to live = 255 seconds/ hops
I P: Protocol = 17 (UDP)

| P: Header checksum = B8DA (correct)
I P: Source address = [0.0.0.0]

I P: Destination address = [255.255. 255. 255]
I P: No options



ubP: ----- UDP Header -----

UDP: Source port = 68 (Boot Pc/ DHCP)

UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of data]

DHCP: ----- DHCP Header -----

DHCP: Boot record type = 1 (Request)
DHCP: Har dware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00001425

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]
DHCP: Next Server to use in bootstrap
DHCP: Relay Agent = [0.0.0.0]

DHCP: dient hardware address = 0005DCF2C441

[0.0.0.0]

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 1 (DHCP Di scover)

DHCP: Maxi num nessage size = 1152

DHCP: Cient identifier = 00636973636F2D303065302E316566322E633434312D4574302F30
DHCP: Paraneter Request List: 7 entries

DHCP: 1 = dient's subnet mask

DHCP: 6 = Dommi n name server

DHCP: 15 = Domai n namne

DHCP: 44 = NetBI OS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Cl ass identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snane fields hold options)

- - = - - - - - - - - - - - - - - - - - Frame 2 - DHCPOFFER - - - - - - - = = = = = = = = = = =

Frane Status Source Address Dest. Address Size Rel. Tinme Delta Tinme Abs. Tine Summaryr
125 [192.168. 1. 1] [255. 255. 255. 255] 347 0:02:05.772 0.012. 764 05/31/2001 06:53: 04 AM DHCP:

Reply,

Message type: DHCP Offer
DLC. ----- DLC Header -----
DLC:

DLC: Frame 125 arrived at 06:53:04.2171; frame size is 347 (015B hex) bytes.
DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 003094248F71

DLC. Ethertype = 0800 (IP)

DLC:

I P:

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

IP: 000. .... = routine



I P: .0 .... = normal del ay

I P: 0... = normal throughput

I P: .0.. = normal reliability

I P: .0. = ECT bit - transport protocol will ignore the CE bit
IP: ... ...0 =CE bit - no congestion
IP: Total length = 333 bytes

IP: lIdentification = 45

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = F8C9 (correct)

| P: Source address = [192.168.1.1]

| P: Destination address = [255.255.255.255]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)

UDP: Destination port = 68 (BootPc/DHCP)
UDP: Length = 313

UDP: Checksum = 8517 (correct)

UDP: [305 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00001425

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: client IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [192.168.1.1]

DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363
DHCP: Message Type = 2 (DHCP Ofer)
DHCP: Server | P address = [192.168. 2. 2]

DHCP: Address Renewal interval = 49735 (seconds)
DHCP: Address Rebinding interval = 87037 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.10.1]
DHCP: Domain Name Server address = [192.168.10.2]
DHCP: NetBIOS Server address = [192.168.10.1]
DHCP: NetBIOS Server address = [192.168.10.3]
DHCP: Domain name = "cisco.com"

Request | P address |lease tinme = 99471 (seconds)

- - - - - - - - - - - - - - - - - - Frame 3 - DHCPREQUEST - - - - -

Frane Status Source Address Dest. Address Size Rel.

Tine Delta Tinme Abs.

Ti me Sunmary



3 [0.0.0.0] [255.255.255.255] 618 0:02: 05.774 0.002.185 05/31/2001 06:53: 04 AM DHCP: Request,
Message type: DHCP Request

DLC ----- DLC Header -----

DLC:

DLC. Frame 126 arrived at 06:53:04.2193; frame size is 618 (026A hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station Ciscl4F2C441

DLC: Ethertype = 0800 (IP)

DLC:

P ----- | P Header -----

I P:

IP: Version = 4, header length = 20 bytes

I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: ldentification = 184

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops
I P: Protocol = 17 (UDP)

| P: Header checksum = B8D9 (correct)
| P: Source address = [0.0.0.0]

| P: Destination address = [255.255.255.255]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 68 (BootPc/DHCP)
UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of data]

UDP:

DHCP: Boot record type = 1 (Request)
DHCP: Har dware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00001425

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 3 (DHCP Request)

DHCP: Maxi num nessage size = 1152

DHCP: client identifier = 00636973636F2D303065302E316566322E633434312D4574302F30



DHCP: server IP address = [192.168.2.2]

DHCP: Request specific IP address = [192.168.1.2]
DHCP: Request | P address |ease time = 99471 (seconds)
DHCP: Paraneter Request List: 7 entries

DHCP: 1 = dient's subnet nmask

DHCP: 6 = Dommi n nanme server

DHCP: 15 = Domai n nanme

DHCP: 44 = NetBI GS over TCP/IP nane server

DHCP: 3 = Routers on the client's subnet

DHCP; 33 = Static route

DHCP: 150 = Unknown Option

DHCP; Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snanme fields hold options)

- = = - - - - - - - - - - - - - - - - - Frame 4 - DHCPACK - - - - - - - = = = = = = = = = = = -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

4 [192.168. 1. 1] [255.255.255.255] 347 0:02:05.787 0.012.875 05/31/2001 06:53: 04 AM DHCP: Reply,
Message type: DHCP Ack

DLC ----- DLC Header -----

DLC:

DLC: Frame 127 arrived at 06:53:04.2321; frame size is 347 (015B hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 003094248F71

DLC. Ethertype = 0800 (IP)

DLC:

P ----- | P Header -----

I P:

IP: Version = 4, header length = 20 bytes

I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: ...0 = CE bit - no congestion

IP: Total length = 333 bytes

IP: ldentification = 47

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops
I P: Protocol = 17 (UDP)

| P: Header checksum = F8C7 (correct)
| P: Source address = [192.168.1.1]

| P: Destination address = [255.255.255.255]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)
UDP: Destination port = 68 (BootPc/DHCP)
UDP: Length = 313

UDP: Checksum = 326F (correct)

UDP: [305 byte(s) of data]

UDP:

DHCP:

DHCP: Boot record type = 2 (Reply)

DHCP: Har dware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes



DHCP: Hops = O

DHCP: Transaction id = 00001425

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [192.168.1.1]

DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server | P address = [192.168. 2. 2]

DHCP: Request | P address |ease tinme = 172800 (seconds)
DHCP: Address Renewal interval = 86400 (seconds)
DHCP: Address Rebinding interval = 151200 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.10.1]
DHCP: Domain Name Server address = [192.168.10.2]
DHCP: NetBIOS Server address = [192.168.10.1]

DHCP: NetBIOS Server address = [192.168.10.3]

DHCP: Domain name = "cisco.com"

- - = - - - - - - - - - - - - - - - - - Frame 5 - ARP - - - - - - - - - = = = = = = = - - - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
5 Ci scl4F2C441 Broadcast 60 0:02:05.798 0.011. 763 05/31/2001 06:53: 04 AM ARP: R PA=[192.168. 1. 2]
HA=Ci sc14F2C441 PRO=I P

DLC ----- DLC Header -----

DLC:

DLC: Frame 128 arrived at 06:53:04.2439; frame size is 60 (003C hex) bytes.
DLC:. Destinati on = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station Ci scl4F2C441

DLC. Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/ RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mo Et hernet)

ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes

ARP: Length of protocol address = 4 bytes

ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 00EO1EF2C441

ARP: Sender's protocol address = [192.168. 1. 2]

ARP: Target hardware address = FFFFFFFFFFFF

ARP: Target protocol address = [192.168. 1. 2]

ARP:

ARP: 18 bytes frane paddi ng

ARP:

- - - - - - - - - - - - - - - - - - - - Frame 6 - ARP - - - - - - - - - = = = = = = = - - - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

5 Ci scl4F2C441 Broadcast 60 0:02:05.798 0.011. 763 05/31/2001 06:53: 04 AM ARP: R PA=[192.168. 1. 2]
HA=Ci sc14F2C441 PRO=I P

DLC. ----- DLC Header -----

DLC:

DLC: Frame 128 arrived at 06:53:04.2439; frame size is 60 (003C hex) bytes.



DLC:. Destinati on = BROADCAST FFFFFFFFFFFF, Broadcast
DLC. Source = Station Ci scl4F2C441

DLC. Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/ RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mo Et hernet)

ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes
ARP: Length of protocol address = 4 bytes
ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 00EO1EF2C441
ARP: Sender's protocol address = [192.168. 1. 2]
ARP: Target hardware address = FFFFFFFFFFFF
ARP: Target protocol address = [192.168. 1. 2]
ARP:

ARP: 18 bytes frane paddi ng

ARP:

sniffer-A coug

- - - - - - - - - - - - - - - - - - - - Frame 1 - DHCPDISCOVER - - - - - - = = - - = = = - - - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Summary

118 [192.168.1.1] [192.168.2.2] 618 0:00:51.212 0.489.912 05/31/2001 07: 02: 54 AM DHCP: Request,
Message type: DHCP Di scover

DLC. ----- DLC Header -----

DLC:

DLC. Frame 118 arrived at 07:02:54.7463; frame size is 618 (026A hex) bytes.

DLC. Destination = Station 0005DCOBF2F4

DLC. Source = Station 003094248F72

DLC. Ethertype = 0800 (IP)

DLC:

| P:
IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: .... ...0 =CE bit - no congestion

IP: Total length = 604 bytes

IP: ldentification = 52

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = 3509 (correct)

| P. Source address = [192.168.1.1]

| P: Destination address = [192.168.2.2]
I P: No options

| P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)
UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 584

UDP: Checksum = 0A19 (correct)



UDP: [576 byte(s) of data]
UDP:

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10M Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops =1

DHCP: Transaction id = 000005F4

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]
DHCP: Next Server to use in bootstrap
DHCP: Relay Agent = [192.168.1.1]
DHCP: client hardware address = 0005DCF2C441

[0.0.0.0]

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 1 (DHCP Di scover)

DHCP: Maxi num nessage size = 1152

DHCP: Client identifier = 00636973636F2D303065302E316566322E633434312D4574302F30
DHCP: Paraneter Request List: 7 entries

DHCP: 1 = dient's subnet mask

DHCP: 6 = Dommi n name server

DHCP: 15 = Domai n namne

DHCP: 44 = NetBI OS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Cl ass identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snane fields hold options)

- - = - - - - - - - - - - - - - - - - - Frame 2 - DHCPOFFER - - - - - - - = = = = = = = = = = =

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

2 [192.168.2.2] [192.168.1.1] 347 0:00:51.214 0.002.133 05/31/2001 07: 02: 54 AM DHCP: Request,
Message type: DHCP Offer

DLC. ----- DLC Header -----

DLC:

DLC: Frame 119 arrived at 07:02:54.7485; frame size is 347 (015B hex) bytes.

DLC. Destination = Station 003094248F72

DLC. Source = Station 0005DCOBF2F4

DLC: Ethertype = 0800 (IP)

1P ----- | P Header -----

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

IP: 000. .... = routine
IP: ...0 .... = normal delay
IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability
IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
1P . ...0 = CE bit - no congestion

IP: Total length = 333 bytes
IP: lIdentification = 41
IP: Flags = 0X



IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = 3623 (correct)

| P: Source address = [192.168.2.2]

| P: Destination address = [192.168.1.1]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)
UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 313

UDP: Checksum = A1F8 (correct)

UDP: [305 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Request)
DHCP: Hardware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 000005F4

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [192.168.1.1]

DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 2 (DHCP Ofer)

DHCP: Server | P address = [192.168. 2. 2]

DHCP: Request | P address |lease tinme = 172571 (seconds)
DHCP: Address Renewal interval = 86285 (seconds)
DHCP: Address Rebinding interval = 150999 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.10.1]
DHCP: Domain Name Server address = [192.168.10.2]
DHCP: NetBIOS Server address = [192.168.10.1]

DHCP: NetBIOS Server address = [192.168.10.3]

DHCP: Domain name = "cisco.com"

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

3 [192.168.1.1] [192.168.2.2] 618 0:00:51.240 0.025.974 05/31/2001 07: 02: 54 AM DHCP: Request,

- - - - - - - - - - - - - - - - - - Frame 3 - DHCPREQUEST - - - - - - -

Message type: DHCP Request

DLC:
DLC:
DLC:
DLC:
DLC:
DLC:

----- DLC Header -----

Frame 120 arrived at 07:02:54.7745; frane size is 618 (026A hex) bytes.
Destination = Station 0005DCOBF2F4

Source = Station 003094248F72

Et hertype = 0800 (IP)



----- | P Header -----

Version = 4, header length = 20 bytes
Type of service = 00
000. .... = routine

.0 .... = normal delay
0... = normal throughput
.0.. = normal reliability
.0. = ECT bit - transport protocol will ignore the CE bit

.... ...0 = CEDbit - no congestion
Total length = 604 bytes
Identification = 54

Fl ags = 0X

.0.. .... = may fragnent

.0. .... =last fragment

Fragment offset = 0 bytes

Time to live = 255 seconds/ hops
Protocol = 17 (UDP)

Header checksum = 3507 (correct)
Source address = [192.168.1.1]
Destination address = [192.168.2.2]
No options

----- UDP Header -----

Source port = 67 (BootPs/DHCP)
Destination port = 67 (BootPs/DHCP)
Length = 584

Checksum = 4699 (correct)

[576 byte(s) of data]

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10M Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops =1

DHCP: Transaction id = 000005F4

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]

DHCP: Next Server to use in bootstrap

[0.0.0.0]

DHCP: Relay Agent = [192.168.1.1]
DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 3 (DHCP Request)

DHCP: Maxi num nessage size = 1152

DHCP: client identifier = 00636973636F2D303065302E316566322E633434312D4574302F30
DHCP: Server | P address = [192.168. 2. 2]

DHCP: Request specific | P address = [192.168. 1. 2]

DHCP: Request | P address |lease tinme = 172571 (seconds)
DHCP: Paraneter Request List: 7 entries

DHCP: 1 = Cdient's subnet mask

DHCP: 6 = Domai n name server

DHCP: 15 = Donmi n nane

DHCP: 44 = NetBI CS over TCP/IP name server



DHCP: 3 = Routers on the client's subnet

DHCP; 33 = Static route

DHCP: 150 = Unknown Option

DHCP; Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snanme fields hold options)

- = = - - - - - - - - - - - - - - - - - Frame 4 - DHCPACK - - - - - - - = = = = = = = = = = = -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

4 [192.168.2.2] [192.168.1.1] 347 0:00:51.240 0.000.153 05/31/2001 07:02: 54 AM DHCP: Request,
Message type: DHCP Ack

DLC ----- DLC Header -----

DLC:

DLC: Frame 121 arrived at 07:02:54.7746; frame size is 347 (015B hex) bytes.

DLC. Destination = Station 003094248F72

DLC. Source = Station 0005DCOBF2F4

DLC. Ethertype = 0800 (IP)

DLC:

I P:
IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ... ...0 =CE bit - no congestion

IP: Total length = 333 bytes

IP: lIdentification = 42

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops
I P: Protocol = 17 (UDP)

I P: Header checksum = 3622 (correct)
| P: Source address = [192.168.2.2]

| P: Destination address = [192.168.1.1]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)
UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 313

UDP: Checksum = 7DF6 (correct)

UDP: [305 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----

DHCP: Boot record type = 2 (Request)
DHCP: Hardware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 000005F4

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient IP address = [192.168.1.2]



DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [192.168.1.1]
DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server |P address = [192.168. 2. 2]

DHCP: Request | P address |lease tinme = 172800 (seconds)
DHCP: Address Renewal interval = 86400 (seconds)

DHCP: Address Rebinding interval = 151200 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.10.1]
DHCP: Domain Name Server address = [192.168.10.2]
DHCP: NetBIOS Server address = [192.168.10.1]
DHCP: NetBIOS Server address = [192.168.10.3]
DHCP: Domain name = "cisco.com"

DHCP:

[

lwed bl fglble DHCP g|oJlzol guspl wddow peble gpoJ
IJgpsd &) 8,6 gds IJzuesd eds golysu DHCP

3luwé 21Jé 5 dp 1: DHCP obJ gJs I wduwo lan $logs Iy VLAN & DHCP ju9¢

guspl sw9les glse DHCP slJgpsd eds uduw pélbog LAN Is VLAN sJl spdu JJgpsd 1Jzuosd
gJs £09lu IP o ¢hp DHCP. 89 eu £ Idpzoed 1o souvew 1eszo Idpeds B puindJé
DHCP. vouod IJpuvdJé ulJIE_O_)O IJos waued Else DHCP 98 psd DHCP. 90g 5JJ: spdy o
}Jdgu Ulouu:JJo o€ ¢l>p DHCP |3 lJe psd wdwo. owles oo IJgpsle IJupbss eds
luwedivlo IBble 1Jzol; 9luoadlzol 9ozass Idzol) 1U3s suvew puvddo.

pdlebs: Jodgsu ¢lpe DHCP gJs luuluw IJ Gowds pedsé bloyss (VLAN). 23> wepgle
DHCP IJpgoJdws JIJ Jvwds pedso bloyss (VLAN) wigse eulgsy DHCP |Js gpdlisd.

D)luwé 2lJé ,8p 2: sop Suod ébe DHCP 9g05J DHCP Lyl wbd p9zo p
oJdosue Job s 9dsd oyzsd DHCP/BootP

g pl swles ¢lbp DHCP 9ldgpsd eds pldlbg LAN IJpgodwdo 9 uodle VLANG sgpd Idpe9zo
Jgpsd oyzsd DHCP/BootP pu9sd gu lglsé wogso DHCP |Js ¢lbp DHCP. sUjpe [l gbgle
luoldss Jlgwed ol Ig_JoIc 99Jsd oyesd DHCP/BootP gl oJlzol: wIdlolwss |Js ¢l>e DHCP
sldepsd. Bl lowgw odo lJgpslo spdud weass IJzol) 1Uds suvouw [Jpunldd.

s ¢bp DHCP gJis IJp9zo B wesiso euldso pe gl op luwoodh IJozeg

00 1pzepd 1o weuo 1golsse Jl sl seodb wol lgedle: 2o Bl e luosbel ao Iezee.
Sedu 1dezdd pu odl ldlle pu I [l ebus ip dhep. szae webus s Idewslu eudpl
S e pUPSIIL uIOw ewlu IP. Vs wessu IJewslo: sepdd DHCP oo IJogbusle pe
ool Ilooold 9 ARP selos.

S gldé Idouuls weluo wop lJs Idewslo pu Idozee. sop wesso IJewslu zos 890
lJeun9sd wed IJoghue. suvdd ip dhep ogbuo cuvzsd Jed 03l luosl).



gele Ipwed il Iglble DHCP 9] oJlzol
Bop lso spdu o opde pusldJ DHCP

$p90 16 couil pusldd DHCP wuvou Igvole £3836. 198 lgvole Ginssel o publdd
180 908 3J9: 83 523 IJEsss p0 publdd DHCP wowow £59w IJoslpz B Iiobes s
oz e Lbl§s slzes IUbuds (NIC) 19 £5led ozs DHCP/BOOP IJcus ot pd e
Upgaok; 3u]0_)| J&.)) lJ(’U”D\_S IJULS L9'> uubﬁgs E_J.,S PLJ”"JJ ..SJ_)(J |uu|& UOZ PUOCS
Jlowed sl igble sl oJlzol.

Slispé Buos)ys JJiuwuly IUpeepds JeuildJ DHCP:

clJoedsso IJlve,)luos Jpesd Catalyst

- odysu 9dsd wyesd DHCP/BootP

- puudJs o9ld @ NIC Iy p i dJs psjé DHCP

- oouse wolez wubgsd NIC IUpgsy I NIC és, 1duszse

edle logble podbes Jduvods wwow gpdsle puwle IUubz)s IJpow,es IJpod,)s

- owdsd wble IUogugsd 19 esw IUwsolee

- 0dasu wbl§ ¢le DHCP Iy gso IJwsoler

- Cisco pl>0 gudlj6 pdwle |9 cisco ios DHCP/BootP ¢ zsd 99sd wypzssd ¢JJ

cBund IJeedd pu lehbs wzse Idpush IJeduvs oo IJizbs (URPF) Jige wp luvedle
&2 DHCP gJss 9lzos pzod9s gu ldpwsde. euspl sop wpdsu ps)d lehs wozse IJpuwl
lJeJuws (RPF) eds 9lzod: spdu Jpszo Cisco |uwidlb 2jp w)y9wsded Idodysy
lU>sulpsds Jdpuosd (DHCP) 9¢,9w9d9d IJwposs (BOOTP) IJes wzess eds gulasy
pu23 0.0.0.0 98 0l9 s 9206 pu 255.255.255.255. 9.spJe JJeozo lsuol luudlb zese 2ip IP
lJos wzgwss £Js 9z006 IP JJoo Idpwgss Bs Idglzes. 9&.8w 03l [uosl) Vs cisco o id
CSCdw31925

pdlzbbs Jl suwebse 1Usuosd [Us wdhs, Uigble [JI g pdle Cisco IJpuwzdsu.

s Jlsop lgweddle gpsd Blesxs wslule DHCP. 9JJdu swp websd ouvzsd ogl,uo DHCP
UG - 1Jezdd po Ilouold 1dplbs

ssubo@ o3l ldlg)le gds gpse »luwle 1JglJs.

©28Y loJI eu Idlouold 1deds Jepsd DHCP 9ldghe. I3l duo pouadl wperyd Catalyst.

Bz dd pw lu JJl pu gpsd DHCP 9lJgl e Jsso louold pbs. Lldogwes Jdpeadle ldegwewsd
|Js Cisco 10S pedJ Catalyst 2900XL/3500XL/2950/3550. I, IJpdldis Jeyuo pud> IJzlJé
<interface>. | >9J6 IUSLo ls use €Sy <> SJ9u V98 b wy909ded sI9 WS- Idpsule JI
Ses 298 p19,: 9J1 28 DHCP jusu bde. Idluclz po 1Jle):

Swi t ch#show interface fastEthernet 0/1
Fast Ethernet0/1 is up, line protocol is up
Hardware is Fast Ethernet, address is 0030.94dc.accl (bia 0030.94dc. accl)

Bloe Uua@@ eu IJloold Udg_.Js 9JI S9g> olJwed I..s boolb osuo ldezyd Catalyst switch
_SE-PLSJ DHCP |uuUa)ro 9, o |. wod, pu|L_9 |?J0|c rouu|-JJ u9|L9 9 p?9,J|u Cisco Catalyst pE

bl 96 9lzod IJ v s (NIC) 9l odlzol pu lJpunldd IJpeed 96 wpuvdJs loold [Ubo9é
lJpel>s6.
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lIJoslole e, ¢b9s suvew E_Joi psule Js weuo pls pudlje pLdulz i Sdou .ZIE_J errdisable
59J6. J Jos,) peJ9ped lJes >9J0 | sle | wogho |J cisco ios e 06 s oW
lJ>9Jo errdisable: s W) JSWO 16 Suved pu 0909539 pold pu luvegls po 03l 39J6.

- odosu pebid gpd IUgpsd 9 IP IUelue Jioul) louold b ds
ssubo@ ol ldlg)le geds gpse sluwle 1Jglds.

gwspl werse ks DHCP |Losly 09 pop o suvdd gusle uwldo luvolosds eds ju9o pebd £od
in order to > 9 9 u‘bvd:és 29,29Js6. 1Bl Jp wwpdy pelbd IJgpd pu 1dsuesd IJs pobs Uy dé
eds ILép po 28886 1o Jol g9l IP wp cdssve wuvdd elow: Slu Iduwew IJz3ss
JJeubdJds Jsuw DHCP. gus 030 IJudbé: sdjpd luwod il Rble loold IdyveJs
sluodlzol.

2 1Joedd pu IJpuvdJs Jp v dJs woe oybésd

ssubo@ o3l ldlg)le gds gpse luwle 1JelJs.

I3l ogs) eds gpsd DHCP 1z o9 eJs gudlu IP oo ¢lbp DHCP gus wos ldogvgsd: Wspdud
leeb Idgpsd 298! eds Lhuwld bdo DHCP. §pe luosl) IJgbsle IJeldss Jdzuesd $x98! eds
eu9lu IP py Elp DHCP Juble lJobgsd IJpes)z.

uble IJogugsd Microsoft Windows 95/98/ME:

1. 108, W99 IJj, Startbutton 9.9, wovesd wyulez WINIPCFG.exe.
2. 168, 998 sy sy IJIJ: e sovgo 1)) craes IJIJ.
3. oJ gosd DHCP 3y, IJly eds 1Uzuosd eJs gusly IPS

L IP Configuration I ] |

— Ethernet Adapter |nfarmation
it PR P Adapter ~]

Adapter fddress | 00-DO-B7-25E5-3F

IPAddess | g410250154

SubretMask | 255255 2550

Crefault 3 ateway | B4.102.501
ok l Feleaze Renew
Releaze Al | R enew Al Mare Info =3

ublp IJouugsd Microsoft Windows NT/2000:

1. I>¢J Cmdin Start/Runfield JW oz ol836 ploldué 1Ji9le,.
2. 9p wluosl, wldsé p9zo IUle, commandConfig/renin.
3. od gpsd DHCP Gl IJls eJs IUzuesd £Js gusly IPS


https://www.cisco.com/c/ar_ae/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html

= C WINNT System32 ' cmd.exe
(G Copyright 1785%-1999 Microsoft Corp.

C:s>ipconfig
Windows 26888 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix . :
FRCAddiresssd & 5 & 8 8 8 8 W E e E S
Subnet Maszk :
Default Gateway

C:xipconfig Arenew

Windows 2888 IF Configuration

Ethernet adapter Local Area Connection:
Connection—specific DMS Suffix . - cisco.com
IP Address. - . . . . - - - . - . & 64.182_47.137

Subnet Mask : 255_.255_2585_1%92
Default Gateway : b4.182_47_129

131 JIo gpsd DHCP §ls)l edss IJzuosd eds eudlo IP pg zass $298 Jewslo IP wes 1o 1d,ed
IJdpwsc) Iduvguos gpdss wae ldogvgsd: Spu ldpsze lo ©dsu 1JeundJs pundJs woe
ogugsd DHCP. |6 I DHCP jube jugo I Cisco plrs udlis ez Ideundds eds Idbze
vuvww wuudsd luosh I Sweled pg STP PortFast o/lg SBUS 9 trunking. 13, souopu ledloss
luosly wbl o 9lzos 1w s (NIC) 9pivldd woe wUvgsd pud3 IJpead. pilzeo IUgbslo D9 E
Jlwooeb odosy puds 1Ueesd 9puvddle wlbl@o glzos 1w ds (NIC) Y wow 238
JpuiJ6 DHCP.

D. IJezdd po od9so pods Iezed (STP PortFast glJisle, 1Jig)s)

lo pl>é 2u8136 2900/4000/5000/6000. > 38w Iu Idpsule sodds STP PortFast seJu 9
trunking/channeling sgzj. sJyu IJodssy IUIWe,)lsos 09 STP PortFast pglbJ 9
trunking/channeling auto. | 1pJo. LlJouwwéd JJeesdle 2900x1/3500x1/2950/3550 switches.
SYI0 wy9weded IJuug )6 I.J,oo-.éjgég (STP) portfast o9 IJodesu lJplbdye 1Uszss. wpd
cessle ldoedsy oo ldpupldJ 1Y, ybssgl Jgpsd DHCP 1Jos wpae pg ldoeose
IJlsds Jezod Catalyst.

Jeiss pu ldcls$ 29d polbdole wdssy puds 1dpzed IJu2,9,s56 J DHCP o sepd wurdd
asa gud UluuoU u,oagdlu Catalyst‘ Lee IJs luwegsle PortFast olole, 1355 JloJlz olgs)le

w8 plees 03l lJpuweus spdod polugs luvaduild oo IJpuildd sluodlzol.
e. IJczdd po publdd wbl§s NIC 1Jeg 19096 Iy pz9Jlc, Catalyst switch

B3Iy wdssu 1pged Catalyst switch ozsel Bpu IJppdu o w9z pUb IS ©9ld G wylez eds
|Jee9d Catalyst switch lg Lol 96 9lzoé IJ v s (NIC) IUEloé wgpsd DHCP IJos @ vouwew
B puuldJ DHCP. IJ¢logs IJeldss Jlgued il IJigble sl odlzol os pilzesd luwod il
gbole &9le9,§ pza I Cisco Catalyst pg bl §6 9lzoé I ) v s (NIC) ol odlzol sl wewgls s
publdd poeddo wldo)lez pe pod Catalyst I9 Lol §o 9lzos IJ v IJs (NIC) IJos wywlop WS
lJpvdJs.
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sdip p€296 Uble cubgsd gpsd DHCP Il olds s pedssle wbl$s slzes IubJs (NIC)
Upa»o puJ |JL}UJJO IJPUOUE_O Sldb_)l_) 3|LJ0)|_) U_)U'PE_ |JUL}UE_.,SJ lequ_l) |g$ Pk)“"l'JJ k_9.5
IJoglod wuvdd worzse:

f. o) pl 131 Iy gpdle DHCP seLodov gds guslo IP gds oduw IUubwds 1Jd)es6 Iy Juwds
VLAN Jgl50 DHCP

0 IJpop wesss ol I3l o wu9e9dsd DHCP sepd wuindd ozse 19 Jl eusel sdou 1Jgpsd
eJes IJubods 1,86 b wol Iy Lo Js VLAN Jgle DHCP. 3l Jp g pd DHCP o o dJ

oot eds Iduveds 10,56 Iy svods VLAN G wol Izl e DHCP. Bl J_osl, DHCP glJol
ol $990 wumon 99sd wuzsd DHCP/BootP. |3l | ee 1puind s zos gus leowl, DHCP gds
IJobods 100,856 oduwol Iy Lvwds VLAN 1Jgl Lo wzlse DHCP. Bb6s wdsy IJe s
lJded pg 2> DHCP.

g. lJog 8l pu wdosu wyesd IJpeszo DHCP/BootP
Jdoezdd pu ldodgsu:

1. ewpl ©é9p wodosu wozsd DHCP edis pozo: wodd pu weas> e8¢ IJie, ip helper-
addresscommand gJs 1Jglgoé IUozsesd. sew lu s [Jlp, ip helper-addresscommand
09293 gJds 1Uglzos [Jgl,06 Jpeble gpd go5d DHCP 9520 wozsoo IJs ¢lbpe DHCP
IJuozse.

2. 0288 pu £3p 9295 Ip)y IJedssy IUel e service dhep. w@89p pedpd lJodsse 030 wogbsd
2eSE ¢lbp DHCP 99blisd IJeyzsd eds 1Jpsze. IJodssy [JId el os: service dhepe 9
oboy B IJodasu: 90s o) IJodasu IJIGe)luos. I3l Jp sop opdse 03l IJgsl, DHCP.
OJu Suwede IJgpdle golssy IP PU ¢be DHCP.pdlzbé: W IJpyzole IJos wuved
luosble Cisco 10S 1Jl§s e seldz 1Jle, ip bootp server b sw96 9Jsd wyesd DHCP LaJl
o0 11, service dhep. sJosl I wow: sdip wedso IUle, ip bootp server s o30 lJe9zolw
I3l oo wdssw IUle, ip helper-address Jlglss w9zs0 & pJdsle v DHCP UDP slJg oJ
wubdd vorse Jdsd worzsd DHCP Llduslus gu gpsd DHCP.

3. gw> luwwgsle l9le, ip helper-addresscommands Jlglsé wogso gpdsle oo UDP |Js guslo
v Jubwdo W66 w28l pw SJY noip directed-broadcast Jp Swp wd9suo gJs |..5 9lzod
wo,8 sdjp o weoliel 25p we UDP. sg 500 1Jle, noip directed-broadcast pug 1 wzped JJws
IJeszo 1Js IJoo IJBeds. 03l Bho wuvdsd IJoduos) Bs wpess wosés 12.0 sleds.

4. ool COp Ig_bo w9zso gpdsle wo DHCP |Js gudle wo lduveds IJng_so Jél>e DHCP.
§pdu |u uuuu| PU“'J'JO d5 l'JUJUIPE. Eu>r°| OISO IouukJJ DHCP‘ al_SJu |u gSJuJJJ
DHCP udp v |Js IJ DHCP ¢lsd guslo:

e oubésd b oeis IJpuba,d (82)

SUSE S0 ped9ple 9d§q oyesd DHCP (IJ¢§IJ 82) Jepdle wyzsd DHCP (pe9dle Catalyst)
UL pSU peJ9ple 29d v wo 9ldgpsd I, 038 g0 lgls wozso bdule DHCP oy gpsd
DHCP |Js ¢l>. DHCP.

Spdu Jebpe DHCP |juosle 030 Idpedsple Jogssu goldsy IP slle Idozde Ss 19009
IOESSU 2926 1206 (Q0S) suwsluwle IUlply (19 uvsluwle wesso Idpedele 1J1R)s) JIJ

pU Y B Uods 0395 1JE208. ewdpl sop wpdsu IJobdd eds wiswsdsd DHCP eds
029J: VOluo SpIdu I.Jasb 82 wdylissl. bl Jp swp wdysy glbpe DHCP Jegldzé UE)P wluwwdsle
IJesh 82 Bluo swadsd gu wguosue IJewslu J3JY Idbd. Jed 030 ldpuvdJs: §p wogbsd



¢sh wersS IJpuie,d (82) Bs 1ezsdle (99l IUeszsd) wluveisle le) IJedsso gl e
w90 esh pedyple o)yzsd IP DHCP.

i. glod Blgss wslule DHCP 9ouwpsd ogbuole DHCP

DHCP Glgsé pebsle 93dsd ls puosd-gds uvwsd IJpald: FTP g TFTP Ig RCP olsJ-lo s¢jo
|J DHCP ,ob $lgsé pgbslo. spdoud odosy lJgrss pu gpdle 8lgssé vslule DHCP‘9spdud
odosu IBluod Ijpus weu cessele @less Idoslole sgpdsle 1Jodd JIJ gpsd. Ipvegse
IJio, ip dhep database JoJsso elpd Bless wslole 9pesle glod Bless wslule.

Isligese e3p odosu glpd Blgss wslule DHCP. $p wogbsd ouvesd cebuole golssu
DHCP gJs ¢lbpe DHCP. §p woudss 1Jle, thenoip dhep conflict logging Jegbsd wuvzsd
wgbuo guslu DHCP. leywe IJogboole 1dpgveds puvedl 290 puwe gbye IP DHCP.

131 Wi 03l Bs websd wuvesd lJoghbuo: wbo, Huulds IJgbl o3o:

YOHCPD- 4- DECLI NE_CONFLI CT: DHCP address conflict: client

j- Wzuo CDP JlouolJle olow oy9e:999d IJloc)ue

e pl sY9y Switchport IJpouod wolew Cisco IP Jsso wy9e999d [Jeild Cisco (CDP)
pelbd. Jl spdu Jgbp DHCP wesso eudle IP puluve JJoledd. spsd ¢be DHCP |Js cessu
£0910 IP 105 Sucps 1ds uvods VLAN Jdoslole /1gvwds 1J3gss J switchport. [31 op
Epdst w195899J CDP. sedo Jpzad ol Io olew Cisco IP sbJo wy9esds) DHCP
LRYION Io S99 pedyple IUuvewdo IJ,es06 IUuoeses. IJ DHCP obd wes 3JY suwobse Io
Syuvd guslu pu IJue9w VLAN /subnet o,J6. Jl wogs glogle Lossed plodsws Jywlb ¢3p6
DHCP wyvwJs VLAN 1J 09086,

J. 51Js SVI Jigudd sgbd gpdss IJobdd gds wi9o9ds) DHCP

eJs IJ cisco pl>s 2odl;6 6500 sery pdle: gddw SVI(Bs lsld gpd 29J8) cdiliss wes I
SuedJ 1J DHCP i6, seloidd J VLAN #loo. 16 9295 031 SV Jo clis,le poluing s g pdsé
lJooeses JJobwd gJs DHCP.

Swpe wudss IdJobud gds w)y9w99d9d DHCP gJs peodle Cisco Catalyst 6500 Series Switches
lJos ouved wulpe Cisco I0S IJiLods eldol eds peldz IJogzso (RP I9 MSFC). 9Jsw eJs
pelJe 1Jpzod (SP I 1dpuiny8). seesue IJ cisco plss 209156 6500 sery jobb I zols pe VACLSs
b $395 el |ds peds 0309 pubd (LTL) pube,d [Js o I RP. ol lo $gd IJlble 1J RP: op
Seelsw adl o sdsu worww pe L3 Lo (SVI) IDB $od 1o op suwelbse Juw weyy lds
lJpolodd gie. w290 SV JI 92> IDB o3l 95w p luwdlb 1Uge Os RP.

Jlp - guslu IJo& 1Jpee>9>

ewdpl 589 gpsd DHCP Logssu 9236 wo ldoe B 2jpé DHCP. s,uvd ¢l>e DHCP 99JsJ
IUeszsd suwlsd DHCP |Js IJg edle wluwesle guslo Idoe JIJ 1Tzl (255.255.255.255). |31
e wd9so Il ip broadcast-address JL,uwlJ wo eJs IJuivw s Buusep welos wo JJ 1Tzl
IJss wp buwldo wsluwlbos DHCP. JeJ o3o IJglJs: Iuuegse IJie, ip dhep limited-broadcast-
address J_oplu 1Jl ozl wo 1duvwds 1Jss op odssue uudsd DHCP Ul e, lo.s.

Sedu Jogup gpdle DHCP $usd oo all-ones B @b 9l spduop [dogsle goglo DHCP ol Je
swp odysu o3l ldlp) eds 9lzos IUpgze IJpoods ldegpsd.



m. debug dhcp eg I9lp) cuozse lgble IJe9zo

c2dd o lu IJpsze sodds bdw DHCP Lluucgsle I9le, debug

eds Ideszole Idos wigpe ldwlez Ides welde 25p DHCP. spdud 1ozl s ppl B Jlo 1pszo
sodds bdo DHCP pu 1dgpsd. sOubd gpdss DHCP I3l Je suwede ldesze bdole pu
IJgpsd. B 030 IJgbgs: $p wodssy Blisesd 9,09 Jouorse leble IRz sop luvesle
Blispd 1J9ogd 030 Vb Jouoest leble o) 905 Jsuwe s¢sds eds IUpzo.

B 9,28 IJedasy IUele: 1ed Blispes [Js o9 o3o:
access-list 100 allowed ip host 0.0.0.0 IJe o5 255.255.255.255
Wb 9,08 EXEC. b o, wuopse IJigble o3l:

debug ip packet detail 100

vedde JUpdoelo

Rout er #debug ip packet detail 100

| P packet debugging is on (detailed) for access list 100

Rout er #

00:16:46: |IP: s=0.0.0.0 (Ethernet4/0), d=255.255.255.255, |len 604, rcvd 2
00: 16: 46: UDP src=68, dst=67

00:16:46: |IP: s=0.0.0.0 (Ethernet4/0), d=255.255.255.255, |len 604, rcvd 2
00: 16: 46: UDP src=68, dst=67

pu pold IUIB)le 03l pu 1Usloe 16 1Jpszo suvede vuvdd ugvb bdole DHCP ey 1Jg psd.
S&ue o3l IJIg)lz Wb pJiuel JJzies 9dsuw 1Uzjed udwol. J3Jd Jl spdu wpass el 13
Jlow 1Jzipd Loeses. 9pe 3Jd: luvede 1Jeszo 2ipd v pg pul 93 IP 9 UDP IJp o) 9ld9zes
IJos odso woeses J DHCP.

2dd pu lu IJpsze Suvoded 9siund by DHCP Lluucgsle ip) debug ip udp

Ulablc o3l >a.5.J -_95 usso luula‘ ubyl Jluo ..su,o E)ua TPSE TP UDP IJroa9.Jo lJos upu

oedsy: se> IJle, debug ip udp polbdJl 95pJy 1o Souwuw B luvegsle 9256 IJpgles
IJe,disé (CPU) wuvdd Jos).

b 9,08 EXEC. I>¢J IJio, debug o3l: debug ip udp

vedde JUpdoelo

Rout er #debug ip udp
UDP packet debugging is on
Rout er #

00:18:48: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584



l--- Router receiving DHCPDI SCOVER from DHCP cli ent.
00: 18:48: UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), |ength=604

1--- Router forwardi ng DHCPDI SCOVER uni cast to DHCP server using DHCP/ Boot P Rel ay Agent source
| P address.

00:18:48: UDP: rcvd src=192.168. 2. 2(67), dst=192.168.1.1(67), |ength=313

1--- Router receiving DHCPOFFER from DHCP server directed to DHCP/ BootP Rel ay Agent |P address.
00: 18:48: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=333

l--- Router forwardi ng DHCPOFFER from DHCP server to DHCP client via DHCP/ Boot P Rel ay Agent.
00:18:48: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584

1--- Router receiving DHCPREQUEST from DHCP client.

00: 18:48: UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), |ength=604

1--- Router forwardi ng DHCPDI SCOVER uni cast to DHCP server using DHCP/ Boot P Rel ay Agent source
| P address.

00:18:48: UDP: rcvd src=192.168. 2. 2(67), dst=192.168.1.1(67), |ength=313

1--- Router receiving DHCPACK (or DHCPNAK) from DHCP directed to DHCP/ BootP Rel ay Agent |P
addr ess.

00: 18:48: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=333

1--- Router forwardi ng DHCPACK (or DHCPNAK) to DHCP client via DHCP/ Boot P Rel ay Agent.
00:18:48: UDP: rcvd src=192.168. 1. 2(520), dst=255.255. 255. 255(520), | ength=32

l--- DHCP client verifying |P address not in use by sending ARP request for its own |P address.
00:18:50: UDP: rcvd src=192.168. 1. 2(520), dst=255.255. 255. 255(520), | ength=32

1--- DHCP client verifying | P address not in use by sending ARP request for its own |P address.

oedd pu lu IJpsze suvedp 98uwd o DHCP pg In) 2506 ¢lop debug ip dhep

151 Jlo 1Jpsgoe Cisco 10S o9 12.0.x.T 19 12.1 9558 p 9596 ¢l>p Cisco I0S DHCP. B spdud
luve@sle IJle, debug ip dhep server packet. ¢ o cuopse wuoR SR IJigble o3l Jdlgwesle pg
056 ¢l>p 10S DHCP gJlwodiled Iablc pS)6 9Jsd wyzsd DHCP/BootP sl odlzol lsual. Jel
09 lJzld pe IJgbsle [duwlo9é. JI S99, SUOTST Iablc L_Jpgao oSl y8sil Jdpuvdds wb)l
Jive Jl spdo £500 Nl IJedss. 9pg 3JY: wgupe UIaJoIs: olple IJlgwesdidle Bspl
swedd weeldzs DHCP. B 9,08 EXEC. bb¢d lo, wuoese IJigble o3l:

Zipd ¢ e debug ip dhep
Rout er #debug ip dhcp server packet

00: 20: 54: DHCPD: setting giaddr to 192.168.1. 1.

1--- Router received DHCPDl SCOVER/ REQUEST/ I NRORM and setting Gateway |P address to 192.168.1.1
for forwarding.



00: 20: 54: DHCPD: BOOTREQUEST from 0063. 6973. 636f . 2d30. 3065. 302e. 3165. 6632. 2e63. .

1--- BOOTREQUEST i ncl udes DHCPDI SCOVER, DHCPREQUEST, and DHCPI NFORM

1--- 0063.6973. 636f.2d30. 3065. 302e. 3165. 6632. 2e63 indicates client identifier.
00: 20: 54: DHCPD: forwardi ng BOOTREPLY to client 00eO. lef 2. c441.

1--- BOOTREPLY incl udes DHCPOFFER and DHCPNAK.

I--- Cient's MAC address is 00e0. lef 2. c441.

00: 20: 54: DHCPD: broadcasting BOOTREPLY to client 00e0. lef2.c441.

1--- Router is forwardi ng DHCPOFFER or DHCPNAK broadcast on | ocal LAN interface.
00: 20: 54: DHCPD: setting giaddr to 192.168.1. 1.

1--- Router received DHCPD SCOVER/ REQUEST/ I NFORM and set Gateway |P address to 192.168.1.1 for
f orwar di ng.

00: 20: 54: DHCPD: BOOTREQUEST from 0063. 6973. 636f . 2d30. 3065. 302e. 3165. 6632. 2e63. .

1--- BOOTREQUEST i ncl udes DHCPDI SCOVER, DHCPREQUEST, and DHCPI NFORM

1--- 0063.6973. 636f.2d30. 3065. 302e. 3165. 6632. 2e63 indicates client identifier.
00: 20: 54: DHCPD: forwardi ng BOOTREPLY to client 00eO. lef 2. c441.

1--- BOOTREPLY incl udes DHCPOFFER and DHCPNAK.

l--- Cient's MAC address is 00e0. lef 2. c441.
00: 20: 54: DHCPD: broadcasting BOOTREPLY to client 00e0. lef2.c441.

1--- Router is forwardi ng DHCPOFFER or DHCPNAK broadcast on |ocal LAN interface.

cubgsd 828 wuozse Itble B 0B IUsge

gu3pl ©89p woubsd IJerss pu wuszse IJigble B 95w 91z Spdu I bld ) pe 9
pu ldpedsple Vel soedd voubesd 9dsd 9¢be wyzsd DHCP/BootP. |5l duo ouwegse
1Jz395 1Uzhzs6 Iduwlo$s Jlgwedils IUigble sloodlzol bsedod lole luvesddle 29 pdlo
&30 gpd 9596 99Jsd wyzsd DHCP/BootP v vdd Lozse.

IP: s=0.0.0.0 (Ethernet0), d=255.255.255.255, |len 604, rcvd 2

UDP src=68, dst=67

UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584

DHCPD: setting giaddr to 192.168.1.1.

UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), |ength=604

IP: s=192.168.1.1 (local), d=192.168.2.2 (Ethernetl), |len 604, sending
UDP src=67, dst=67

DHCPD: BOOTREQUEST from 0063. 6973. 636f . 2d30. 3030. 302e. 3030. 3030. 2e30. 3030. 312d. 4574. 30 forwar ded
to 192.168. 2. 2.

I P: s=192.168.2.2 (Ethernetl), d=192.168.1.1, len 328, rcvd 4

UDP src=67, dst=67

UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), |ength=308

DHCPD: forwar di ng BOOTREPLY to client 0000.0000.0001



DHCPD: broadcasti ng BOOTREPLY to client 0000.0000.0001.

UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=328

IP: s=0.0.0.0 (Ethernet0), d=255.255.255.255, |len 604, rcvd 2

UDP src=68, dst=67

UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584

DHCPD: setting giaddr to 192.168.1.1.

UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), |ength=604

IP: s=192.168.1.1 (local), d=192.168.2.2 (Ethernetl), len 604, sending
UDP src=67, dst=67

DHCPD: BOOTREQUEST from 0063. 6973. 636f . 2d30. 3030. 302e. 3030. 3030. 2e30. 3030. 312d. 4574. 30 for war ded
to 192.168. 2. 2.

I P: s=192.168.2.2 (Ethernetl), d=192.168.1.1, len 328, rcvd 4

UDP src=67, dst=67

UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), |ength=308

DHCPD: forwardi ng BOOTREPLY to client 0000.0000. 0001.

DHCPD: broadcasti ng BOOTREPLY to client 0000.0000.0001.

UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=328.

IJzuosd £Js woug shiffer 9o2ass Iduvow IJzsns JeudJé DHCP

olze woog sniffer
(LAN) Cou snlffer

Jud o yvds) puwble 250 DHCP.

lede Jegdsps eds Jsd lu sgued sniffer Iw pe 1J s2od padd ls ) (Swed wsu >elpusu)
r°° E_.Js ro|)o CL_9|J0 rOL.9u|as <

Wigsdse Wersd JBY wubds) IJzips pe cuorse IJigble eds 1pszo

luweesle IUie, debug ip packet detail <acl>g J.s pozo Cisco. pu Idppdu IUzuo9d eds ied
lods pudluwsé guiss pE19L28 s uved IJuble 19 slzes yulo, 1JIsle, (CLI). Llze 2920

lJo2 99 pu lJozd suwade bdo DHCP »g o ozsz UIgble CommandVerify Router (s woJe
b Jo DHCP 9.5, w b Jo DHCP | s ¢l>e DHCP pg I9le, o ozsz IJiglole 196 Tgdlo. og
IJIJps IUlwluwss od)sé IJos weo luslicol lds $lises 1dyuesd: Jdeuesd eds wdw
pedsple wuoese Iltble 9JJu pe wBluosd IJzipd pwdluwss euinss. Jogass prossle
IUzipd: sdip wuzed Ideies. ould pold O 1dpded |-

IJeded I odosu gswé Cisco I0S DHCP

Soup wubse Ylgds wslule gbe DHCP Jug,s. 235 Idubzyd 09 wzee euldsu lduvodle
IJbosess ldld,e os weeele euldsy Idubvedle 1J9,e56: 911918 05 L9le o $39.56
Jdepdle. oyo ldgvodle 1J8)es6 pedple IUuveds 95,8 L_JE_&J'C pedplo ldyvoJdo I._Ju_cé_,g_tﬂsé.
DI seo wdssu Idpedple Iduilsgs. pod luwpe Ipeld: eds leds puvess (Iduveds s
IJubods 1J,e86) Jduivzys.

Ia.Ju JJes) pedspes gds Jsd i Ssuvdd DHCP _9LJ|_9IPJ lJeyowbé woolJ DHCP o juvds
9IS 06 p0p6.

version 12.1

!

service timestanps debug uptinme
service timestanps | og uptine
no service password-encryption


/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#decodingsniffertrace
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#decodingsniffertrace
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#snifferdhcprelay
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#snifferdhcprelay
/content/en/us/support/docs/switches/catalyst-6500-series-switches/10570-41.html
/content/en/us/support/docs/switches/catalyst-6500-series-switches/10570-41.html
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#h
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#h
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#h
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#h
/content/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#h
/content/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/12-4/dhcp-12-4-book/config-dhcp-server.html
/content/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/12-4/dhcp-12-4-book/config-dhcp-server.html

host nane Rout er

!

enabl e password ci sco

i p subnet-zero

no i p domai n-1 ookup

i p dhcp excl uded- address 10.10.1.1 10.10.1.199

I--- Address range excluded from DHCP pool s.

i p dhcp pool test_dhcp

I--- DHCP pool (scope) nane is test_dhcp

network 10.10. 1.0 255.255.255.0

I--- DHCP pool (address will be assigned in this range) for associated Gateway | P address
default-router 10.10.1.1

I--- DHCP option for default gateway.

dns-server 10.30.1.1

I--- DHCP option for DNS server(s).

net bi os- nanme-server 10.40.1.1

I--- DHCP option for NetBlIOS nanme server(s) (WNS).
lease 0 0 1

I--- Lease tine.

interface EthernetO

description DHCP Cient Network

i p address 10.10.1.1 255.255.255.0
no ip directed-broadcast

I

interface Ethernetl

description Server Network

i p address 10.10.2.1 255.255.255.0
no ip directed-broadcast

I

line con O

transport input none

line aux O

transport input al

line vty 0 4

| ogin

!

end

pedsple dlo LoJé
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