odosu [Usé IJopde B 2,96 09, PFIv2
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lJp 9500
S92z 03l ldpuwows Jsdsse wedp PIRV2 (w9zso I.Ji>|c) OGS Yo py9) Idwslule luweobl |Js

Wb uwslugwé PIRV2. sul gy o3l ldpuwews luwedsle Ideuwble Idelows sldegzse IJSlkspe eds
lJwsl o Bs PRV2.

IJecbdule IUIlguluss
IJpobdolo

o900 Cisco Lly oday Jssd pe,ud6 luuluuss wagzso Ible (PIR).

lJedyule IJpuuegsped

J s3ua, o) e g dis luad I Claz spl sl alacgs o (505
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Suvpe PIRV2 Jegwdsd Iduveds wodysu Iduvsluwle 9o9zse erds p)9) IJuslqugddl JsJd
9991 Juolsg uvslywo PRV2. ould Igualg_ peoduds 2o uuQJp PfRv2 Ws 2,96 1Je,9) 909
SEwpd eds IJoy9w9dd 1U3s pu edldo swp wede dpunl) IUlods Joulssé 1Uggoes. swps)
PFrv2 U&)_p eds wess) Blgsé rof_Jg,qu lJoggso (RIB) pu gJIJ pelded wy9esdedle
IJusaso 9 29U ldpuwble Idelows 19 po gl 1Jeszse IUssulpsds 1JSlse eds Iduwsluws.



- Blop ldogyd eds Idpuwl Idsssuvs v wa9w9dsd BGP. spedy J PIRV2 peldzs
IJeuwble wuvdd ssulpsds wluvegsle gwele pod lJodgosdle [Jeedss.

- Bloe cede IJpuwb Isssuns ev) EIGRP Bspdy J PIRV2 Isgld puwly 228> O 229J
pélolb EIGRP.

- Bl Il I puwl Iissuvs sop cedee v IJpuwb IJelow: Blo PIR2 seéo puvb 19,
oSl (I8 oJ) eds poeo 1Uer9s [dpeos po PIR (BR).

Bl de sop ldogs eds 1dpuvh 1dssuus su) s pu lJIJsle IJodle 1Je3ds,s ledlo. Blo
PRV2 suweése lJogzse IJ@lse eds IJuvsluws (PBR) Jsdde 2,96 049, lduslole go) BR

|Jep>.
Parent Route Prefix control method
BGP BGP
EIGRP EIGRP
Static route Static route
OSPE,ISIS,RIP etc PBR

suolduv 03l 1plld luvesle PIRVZ Jdpuuble Ieloos (eusel sdsu el Idrssuvs ew
IJpuwh 1Jloe) 9 PBR (gusel sdou Ideush Isissums s RIB go, RIP 5 OSPF 9 ISIS 95l |Js
3Jd) Jdeede O I8 1dpss).

lLowe lJotbsbs JJubwds

Subs) 03l ldewows IUs 1Jues,s Ideldss Jupsse ptbl Jolds IJpuwews.

10.3.3.3/32

e Master Router  10.4.4.4/32 e e
‘ e \_  MPLS Cloud )

Border Router

Border Router

Y
N\

Netflow R1 10.5.5.5/32 \-H___,/ 10.30.0.0/16
Client

1dize 3 1da suags <is 1o Idogbshas:

R1- 171 e 7 5l a5 1ol

1psze \ssuss R3- PIR.

Idesze R4 5 R5- 252 PFr.

g adle 1dacipads @ RO s R10 op fze 6 Cipmcida 708 a5, 1dwislole ap 1013 R,



IJoYssule

B 03l IJpuos gwsoe odisu Blispos wede: 9lead Joyds p)9) IJeboséle (application-
learn-list) glJoslule (data-learn-list). sgwwgsp o3l lduwsubsy Blises Iobsle Jogysad gyds
IJpo9) Jol spdo luwaiole Slised 1dsosd Jpblo$s wg I8 1Jp,9, pod TCP 9 UDP 9 ICMP
90l 1Js 3JY. Jpl spdu luweesle JJI oo DSCP g TOS Jogsss 2yds 1Jps) 1gluos L.

key chain pfr

key 0

key-string cisco
pfr master

policy-rules PFR

|

border 10.4.4.4 key-chain pfr
interface Tunnel O i nterna
interface Ethernet1l/ 0 external
interface Ethernetl1l/2 internal
I'i nk-group MPLS

|

border 10.5.5.5 key-chain pfr
interface Tunnel O i nterna
interface Ethernet1l/3 internal
interface Ethernet1l/ 0 external

i nk-group | NET
!

| earn
traffic-class filter access-list DENY-ALL
list seq 10 refnane APPLI CATI ON- LEARN- LI ST /lLearn-list for application traffic

traffic-class prefix-list APPLI CATI ON

t hr oughput

list seq 20 refnane DATA- LEARN-LI ST /lLearn-list for data traffic

traffic-class prefix-list DATA

t hr oughput

|
!
pfr-map PFR 10

match pfr learn |ist APPLI CATI ON LEARN- LI ST
set periodic 90

set delay threshold 25

set node nonitor active

set active-probe echo 10.20.21.1

set probe frequency 5

set link-group MPLS fallback | NET
|
pfr-map PFR 20

match pfr learn |ist DATA- LEARN- LI ST

set periodic 90

set delay threshold 25

set node nonitor active

set resolve delay priority 1 variance 10
set active-probe echo 10.30.31.1

set probe frequency 5

set link-group INET fallback MPLS

ip prefix-list DATA
seq 5 permt 10.30.0.0/24

ip prefix-list APPLI CATI ON
seq 5 permt 10.20.0.0/24



IJo2dd pu IJuors
lJ2lJs 1isope wede lJpuwb IUsissuws v puvb Sloo gds pozolo 1Up9>

B 03l lduwsohsy: Sop w38 2,98 1,9, JUsgole 10.20.20.1 9 10.30.30.1. Bspl sds
Js9$6 boy) Ideuwl Iyssums eds R4 9 RS.

R4#show ip route

--out put suppressed- -

S 10.20.0.0/16 [1/0] via 10.0.68.8
S 10.30.0.0/16 [1/0] via 10.0.68.8

R5#show ip route

--out put suppressed- -

S 10.20.0.0/16 [1/0] via 10.0.57.7
S 10.30.0.0/16 [1/0] via 10.0.57.7

g0 w88 Y6 IJe)g) swerd PRV2 eds wbisle 2596 1de)9) 9eugduo 2ydé 1de)ss 1Js
2lJs INpolicy Jpl 09 p9 oz bulo B 1JIE)lz.

R3#show pfr master traffic-class
CER Prefix Statistics:
--out put suppressed- -

Dst Prefi x Appl _I D Dscp Prot SrcPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protoco
PasSDly PasLDly PasSUn PasLUn PasSLos PaslLos EBw | Bw

ActSDly ActLDy Act SUn ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 20. 20. 0/ 24 N N N N N N
I NPOLI CY 31 10.4.4.4 Et1/0 STATIC
N N N N N N N N
1 2 0 0 N N N N
10. 30. 30. 0/ 24 N N N N N N
I NPOLI CY 30 10.5.5.5 Et1/0 STATIC
N N N N N N N N
4 2 0 0 N N N N

ol $pdo pdlzbboo bolo 1o 1dpsze R4 (10.4.4.4) 280 puwll 19 ool 10.20.20.0/24. sep
opsSs 03l Idpuwly IS wp luunlse oddlissl o dses edlps wpsss 5000. goil Ideul, IUIW o
a8l szed R4 16 Lod BR Jz,Js 1,9, Idos o, J 10.20.20.0/24.

R4#show pfr border routes static

Flags: C - Controlled by oer, X - Path is excluded from control
E - The control is exact, N - The control is non-exact

Fl ags Networ k Par ent Tag
CE 10. 20. 20. 0/ 24 10.20.0.0/ 16 5000
XN 10. 30. 30. 0/ 24

R4#show i p route 10.20.20.0 255.255.255.0
Routing entry for 10.20.20.0/24

Known via "static", distance 1, netric O
Tag 5000

Redi stributing via ospf 100

Routi ng Descriptor Bl ocks:

* 10.0.46.6, via Ethernetl/0



Route netric is 0, traffic share count is 1

Rout e tag 5000
Iuldecd: spdu pdlebs ywdyd peled eds RS 9szw9s eds puwly 1Yo, wgasol 10.30.30.0/24
lsuol sepd edles 5000. 903l szged RS oy vel puluwel Joszso eyds 1dpey9, J 10.30.30.0/24. o0
o IJb)s86 lJos o od wol PIRV2 wozso 2,398 019, lJuslole Jel 09 paLoe ledlo B "show
pfr master traffic-class".

R5#show pfr border routes static

Flags: C - Controlled by oer, X - Path is excluded fromcontrol,
E - The control is exact, N - The control is non-exact

FI ags Net wor k Par ent Tag
XN 10. 20. 20. 0/ 24
CE 10. 30. 30. 0/ 24 10. 30. 0.0/ 16 5000

R5#show i p route 10.30.30.0 255. 255.255.0
Routing entry for 10.30.30.0/24
Known via "static", distance 1, netric O
Tag 5000
Redi stributing via ospf 100
Routi ng Descriptor Bl ocks:
* 10.0.57.7, via Ethernetl/0
Route nmetric is 0, traffic share count is 1
Rout e tag 5000

WO 2ldo 929> pozolw 259> poe»é (pwd 030 IJglJd): sgw lelbé w9jse odo I.J,ou.ul_,lo IJolowo
lJos op quulgol oddlissl Vs w)y9weded Idewlyo IUsIgJso zos SeJdu o ouod lJs e9zole
229> 185 9s5pJu i OW99p wu9zso euJé 1dpygy luweubl IUs 1Jpusl) Uldu_) weasdl 1Uds wpe
logulge w9luulos BR Idees.

IJ2lJs 2isep wedp IJpuwb Iissuvs ey OSPF

sop ldopde Bs s puul) luod Jl sep wedpo ew) BGP 19 EIGRP Ig IJpuwl) Ideloe wluuesle
lJogeso U,ouuog_,.) IJs Uu,utgluué.(PBR). SOULLPU PfRv2 ¢,sbé puul) ssulpsdsé 99lispd
9029d Jdozde O I8 1Up)9). IOspl sds Js9 soo9 ldpuwl IUyssuws J OSPF eJs R4 9
R5.

R4#show ip route

--out put suppressed- -

O E2 10.20.0.0/16 [110/20] via 10.0.46.6, 02:16:35, Ethernetl/0
O E2 10.30.0.0/16 [110/20] via 10.0.46.6, 02:16:35, Ethernetl/0

R5#show ip route

--out put suppressed- -

O E2 10.20.0.0/16 [110/20] via 10.0.57.7, 02:18:20, Ethernetl/0
O E2 10.30.0.0/16 [110/20] via 10.0.57.7, 02:18:20, Ethernetl/0

e pl szolz PIRV2 |Js peldzo wx@ 2yJo Ide)9) vy Ideseso IJpgweos [Js [duwsluwe.
Iluo sebdy 9lzod pouods puluiys wsu 9ele BRs. 95 sJgy o3l IULowlb Idpeuod
euluiné louoldl sl s @5 sdsw wd® GRE. szu logile 03l 1Jud$ 295l 9odasuo Jslzos
slgJso Vs we s 229> PIRv2.

R4

interface tunnel 0 /1 Defining GRE tunnel for policy routing of traffic.
ip add 10.0.45.4

tunnel source 10.0.24.4

tunnel destination 10.0.25.5



R5

interface tunnel 0

ip add 10.0.45.5

tunnel source 10.0.25.5
tunnel destination 10.0.24.4

border 10.4.4.4 key-chain pfr

i nterface Tunnel O internal /| Packets would be policy routed
to selected BR using this Tunnel.

interface Ethernetl/0 external

interface Ethernetl/2 internal

| i nk-group MPLS

!

border 10.5.5.5 key-chain pfr

i nterface Tunnel O internal /1 Packets would be policy routed
to selected BR using this Tunnel.

interface Ethernet1/3 internal

interface Ethernetl/0 external

I'i nk-group | NET

R3#show pfr master traffic-class
OER Prefix Statistics:
--out put suppressed- -

Dst Prefi x Appl _I D Dscp Prot Sr cPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PaslLos EBw | Bw

ActSDly ActlLDy Act SUn ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 20. 20. 0/ 24 N N N N N N
I NPCLI CY @ 10.4.4.4 Et1/0 Rl B- PBR
N N N N N N N N
2 1 0 0 N N N N
10. 30. 30. 0/ 24 N N N N N N
I NPCLI CY 82 10.5.5.5 Et1/0 Rl B- PBR
N N N N N N N N
1 1 0 0 N N N N

9838l JJuwsluws 1pesss B PIRV2: s p lJeuoed eds 1B od pszo ¢)92 (BR) J 10.20.20.0/24
9 10.30.30.0/24. gJs ywesd Idpeldc Os 2lds 9,09d 2yIJs 1)) 1Ueszes J 10.20.20.0/24 |Js
R5 (10.5.5.5) IJ>s Jsuw BR IJpes swp edu ersbé puwl) ssulpsdss 98lisps 9,09
oddlissl Joggso yJs 1Uey9) IJs BR R4 1dpez»56 (10.4.4.4) Os IJuog. Sop wozse IJgie vy
9lzos o § IJos wp wg sl yulodl.

R5#show r out e- map dynani c
route-nap OER_| NTERNAL_RVAP, permt, sequence 0, identifier 436207617
Mat ch cl auses:
i p address (access-lists): oer#l
Set cl auses:
i p next-hop 10.0.45.4
i nterface Tunnel 0 /1 Tunnel is used to PBR traffic to R4.
Policy routing natches: 314076 packets, 16960104 bytes

R5#show i p access-lists dynanmic

Extended | P access |ist oer#l
1073741823 permit ip any 10.20.20.0 0.0.0.255 (315125 mat ches)
2147483647 deny ip any any (314955 matches)
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