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Parent route Prefix control method

BGP BGP via modifying local preference
EIGRP EIGRP via injecting more specific route
Static Static via injecting more specific route
RIP,0S5PF,ISIS Dynamic policy based routing
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1
key chain pfr

key 0

key-string cisco
pfr master

policy-rules PFR

|

border 10.4.4.4 key-chain pfr
interface Ethernetl/0 external



interface Ethernetl/2 internal
link-group MPLS
1
border 10.5.5.5 key-chain pfr
interface Ethernetl/3 internal
interface Ethernetl/0 external
link-group INET
!
learn
traffic-class filter access-list DENY-ALL
list seqg 10 refname APPLICATION-LEARN-LIST
traffic-class prefix-list APPLICATION
throughput
list seq 20 refname DATA-LEARN-LIST
traffic-class prefix-list DATA
throughput
!
pfr-map PFR 10
match pfr learn list APPLICATION-LEARN-LIST
set periodic 90
set delay threshold 25
set mode monitor active
set active-probe echo 10.20.21.1
set probe frequency 5
set link-group MPLS fallback INET
!
pfr-map PFR 20
match pfr learn list DATA-LEARN-LIST
set periodic 90
set delay threshold 25
set mode monitor active
set active-probe echo 10.30.31.1
set probe frequency 5
set link-group INET fallback MPLS
1
ip prefix-list APPLICATION: 1 entries
seq 5 permit 10.20.0.0/16
1
ip prefix-list DATA&colon; 1 entries

seq 5 permit 10.30.0.0/16
1

IJozdd pu lJuogs
Wz hdB 12 el s W is s £y BGP
s o0 11 s e dp 1daunl ) 1 s J4 a0 1wl »d 10.20.0.0/16 5 10.30.0.0/16 ¢, BGP.

Sisel s of oz ddel) W sgun p0 A e sgel Iz 252 (R4 5 RS).

R4#show ip route
--output suppressed--

B 10.20.0.0/16 [20/0] via 10.0.46.6, 01:26:58
B 10.30.0.0/16 [20/0] via 10.0.46.6, 01:26:58
R5#show ip route

--output suppressed--

B 10.20.0.0/16 [20/0] via 10.0.57.7, 00:42:37
B 10.30.0.0/16 [20/0] via 10.0.57.7, 00:42:37
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dusaidis. 6ol s R4 s dopass 10elass 10.20.20.0/24 533 @ crss R5 Jdess 10.30.30.0/24.

R3#show pfr master traffic-class
OER Prefix Statistics:
Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),
MOS - Mean Opinion Score
Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),
E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable
U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix

A

% - Force Next-Hop, - Prefix 1is denied

DstPrefix Appl_ID Dscp Prot SrcPort DstPort SrcPrefix
Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw

ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos

10.20.20.0/24 N N N N N N
INPOLICY 56 10.4.4.4 Et1/0 BGP
N N N N N N N N
1 2 0 0 N N N N
10.30.30.0/24 N N N N N N
INPOLICY 59 10.5.5.5 Et1/0 BGP
N N N N N N
3 2 0 0 N N N N

wpl i, R4 9> wp !é_o@ljo w9luwlos PIRV2 Jpgzo &9z J 10.20.20.0/24. W]y, R4 s>¢d puwll
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£92956 9lywlos |Jpuwl) Idluods.

R4#show ip bgp 10.20.20.0/24
BGP routing table entry for 10.20.20.0/24, version 60
Paths: (1 available, best #1, table default, not advertised to EBGP peer)
Advertised to update-groups:
10
Refresh Epoch 1
200, (injected path from 10.20.0.0/16)
10.0.46.6 from 10.0.46.6 (10.6.6.6)
Origin incomplete, metric 0, localpref 100, valid, external, best
Community: no-export
rx pathid: 0, tx pathid: 0x0

d\ Lﬁc—’? &Jua UU—'&JQAL”SJ U?Cd&s U‘td& &d& U?JG" U:ﬁgf L;cag_a U?U‘“\J- }g._ud\ el bdd‘ Lﬁ“ﬂjﬁ) (‘)‘LEL,S\ tdLS
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gdes R5 Jd=lxss 10.20.20.0/24.

R5#show ip bgp 10.20.20.0/24
BGP routing table entry for 10.20.20.0/24, version 17
Paths: (1 available, best #1, table default)
Advertised to update-groups:
6
Refresh Epoch 1
200
10.0.45.4 from 10.0.45.4 (10.4.4.4)



Origin incomplete, metric 0, localpref 5000, valid, internal, best
rx pathid: 0, tx pathid: 0x0

30k 5 Siszese s 2o mss e st o) o slodss R5 Jdelagss 10.20.20.0/24 1s R4 10¢ Jcs s
$edo Jz o 1a 5, g Loz 20 BR 13 < Sipage wslosks PFRV2.

R4#show pfr border routes bgp

BGP table version is 60, local router ID is 10.4.4.4

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, ¢ RIB-compressed,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

OER Flags: C - Controlled, X - Excluded, E - Exact, N - Non-exact, I - Injected

Network Next Hop OER LocPrf Weight Path
*> 10.20.20.0/24 10.0.46.6 CEI 5000 0 200 »
*>110.30.30.0/24 10.0.45.5 XN 5000 0 300 2

Jdixiss 10.20.20.0/24 spcles st I g Ik, s 'C (1dacizdla wol) I i 1 £ Jis 10 sis ardes)
szace. sros 'E (Ua@‘_ﬁé) 1oy 03 Vdanl ABEB sz B Ciﬁd BGP J! Sz perl a2 1EE ) a0l SGsd o)
(CLBU) 1o G Céu 3 ‘deb““,) ?CJQ.S\ &dg 03] \dejca.

GIdaisd ddlass 10.30.30.0/24¢ pdls) L3t g dlaciso. @ sz X (1dpuscag 2) 1o o3 1dausl ) da p zG0e
?Cdé\ }g._md\ o) 3t S lOo) 5o g_ad‘ o BR U‘CJLS‘ R5 “—“LE CUC—‘O‘- SE ‘—’&Lﬁtﬁu &d\e‘é "' Lﬁ(’dd C'_ac\ad &d\({é
N'.

Al puslos BGP 17 1ues ol Oz da cldase J GBusps g des o0 5000¢ <3 il gy sl il s gie d ) & gse
UO‘L“UG UU—’Lﬁ Oa &Ju'ab\_ Lfe‘ﬂdé ik Bspd \d&«_euagd U?Cdkﬁ U\g_'mlu\u'agg'é u._a\ulm,_a\t U\?J-

R3 (config-pfr-mc) #mode route metric bgp local-pref

W18 2: sy W is s ug <) EIGRP

Ui s Ilg il o3 1108 10 s Cagsel g da Vasze 1iuadis Jdd a0 1dwiaisias +3d 10.20.0.0/16 5 10.30.0.0/16 g0 EIGRP. Gisel sdis o U Jdenls 1dtssins e &)
aszel 1z 250 (R4 5 R5). s odo 1 Ids Dl gy 00 1aszols 1 mss sag 3 casn dl ¢y 030 1da smel 1 isssesd 12l diss J EIGRP s&ladel 7w Simacsa 1 insts,

R4j#ishow ip route

--output suppressed--

D EX 10.20.0.0/16 [170/25651200] via 10.0.46.6, 00:04:25, Ethernetl/0
D EX 10.30.0.0/16 [170/25651200] via 10.0.46.6, 00:04:25, Ethernetl/0

R5#show ip route

--output suppressed--

D EX 10.20.0.0/16 [170/25651200] via 10.0.57.7, 00:05:46, Ethernetl/0
D EX 10.30.0.0/16 [170/25651200] via 10.0.57.7, 00:05:46, Ethernetl/0

Jol 09 p9 oz B 1Jzldd IJuwlods: ould w8 wuil Jzyds 1Je,9) JIJ po Sises 296 1Ues9) 98pdu sdswol B zlds INpolicy W 1Upg sz Iuwdds.
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R3j#ishow pfr master traffic-class
OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),

MOS - Mean Opinion Score



Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),
E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable
U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix
% - Force Next-Hop, ~ - Prefix is denied
DstPrefix Appl ID Dscp Prot SrcPort DstPort SrcPrefix
Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw
ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos
10.20.20.0/24 N N N N N
INPOLICY 31 10.4.4.4 Et1/0 EIGRP
N N N N N N
1 2 0 0 N N N N
10.30.30.0/24 N N N N N
INPOLICY 24 10.5.5.5 Et1/0 EIGRP
N N N N N
2 2 0 0 N N N N

ob)l Jigesh R4 oo $od PRV2 Jid ol p9zo &9z J 10.20.20.0/24. 5990 R4 Clsgld pwly
e, wpassl sged IJedles 5000 Jel 09 p9 oz bbole. sy odlldpeuwl Id3s wp 2duwo slisel
euwbl 1gJdsl J EIGRP zos Bl Jly Idpuwl) Isissuws Ebzsl. lsual b1 dlo el IUluod sepd
BSpd edlps cpssi Jl sop wyyseol wluwbs Idpuwl) 1U3s wp 2duo.

pdleod: Jl sop 09,88 zest turlsue Ideusly 103s wp 2due wsluwbs IJpuwl IUILods.

R4jshow ip route 10.20.20.0 255.255.255.0

Routing entry for 10.20.20.0/24
Known via "eigrp 100",
Tag 5000,
Redistributing via eigrp 100

type internal

Last update from 10.0.46.6 on Ethernetl/0,

Routing Descriptor Blocks:
* 10.0.46.6, from 0.0.0.0,
Route metric is 25651200,

Total delay is 2000 microseconds,

distance 90,

00:17:04 ago,

metric 25651200

00:17:04 ago

via Ethernetl/0

traffic share count is 1

Reliability 255/255, minimum MTU 1500 bytes

Loading 12/255,
Route tag 5000

Hops O

R4#show ip eigrp topology 10.20.20.0/24

EIGRP-IPv4 Topology Entry for AS(100)/ID(10.4.4.4)

State is Passive,

Descriptor Blocks:

10.0.46.6 (Ethernetl/0),
Composite metric is
Vector metric:

Minimum bandwidth is 100 Kbit

Total delay is
Reliability is
Load 1is 12/255
Minimum MTU is

255/255

1500
Hop count is 0

Query origin flag is 1,

from 0.0.0.0,
(25651200/0),

1 Successor(s),

Send flag is 0x0
route is Internal

2000 microseconds

Originating router is 10.4.4.4

Internal tag is 5000

R4#show pfr border routes eigrp

minimum bandwidth is 100 Kbit

for 10.20.20.0/24
FD is 25651200



Flags: C - Controlled by oer, X - Path is excluded from control,

E - The control is exact, N - The control is non-exact
Flags Network Parent Tag
CE 10.20.20.0/24 10.20.0.0/16 5000
XN 10.30.30.0/24

SUad a5 10t 105102 Tg dle £ Jis ol luads 13 268 I 10.20.0.0/16 s s—isy B0 pusl Il
Szl 10.20.20.0/24 1Jolisg 1dabad s, (uacn o138 Ciszise s 7 ol a5 s lodalde) £ ds R5 Jds R4

R5#show ip route 10.20.20.0
Routing entry for 10.20.20.0/24
Known via "eigrp 100", distance 90, metric 26931200
Tag 5000, type internal
Redistributing via eigrp 100
Last update from 10.0.45.4 on TunnellO, 00:25:34 ago
Routing Descriptor Blocks:
* 10.0.45.4, from 10.0.45.4, 00:25:34 ago, via TunnellO // 10.0.45.4 is R4 IP.
Route metric is 26931200, traffic share count is 1
Total delay is 52000 microseconds, minimum bandwidth is 100 Kbit
Reliability 255/255, minimum MTU 1476 bytes
Loading 28/255, Hops 1
Route tag 5000

G 2108 10 Ve Dutssunss o5 Il 124 208 e 5650 RA <z G0 sl 124 b s3 <ize d 1daosl ) 13 <o
Ao 1) caasd) Jdausl ) 1d s .

R4#show ip eigrp topology 10.20.20.0/24
EIGRP-IPv4 Topology Entry for AS(100)/ID(10.4.4.4) for 10.20.20.0/24
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 25600000
Descriptor Blocks:
10.0.46.6 (Ethernetl/0), from 0.0.0.0, Send flag is 0xO0
Composite metric is (25600000/0), route is Internal
Vector metric:
Minimum bandwidth is 100 Kbit
Total delay is 1 microseconds // Injected route with a delay of 1.
Reliability is 255/255
Load is 102/255
Minimum MTU is 1500
Hop count is 0
Originating router is 10.4.4.4
Internal tag is 5000
10.0.45.5 (TunnellO), from 10.0.45.5, Send flag is 0x0
Composite metric is (26931200/25651200), route is External
Vector metric:
Minimum bandwidth is 100 Kbit
Total delay is 52000 microseconds
Reliability is 255/255
Load is 99/255
Minimum MTU is 1476
Hop count is 2
Originating router is 10.0.78.7
External data:
AS number of route is 0
External protocol is Static, external metric is O
Administrator tag is 0 (0x00000000)
10.0.46.6 (Ethernetl1/0), from 10.0.46.6, Send flag is 0x0 //Parent route
Composite metric is (25651200/281600), route is External
Vector metric:



Minimum bandwidth is 100 Kbit

Total delay is 2000 microseconds

Reliability is 255/255

Load is 102/255

Minimum MTU is 1500

Hop count is 1

Originating router is 10.0.68.6
External data:

AS number of route is 0

External protocol is Static, external metric is 0

Administrator tag is 0 (0x00000000)
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