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https://xrdocs.io/programmability/blogs/OpenConfig-gNMI/
https://xrdocs.io/programmability/blogs/OpenConfig-gNMI/

souuwduwdol vsu zoljsur e sYsu JIJ bdy o.

pdlebd: Jpjss pu IJodluosd Vs wy9e9dsd RCP 9o, 99 Port Buff 16,9, 999
IJLeolb IJolds: aJsd oy9e9da) GRPC.

IJodsso 1wl wes J Cisco 10S XR

IJelds 09 IJedssy IJiuwlgus JJeszo:

RP/0/RSP0/CPUO:XR(config)#grpc
RP/0/RSPO/CPUO0:XR(config-grpc)#address-family 1ipv4
RP/0/RSPO/CPUO0:XR(config-grpc)#max-request-total 256
RP/0/RSPO/CPUO0:XR(config-grpc)#max-request-per-user 32

grpc
address-family ipv4
max-request-total 256
max-request-per-user 32


https://grpc.io/docs/guides/
https://grpc.io/docs/guides/

pdlebs: spdy wdssy puds lgwaobl |Js Idlesh. Idlgsh 1JIGelgos: 590 luwesle
TLS 09 57400. JJzue9d £Js 058> pu ldpedyple 1oy, github - GRPC swpe woe
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Slug Jpese

Il PYANG 09 0989 slug r"cd°.9'~.‘ wJgo wlswgu. oo lJpJdows IJpguouoo J Python owles Ws
lJozdd pu weldz YANG sls ol pgy9e0l.

JIJs sepd 03l Jpl B 1Ugelis§ (9elis § PYANG). s @z logile wsisé el uoss Bs
IJdpossw,.

IJosise Idbloysé Joubvgsd awlks g VP

pbdso JJouvesd:


https://github.com/CiscoDevNet/grpc-getting-started
https://github.com/CiscoDevNet/grpc-getting-started
https://github.com/CiscoDevNet/grpc-getting-started
https://github.com/mbj4668/pyang
https://github.com/mbj4668/pyang
https://docs.python.org/3/tutorial/venv.html
https://docs.python.org/3/tutorial/venv.html

python -m venv <name of the directory>

eds uwwosd Idpeld (Vs 9256 MacOS 1Jbw8s9):

% mkdir test

% cd test

% python3 -m venv virtual_env
% 1s

virtual_env

Jooowse pPYANG s §)ue lJusso [JIve,)loss o3l 1ds [dsdsd sdued IJelds:

% cd virual_env

% git clone https://github.com/mbj4668/pyang.git
% cd pyang

% pip install -e .

Jodl ldg) o Idusoses: wp luvagsle pip python3. wee)s oo vouse PIP -6 9p vouuushb
lJslzosd: puo>, <sdsd IJusisé Idblo,sé>/bin/activate (Joublpe IJouugsd MacOS).

% source virtual_env/bin/activate

% python3 -m pip install pyang
Collecting pyang
Downloading pyang-2.6.0-py2.py3-none-any.whl (594 kB)
| I | 504 kB 819 kB/s
Collecting 1xml
Downloading 1xml-5.1.0-cp39-cp39-macosx_11_ 0 arm64.whl (4.5 MB)
| I, ( 45 B 14.2 MB/s
Installing collected packages: 1xml, pyang
Successfully installed 1xml-5.1.0 pyang-2.6.0

% pyang -h
Usage: pyang [options] [<filename>...]

Validates the YANG module in <filename> (or stdin), and all its dependencies.

Options:
-h, --help Show this help message and exit
-v, --version Show version number and exit
<snip>

pe wodse wyvler Slug soubgsdo: e Vs cuisd Iduelde.



Vs Idhoolb IJolds: w9gs zese 1Jb)) Idos suvgdel Cisco 10S XR: b, Cisco 10S XR.

SO luvouuwlg 030 IJupeldz Ws >Jdsd VV wluswdsle hoolb 1J)e) IJolds:
https://github.com/YangModels/yang.git

edlelbs: Jp sop ldgsle w3JY oluwosle Idosss IUbloysé IJos we wuuusbol.

% git clone https://github.com/YangModels/yang.git

Cloning into 'yang'...

remote: Enumerating objects: 54289, done.

remote: Counting objects: 100% (1910/1910), done.

remote: Compressing objects: 100% (323/323), done.

remote: Total 54289 (delta 1643), reused 1684 (delta 1586), pack-reused 52379
Receiving objects: 100% (54289/54289), 116.64 MiB | 8.98 MiB/s, done.
Resolving deltas: 100% (42908/42908), done.

Updating files: 100% (112197/112197), done.

Bp wouubsb IJusss IUlbe,loss p6 18,8 sleeu, IJluveedle IJolds: svg,é Pyang -f


https://github.com/YangModels/yang
https://github.com/YangModels/yang

yang/vendor/cisco/xr/711/Cisco-I0S-XR-ifmgr-cfg.yang.

(virtual_env) % pyang -f tree yang/vendor/cisco/xr/711/Cisco-I0S-XR-1ifmgr-cfg.yang
yang/vendor/cisco/xr/711/Cisco-I0S-XR-ifmgr-cfg.yang:5: error: module "Cisco-I0OS-XR-types" not found 1in
yang/vendor/cisco/xr/711/Cisco-I0S-XR-ifmgr-cfg.yang:8: error: module "cisco-semver" not found in searc
module: Cisco-IOS-XR-ifmgr-cfg

+--rw global-interface-configuration

|  +--rw link-status? Link-status-enum

+--rw interface-configurations

+--rw interface-configuration* [active interface-name]
+--rw dampening

| +--rw args? enumeration
+--rw half-1ife? uint32
+--rw reuse-threshold? uint32
+--rw suppress-threshold? uint32
+--rw suppress-time? uint32
+--rw restart-penalty? uint32

|
|
|
|
|
+--rw mtus
|  +--rw mtu* [owner]
|
|

+--rw owner xr:Cisco-ios-xr-string
+--rw mtu uint32
+--rw encapsulation
| +--rw encapsulation? string
| +--rw capsulation-options? uint32
+--rw shutdown? empty
+--rw interface-virtual? empty
+--rw secondary-admin-state? Secondary-admin-state-enum
+--rw interface-mode-non-physical? Interface-mode-enum
+--rw bandwidth? uint32
+--rw link-status? empty
+--rw description? string
+--rw active Interface-active

+--rw interface-name xr:Interface-name



pdlzbé: Jlzlb I lJeuuigsle Jol Uvdd wslule ped String. Uilnt32. |Js Té)o 9pl lJs
3JYs osupl Jl og)uo Root 030 lUpgdyple. we wiguosue gpdsle pod GET 9 SET
Juveo/ogssy odo IJ8se.

pdlebs 16y o5 lu pebop IUbys wobde gedsle sshbs Jeuosd eds IJodsse IJdlpd: B
[&lz 9lzos yulo, 1Jlgle, (CLI) ol wdgsy Ibo 1Jglzos IJlgwluus: W zlde 1Jzlze 1Js &Huo
IPV4. [juogspe IJolds:

% pyang -f tree yan2/vendor/cisco/xr/711/Cisco-I0S-XR-ifmgr-cfg.yang yan2/vendor/cisco/xr/711/Cisco-I0
module: Cisco-I0S-XR-1ifmgr-cfg
+--rw global-interface-configuration
|  +--rw link-status? Link-status-enum
+--rw interface-configurations
+--rw interface-configuration* [active interface-name]
+--rw dampening
| +--rw args? enumeration
|  +--rw half-1ife? uint32
| +--rw reuse-threshold? uint32



| +--rw suppress-th
| +--rw suppress-ti
| +--rw restart-pen
+--rw mtus

|  +--rw mtu* [owner
| +--rw owner

| +--rw mtu
+--rw encapsulation
| +--rw encapsulati
| +--rw capsulation
+--rw shutdown?
+--rw interface-virt
+--rw secondary-admi
+--rw interface-mode
+--rw bandwidth?
+--rw link-status?
+--rw description?
+--rw active

+--rw interface-name

reshold? uint32
me? uint32
alty? uint32

]
xr:Cisco-ios-xr-string
uint32

on? string
-options? uint32

ual?
n-state?
-hon-physical?

+--rw ipvé4-io-cfg:ipv4-network

empty

empty
Secondary-admin-state-enum
Interface-mode-enum

uint32

empty

string

Interface-active
xr:Interface-name

| +--rw ipv4-io-cfg:bgp-pa
| +--rw ipvé4-io-cfg:input
| +--rw ipvé4-io-cfg:source-accounting? boolean
| +--rw ipvé4-io-cfg:destination-accounting? boolean
+--rw ipvé4-io-cfg:output
+--rw ipv4-io-cfg:source-accounting? boolean

--rw ipv4-io-cfg
+--rw ipv4-io-
+--rw ipv4-io-
+--rw ipv4-io-

--rw ipv4-io-cfg
+--rw ipv4-io-
|  +--rw ipv4-

+--rw ipv4-io-
+--rw ipv4-

--rw ipv4-io-cfg
+--rw ipv4-io-

+--rw ipv4-io-
|  +--rw ipv4-
|  +--rw ipv4-
|  +--rw ipv4-
+--rw ipv4-io-
+--rw ipv4-io-
--rw ipv4-io-cfg

+--rw ipv4-
+--rw ipv4-

|
|
|
|
|
+
|
|
|
+
|
|
|
|
|
|
|
|
+
|
|
|
|
|
|
|
|
|
|
|
+
|
|
|

+--rw ipvé4-io-cfg

+--rw ipvé4-io-cfg:
+--rw ipvé4-io-cfg:
+--rw ipvé4-io-cfg:
+--rw ipvé4-io-cfg:
+--rw ipvé4-io-cfg:

:verify

cfg:reachable? Ipv
cfg:self-ping? Ipv
cfg:default-ping? Ipv
:bgp

cfg:qppb

io-cfg:input

| +--rw ipvé4-io-cfg:source?
| +--rw ipv4-io-cfg:destination?

cfg:flow-tag
io-cfg:flow-tag-input

+--rw ipvé4-io-cfg:source?
+--rw ipv4-io-cfg:destination?

:addresses
cfg:secondaries

cfg:primary!

io-cfg:address ine
io-cfg:netmask ine
io-cfg:route-tag? uin
cfg:unnumbered? xr:I
cfg:dhcp? empt

:helper-addresses

io-cfg:address inet
io-cfg:vrf-name xr:C
forwarding-enable?
icmp-mask-reply?
tcp-mss-adjust-enable?
ttl-propagate-disable?
point-to-point?

imtu?

+--rw ipv4-io-cfg:destination-accounting? boolean

4-reachable
4-self-ping
4-default-ping

Ipv4-interface-qgppb
Ipv4-interface-qgppb

booTlean
booTlean

| +--rw ipvé4-io-cfg:secondary* [address]
| +--rw ipvé4-io-cfg:address
[ +--rw ipvé4-io-cfg:netmask
| +--rw ipv4-io-cfg:route-tag?

inet:ipv4-address-no-zone
inet:ipv4-address-no-zone
uint32

t:ipv4-address-no-zone
t:ipv4-address-no-zone
t32

nterface-name

y

+--rw ipvé4-io-cfg:helper-address* [address vrf-name]

:ipv4-address-no-zone
isco-ios-xr-string

empty

empty

empty

empty

empty

uint32



+--rw ipv4-io-cfg:ipv4-network-forwarding
+--rw ipvé4-io-cfg:directed-broadcast? empty
+--rw ipvé4-io-cfg:unreachables? empty
+--rw ipvé4-io-cfg:redirects? empty

WO o3l lJluwogdle swp luvedsle byljsy: Cisco-I0S-XR-ifmgr-cfg.yang 9 Cisco-I0S-XR-IPV4-
io-cfg.yang. 9sepe IUlu £502 guslo IPV4 g, 86.
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https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/programmability/78x/b-programmability-cg-8000-78x/use-grpc-protocol-to-define-network-operation-with-data-models.html
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>3Jsd wdasu Blodss IJo,prs: Jel s89d 1Ll subbd Ipsss pu lleeds JJpumwedspsu
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lowoduulad IJigble gl odlzol:

NJouwos [Js GNMLL sJje 1dezdd po ldluvoedle Bud wzpse s beld: 9pebp slzole wjped

* Eupsy
* CS vS UM
« gRPC
IJIJ: $p werup IJebl 1Uss Ble Iesze wodssuo.

eds uwosd IJpold:

"cisco-grpc:errors": {

"error": [
{
"error-type": "application",
"error-tag": "operation-failed",
"error-severity": "error",
"error-message": "'YANG framework' detected the 'fatal' condition 'Operation failed'"
}
]
}
}
l9
"error": [
{
"error-type": "application",
"error-tag": "operation-failed",
"error-severity": "error",
"error-path": <path>,
"error-message": "'sysdb' detected the 'warning' condition 'A verifier or EDM callback function returne
}
]

030 os IJigble IJelugs JJoble IJuwlus IJos sdie 1doedd evel edis byd Iesze- pu
lUpdeuz IJozdd pu ledluss 1uosl IUle) 1Ueszsss s Idlguagdle lsuol S 1Jeszo gwy CLI
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https://github.com/njpatel/grpcc/blob/master/README.md

J o3l uog Igbl g s Tg) pouod o IJ cisco ios XR puuo6 pulyds Idpedsple IJelJss 1Js TAC:

* lgweedle IJpguorp sldgpdse:

{
"Cisco-I0S-XR-ifmgr-cfg:interface-configurations™:
{ "interface-configuration": [

{
"active": "act",
"interface-name": "Loopback0",
"description": "LOCAL TERMINATION ADDRESS",
"interface-virtual": [
null
1,
"Cisco-I0S-XR-ipv4-io-cfg:ipv4-network"”: {
"addresses": {
"primary": {
"address": "172.16.255.1",
"netmask": "255.255.255.255"
}
3
}
}
]
}
}

* Y bl PEISLP (s pu IJigble 1Jp9 026 IgJlo).
* luosyo ldlp) wlds:

show grpc trace all

lele 1ol [Ulgwogdle £36 p)lo 9ol IJiPJ "show grpc trace all".
IJigble pou9es JIuol whbo, ls ol IJpdsw 1Uss spdu o $9ds luosh:
gds wosd ldpold:

e "Iy 'sysdb' IJ s,k 'warning' Iss we Lele 51Js [uwesgle EDEDM g EDEDM: 'not
found': s_ow 03l IJgbl sysdb og ploJow Jzpee 1910, show tech Joso Ig pds6 s 1pszo0.

Souoe Ideald IJelds &0 tech Jg pJsé sysdb Ios wbo, 1Jgbl.

show tech-support sysdb

NJouwes Josl IJIg)lz: seHue 1Jg bl ool slJg bl 95208 Is show tech support 1Uss spdy
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show tech-support tctcpsr

show tech-support grpcc
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