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new-mode
session-id common

authentication dotlx default group ISE-CLUSTER
authorization network default group ISE-CLUSTER
accounting system default start-stop group ISE-CLUSTER
accounting dotlx default start-stop group ISE-CLUSTER

server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>
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aaa group server radius ISE-CLUSTER
server name ISE-PSN-1

|

interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast
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Network Devices

Selected 0

{] Duplicate &) Generate PAC

IP/Mask Profile Name Location

Iz0j6 UuwJs ISE

bed IJsp: 98, wogssu luwpe [Js NAD IUss wdgp wlouilse. slowd ls ol IP 1Uss suwegspeo
zoby IJuveds JJloold o ISE.



Administration - Network Resources A Evaluation Mode 28Days Q. @ L8
Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers More

Network Devices
» ISR1100

Default Device

; . : Network Devices
Device Security Settings

Name ISR1100

Description

IP Address i il A.B.C.q

Device Profile 8 Cisco
Model Name

Software Version
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v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret

(] Use Second Shared Secret

Second Shared
Secret

CoA Port

Oa$tss RADIUS
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Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Group
Identity Groups

Ee] Identity Group

* Name iseUsers|
Endpoint |dentity Groups

User Identity Groups Description
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Identities Groups External Identity Sources Identity Source Sequences Settings

Users

Latast Manual Network Scan Res... N Etwo rk Access Use rS

Selected 0 Total 0

Status Username -~ Description First Name LastName Email Address User Identity Groups Adr

Mo data available
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> New Network Access User

~ Network Access User

* Username iseiscool

Status # Enabled

Account Name Alias

Email
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v Passwords

Password Type: Internal Users

Password Lifetime:

With Expiration
Password will expire in 60 days

() Never Expires

Password Re-Enter Password

* Login Password

Enable Password
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Ip wogssu lJpuuotse lJs peeses ISEusers.

~ User Groups

iseUsers
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Q Daxfault Default policy set

Insert new row above
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Conditions Studio

Library Editor

Wired_802.1X

st_Switch_Local_Web_»A

uthentication

Switch_Local_Web_aAuthentica

tion

Switch_Waeab_Authentication

Wired_

Wired_MAB

Wireless B02.1X
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Policy - Policy Sets

Paolicy Sets

Status Policy Sat Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

o Wired_802.1% Default Netwaork »

ﬁ Default Default policy sot
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Wired_B02.1X
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+ Authentication Policy (1)

Status  Rule Name Conditions Hits Actions

Q Dedault

Options
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~ Authentication Policy (1)

Status  Rule Name Conditions Hits

Internal Users

“ Qptions
If Auth fail
Q Internal Authentlcation Wired_BO02.1X

If User not found

If Procass fail
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Paolicy - Policy Sets A\ Evaluation Mode 29 Days

UpUONS

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

< Authorization Paolicy (1)

Results

Status Rule Name Conditions Profiles Sacurity Groups Hits

] Default
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Actions

Actions
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Library Editor

Internalllser:ldentityGroup

e ¥ @2 F

BYOD_is_Registered Dictionary Attribute

Catalyst_Switch_Local_Web_A All Dictionaries Attribute
uthentication

AD ExternalGroups

Compliance_Unknown_Devices CWA CWaA_ExternalGroups

Compliant_Devices IdentityGroup Description

IdentityGroup Name
EAP-MSCHAPv2

InternalUser IdentityGroup

EAP-TLS
PassivelD PazsivelD_Groups

Il w9389 Idpuingle Juog 1Jegssd

e IJpubed suvlss.

U 1JBlispd |Jpouuwsds "pzpsgle 096 Idpuwegspe" o> IseUsers JJpegp9gs.

Library
InternalUser-ldentityGroup
20w e 3 2(R|R | 3
viI= b QF aRcCLOE Equals User Identity Groups:iseUsers =
BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices
Compliant_Devices
EAP-MSCHAPv2

EAP-TLS




b§lo 86 | ueg plJ.

Slzsle 235 pJB wessd wdss o Iduelse 1Uss suveded zis [Jpuol>§6 pu preses lJogss
0)o.

pdlzbé: Jlzlb i lJeuoble 1dslys6 |Js ISE gldos wuad |Js peesssd woz Dotlx
lJovddss 030 1Jos Jsuwe gisl po Users Identity Group ISEUsers. ouad 1Jlo IJs wog
lJogosd IJIve,)luos. szess 03l gds vwsesd pdod IJog s DenyAccess.

Sop oI9Sy ISE puwodl wlugwole pdod wgrs IUuwelz wlUsuesd. G wogasse.



Authorization Paolicy (1)

Results

Status Rule Namea Conditions Profilas Security Groups

L] Internal ISE Users A dentity ParmitAccess
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3. a. updsy Wired dot1x g Js Windows.

o Windows Search Bar Open Services.

Hits

Actions




All Apps Documents Web More «
Best match
(| = Services q’
I System :

Micre
Search the web

Services
L service - See more search results System

ServiceNow - American technology

company
Open

services e
Run as administrator

service titan login Open file location

L service fusion login Pin to Start
Apps Pin to taskbar
% Component Services

Settings

) Do not allow Microsoft to use your
voice to improve speech services

&9 Use online services with Narrator

s Windows Search
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Wired AutoConfig Properties (Local Computer)

General LogOn Recovery Dependencies

Service name: dot3sve

Display name: Wired AutoConfig

Description: sponsible for performing |IEEE 802.1X A

uthentication on Ethemet interfaces. f your cument ~
srad natuads Aarlrvmard arfarmae BNT 1Y

Path to executable:

CAWINDOW Shsystem32\svchost .exe Kk LocalSystemNetwork Restricted p

Startup type: Manual

W

Resume

You can specify the start parameters that apply when you start the service

from here.

Start parameters:

OK

ot []

OI338 1Jg polts o
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Service Control X

Windows is attempting to start the following service on Local Computer...

Wired AutoConfig

Close

IJozde B 1JEapes

w3 3Jd ud, B9 OK.

Swp wubgsd IUgrpd e 3JJ.
-f.}’ Windows Update Enablesthe... Running Manual (Trig... Local Syste...
‘& Windows Update Medic Service Enables rem... Manual Local Syste...
lf,;'f-_. WinHTTP Web Proxy Auto-Discovery Service WinHTTPi..  Running Manual Local Service
#3\Vired AutoConfig The Wired A... Running Manual Local Syste...
f,\* WLAN AutoConfig The WLANS... Manual Local Syste...
'-S;;_‘; WMI Performance Adapter Provides pe... Manual Local Syste...
f." Work Folders This service ... Manual Local Service

£3p5 1008 9050 10 BItses 1 ped 2iss
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Troubleshoot problems

Open Network & Internet settings

VIR 3080004
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@ Ethernet Properties

Newoting [ubetston | s
Connect using:
& Intel(R) Ethemet Connection (4) 1219-LM

| Configure... |

This connection uses the following tems:

a Client for Microsoft Networks

43 File and Printer Sharing for Microsoft Networks
4P QoS Packet Scheduler

4 Intemet Protocol Version 4 (TCP/IPv4)

L] 4 Microsoft Network Adapter Muttiplexor Protocol
2. Microsoft LLDP Protocol Driver

4. Intemet Protocol Version 6 (TCP/IPv6)

<

>

Description

network .

Install...  Uninstal Properties

Allows your computer to access resources on a Microsoft

| Cancel

'Cualiguo l(_SQ_J)QC) L,Uj\cjbﬁ

e elus Idlzosh wedsu puol> 96 IEEE 802.1X.



Y Ethernet Properties

Networking Authentication Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

/| Enable |EEE 802.1X authentication

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v || Sefings

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

.CL)QPLSL)Q lLSU)QC) ‘d;ﬁuabéfi

223 EAP IJpgpes (PEAP).
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Protected EAP Properties X

When connecting:

[ ] verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;srv2;.*\.srv3\.com):

Trusted Root Certification Authorities:
] AAA Certificate Services A
Baltimore CyberTrust Root

Class 3 Public Primary Certification Authority

COMODO RSA Certification Authority

DigiCert Assured ID Root CA

DigiCert Global Root CA

DigiCert Global Root G2 v
< >

Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:

‘Secured password (EAP-MSCHAP v2) |[ configure... |

/| Enable Fast Reconnect
Disconnect if server does not present cryptobinding TLV
Enable Identity Privacy

OK | | Cancel

Eueltsue PEAP



Interface:
ITF-ID:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

GigabitEthernet0/1/0
0x08767COD
8c16.450d.f42b
Unknown

Unknown

iseiscool <---------
Authorized <---------
DATA

multi-auth

both

N/A
22781F0A0000000C83E28
0x00000003

0xc6000002

POLICY_Gi0/1/0

The username configured for Windows Native Supplicant

An indication that this session was authorized by the PSN

461

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Security Policy:

Server Policies:

Method status Tist:
Method

dotlx

Should Secure

State

Authc Success <------

An indication that dotlx is used for this authenticati
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Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Cliant Stopped Responding Repeat Counter

Refresh Show Within
Naver v Latest 20 records - Last 3 hours

Status Details Repea... |dentity Endpoint ID Endpoint... @ Authentication Policy Authc
iseiscool ¥ Endpoint ID Endpoint Pr Authentication Policy Autho
Mar 28, 2024 07:04:35.4.., i Wired >> Internal Authentication Wired

Mar 28, 2024 07:04:35.3... Unknown Wired »> Internal Authentication Wirad

Last Updated: Thu Mar 28 2024 01:29:12 GMT-0600 (Central Standard Time) Records Shown: 2

Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

Show Within
~ Latest 20 records +~ Last 3 hours

Authorization Policy Authoriz... IP Address Network De... Device Port Identity Group Posture ..
|P Addrass
Wired == Internal ISE Users ParmitAce...

Wired == Internal ISE Users Permithce.., ISR1100 User Identity Groups:iseUsers

Last Updated: Thu Mar 28 2024 01:34:19 GMT-0600 (Central Standard Time) Records Shown: 2
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Operations - RADIUS

Live Logs Live Sesslons

Misconfigured Supplicants Misconfigured Natwork Davices RADIUS Drops Cllent Stoppad Respg

Detalls Repea.. Identlty Endpoint.. Endpoint.. Authent olle: Authoriz... Awthoriz.. IP Address

Idwntity Endpalnt 1D Endpaint Pr Aut £y Autherizatic Amorizatie P Addreas
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Overview

Event

Username iseiscoool

Endpoint Id <ENDPOINT MAC ADDRESS>®

Endpoint Profile

Authentication Policy Wired == Internal Authentication

Authorization Policy Wired

Authorization Result

Suwe ub)6 glps

e Ss vy oluosd Iduwed IJuuil: S Suwe wluosd IJpuob s spdu ey, eds
wew IJogbdoslduvew [Jzdss: sed IJgbl.

Event
Failure Reason

Check whether the subject is present in any one of the chosen
identity stores. Note that some identity stores may have been
skipped due to identity resoultion settings or if they do not
support the current authentication protocol.

Resolution

Root cause Subject not found in the applicable identity store(s).

Username iseiscooonl

olLosd lIJpuol> 96

Bes 031 IJ w9 $U90 oo B IJpuolb 88 09 1o Iuwe Ideuwctse seess eds ¢l
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Evaluating Identity Policy

Selected Identity Source - Internal Users

Looking up User in Internal Users IDStore = iseiscoool
The user is not found in the internal users identity store
Subject not found in the applicable identity store(s)

The advanced option that is configured for an unknown
user is used

The 'Reject’ advanced option is configured in case of a
failed authentication request

Inner EAP-MSCHAP authentication failed
Prepared EAP-Failure for inner EAP method

Authentication failed and the advanced options are
ignored

Frepared EAP-Request with another PEAP challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge-
response

Open secure connection with TLS peer
PEAP authentication failed

Prepared EAP-Failure

Returned RADIUS Access-Reject

SuPY Juwe IUgbsle Lldowosd IUgpdss IJos @le wol ISE l&ole pzl>oe RADIUS.
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B 03l IJpeld: spdu pdlebs 1o ISE §lp Bk Llssle 1dossle 1dslgdss Joso IJpeuol>86. Jp
Sop ldews) eds Idpuvesp: 9Jodl lduww o §lp ISE Chuwld 800 9009 Jlgweelos.

IJovsobsy Idelus: Ble puwdsd ISE wogbsd PEAP oo Io,9e9dsdle Ipumese wol Jezesesd

2 - PEAP pgboJ

e’ Yoz wluosd yed IJogvgsd pu eduws IJgpd IJVIGbJs oo,y juwldo I.J'abi "PEAP
€Sy puwPIR wo IS Idwnesddle IJpywese wol”.

Event
Failure Reason

Ensure that the PEAP protocol is allowed by ISE in Allowed

Resaolution
Protocols.

The client's supplicant sent an EAP-Response/NAK packet
rejecting the previously-proposed EAP-based protocol, and
requesting to use PEAP instead. However, PEAP is not allowed
in Allowed Protocols.

REoot cause

Username Iseiscool

ods) wdluosd Iuved Idpolui,
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Policy « Policy Elements

Dictionaries Conditions Results

it Allow EAP-TLS

Authenticatlon [ '| Allow Auth cation of expired certificates to allow certificate ren | in Authorization Policy
Allowed Protocols [[] Enable Stateless Session Resume

Session ticket time to live
Hours

Authorization » Proactive session ticket update will occur after 90 % of Time To Live has expired

| Allow LEAP

Prafili -
At ] Allow PEAP

Posturs PEAP Inner Methods
Allow EAP-MS-CHA
SantExorie oDy Allow Password Change Retries 1 (Valid Range 0 to 3)
Allow EAP-GTC
Allow P. hange Retries 1 (Valid Range 0 to 3)

Allow EAP-TLS

[ ,| Allow Authentication of expired certificates to allow certificate renewal in Authoriz

yptobinding TLV

PEAPvO only for le y clients

Sure Idonsosdsdle ldeuwpesz wol
IJuvsuobsy IJelde: oyl ldeuol>§o Jio uldbo IJuolse Jl o § s iolso ISE.

loodd IJs oluosd Iduwed ol lope o uved Idpuob 36 IJos oBdyvd 902388 pu
oSluosd Iduved Jeoluin.



Authentication Details

Source Timestamp 2024-04-20 04:37:42.007
Received Timestamp 2024-04-20 04:37:42.007
Policy Server ISE PSN

Event
Failure Reason

Check whether the proper server certificate is installed and
configured for EAP in the Local Certificates page (
Administration > System > Certificates > Local Certificates ).
Also ensure that the certificate authority that signed this server

Resolution certificate is correctly installed in client's supplicant. Check the
previous steps in the log for this EAP-TLS conversation for a
message indicating why the handshake failed. Check the
OpenSSLErrorMessage and OpenSSLErrorStack for more
information.

PEAP failed SSL/TLS handshake because the client rejected

Root cause .
the ISE local-certificate

Username iseiscool

oBluosd ywed Live
oy uldbs IJuoelss Iduolss IJpuwesed Jluuile vwd g PEAP.

Jed 030 IJp i Jé. B 0 @dbs wolss Windows zse Jssd IdpuvdJé: olds po lo uduwdsé CA
lJos 998w Jiol>o ISE 092956 W Buwp Windows |16 Guoble IJpuwwgse > plee [Jouorsd
IJz3) 1Jp9e98 wol I9 1shs Lwobsle IJJpwsse, > polze uvoble 1Uzs) 1Jp9esd wol.

Sedud 1Jguo9d [Js Buwe IJodsy o3l gds goly Windows oy ¢JIJ Idwze Os s 1oz
s Windows.

& Manage computer certificates

&%, Manage file encryption certificates




volisg viysb IJoze Ys Windows
3- D316 s ISE TCP (IJe bl 1Jz508)

s&> wadsd IJoslb 1z5e8 Jougssl gus luwedupls Iigble sl odlzel. spdo lJeuo9d edis
rerdele 2ip ISE ool pu zese IJeds 9ls 9lzos JJe o

JJso29d 1Js 030 1Jblé: loodd 1Us lJgpdslo > Ibole lJogvgsue > U9l lJgled > w958
TCP.

Operations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

General Tools

TCP Dump

The TCP Dump utility page is to monitor the contents of packets on a network interface and troubleshoot problems on the network as they appear

0 1] {03 0 Tota
» Start
EndPoint Dabug
TCP Dump Host Name Network Interface Filter File Name Repository File 5... Number
Session Trace Tests
No data found.

TrustSac Tools

Suwp w85 TCP

lod) 5y luplds Jouse wdysy PCAP.



> New

Add TCP Dump

Add TCP Dump packet for monitoring on a network interface and troubleshoot problems on the network as they appear.

Host Name
ISE PSN

Metwork Interface

GigabitEthernet 0 [Up, Running]

Filter

E.g: ip host 10.77.122.123 and not

10.177.122.119

File Name

ISEPCAP

logvle w958 TCP



Repository

File Size
10

Limit to
1

Time Limit

5

| Promiscuous Mode

Minute(s)

Suwp w85 TCP

Jlouule PCAP (s ISE. 030 o Iduslule lJos szw 1o wagdol:

22> 1Je 856 IJos weolz IJs 183 PCAP Bsol.
23> 9lg06 £956 ISE |Jpuwwgspeé J PCAP.
Bs eld leoze lJs IJodlb 2,38 0,9, peswé: luuegsp £9lod oo sé: s9d, JJ ISE
wEuP I.Jip.:',Jé.
luwpe PCAP. s 03l gwsulysy luvegseul ISEPCAP.
23 lJpwe9se B 2lJs €30 wpass ks puwegse: swp pdb IUIJodlb sds §)yuo ISE
lJezds 9spdu wujisdo pu 9lzes Idegucre lrpuspss.
B woedxSJ ez pJ PCAP ClJlolws |Js 3JY I3l Ul oj9,8l.
Bl Gosgns! luwetse 1o, po edB: Lose Bl welss zze pdd PCAP 2ze lJpd sep
logwle r¢>J-._9 z>s> Jlzl.
Bp wop3S I8 0,9, Idodlb 1Jsge J PCAP |51 Jje 1Jls,.

2ol lody 5y el .



TCP Dump

The TCP Dump utility page Is to monitor the contents of packets on a network interface and troubleshoet problems on the network as they appear

Host Namae Network Interface Filter Flla Nama Repository Flle 5.. Numberof.. TimeLUimit Promiscuous M... Status

ISE PSN GigabliEthernet O [Up, Run... ISEPCAP 10 1 alse NEW

w83 3JdU gudpl oIy glojs ga> PCAP. 9lu g, 5y woe.

wee IJud) V98 wie Sop CESS) €093 IlJd IJs 2lJd Idoubgsd.

pdlebs: Lsupl odsu PCAP B 2lJs IJoyvgsd: 8p wouwg IJuwsobss 1IJS3luud Iy
IJuwded 1U3s weolz IUs IJodlbo. 90 ez 1Yo pldol wlbo) oVl osd uuow I8,
9ldpzlbeo s PCAP.



ween Idodlb IJoslule IJos weolzel lwule ouugsd PCAP. §po Lluole wgpse PCAP. 2330
£26 125 slud) Lssls.

3-08us 9l pu wlbs) Idpgos Idpuwedd Jdleuslele

93 2lJs 1eles Is cedsd lepd: s 92 IJpeos Ipuwe §J o dbs, 826 Jozdsd S
IJizsle Idguleds.

Jdews) edsoli lucdd [ds Idgpdsle > 1doybs) > 1dedbsy > ollb 1duelss sldpuwesrpsu

Operations . Reports

SR p— RADIUS Authentications

From 2024-04-14 00:00:00.0 To 2024-04-21 20:14:56.0

My Reports Reports exported in last 7 days 0

Reports

Audit

Device Administration ? Logged At RADIUS Status Detalls Identity

Dlagnostics
Last 7 Days |dentity
Endpoints and Usars

Guast 2024-04-20 05:10:59.176

Thraat Centrie NAE 2024-04-20 05:00:59.153

TrustSec
2024-04-20 04:50:59.135

- -5 . . 13,
Scheduled Reports 2024-04-20 04:40:59.097

Suwve wdbs) ISE



Endpoints and Usars o

Agentless Posture

Authentication Summary

Cllent Provisioning
Current Active Sessions
Endpoint & Logical Profi...

Endpoint Scripts Prowvisl...

External Mobile Device ...
Manual Certificate Provi...

PassivelD



IJpulinée spdod wesss ol suod [Us 24 Lules oo Idoslole Iduslods. Bs weuo IJlzslo
oo ould gleé JJpuolb 86 1J@ssp6. gwsel wusl Idpuobdle IJos Jloo ot pd wuvdd zs»
Is Ideluos wldogivd Idzlss: sz edsy pldlus odd ldpuobdle Ios Jp oo ogpd
Sedsl vodd Jos oo ogpd Os l1dpluos. spdud cpdsd 3Jd cluwedsle odus)
ool 96 RADIUS.

Suwee JY 1Jodrs) vopsss ubly pu 1Jsde zos IJ 30 s9pl Iduwlw$s. Jel spdud Ilzovlb
wodbsy ouluosd IJuwed Ueolui, JIJ puob$s.

Operations - Reports

Device Administration » nt]catlons

Dlagnostics J am 2024-0 o 4-04-21 20:21:55.0
Endpolnts and Users

Agentiess Posture

RADIUS Status Detalls Idantity Endpoint ID Endpoint Profile Authorization Rule
Pass v X Identity Adpein dpoint Protile Authorizatic
24:38.101 L] ac: O:F4:28 Unkcniow Intemal ISE Users

2024-04-19 23:24:51.641 = o BC:16:45:00:F4:28 Unknawn Intemnal ISE Users

RADIUS Authentications

oS Idpuob§s
3-3 uBlb 1Juoelss 1 p,89 06 19 1Jols,6

02dd eu luwole IJBubd Judlb IJoolss 1Up, 8906, spdud Iezdd po odrs) uélb
IJwolss 1 e89,06 19 1Jes wp luoshol. bs Iduvsubss 1Uss sop Bso wease uolss EAP
eJs zpse £8> PSN B wuiny ISE: &p wusl puols§6 PEAP B 1JBud Jeub §6 JloJs.
Sedu Idezdd pu 03l 1Jodrs) 9o 290 Iz dd pu oBdluasd Iduwed Ideoluin guog)d v
lJepsd sy 92 Jvolso ISE 9Jl s ¥ Wsol.

Rejected OR Released Endpoints
From 2024-03-22 00:00:00.0 To 2024-04-21 20:30:41.0

Reports exportad In last 7 days O

Changed At Endpoint ID Status Fallure Reason

Last 30 Days ~ %

2024-04-10 21:17:00.64 BC:16:45:0D:F4:28 Releazed

2024-04-10 21:11:34.05 B8C:16:45:0D:F4:28 Rejected 12321 PEAP failed SSL/TLS handshake because the client rejected the ISE local-certificate

BC:16:45:0D:F4:2B Rejected 12321 PEAP falle S handshake because the client rajectad the ISE local-certificats

oSy wdlb 1Juolss 1Jp, 99,06

3-4 1Jedys) lpelues RADIUS



9&ldol pl suvwgsp o3l guspl whbo) puvddle |uweodlY Ide s 1Ujlss. WO 030
IJuwsobssola: Jls@sp ISE wluosh Idelgsue Jive Jl spdue wpass el Il dlve 1Jeduws &>
locow. Suwwgsp ISE 2jp lUpeluved lJos syuwdol zols Iduvods Jogass 3JY. 030 o8
IJb,s86 ldos wwss edsel gus puihbJde Idpeluwes wuvdd Lorse pu zol Idubeds |Us ISE:

QOperations . Reports

RADIUS Accounting

From 2024-04-14 00:00:00.0 Te 2024-04-21 20:28:47.0

Reports exported In last 7 days O

Logged At Details Account Status Type Identity Endpoint ID
Last 7 Days ™ X

2024-04-20 01:40:50.31

2024-04-20 01:37:25.22

2024-04-20 01:27:42.012

2024-04-20 01:24:38.128

2024-04-19 23:33:11.907

2024-04-19 23:24:51.744

odus) peluvws RADIUS

3-5 o 9r8) pdeue IJpuolb§s

030 o IJodhs) Idublisgs IUlgwegsle 91dpedsr6 IJos sW@spol ISE. 909 sosz JJ weass ol
Suad [Js 30 s9pl pu Iduslule 1UEssps. B o3l IJodrs) Spdod 1888 pedsple ped:

* 1Jouwws 1deissss Jdpuob§s IJos we weyssol 90 uude Ybs IJsye.



Authentication Summary

From 2024-04-21 00:00:00.0 To 2024-04-21 20:41:18.0

Filters:
Match All - of the following rules.

Tima Range - Is exactly (or equals). Last 30 Days

Chart: Passed Authentications By Day

2024-04-20 0..2024-04-19 0..2024-04-10 0..2024-04-00 0...2024-03-28 0..2024-03-27 0..2024-03-25 0...2024-03-22 0...

IJpebb: gpdsle IJouorsd IJos wp wpissol guve IJs9e

© e ldpuobdle Vs 1dsyp: S pebb: g ¢sb IJud) 999 1Udse IUndle Jlbdle gds
Joslole oldovosd.

Authentications By Day and Quick Link

Day Passed Falled Total Falled (%) Avg Response Time (ms) Peak Response Time (ms)
2024-04-20 00:00:00.0 L] 3328

2024-04-19 D0:00:00.0 5 90.63

2024-04-10 B0:00:00.0

2024-04-09 00:00:00.0

2024-03-28 B0:00:00.0

2024-03-27 D0:00:00.0

2024-03-25 00:00:00.0

2024-03-22 D0:00:00.0

Rows/Page . » | 8 Total Rows

lJpuobdle guve IJsse sllob Iy se

* 1dpuolb§6 euwe wwow IJVULJ: 9ldps,26 Bs Blisps edsl pg Uidi’u od)bllds UUJ
ud_)l_)l

Authentications By Failure Reason

Fallure Reason
12303 Fallad to negotiate EAP bacsuse PEAP ot allswed In the Allowed Protocols
22056 Subject not Tound In the applicable identity store(s)

12327 PEAP falied SSLITLS handehake because the cllent rejected the ISE local-certficate

Rows/Pege 3 . » 2| 3 Tewl Rows

IJeuobdle cuve wwow IUSGJ

* esh J9sé presele 1Jogss IJos sop luwogslpol wuvdd yilisg Bs puolb 6 1Juuin.




Authentications By ldentity Group

Identity Group Passed Falled Failed (%) Avg Responze Time (ms) Peak Response Time (

RegisteredDevices

Wser I salisers,RegisteredDavices

Wser Identity Groups:iselisers

. |J.').,§ ;’_Su.uQJ,o PSN |Jp_j§.) V18] |quo|)é6.

pdlebo: B lJuyiy lpuweap Josl Idpuwows wp luuaisle PSN glzs O 9bt 908 3JI.
lJouwews Jepdsle IJE,JD_) IJIJ ey ooy 030 lduslule 0086836 Jpg 96 ol 31 Jluw
ould zlzé IJs polius 1JlzelJ.



Authentications By ISE Server

assed Falled al Falled (%) Avg Respanse Time (ms) Peak Response Time (ms)

IJpuolsdle wsluwlos glsp ISE

4 -lzoj6 1Jwsl, ISE

oo J9gs pedsele ISE: seHuo Suwe IJovwsole puuldd IJogi,.
VOspel sJs €36 wuwsole ISE IJos ouwles gds iuuodublu_é Uiablc luodlzol.

£S) pg_)gu_é NAD — sbo, o3l lJouwsoe guspl sdou ould zolj yvods suolb 9 u9bé volssd
9swued w ISE. 9JJu: Jl s ISE wo. 95wl louold RADIUS. 1de, IJigwole issgl os
e3p lousle zoly 1w ds 19 16 IP 1dss suwegspo zobs IJuvwds Jsuw 09 ubuwo IUss bl ISE
couvgsdo.

Unknown NAD

pzo9d NAD

998V IJpuwenes gu lluwoglos — ST o)l I.Joo;_,@:o e pl ©d9y ould puvddo Vs loold
IUblde: 28 sY9u 3JI Bs pebp IUlzslo vuvew gbl Vs IJodyso Vs Idpcbde 1U3s Szw
WVezuo0 9lduzdsld Yso pu zluw uldbe IJuolss.

supplicant stopped responding

o989 ldpogzw gu ldluweglus

z>w blé LUESUP Active Directory puldd — gu> [uwegsle Active Directory JJoweg 99 pu uogéd
0956 lJpwwgspe: |_9 151 u)l WIS 929> publId Vs gpdso IJloold. |_9 Bl ope vbe IUloold



O weys o3l ldovwse. wp guosyd Jebdl ovgvd lIdpuobdle eds 1J09ss 1Uesz9rs eds AD.

2 ALARMS

A Active diractory diagnostic tool found Issues

Wuvd oubgsus AD

Wuvd COA (vess) Idowwys o) — Idesd@le [dpogsss WS luwwgsle ISE CoAd s89p 03l
lJouwsoe vledlpd I3l wpo p9lzosd punldd A louold pods CoA vi~§ zoly uvods.

o COA Falled

W uJ COA

5- odosu wuoese leble ISE gzpg [Juvedle

Jeolegs wulosd gpdss ldpuob 8o Sw edsd wpdsuo Idpdsule IJoldss s DEBUG
Jeuvddle MAB g dot1x:

eunwdJé: dot1x/mab

IJuwele IJos uvsop oessvol gds puvess ousese IJigble.

* Runtime-AAA (prrt-server.log)
» nsf (ise-psc.log)
» nsf-session (ise-psc.log)

Jopdso Idedsvle po puvess wuozse igble lodl sdip weass use PSN IJss suvodod
IJpuob s IJes ouud s 1dos ceoelz 1ds IJezdsd: spdoud IJeuesd eds odo IJpedsple
oo Iduwedle IJpuliné. wes 3JY szo edsd IJloodld s Blispes ISE > 1uad il 1Jigble
sluadlzol > pelde wuoese IJigble > cJdsso ywed IJigble > weass PSN > 1u.@,) W98 1))
COS)-

sop oo Jélses 1Joldss. 1ud) ls@ows IUpuve:



Debug Level Configuration

Componaent Nama .  Log Level Deseription Lag fils Nama
accessfilter INFO RBAC resource access filter Ise-psc.log
Active Directory WARN Active Directory client internal messages ad_agent.log
admin-ca INFO CA Service admin messages ise-pse_log
admin-infra INFO infrastructure action messages ise-pec_log
admin-license INFO License admin messages Ise-psc.log
al=analyties INFO Al Analyties ai-analytics.log
anc INFO Adaptive Network Control (ANG) debug messages Ise-psc.log
apl-gataway INFO AP| Gateway native objects logs apl-gateway.log
aplservice INFO ISE APl Service logs api-service.log
bootstrap-wizard INFO Boatstrap wizard messages Ise-pse.log

ca-service INFO CA Service messages caservice.log

odysu uwed Idouozse

OS £095 luwp Itjpdgo‘ loze go lduwelo e,z uwledl. 235 JJ puwess uwed 99, woESS)0
IJs ouoese IJigble. §p wpdb lJogssle.

Debug Level Configuration

Component Name ~  Log Level Description Log file Name
runtim

runtime-AAA AAA runtime messages (prrt) prrit-server.log

runtime-config AAA runtime configuration = >2V® prrt-server.log
runtime-logging customer logs center messages (prrt) prrt-server.log

va-runtime Vulnerability Assessment Runtime messages varuntime.log

lesh pdou AAA Jsde Ideubgsd

we Idluwele pu ©dosu JJ pdsu: Gp voodswol ulguesle DEBUG pos wopdy pu
pErS6 ol 3l wp ©dosu zese Ipdsole wuvdd Lozse.




Debug Level Configuration

Component Name - Log Level Description Log file Name

debug
nsf DEBUG NSF related messages ise-psc.log
nsf-session DEBUG Session cache messages ise-psc.log
prri-JNI DEBUG prrt policy decision request processing layer related ... prri-management.log

runtime-AAA DEBUG AAA runtime messages (prrt) prrt-server.log

odysu wwed IJouoese

S 2lds Ideles lds cedsd Iduwedle eds U9, spdod cujsdel wldluedld [Us $kses ISE
Jdpuwls > Jgpdsle > Igved gl Iigbls sluadizel > pwadle IJooisd > Slises £8%6 IJzols >
PSN scpdsu wuoese Idlgble > pwedle IJouozse.

B 030 1JzlJé: lue suwés eduw J dotlx g mab |osl, B IJ prrt-server.log sise-psc.log.
IJuwed 1J3s see edsd wussde o9 Iduwed IUss szess eds wbst I leeob.

B3 108, pJD Iduwed IJpe 90 B 030 109,68 98 wouisde (per9up wuue 1ind.)

Support Bundle Debug Logs

Debug Log Type Log File Description

~ ise-psc (16) (111 MB)

ise-psc (all logs) Main ise debug log messages

wedle IJouoese o £826 PSN




Support Bundle Debug Logs

W Delete

Debug Log Type Log File Description

~ prrt-server (1) (7.8 MB)

prrt-server (all logs) Protocol Runtime runtime configuration, 7.8 MB
debug and customer logs messages

> pxcloud (4) (20 KB)

Sure uvedle Jouozse
6 - wuopse Igble ISE JIJ u8bs wolsé

ould is ol gl &) Jdewesd eds uwedle wusese IJigble. JIJ pwed wuoese leble uibs
lJuoelss luwoubl |ds guglo MAC g IP. spdud |gwegsle blé ISE Joozse Iéble o 9bs
lJoolss.

loodd IJs Blises ISE > IJg pdsle > lpwed vl 1Jigble gl odlzol > ble IJovgsoe > bele
glod > cuopse leble v @b [Juolss.

Operations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

General Tools Endpoint Debug
RADIUS Authentication Troubl...
Execute Netwark D
Ev

Stopped
Fostura

® MAC Address ) BC:16:45:0D:F4:2B

10 Minutes

TrustSec Tools

File Name -~ Host Name Madified Date Size (Bytes)

wuoese lgble u§bs IJuolss
oe bed pedsele udbs IJuolss IJpbdycs Juse IJodlb Idwedle. 1ud) eds e,

e lud) 998 pologs B Huwlds Idogds).



Endpoint Debug

Status: # Processing ...

MAC Address : 6:45:0D:F4:2B

Automatic disable after 0 Minutes

Selected 0 Total 1

File Name ~  Host Name Modified Date Size (Bytes)

ISE PSN Apr 22 21:15 40441

OUOTST i'ablc ubs lJyuolsé

o odlb IUpedselon lod) B398 lsslo.

lo@) 8938 luwe 1Jedd 1Ublo, LIJl)E. B 030 1Juo9,6.

Selected 1 Total 1

File Name #. Host Name Modified Date Size (Bytes)

ISE PSN Apr 22 21:17 67959712

OUOTST I'ablc ulbs lJyolsé

Sew io odou Wbyl eds L9se ywgdle IUpuolb 8o pe uzdle wuozse Ui'ablc 390 wedsyol
poluins pu wdsso wwed IJouszse.



edlzbé: ub,l Jledluss 230 weue Idisisle B [g)le wuozse leble wBbs IJuolss.
wozued 8Js pdV uued 19 1o eldl s89p wodasvo wluwedsle vdsso ved
wuoese igble souisd zase Iduwedle 1pbdsws pu ls pJd weole ldse. Jel o9
PP DS Buwe wdssu wuoest igble ISE szeg IJuwzdle Iduvlo .

7 -0 ouvds) zjpe RADIUS

Jlsop ogvds) gie RADIUS Cluvooule 28d Jded 09 [dpuvedse. 9p8 3JY sdjped
IJe2dd po Ided 1Jps) Ideouwds. sedud 1386 1Uzes Idos husdol Ipuvagse wldluedld
IJs Wireshark > o osdle > w)9e9d9dle > RADIUS &p | olds pdclz RADIUS IJpyieyd
lJeuweéde po Sod ISE 9z0l) 1w Js. 9085 3JY swp )00 2jpe RADIUS IJos wp WY
oubdS)ol.



Wireshark - Preferences

ProtoBuf
PTP
PTP/IP
PULSE
PVFS
Q.931
Q932
QUAKE
QUAKE2
QUAKE3
QUAKEWORLD
Quic

R3
RADIUS
RANAP
RDP

RDT
RedbackLI
RELOAD
RELOAD FRA...
Riemann
RIP

RIPng

-

RADIUS Protocol

Shared Secret ' YourSharedSecret]

Validate Accounting Request and Response Authenticator
Show AVP Lengths
Disable extended attribute space (RFC 6929)

UDP port(s) 1645,1646,1700,1812,1813,3799

Cancel

¢sble uuowd $b, Wireshark
8 - I9lo, Iuwed il Tgble zolj IJuvwIJs sluodlzol
IJie, IJolds suwles gus luweJuuld Tgble ISR 1100 19 1Jzol; IJuudIds ISR sl odlzol.

8 -1 Jpe,d6 pl 131 JIg b AAA T ISE o908l 9sp 0 1Usuo9d [Jso pu 2ol IJuvwds. [uuegsp
show aaa servers.

Router>show aaa servers

RADIUS: 1id 1, priority 1, host 10.88.240.80, auth-port 1645, acct-port 1646, hostname
State: current UP, duration 2876s, previous duration Os
Dead: total time Os, count O

Platform State from SMD: current UP, duration 2876s, previous duration Os
SMD Platform Dead: total time Os, count O

Platform State from WNCD (1) current UP, duration 3015s, previous duration Os
Platform State from WNCD (2) current UP, duration 3015s, previous duration Os
Platform State from WNCD (3) current UP, duration 3015s, previous duration Os
Platform State from WNCD (4) current UP, duration 3015s, previous duration Os
Platform State from WNCD (5) current UP, duration 3015s, previous duration Os
Platform State from WNCD (6) current UP, duration 3015s, previous duration Os
Platform State from WNCD (7) current UP, duration 3015s, previous duration Os
Platform State from WNCD (8) current UP, duration 3015s, previous duration Os

WNCD P1atform Dead:

total time Os, count OUP



Quarantined: No
Authen: request 11, timeouts 0, failover 0, retransmission 0O

Response: accept 1, reject 0, challenge 10

Response: unexpected 0, server error 0, incorrect 0, time 33ms
Transaction: success 11, failure 0O

Throttled: transaction 0, timeout 0, failure O

Malformed responses: 0

Bad authenticators: 0

Dotlx transactions:

Response: total responses: 11, avg response time: 33ms
Transaction: timeouts 0, failover 0O
Transaction: total 1, success 1, failure O

MAC auth transactions:

Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover 0

Transaction: total 0, success 0, failure O

Author: request 0, timeouts 0, failover 0, retransmission 0
Response: accept 0, reject 0, challenge 0
Response: unexpected 0, server error 0, incorrect 0, time Oms
Transaction: success 0, failure O

Throttled: transaction 0, timeout 0, failure O
Malformed responses: 0

Bad authenticators: 0

MAC author transactions:

Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover 0O
Transaction: total 0, success 0, failure O

Account: request 6, timeouts 4, failover 0, retransmission 3
Request: start 1, interim 0, stop O
Response: start 1, interim 0, stop O

Response: unexpected 0, server error 0, incorrect 0, time 27ms
Transaction: success 2, failure 1

Throttled: transaction 0, timeout 0, failure O

Malformed responses: 0

Bad authenticators: 0

Elapsed time since counters last cleared: 47m
Estimated Outstanding Access Transactions: 0

Estimated Outstanding Accounting Transactions: 0
Estimated Throttled Access Transactions: 0

Estimated Throttled Accounting Transactions: 0

Maximum Throttled Transactions: access 0, accounting 0

Consecutive Response Failures: total O
SMD Platform : max O, current O total O
WNCD PTatform: max 0, current O total O
IOSD Platform : max O, current O total O

Consecutive Timeouts: total 3
SMD Platform : max O, current O total O
WNCD PTatform: max 0, current O total O
IOSD Platform : max 3, current O total 3

Requests per minute past 24 hours:
high - 0 hours, 47 minutes ago: 4



Tow - 0 hours, 45 minutes ago: 0O
average: 0

Router>

8-2 Jg)uo glJé IJ,oQu.é.‘).glJox_éluoL__sJ‘_gé_gl.:sio lJozde k_9§ lJ9o9J (:ACL) lJos we wbos@ol
eds IJgduws: 9,586 1dpuolb 96 9ped9ple U, Blisss. [guegsp IJle, show authentication
session interface <interface g s swpe LWIY IJJpwsse) IJpzpsd> ol osd.

Router#show authentication sessions interface gigabitEthernet 0/1/0 details
Interface: GigabitEthernet0/1/0

IIF-ID: Ox01D9BEFB

MAC Address: 8c16.450d.f42b

IPv6 Address: Unknown

IPv4 Address: Unknown

User-Name: 1iseiscool

Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Common Session ID: 22781F0A0000000C0777AECD
Acct Session ID: 0x00000003

HandTe: 0x0a000002

Current Policy: POLICY_Gi0/1/0

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure

Server Policies:

Method status Tist:
Method State
dotlx Authc Success

Router#

8-3 JJoedd pu lu Jssd zpse IUIsle) IJplbdsws J AAA B IJodssy IJgle Bp wouuésd
show running-config aaa.

Router#sh run aaa

!

aaa authentication dotlx default group ISE-CLUSTER

aaa authorization network default group ISE-CLUSTER

aaa accounting system default start-stop group ISE-CLUSTER
aaa accounting dotlx default start-stop group ISE-CLUSTER
!

aaa server radius dynamic-author

client <A.B.C.D> server-key Cisc0123

|

!



radius server COHVSRADISEQ1-NEW
address ipv4 <A.B.C.D> auth-port 1645 acct-port 1646
timeout 15

key Cisc0123

!

!

aaa group server radius ISE-CLUSTER
server name COHVSRADISEO1-NEW

!

!

!

!

aaa new-model

aaa session-id common
|
|

Router#

8-4 10,13, p8s> 09 lgwuly gl>e AAA group radius <a.b.c.d> iseiscool VainillalSE97 legacy.

Router#test aaa group radius server <A.B.C.D> iseiscool VainillaISE97 Tlegacy
User was successfully authenticated.

Router#

9 - wuoese IJigble sle IJuads wzols IduvwJs

 debug dot1x all - sg, 0 JJ ,uwlisd dot1x EAP

 puol§8 debug aaa - s 5,00 ped9ple wusese leble IUpuolb§6 po wbousdle AAA

* wB9sUo wuorse IJigble AAA - sgu0 pedsple cuorse IJigble Jodss o AAA

+ debug radius authentication - $99, peJd9ple wOLosJso 29d IJluuivbs gds puwe9s
IJen9esdsd B3 JJpols$s

« debug radius - $98, peJ9ple v Losdss 2od IJluuvbs £Js puvess lJu,9e9d9]

pedyple slo Lodo
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