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IJlsobdlzle
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e olgsy 1dsole 91Jg9ss IJpuwaése JJlouold wldpuosa.

.« Blo 1Jz)pes.

Souwd 1Jle, ping 2506 bdu echo il [Us gudlu: &p sueb, ol sdsu ltoul, IJlouold olzel
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* swed bdo ldhesb [ds 1dszoes:
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https://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg

<#root>
Routerl#
debug i p packet det ai

IP packet debugging is on (detailed)

Routerl#

ping 172.16.0. 12

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms

Routerl#

Jan 20 15:54:47.487: IP: s=172.16.12.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending

Jan 20 15:54:47.491:

| CVP type=8

, code=0

!I--- This is the ICMP packet 172.16.12.1 sent to 172.16.0.12.
!I--- ICMP type=8 corresponds to the echo message.

Jan 20 15:54:47.523: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 100,
rcvd 3
Jan 20 15:54:47.527:

| CVP type=0

, code=0

!--- This is the answer we get from 172.16.0.12. !--- ICMP type=0 corresponds to the echo reply message
!--- By default, the repeat count is five times, so there will be five
!I--- echo requests, and five echo replies.

Bsp ICMP 1 ez pdb

U :
oMP O3

0 echo-1J,»
lJ9godé swed; lJouesd IJs 1Uye) 0 = net unreachable 1 = host unreachable 2 =

3 w9999 unreachable 3 = port unreachable 4 = |Jog 56 IJplod9wé: 9oz 986 DF 5 =
pu.ub |.J|,0U0)J failed
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Router 1 Router 2 Router 3 Router 4

eundJle [Jpgzo

<#root>



Rout er 1#

interface Serial0
ip address 172.16.12.1 255.255.255.0
no fair-queue

clockrate 64000
|

Rout er 2#

interface Serial0
ip address 10.0.2.23 255.255.255.0
no fair-queue

clockrate 64000
!

interface Seriall

ip address 172.16.0.12 255.255.255.0
!

Rout er 3#

interface Serial0
ip address 172.16.3.34 255.255.255.0

no fair-queue
|

interface Seriall

ip address 10.0.3.23 255.255.255.0
!

Rout er 4#

interface Serial0
ip address 172.16.4.34 255.255.255.0
no fair-queue

clockrate 64000
!

elod lzooh IUlouold oldeszoe 4 pu lJp9zol:

<tfroot>
Routerl#

ping 172.16.4. 34

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:



Success rate is 0 percent (0/5)

lJoolse:

<#root>
Routerl#
debug i p packet

IP packet debugging is on

A Sedsy wd luwegsle 11, debug ip packet gJs p9zo luwlz: B> $9rs 3JY [Us !g}UQa.)Jp :
9226 Idpgldzo ey dss6 (CPU) Luvdd Jos). 98> $96 3JY IJs lugluo g W Idble |9
luodble Vs IJyvwds.

<#froot>
Routerl#

ping 172.16.4.34

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:

Jan 20 16:00:25.603: IP: s=172.16.12.1 (local), d=172.16.4.34, Tlen 100, unroutable.
Jan 20 16:00:27.599: IP: s=172.16.12.1 (local), d=172.16.4.34, Tlen 100, unroutable.
Jan 20 16:00:29.599: IP: s=172.16.12.1 (local), d=172.16.4.34, Tlen 100, unroutable.
Jan 20 16:00:31.599: IP: s=172.16.12.1 (local), d=172.16.4.34, Tlen 100, unroutable.
Jan 20 16:00:33.599: IP: s=172.16.12.1 (local), d=172.16.4.34, Tlen 100, unroutable.
Success rate is 0 percent (0/5)

ob)l Jgsp wuvésd s wasesdsdle wozse eds IJpszol: Bluo Jl sgrd lso uvsee buwld
Izs06 1106 wo 9soumwe W bogy ,uwlds "gs) Bluds JJeszse.

|ols pwl) wldy luwolosds 1Js 1Jeszo 1:

<#root>
Routerl#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#

ip route 0.0.0.0 0.0.0.0 SerialO



lJoolse:

<#root>
Routerl#
debug i p packet det ai

IP packet debugging is on (detailed)

Routerl#

ping 172.16. 4. 34

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

Jan 20 16:05:30.659: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending

Jan 20 16:05:30.663: ICMP type=8, code=0

Jan 20 16:05:30.691: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:05:30.695: ICMP type=3, code=1

Jan 20 16:05:30.699: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending

Jan 20 16:05:30.703: ICMP type=8, code=0

Jan 20 16:05:32.699: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending

Jan 20 16:05:32.703: ICMP type=8, code=0

Jan 20 16:05:32.731: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:05:32.735: ICMP type=3, code=1

Jan 20 16:05:32.739: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending

Jan 20 16:05:32.743: ICMP type=8, code=0

Jlze ol 09 1Jgbol s 1Jp9z0 2:

<#root>
Router2#
debug i p packet det ai

IP packet debugging is on (detailed)

Router2#
Jan 20 16:10:41.907: IP: s=172.16.12.1 (Seriall), d=172.16.4.34, 1en 100, unroutable
Jan 20 16:10:41.911: ICMP type=8, code=0

Jan 20 16:10:41.915: IP: s=172.16.0.12 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10:41.919:

| CWP type=3, code=1

Jan 20 16:10:41.947: IP: s=172.16.12.1 (Seriall), d=172.16.4.34, len 100, unroutable
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951:
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947:
951:
955:
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987:
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983:
987:
991:

IP:

IP:

IP:

IP:

IP:

ICMP type=8, code=0

s=172.16.12.1 (Seriall), d=172.16.4.34, len 100, unroutable
ICMP type=8, code=0

$=172.16.0.12 (local), d=172.16.12.1 (Seriall), Ten 56, sending
ICMP type=3, code=1

s=172.16.12.1 (Seriall), d=172.16.4.34, len 100, unroutable
ICMP type=8, code=0

s=172.16.12.1 (Seriall), d=172.16.4.34, len 100, unroutable
ICMP type=8, code=0

$=172.16.0.12 (local), d=172.16.12.1 (Seriall), Ten 56, sending
ICMP type=3, code=1

Duwd 1deszet wuvdd uozse Izie 1glues wo lds IJpgze 2 8JJ0 1Upsze2 JIl se b Jsdss
1o 29d 1Js 1Jgwslo 172.16.4.34. ) ud 1Jpoz0 2 5uwlds "ICMP 1Uss sogs, 1Jsuosd [Jso”

IJs 1dpsgo.

Router2#

router rip

network 172.16.0.7
network 10.0.7.23
Router3#

router rip

network 10.0.7.23

network 172.16.0.34

lJoolse:

<tfroot>

Routerl#

debug i p packet

IP packet debugging is on

Routerl#

ping 172.16.4. 34

8P wopdSu w9w9ded pedsple IJoszse (RIP) eds 1dpsze 2 9ldeszo 3:

Type escape sequence to abort.

Sending 5, 100-byte ICMP

Jan 20 16:16:13.367:

sending.

Jan 20 16:16:15.363:

sending.

Jan 20 16:16:17.363:

sending.

Jan 20 16:16:19.363:

sending.

Jan 20 16:16:21.363:

IP:

IP:

IP:

IP:

IP:

Echos to 172.16.4.34, timeout is 2 seconds:

s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,

s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,



sending.
Success rate is 0 percent (0/5)

Soowd IJpszol Izse IJs 1desze 4 9JIu 1dpsze 4 Ul souwd lelud e)é Ig)s.

pubdJo peopds eds Idpseo 4:

<#root>
Router4#
debug i p packet

IP packet debugging is on

Router4#

Jan 20 16:18:45.903: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:18:45.911: IP: s=172.16.4.34 (local), d=172.16.12.1, len 100,

unrout abl e

Jan 20 16:18:47.903: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:18:47.907: IP: s=172.16.4.34 (local), d=172.16.12.1, Ten 100, unroutable

Jan 20 16:18:49.903: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:18:49.907: IP: s=172.16.4.34 (local), d=172.16.12.1, Ten 100, unroutable

Jan 20 16:18:51.903: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:18:51.907: IP: s=172.16.4.34 (local), d=172.16.12.1, Ten 100, unroutable

Jan 20 16:18:53.903: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:18:53.907: IP: s=172.16.4.34 (local), d=172.16.12.1, Ten 100, unroutable

Suvodwd lJesgo 4 2jp ICMP. 9selad 1U)s eds 172.16.12.1. 9JIJo wbb)l Jigo Jl sgwss eds
ro,_).u|_) lJs 030 IJ b s, 9|0 ;Sduu.J

lu0|do Puﬂb oloo |Js |Jpgao 4:
<#root>

Router4(config)#

iproute 0.0.0.0 0.0.0.0 SerialO

SIJIo wle wauwe IJ po ldelowse 1dsvesd [Us 1J1:

<tfroot>

Routerl#



ping 172.16. 4. 34

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/35/36 ms

IJslz06 pgloJs

03l 2lJs zse IJBbLu w98 Jp s8> Sgpd. Vs 03l Idpeld IJelds pelads ol Idleuold
wlJesze 4 pu 1Jeszel:

<tfroot>
Routerl#

ping 172.16. 4. 34

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

wollu IJogzse Lozse: bp wluwed il 1deuud Js sluadizol ¢lo9é welbgs. zlsd lewul,
IJlouold wldeszo 2:

<{froot>
Routerl#

ping 172.16.0. 12

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

o0 1dpeld Iduwlod: IJpundJs wso lJeszo 2 9ldeszo 3. Izs Idlzoeldle os lu 1Uslzos
lJouwdundsé eds Router3 9> wp ledlQol:

<#root>
Router3#
show ip interface brief

Serial0 172.16.3.34 YES manual up up



Seriall 10.0.3.23 YES manual administratively down down

03l ywod lJeJ:

<#root>
Router3#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router3(config)#

interface seriall

Router3(config-if)#
no shut down

Router3(config-if)#

Jan 20 16:20:53.900: %LINK-3-UPDOWN: Interface Seriall, changed state to up

Jan 20 16:20:53.910: %LINEPROTO-5-UPDOWN: Line protocol on Interface Seriall,
changed state to up

|0, access-list

B o3l ldwsubisy: suwee Séb Jprds wi9) woulez Telnet Clgld Ideszod pu gJIJ 1dslzos
SerialO.

<#root>

Router4(config)#

access-list 100 permit tcp any any eq tel net
Router4(config)#

interface serialO

Router4(config-if)#

ip access-group 100 in

Routerl#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#

access-list 100 permt ip host 172.16.12.1 host 172.16.4.34

Routerl(config)#



access-list 100 pernit ip host 172.16.4.34 host 172.16.12.1
Routerl(config)#

end

Routerl#

debug i p packet 100

IP packet debugging is on
Routerl#

debug ip icnp

ICMP packet debugging is on

Zlod ltoolh IUlouold wldpesgo 4:
<#root>

Routerl#

ping 172.16.4. 34

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:

u.u.u
Success rate is 0 percent (0/5)

Jan 20 16:34:49.207: IP: s=172.16.12.1 (local), d=172.16.4.34
sending

Jan 20 16:34:49.287: IP: s=172.16.4.34 (Serial0), d=172.16.12
rcvd 3

Jan 20 16:34:49.291: ICMP: dst (172.16.12.1)

adm ni stratively prohibited unreachabl e

rcv from 172.16.4.34

Jan 20 16:34:49.295: IP: s=172.16.12.1 (local), d=172.16.4.34
sending

Jan 20 16:34:51.295: IP: s=172.16.12.1 (local), d=172.16.4.34
sending

Jan 20 16:34:51.367: IP: s=172.16.4.34 (Serial0), d=172.16.12
rcvd 3

Jan 20 16:34:51.371: ICMP: dst (172.16.12.1) administratively
rcv from 172.16.4.34

Jan 20 16:34:51.379: IP: s=172.16.12.1 (local), d=172.16.4.34
sending

(Serial0), len 100,

.1 (Serial0), Ten 56,

(Serial0), len 100,
(Serial0), len 100,
.1 (Serial0), Ten 56,
prohibited unreachable

(Serial0), len 100,

Vs wolso iro_) access-list ould slispl ;WO Lo Lopus JJIJ. 03l sgus )92 2jp ICMP IJos wgd
lJ9lgod IJouywduwdss 0 gds I._J,o_ga? 4. 9s,uwd IJp9zo 4 ,uwlds ICMP "pzlog,0 I3yl swes)
Isuosd [dsol” Ids puos, IUzied IUluadss Jel 09 pauoe S huwlds wuozse Igbls. 1Jzd o3

|2l o3l I ulb, B 1, access-list:



<#root>
Router4 (config)#

access-list 100 pernit icnp any any

address Resolution protocol (arp) |_o>l,

WO o3l lJwsulysy: 03l 09 louold IUlseyuw:

Router1

172.16.100.

172.16.100.0:24

address Resolution protocol o>l

<{froot>
Router4#

ping 172.16. 100.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.100.5, timeout is 2 seconds:

Jan 20 17:04:05.167: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), len 100,

sending
Jan 20 17:04:05.171: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), len 100,

encapsul ation failed



Jan 20 17:04:07.167: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:07.171: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Jan 20 17:04:09.175: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:09.183: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Jan 20 17:04:11.175: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:11.179: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Jan 20 17:04:13.175: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:13.179: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Success rate is 0 percent (0/5)

Routerd#

S o3l pelds Il seed IJgpdss Liss vuvow "gpdss Jouwds Suvde” ,uulds. o3l sgus lu
lJe9zo sy eds s 9lzos gdso buwld 1Uz)ps 9dJuoe Jl sgrwd Jsdss Idslp w3JY. Bs oo
IJzlJé: sdjpd Bop Js 96 god wu9w9dsd wedsd IJewslu (ARP).

ARP 09 w9999 suwewése Jogssu guslo Idbo$é 2 (euslo MAC) lds guslo 1o $6 3
(ewslu IP). luw suwolbse Weuow 03l pg Ide)uo arp ley:

<#root>

Router4#

show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.100.4 - 0000.0c5d.7a0d ARPA  EthernetO
Internet 172.16.100.7 10 0060.5cf4.a955 ARPA  Ethernet0

529e 1Js pudJs "gpdsd Jouuds Busde gsy 1w 030 1Up,6 pduw 1Ule, debug arp:

<#root>

Router4#

debug arp

ARP packet debugging is on

Router4#

ping 172.16. 100. 5

Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 172.16.100.5, timeout is 2 seconds:

Jan 20 17:19:43.843: IP ARP: creating incomplete entry for IP address: 172.16.100.5
interface Ethernet0
Jan 20 17:19:43.847: IP ARP: sent req src 172.16.100.4 0000.0c5d.7a0d,

dst 172.16.100.5 0000. 0000. 0000 Et hernetO.

Jan 20 17:19:45.843: IP ARP: sent req src 172.16.100.4 0000.0c5d.7a0d,
dst 172.16.100.5 0000.0000.0000 EthernetO.

Jan 20 17:19:47.843: IP ARP: sent req src 172.16.100.4 0000.0c5d.7a0d,
dst 172.16.100.5 0000.0000.0000 EthernetO.

Jan 20 17:19:49.843: IP ARP: sent req src 172.16.100.4 0000.0c5d.7a0d,
dst 172.16.100.5 0000.0000.0000 EthernetO.

Jan 20 17:19:51.843: IP ARP: sent req src 172.16.100.4 0000.0c5d.7a0d,
dst 172.16.100.5 0000.0000.0000 EthernetO.

Success rate is 0 percent (0/5)

Swas Jlovolz uwle® Io puwtle wgrss 4 S3se sub ssugop IS IJ o ,uose wo gugly fffFff.
0wl 1J 0000.000.000 sg s o puwele wgsssd swed go Il MAC gusly pu IJglss 172.16.100.5.
wpl o Jl SEW gu9lu MAC Lsupl ARP plbbdye WO o3l Idpeld: WOluo suuwgsp 0000.000.000
Jeouey vlise B bble IJod 1desumds eu slzed lsesue 0 9suwld Is guslo MAC speled
172.16.100.5. |3l Jp Iy ol lglwsc BOlo guglo MAC 1Uss speled gulo IP W 13,1z show arp
Sup 0pSSio JES) pdupd:

<#root>

Routerd#

show arp

Protocol Address Age (min) Hardware Addr  Type Interface
Internet 172.16.100.4 - 0000.0c5d.7a0d ARPA  Ethernet0
Internet 172.16.100.5 0 I nconpl ete ARPA

Internet 172.16.100.7 2 0060.5cf4.a955 ARPA  EthernetO

WED W6 p2330 puww ¥l Swpe L)'I.st o3l IJI¢ld gy Idpdopd pu 229d ARP. ol sle 09l MAC
Jsuw Vs IJ ARP blgJs: IUgpdso Lis) swWuvd veszs "gspdss Jouwds failed”.

0ié~$)
e dJ 18eluos: o Jlsuwade o 29le po IJb,B IJogss 2l closeso: IJgpdss s

SWObJ:

<ffroot>
Routerl#

ping 172.16.0. 12



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12,

timeout is 2 seconds

Success rate is 0 percent (0/5)

B IJuvodle IJos Jol houlb ubse g oi'a.___s_, bosd: Jl odbs elusoly. lue Suvwlbse
Esuw 03l L8O, pE PILWE EpJSS s

<#root>
Routerl#
pi ng

Protocol [ip]:

Target IP address: 172.16.0.12
Repeat count [5]:

Datagram size [100]:

Timeout 1in seconds [2]:

30

Extended commands [n]:
Sweep range of sizes [n]:

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 30 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1458/2390/6066 ms

J Jos) pedoes eds 1Jpsuve £pdss B le lze sidop oo we £ois6 lisi 900 me

traceroute le, .

O Idpold Iduwlod: guspl wpw jsbo Ideods: uee lowl) IUleuolJ.

N LUl b seJE pesuwb s6e Isole 9lJgsss I e Sloseso.

ewslu Idpuos, Iduorse

o3l IJpeld 09 ywsubsy uulse:


https://www.cisco.com/c/ar_ae/support/docs/ip/routing-information-protocol-rip/13730-ext-ping-trace.html
https://www.cisco.com/c/ar_ae/support/docs/ip/routing-information-protocol-rip/13730-ext-ping-trace.html
https://www.cisco.com/c/ar_ae/support/docs/ip/routing-information-protocol-rip/13730-ext-ping-trace.html

10.0.0.0/24

T 10.0.0.1 10.0.0.1 172.16.0.12

Router1 Router?
17216.012

10.0.0.0/24

ewslu Idpue) Idusrse

luolw96 9lzos LAN gds 1Upogol:

<#root>
Routerl(config)#
interface ethernetO
Routerl(config-if)#

ip address 10.0.0.1 255.255.255.0

pw pebé eds IUuvwds ldpedsd spdoud ool louold 1dpszel. po ldpgge 1 spdud ool
louold Idesze 2. 9JIJu pu pebs gds Iduveds Idpedsédc JI spdoud ool logold 1deszoe 2.

0 IdpozeTs sedud leools loweld IUpsze2 Jivd: wupdd Ideluos: wuweese guslo IP
lJgluo wolzos 1ol Jeuslo puos) Bs 2jps ICMP 1UEl oo oJ. Jl szess [Jpesze2 eds
ped9ple 29d UvwJs LAN 1Jz>s56 ode. 31 Jly gdso 1> eds 2ipd pu 030 IdvwJo: Bluo JI
SEHW Jss6 peldzeol.

<#root>
Routerl#
debug i p packet

IP packet debugging is on

A 2555 80 |ouciesle 1Ule, debug ip packet s eszo loclz: 85 w93 509 s loveisle
9226 IJpgldzs ey dss6 (CPU) Luvdd Jos). 98> 896 3JY IJs lugdlo zb W Idble Ig
lodble Vs IUyveJs.

<tfroot>

Routerl#



ping 172.16.0. 12

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/7/9 ms
Routerl#

Jan 20 16:35:54.227: IP: s=172.16.12.1 (local), d=172.16.0.12 (Serial0), len 100, sending
Jan 20 16:35:54.259: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), Ten 100, rcvd 3

seed peld Iplz Iuwlod Jio eoslo IJpues) Jzsps 1pauwds 09 172.16.12.1. JezlJlé 2506
eu Idubods Idpedse v weolz lu suvogpd ool logold pauwe:

<tfroot>
Routerl#

pi ng

Protocol [ip]:

Target IP address: 172.16.0.12
Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:
Extended commands [n]: y
Source address or interface:

10.0.0.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Jan 20 16:40:18.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending.

Jan 20 16:40:20.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending.

Jan 20 16:40:22.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending.

Jan 20 16:40:24.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending

Jan 20 16:40:26.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending.

Success rate is 0 percent (0/5)

030 lJp,6: gu9lu IJpues) 09 10{.0.0.1‘_9.J| SEpd. swp Luwld IJzgie 9dJu Jpe SOp oJids :
loveelws. Jed oo IJpvdJs: luod puwll IJs 10.0.0.0 s Router2. IJ8less [Jlwlwss os o



16 1J8ue sew lsual 1o sy I o sruwd 15 [s IJpuos) o IJeedss biss.
£pdisle [uvslb §lises ool IUgl gldss

ewdpl wagd IJzips S Idpszo: selad Ideszo lehs wozsoo eds puvess ldpdlbes. 15 wel,
IJews) eds oblod BOs 229d 31856 wisu pddw puluve: swp 928 [Ugied Vs Slises luwbl,
IJb¢ld JJslzod 1J9l)6 IJos guooe peldzool. oup peldes weuo 1Jzie slspl 9JJo pe
lJedsso IJeuluve 89 Iuvodle IUpuwedrs Jl sew lu 898 pesd Ideie IUos weo
ptldzwol IJs bsgle Blises locbl) [JIglJ. Bl Jlge $lises lowbl) 1UIEld ppodisé swp luvdlb
|Ja’jp6.

eds Ioge pu lo 1Uslzos Gss IJouivgsd 9dl spdod touh louald 1Jzel wuweyw gpdsle
luwslle Slisps low bl 1dbeld lJpyo9g6. Spdud IJozdd pu gpdsle luwdlb 1J]5¢lJ
wluwegsle 1Jle, show interface.

<tfroot>

Routerl#

show interface Serial 0/0/0

Serial0/0/0 1is up, Tine protocol 1is up

MTU 1500 bytes, BW 1984 Kbit, DLY 20000 usec,
reliability 255/255, txload 69/255, rxload 43/255

Encapsulation HDLC, Toopback not set

Keepalive set (10 sec)

Last input 00:00:02, output 00:00:00, output hang never

Last clearing of "show interface" counters 01:28:49

I nput queue: 76/ 75/5553/0

(size/max/drops/flushes);
Total output drops: 1760

Queueing strategy: Class-based queueing

Output queue: 29/1000/64/1760 (size/max total/threshold/drops)
Conversations 7/129/256 (active/max active/max total)
Reserved Conversations 4/4 (allocated/max allocated)
Available Bandwidth 1289 kilobits/sec

I-—-- Qutput supressed

Jrol 09 r°.9u02. rou IJIE)IC‘ S|y £SO Iu.udlb d|5po IUuJoIJ UI)CIJ rojudeo Lee lJs _,M,_,AL
- L - lzol Jlpwed il 13 lble

B9lse loebl IgldNJlelz sluadlzol.

|0, traceroute


https://www.cisco.com/c/ar_ae/support/routers/800-series-routers/products-tech-notes-list.html
https://www.cisco.com/c/ar_ae/support/routers/800-series-routers/products-tech-notes-list.html

Swp luveesle Il traceroute JIJo il 1 puwlile 1dos ounddol IUese wlded guspl
ouodd [Js 19206 1Ugluos wol. syuwd IJzols (8ds uvwsd Idpeld: pozo 19 zols Jpwsoe,
Jutwos) ounduvd ptbble wslule wy9esdsd ptbb wslule IJpguegse (UDP) [Js guslo
pPuS3 &5y Lolde I Idpuosd Idugss.

Sop busld edle pebblo vslule: pg oesSU 88pd 28 26 IJodle (TTL) eds sle> JIJ
puol. oo Bspd TTLIJEIL06 o 1 Bs "luwole IJpods" Jpglbl IJuslule vz luobsleo
wdeszo Ilod Bes 1pumlyt &p suvorsy o3l 1poze wluwesle suwlds "celss 9§ ICMP (TEM)
lJos ouvs) Ids luwoele Jodlgss pebb IJoslole.

9Swp 1IJTe buwld edle jwlisd ié)s eu UDP. wp wessu 8spd TTL gds 2 JIJ puol ppl
Suuwow IS bele pogo ICMP TEMs. o ww e, 030 IUgpdss zos wuad IUgie oldved IJs
Isz06 1Jig)s. 90ulb)l Jiu peloble IJoslole 030 welsd IJsuesd 1Us puds és) wolde Bs
pUPSI 1J9zod: sop bele suwlisd pu3 ICMP 1Uss swogs) IJsvesd [dso s IUs pucds
Swedy 1dyvosd lJse: suvs) 03l Idese |Js wyulee Traceroute [Uss lowos puo.

IJEru2 p0 03l 09 wuwesd puod) JJ Huwlds celyy 99w ICMP Josus) cove Jdeuwl 1d3s
ouwdJo 1Jeje6 JJ9uosd IUs 1U9zos.

<tfroot>

Routerl#

traceroute 172.16.4. 34

Type escape sequence to abort.
Tracing the route to 172.16.4.34

1172.16.0.12 4 msec 4 msec 4 msec
2 10.0.3.23 20 msec 16 msec 16 msec
3 172.16.4.34 16 msec * 16 msec

Jan 20 16:42:48.611: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending
Jan 20 16:42:48.615: UDP src=39911, dst=

33434

Jan 20 16:42:48.635: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:42:48.639:

| CWP type=11, code=0

I--- ICMP Time Exceeded Message from Router?.

Jan 20 16:42:48.643: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending

Jan 20 16:42:48.647: UDP src=34237, dst=33435

Jan 20 16:42:48.667: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:42:48.671: ICMP type=11, code=0

Jan 20 16:42:48.675: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending



Jan 20 16:42:48.679: UDP src=33420, dst=33436

Jan 20 16:42:48.699: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:42:48.703: ICMP type=11, code=0

03l 09 IJouwduwd IJlsd JJzse Idos sop busldol wluwagsle TTL=1. 599p [Jpszo IJlgJ: B
030 1JglJs 1Jeozo 2 (172.16.0.12). Ll wsdlb 1Jz5p6: SLuwld 0,6 1858 1Us Idpeues, (172.16.12.1)
09e=11 ,uwlJs ICMP. 9l 3JY pg | uwlds IJos op wzlyjol Bs 1dsde.

<#root>

Jan 20 16:42:48.707: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending

Jan 20 16:42:48.711: UDP src=35734, dst=33437

Jan 20 16:42:48.743: IP: s=

10.0.3.23

(Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:42:48.747:

| CWP type=11, code=0

!I--- ICMP Time Exceeded Message from Router3.

Jan 20 16:42:48.751: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending

Jan 20 16:42:48.755: UDP src=36753, dst=33438

Jan 20 16:42:48.787: IP: s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:42:48.791: ICMP type=11, code=0

Jan 20 16:42:48.795: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending

Jan 20 16:42:48.799: UDP src=36561, dst=33439

Jan 20 16:42:48.827: IP: s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:42:48.831: ICMP type=11, code=0

o Iepdss vl JJpszoe 3 (10.0.3.23) pe TTL=2:

<#root>

Jan 20 16:42:48.839: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), Tlen 28,
sending

Jan 20 16:42:48.843: UDP src=34327, dst=33440

Jan 20 16:42:48.887: IP: s=

172.16.4. 34

(Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:42:48.891:



| CWP type=3, code=3

!I--- Port Unreachable message from Router4.

Jan 20 16:42:48.895: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,

sending

Jan 20 16:42:48.899: UDP src=37534, dst=33441

Jan 20 16:42:51.895: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending

Jan 20 16:42:51.899: UDP src=37181, dst=33442

Jan 20 16:42:51.943: IP: s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:42:51.947: ICMP type=3, code=3

pe TTL=3: see 1d9uo9d IJs 1desze 4 les)l- 030 IJpus: el lu IJpuds g wolde: soumd
IJp9z04 0,6 18,8 [Js 1Jesze 1,uwlds ICMP og 1Ju9e=3. 99206 Huwlds sogs) 1Us eed [Jsol.
9le;=3 IUss Sseus IJpuds IUss swgd) 1dyuesd [Jsoe.

Suw 1Jza9d IJolds 1dz)90 1des spdo o wbo, Bs 1)z 1Jie, traceroute.

2199 uuo IP traceroute

e, oo

JIJ 956 990 IJ3ole 9ldg9>6 wldpdds eluss Jgss Idpuwlos)

nn msec
lJpe>>

*

lbwow podd IJp ol

9,6 bhsl (eds uweosd IJpeld: lisps 1J9o9d)

18J13 1Jpuo3) (1J9z06 pungeds 2ol)

lRooh Slbe JJpuweisp

IJeod3 IUds swed) [Jauesd [Jso

IJpos IU3s swed) 1dsuesd [Jso

Swedy Idsuesd 1Jds Idyveds

w9w9d9d swed) 1Jseed IUso

lowole 1Jpodd

HEINIEEE

UIE 2ipd ES) PEISS

1JIsle

Spdud IJzuod eds 98w lJsele 9ldg9ss (RTT) wluwwesle igl,oJ ping 9 traceroute. o3l 09 1J9 9
lJpbodse Jbuwld 2ieé Loss 9lJzuosd eJs lelwd pis ia)s. spdu o $98) 3Jd BY)6
Cdaswsd gu ldolés) eds Ilob. £ Tu 030 UL Sl Jsuwe 53888 el sdds Jlguogslpol
GBS wldsSe Idble.

gwpl ©I90 9208 1Ugipd o5 IUpsze wduwor szw wrdsd 030 IJzied IJs gpdss. sew eds
Ipeldz peldzd IJeedsple 1Jsss o0 030 12506 SLuwld lzlwd )6 ig)s. 03l Jsuw IJosd
lssuws Jdesee. wede Idog)s: sop ol poge Juszse IUgie. 90830 gpdsd l2owl)



IJlouold 1dos sesw gwol Jgaps JIdod zos.

Josuose 3ddi ol pold eds lRovl) louold pu ldeszet IUs 1Jeszo 2:

<#root>
Routerl#

ping 172.16.0. 12

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

Swdé 98¢ IJloedld s udbs pesus (RTT) hogs pdds loss odisel. v opdso w2
lJpssilo IJos vobdo gpdsle Jos)é gds 1dpeggoe 20 zlod ltovl louold 1Jpsze2 pu ldpszoe 1.

<tfroot>
Routerl#

ping 172.16.0. 12

Type
escape sequence

to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/25/28 ms

Jé> 5b S8 Uedle ldouwlss wuvdd Jos) ool 1dpsze 2 puigsd JJElss sdl wopsd
Idlodass Bes 1o eds lgowb Idlouold. 1Ub,s8s I8 od JIgeol ble Idpszo os 2)ds 1Jpi9,
lJos wey e IJpszo.

i7 Router1 \7




8 1dpas) g Idpszo

Se $op wodsd I8 IJpas) U 9sop peldewel woluwbs IJpsze Lolew 1lsdswss IJeds!.
w9uoe Iduveds 1Jlwluwss ol sds:

Router1 Router? Router3

e9zole Basic Network 3

lJegzo 3 Igool IJlouold pu 1Jpsgo 1:

<#root>
Routerl#

pi ng 10.0. 3. 23

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.3.23, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms

o) 98 19 evn 1Jpsze 2 9swpe weasdol IJIu wumgs. $p vopdso Idpsss Ides wobde
gpdsle Josys eds Ipsee 2:

<tfroot>
Routerl#

ping 10.0. 3. 23

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.3.23, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/36 ms

Jl $92> B8 wdnsol 93Jd wloyl Jive: gds 1dpszo 20 wop peldes 1Uzie 116 gds puvess
IJplbogs.



lowogse IUlo, debug

Sod luwepsle I9lpy wuoese IJizble: Lze 1Js

oo, 9le, wusese IJigble 1Jpgodwds ldpuucespd Bs 030 IUpdlJs pl3l szae gus luvaesle 1o,
ping Ig traceroute. spJo 1o wuwlesd 030 1Jisle, s luveduild IJpuvdJle sluodlzel. 98
30 B wsisé locle: szw luvedlp cuoese Uigble G2, Il Jp wdo 9228 1JpelJes
lJpydjs0 Weldo. ig Bl Yly Irsd 1JIes) po Ideie Idos sop wzosdol JJgpdss Bspduol
oebsd zoljd wwo9ds. ould £36 by 9 Joddsd oio;@ Uiro_) debug gJs 1Jpgzo. leds IUb, 9
0 luwedle W9lise 1Usuesd Juuossd ds 1dpas) 1deee Idos wiss pilguwol.

Sspl sds peld:

<#root>
Router4#

debug ip packet ?

<1-199> Access list

<1300-2699> Access list (expanded range)

detail Print more debugging detail
Router4#

configure term na
Router4 (config)#
access-list 150 permt ip host 172.16.12.1 host 172.16.4.34

Router4 (config)#A

4

Routerd#

debug i p packet 150

IP packet debugging is on for access list 150
Routerd#

show debug

Generic IP:
IP packet debugging is on for access list 150

Router4#

show access- i st

Extended IP access 1list 150
permit ip host 172.16.12.1 host 172.16.4.34 (5 matches)


https://www.cisco.com/c/ar_ae/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

wluwwsle ol ldodosu s 89 lJpgze 4 wboles ,uwldé wuopse I._Ji'ablc lJos oblo® Slispd
lJoe9d 150 Wb, souvew ool IJlouold pu 1dpszel WS &)L 030 Iy wlds:

Router4#

Jan 20 16:51:16.911: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:51:17.003: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:51:17.095: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:51:17.187: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:51:17.279: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

JI slos Ulzlos gds Ipuinds e Routerd Jis 030 1Jzse JI wblud Blisps IUsuesd. JbJle
edsol. Iows:

<#root>

Router4(config)#

access-list 150 permit ip host 172.16.12.1 host 172.16.4.34
Router4(config)#

access-list 150 permit ip host 172.16.4.34 host 172.16.12.1

lJoolse:

Jan 20 16:53:16.527: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.531: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending

Jan 20 16:53:16.627: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.635: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending

Jan 20 16:53:16.727: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.731: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending

Jan 20 16:53:16.823: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.827: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending

Jan 20 16:53:16.919: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.923: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending
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<#root>

Router4#

configure term na
Router4(config)#

no | oggi ng consol e
Router4(config)#

| oggi ng buffered 5000
Router4(config)#A

4

Router4#

debug i p packet

IP packet debugging is on
Routerd#

ping 172.16.12.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 36/36/37 ms

Router4#

undebug al

A1l possible debugging has been turned off

Routerd#
show | og

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console Togging: disabled
Monitor Togging: level debugging, O messages logged
Buffer logging: level debugging, 61 messages logged
Trap Togging: Tevel informational, 59 message lines logged

Log Buffer (5000 bytes):

Jan 20 16:55:46.587: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending

Jan 20 16:55:46.679: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3
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