louold olewd AnyConnect VPN oold oYysy
p9zo Cisco 10S

Olgizall

dosoll

daaw LYl & Lllia)|

o llaiall

do il &lgSall

aSuid| lalaze

SSL VPN 0553 eSS

a5 Ll poSill wlgla>

AAA a95Las plaziwl oSl

Jwoell d95kaol IP wailg) lixo dolell LSC 65lguiv plaiawl oSl
Sl 8ol oo peSG

CUCM _Jl a>g0Jl 0 51l 281l ol dyggll 65lgi
CUCM 9 obll canngig dacgoxallg VPN dlgy eSS

gl Wilgl G, s plasiwl IP &ild e Ghuogilly dcgazall  gub
IP il Je ilidl wilgdl oy =i alo  gulas

Cisco 0 (IP) co iVl JoSgig w ilgd® Je (LSC) lixo dagall wlslgidl cuis
223 oSl i) 5,31 640 uaas JUasl Gailgll s

axoll o daxill

a>qall 0, gaxill

CUCM -0  gaxill

le>Muolg el BLiSiuwl

SSL VPN ps e clasVl auxas

Wilel o cllazV] auxuai

alall ol ellasVI

dosall
elis| Cisco IP sslogl oSy _i> Call Manager 9 Cisco 10S azgo 65621 (1055 dwiuS sitaoll 13D oy
Jwosll @skas s b oo b JLasVl ouolid 03 VPN o¥las] 3929 ok .Cisco 10S azga VPN o¥las]

o @

adxall S ULl 61218 o (AAA) dpulxolly Sasgaily a8slasll el -

caslgll bl -
daaw LVl ool

o lllaiall



il gl do s olllais 3> V
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&a>llwol 91 Cisco 10S 15.1(2)T -
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Cisco I0S

Cisco 10S ISR J pasiall oLVl : oz jil/oluall écgaxo -

asl ol 9i 4-8.0.1.10000 ,lxo¥l «(Cisco Unified Communications Manager (CUCM -
&>Vl ollaoYl 9l (SCCP) wlallSall 8 aSxill Skinny JsSsi9, - SR1S(2)9.0 ,lao)l IP sl -

‘il elglaxll JasT .CUCM lauol (9 doscaall uslogll oo dlols daild _le Joaxll

https://<CUCM Server IP address>:8443/cucreports/systemReports.do :13® la, )l ulgic zidl .1
g, @)l awll @il 18500 < 312 i elis] < Unified CM wld oljo ansl i3l .2
138 oSl Jlio (9 doaiwall ShlaoYl yoinis

Cisco 0 M4(4)15.1 1001 [0S azgo -
26-8.5.1.1000 ,lnoYl &Sl a0 -
SR1S(1)9.1 ,lxol IP wsls -

65e> VI o> ol .aols dlaso &y (9 639>90)1 632V o imwall 13D (8 65,lo)l wlogleall elis| oo
Y Jaizoll Lslil) dogd o a5T8 16l cliSuis cilS 13] .(Liol,i81) pouian (oS iwall 13D 9 dorsiwoll
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iteaall 13D 8 diogall olisall (S oMW1 Clogleall auall 135 _las

50loVl Jg> wlogleall o Ao le Jawaxll (lasd el eMasll) LolgVl ey 8151 paciawl :da>Mo
paudl] 13D 9 dorSiuoll

asuill lalae

330 aala) VPN &lgsS Cisco 10S azg09 a1y Cisco IP asld sl 138 8 doasiuall bglgdall poiais
.9l &leS CUCM g ((SSL) awl ,JHD}-“

192.153.,100.10(} 10.198.16.144 1?2.1:5.250.34
f,.f"l ,JI
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SSLVPN Gateway = ~— . ———  CiscoIP Phone


//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

SSL VPN psl5 S5

.65,l9Jl SSL VPN w¥lail, zlowud) Cisco [0S wlaulni dxo py dg>19 (51055 duasS punsl! 13D auny
dssLidl - peSill olglas

el 1024 Jglo, (Rivest-Shamir-Adleman (RSA zliso clisl 09 .1

Rout er (confi g) #crypto key generate rsa general-keys label SSL modulus 1024

:SSL RSA gliss 39,19 Lsls aedgoll 63lgil) aaill alns; elisl, pd .2

Rout er (confi g) #crypto pki trustpoint server-certificate
enrol | ment sel fsigned

usage ssl-server

seri al - nunber

subj ect - name CN=10. 198. 16. 144

revocation-check none

rsakeypair SSL

Lol 138 go @801l dl> 63lgidl Jzuw «eSy trustPoint JI edSiis ol Lo .3

Rout er (confi g) #crypto pki enroll server-certificate
Include an I P address in the subject nane? [no]: no %
Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

ol 03® Uik pois ¥ auuds wailgll . )l B lall Lo dxuall AnyConnect dos> ¢uSais pd .4
oo laol Easl plagiwly _woss (VPN) ddlall dwvll aSuill ga5 Guwds Y ozl Ole (9 g
3.1.3103 ,lauo¥l Jliall 133 pasiuw .Cisco.com le ,dgioll Jwo=ll ol

vl puSai) S0Vl 9B 138 (dayasll Cisco 10S wlylao| 9

Rout er (confi g) #webvpn install svc flash:anyconnect-win-3.1.03103-k9.pkg

0Vl 68 13® Cisco 10S 0 Hlaol wasl (8 «l> go9

-Rout er (conf i g) #crypto vpn anyconnect flash:/webvpn/anyconnect-win
3.1.03103-k9.pkg sequence 1

paziuall o SSL Jlasl elgY WebVPN 6,le plasiwl pis VPN dlos (05i o8 .5

webvpn gat eway SSL

i p address 10.198. 16. 144 port 443
ssl encryption 3des-shal aes-shal
http-redirect port 80

ssl trustpoint server-certificate
i nservice

Jais Ll agzloll anldl lpwss e o)l dSuil e 139>g0 bd paiumall IP Glgic 098, ol Lol :dlasNo
plasias] pt oS . azsall e agaly o 8 pilo lode Jouanll oty ol | il dddodl ol 9l wislogl g
Jrasll Lo &0 oo 3axill azgnll Ui o lgalasiw] piy Ll 63lgid| ayazal dlgyl

pgdlas] xic eMasl JI 1P o9l ouei) dolaziwl ai il Clxall gasdl 330 08 .6



ip local pool ap_phonevpn 192.168.100.1 192. 168. 100. 254
AAA @35Lan plaiwly oSl

lalass oS 13] .elisled a8skan) ddxall Cllll 61008 9 AAA o315 eSi) Lezlizs Ll LoloVl puuill 13D Cauay
I punall I @b cslogl) 1asd 65lginll d95Las plasiwy

piuall olily 6228 955
:adskaoll >3 AAA 5315 9l azgall ddxall CLbJl 62c8 placiuw] Soy
oo ollasall ISy in order to wlss -

aaa new node
aaa aut hentication |login SSL | ocal
user nane phones password 0 phones

1d9>Laoll Jsb AAA RADIUS asey oSG in order to edss -

aaa new nodel

aaa authentication login SSL group radius

radi us- server host 192.168. 100. 200 auth-port 1812 acct-port 1813
radi us-server key cisco

dcgaxall g9 AW Jludl (195

Jio VPN Jlasl oS5 (il o lowdl 2000 (s, @l Sluadl plackinn] o

JlasVl aie anlaziw] piww sV URL ylgic -

Jrosll cuslic i asladiw! piww SVl gazill -
aolaiw! piww S @8sLaoll Lolwl -

Jsasll AAA d83lan pxzimy Sl le Jlo _® oloVl 0id

webvpn context SSL

aaa authenticate |ist SSL
gateway SSL domai n SSLPhones
!

ssl authenticate verify all
i nservice

!

policy group phones
functions svc-enabl ed

svc address-pool "ap_phonevpn" netnmask 255.255.255.0
svc keep-client-installed
def aul t - group-policy phones

Jrasl @8skaal IP wilg) Lo dolgll LSC b5lgis plazawly oSl

Jo1 Lad ells o9 .uislogl 63lgi I biiumall Jrosl @95kan oSl le>lizs Ll ,oloYl puudll 13D iy
railgll wblgid dalizall gloiVl a9 ,20 pil w2l plall

97941 5l b Cisco IP Gilg® gua> (9 MIC 6 g2 uoins piy - (MIC) dsianll &l o dtoll 83lgid -
Bauanll @250l 83lgis €isco JI Jd oo 299 0oSy wl pliss 65lgi cu-2.048 _® MICs ¢l .7961
CAP-RTP-001. CAP- Lsuuo ol CA ohblgis pasiny ail8 MIC é5lgiy CUCM 55 ol J>1 oo .(CA)



03® plaiwl o9 V.4 Geisall llgid!l oo 9 Cisco MANUFACTURING_CA 5 .RTP-002
Yl (8 riogo 98 LS (auwss guanll o dorio 63lgill 038 oY 1las « Jrasll d85Laa) é5lgill

i 91 @8slaall Lol ol jlexdl cul JSuiny ol a2y wilglly CUCM u JLasVl LSC JI 08, - LSC -
oolgi iS9 asubg) Lol plisall Jid oo azudei a5 sillg (Cisco IP wilg) plell pliaall le LSC soixy
(MICs 8;¢>1 plaziuwly a,la0) Lol LisYI as, lall _® 031 .(CUCM (CAPF
polaziwM Lulg LSC cuii) bnid MIC 6 e plaziuwl Cisco _uwogi oVl bls 650 3) Liai iz

2l diubs olol @93Lan) MICS & Blay plaxiwY Cisco IP (sled (puoSi Gg00is il eMasll aiwoll
Io - ° e
ol| pgiogue e iy ogesis 3T Lo,e Y 9l (TLS)
islogll @85Lan) LSC plaziwl aiy Jid oSl Jlio L9

6slgill o gazs L9 @295 501 @8skanll plasiuw] D aild Juosi Llol jisVI as, o)l auals
2219 @ Gl oo 3>19 JSU doasiuall sol9Vl gons cuod I3] 13D 985 diSay AAA d85Lasg

Jwadl 65lg a0 o §axall TrustPoint 956

6)W|oi.aul£d3.a.>ﬂ.IPu'a.‘iLDL-,oLSCWMMMCAPF&L@JJ_CQMléMJM
:&JUH.;hﬂajdl_p61‘¢>3wd|hAg lginsi

(CUCM (OS ssitsi pllas 6,150 a3l cuoll axawo JI Jaisl .1
s, il 6,1] < ol izl 2
CUCM ,laol JI blisw! g8gall 13D ki, 28 :da>No
txt. walo aud _lc aha>l .pem. walo Jjii 099 (CAPF dlouuall 65lgidl oo el .3
loS .CAPF plakiwl, daill dloss §a09 a>gall Ll 631> dss dlass clinl pd (Lo il zlsiwl 5,20 .4

pem. o (5 Laill w09 33> base-64 i Gruaoll g2 0ll 65lgid cis Lllay boaic id auiogo 9@
.END 9 BEGIN louwli go aljis a5 s3J!

Rout er (confi g) #crypto pki trustpoint CAPF

enrol I ment termna

aut hori zati on usernanme subj ect name conmonnamne

revocation-check none

Rout er (confi g) #crypto pki authenticate CAPF

#(Rout er (config

quit

Hlgida> Mo o 90l

Jrosll pgsy boaie paiuwe pwlS dolaziw] e oy a>gall pMeY authorization username oVl oL -
(CN) gilidl puw¥l Jaginy A 03d 5 .JlasVl el,2l,

A .a8,20 (CRL) whbleidl Jlayl aasld le sgixs ¥ Glgll whleis oY UVl o gaxill Juass oy -
2l 13D (PKI) pledl plisall clas] aeai Sawg Jwosil]l Juissy (dleo Sy o) bo

Jun 17 21:49: 46. 695: CRYPTO PKI: (A0076) Starting CRL revocation check

Jun 17 21:49:46.695: CRYPTO_PKI: Matching CRL not found

Jun 17 21:49:46.695: CRYPTO PKlI: (A0076) CDP does not exist. Use SCEP to
.query CRL

Jun 17 21:49:46.695: CRYPTO PKl: pki request queued properly

Jun 17 21:49:46.695: CRYPTO PKlI: Revocation check is conplete, 0O

Jun 17 21:49:46.695: CRYPTO PKl: Revocation status = 3

Jun 17 21:49:46.695: CRYPTO PKI: status = 0: poll CRL

Jun 17 21:49: 46. 695: CRYPTO PKI: Renove session revocation service providers
CRYPTO_PKI : Bypassi ng SCEP capabilies request 0



Jun 17 21:49:46.695: CRYPTO PKI: status = 0: failed to create Get CRL

Jun 17 21:49:46.695: CRYPTO PKI: enrollment url not configured

Jun 17 21:49:46.695: CRYPTO PKI: transaction GetCRL conpl eted

Jun 17 21:49:46.695: CRYPTO PKl: status = 106: Bl ocking chain verification
cal | back received status

Jun 17 21:49:46.695: CRYPTO PKI: (A0076) certificate validation failed

dcgozall 29 Pl Sludl (1055

@8>laall wglwl -
wilgell le a95Laall TrustPoint §luwl paiwy -

U JoloVl o se o

webvpn context SSL
gateway SSL domai n SSLPhones
aut hentication certificate

ca trustpoint CAPF
!

ss|l authenticate verify all

i nservice

|

policy group phones

functions svc-enabl ed

svc address-pool "ap_phonevpn" netnask 255.255.255.0
svc keep-client-installed

defaul t - group-policy phones

Sl Sall u00 (0955
IVl a0 985 wlglas puusll 13D Cauay
CUCM _J| azgall (o slill gudgill 9l dygqll 83lgis junus

olglaxdl JaST Phone-VPN-Trust 63lgiss "o lallSall 6,151" I 63lginll 3]psiwly azgall oo 63lgid] aai
-a |

.SSL J dvaziumall 65lgidl 0 g8 .1

Rout er #show webvpn gateway SSL
SSL Trustpoint: server-certificate

6olgidl yynas .2

Rout er (confi g) #crypto pki export server-certificate pem terminal
:The Privacy Enhanced Mail (PEM encoded identity certificate follows
----- BEG N CERTI FI CATE- - - - -

<out put renoved>

----- END CERTI FI CATE-- - - -

pem. alo &® e daasly d,d bl 61>0)l oo Laill guwl .3

Jrazs < wblgad] 6515] < GV < a>gall Jusiil ol 8,15] i1y uaas JbaiW Jo3 | Jyuwis o8 .4
i Ll 8glazl 9 bgaxall 63lgidl wale Jsazi) VPN Uislgll aas oz < 6algidl
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.Cisco ;0 o»ydl CM onI ol Jm..l N
(VPN) 4@l doll auidl d;lg; < VPN < doasio o i

wlialis  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System +  Call Routing « mm-lmmrm-

Cisco Unified CM Adr

System version: 8.5.1.10000-26

VPN Profie

Please visit the License Report Page tor more getaiis. VPN Group

VMware Installation: 2 wCPU Intel{R) Xeon(R) CPU E5540 @ I.EBGHZ,

VPN Feature Configuration

:a Wl olglazdl JasT VPN 6,k (4055 6386 9 .3
lawog U351 VPN 6,le vy Ja> 8. puwl Sl 13® 98, ol oSy -lauwl U351 VPN 6,le pwl Ja> 9
.a2gall e B&,20ll degazall Lol URL olgie J331 VPN 6,le) URL Ja> _3.(s,kis])
5 bs1" I b i Ll 6lgaidl i3l did gdgall Ja> 5 (VPN) aLdlall dwoldl aSuid]l olbled
130 I asdll o5 oo lelst) Lanuo "o Lol Sl
.@9g0ll

Last Successful Logon: May 12, 2013 9:40:00 &AM

-VPH Gateway Information
VPN Gateway Name® [0S ssi_Phones
VPN Gateway Description
VPN Gateway URL*

-VPN Gateway Certificates

VPN Certificates in your Truststore | SUBIECT: CN=10.198.16.136, unstructuradame=10.198.16.136 ISSUER: CN=10.196.16.136, unstructuradName=
SUBIECT: unstructuredName=ASASE20-C.cisen.com, CN=ASAS520-C, cizen. com ISSUER: DC=com [DC=ertae,DCs
SUBIECT: C=CR,0=Cigco, 0U=VPN,CH=ASA5520-C cisco.com, unstructuredName=ASAS520-C.cisco.com ISSUER.
SUBIECT: CN=10.198.16.140:8443 ISSUER: CN=10.198.16.140:8443 S/N: a7:82:72:4F

SUBJECT: CN=ASAS510-F-1P-PHONE, unstructuredName=~ASA5510-F.osco.com ISSUER: CN=ASAS510-F-[P-PHOMN -

VPN Certificates in this Location™  [EIE S aiie I LEE:RT :-: FTH 13094406+ unstiuct pT ame=R2611.van.cisoa-tac, com |u

- Save | | Deiete | [ Copy | | AddNew

VPN dcgazo < VPN < dsaiio &ljuo Lisl pilsdll loy i o0 4



System + Call Routing = Media Resources | Advanced Features + | Device + Application * User Management +  Bulk Admini

e e I

SAF r

i sove P vete [ cooy i avagl >
e Intercompany Media Services k

Falback .
@ﬁarh.rs: Ready - e =
IL PN , VPN Profile |

- VPN Gateway Information VPN Group

VPN Gateway Name®* 105_SSL_Phones VAN Gateway

VPN Gateway Description VPN Feature Configuration

VPN Gateway URL* https://10.198.16.144/SSLPhones

(VPN) a @l dwldl éuidl 6,4e 31 > liall (VPN) a,dlall aol)l oSl olls; go> Ji> 8 .5
a@lall avldl aSuill ollss LI ésaxall dlodl Jai) JawY agudl (999 ,9,| Lo lgay =i ps il
138 (VPN) 4,,0Ua)l dol)] olKuidl dcgaxo s> 9 633%0ll (VPN

VPN Group Configuration

QS&V& xﬂelete Copy EBEAddMew

- Status

Status: Ready

—VPMN Group Information

VPN Group Name* 105 sSi_phones

WPMN Group Description -

— VPN Gateway Information

All Available VPN Gateways

m. |

1

Selected VPN Gateways in this VPN Group™ 105_SSL_Phanes

—[Savel[[}elete ] [ Cﬂpyl[AddNew]

VPN Lawass dilo < VPN < doadio olise jisl eiledll oy i 0 .6



System = Call Routng ~ Media Resources « | Advanced Features = | Device = Application ~ User Management +  Bulk Admini

SAF ]

) Sove P veete [ cony m adel b

e Intercompany Media Services k
Fallback k
@ Status: Ready
VPN 3 VPN Profile i
- VPN Group Information WPH Group
VPN Group Name* 10S_SSL_Phones - VPN Gateway
VPN Group Description WPH Feafure Configuration

(") ooty cuale oSy ol Jsaxll JS VPN iyyes alo olSis in order to cuasl .7

VPN Profile Configuration

B Save x Delete Copy EEE Add New

—VPHN Profile Information

¥
Name I0S_SSL_Phones

Drescription

| Enable Auto Network Detect

—Tunnel Parameters
MTU* 1290

Fail to Connect® 3q

| Enable Host 1D Check

— Client Authentication

Client Authentication Method* certificate -

D Enable Password Persistence

—[ Save ] [ Celete ] [ Copy ] [ Add New ]

il Ll pac dl> U5 TFTP pols VPN wisled Lo wlls oS i 15] tasaill oy _glall caiiSl ufos
po8y oLl 13D uSai i 13] idwanll 20 o B8l iS05. VPN Jlasl can Wilali pgsy «dy il
Jilio VPN dSuiv dlod URL olgis) (FQDN) JolsSUl Joall Jbxall pusl dlin; VPN dSuis cisl®

23 131 91 _yuoliall 03® llaw p) 15] JLas¥l 8 Jrasdl Jiis .65leidl awoll (SAN) ol ddlnio 4y

VPN wailg) 138 aouw 19,0l dalS' éy)lj0iw] uSais 08.(*) das dodle go Ju I9,> 6olgis plaziw]
VPN i) @l dlgbeall 49 ,0)l dalSs pasiimall puY cdsall ol 6,515



giladl wslgll Gy il plasiwly IP B e ciyosilly dcgaall  guks

plaiaw| eliSay 223l VPN (055 Gulaid (oSl ulos 999 il @ilidl wilgll vy calo (0985 6390 (9
22> wogi elinl 9l bl plell wilgl wapogs

NNS————————— ]
Device - | Application =  User Management =  Bulk Administration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

m Device Settings Ly Device Defauliz

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
softkey Template

Phone Services o
SIP Profile

Common Device Configuration

Common Phone Profile

Common Phone Profile Configuration

B Save x Delste Copy % Reset 7 Apply Config |:E= Add New

VPN Information

VPN Group 10S_SSL_Phones -
VPN Profile 105_SSL_Phones v

IP s o gilidl gl s calo Gulos

G, dile Ja> 5 .aslgll oueS5 6380 I Janld pinmo omoatiaoliiileg) 10> sy dils clisl caad 3]



bl Ll Wlgll Gy yes walo izl @slidl wlgll

wres * | Device « | Applcafion = User Management ~  Bulk Admin=tration = Help =
- CTi Route Point (AP R e Back To Find/List
Gatekeaper
config [ Galeway
Il
Phone .
MAC ICB64F576113
Trunk i
Deso S uto 1000
. Remote Destination
Devi Default » View Details
Device Settings (O . )
Com = Mone > * View Details
Phone Button Template* Standard 7962G SCCP -
Softkey Template ilalisc Bhonss ol

ﬂ:Emnmm Phone Profile® Standard Common Phone Profile -

Cisco 0 (IP) cu sVl JoSgig p wailed e (LSC) Lo dagall wblgidl cais

lnad d,gllao sglaxll 03 (oS5 .Cisco IP wiled e W dogall wlslgidl cuid JWI Sl plasiw] o Soy
a2l (MIC) dssiall 63lguinl pasins il a8skaall ullai ¥ .LSC pladiwl, ddslasll plitiw] dl> 5

LSC cusii 9,0l dalSy paziaall puwl 91 powanlly

ol _ué _Je CUCM dcgaxo ol ool 209 e go il® e LSC cuiis 08

23391 oS i) 5531 650 aaray JbasW Lislgll Jarans

95l ddac 8 6,43Vl sglaxll D 0id

a>g0ll 0 §axill

w89 ol 138 clagiwl galaiuwy col oz glbuwsll (8 awl> VPN JI b olilasVl cuaxd in order to
:63lgill 495Lang username J (o) z5all w999l

1290d dalS/ paziuall punl 495Lao)

Rout er #show webvpn session user phones context SSL
Session Type : Full Tunnel
(Adient User-Agent : Cisco SVC I PPhone Client v1.0 (1.0

Usernane : phones Num Connection : 1
Public IP : 172.16.250.34 VRF Nane : None

Context : SSL Policy Goup : SSLPhones

Last-Used : 00:00:29 Created : 15:40:21.503 GMr
Fri Mar 1 2013

Session Tineout : Disabled Idle Tineout : 2100

DPD GW Ti neout : 300 DPD CL Tineout : 300

Address Pool : SSL MIU Size : 1290

Rekey Time : 3600 Rekey Method


/content/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html

_ Mhoms [1-4o74)

Find Prong where Devioe Name

-

it il

Lease Duration : 43200

Tunnel [P : 10.10.10.1 Netnask : 255.255.255.0

Rx | P Packets : 106 Tx | P Packets : 145

CSTP Started : 00:11: 15 Last-Received : 00:00: 29
CSTP DPD-Req sent : O Virtual Access : 1

Msi e- ProxyServer : None Msie-PxyPolicy : Disabled
Msi e- Excepti on

Cient Ports : 51534

DTLS Port : 52768

#Rout er

Rout er #show webvpn session context all

WebVPN cont ext name: SSL

Client_Login_Name dient_|P_Address No_of_Connections Created Last_Used
phones 172.16. 250. 34 1 00: 30: 38 00: 00: 20

:65lgidl @53l

Rout er #show webvpn session user SEP8CB64F578B2C context all
Session Type : Full Tunnel
(dient User-Agent : Cisco SVC | PPhone Cient v1.0 (1.0

User nane : SEP8CB64F578B2C Num Connection : 1
Public IP : 172.16.250.34 VRF Nane : None

CA Trustpoint : CAPF

Context : SSL Policy G oup

Last-Used : 00:00:08 Created : 13:09:49.302 GJI
Sat Mar 2 2013

Session Tinmeout : Disabled Idle Tineout : 2100
DPD GW Ti neout : 300 DPD CL Tineout : 300

Address Pool : SSL MIU Size : 1290

Rekey Tinme : 3600 Rekey Method

Lease Duration : 43200

Tunnel P : 10.10.10.2 Netnmask : 255.255.255.0

Rx I P Packets : 152 Tx | P Packets : 156

CSTP Started : 00:06: 44 Last-Received : 00:00:08
CSTP DPD-Req sent : 0 Virtual Access : 1

Msi e- ProxyServer : None Msie-PxyPolicy : Disabled
Msi e- Excepti on

Client Ports : 50122

DTLS Port : 52932

Rout er #show webvpn session context all

WebVPN cont ext name: SSL

Client_Login_Name dient_IP_Address No_of_Connections Created Last_Used
SEP8CB64F578B2C 172. 16. 250. 34 1 3d04h 00: 00: 16

CUCM 0 gaxill

SSL Jlasl LI azgall anniy; sl cpzall Glgigll "o laSall 6,15]" go IP wsl® Jixuws opo 25T
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Rout er #show debug

:WebVPN Subsystem

WebVPN (verbose) debugging is on
WebVPN HTTP debugging is on

WebVPN AAA debugging is on

WebVPN tunnel debugging is on

WebVPN Tunnel Events debugging is on
WebVPN Tunnel Errors debugging is on
Webvpn Tunnel Packets debugging is on

: PKI

Crypto PKI Msg debugging is on

Crypto PKI Trans debugging is on

Crypto PKI Validation Path debugging is on
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Web Access” | Enabled :) o
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https://tools.cisco.com/bugsearch/bug/CSCty46387
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https://tools.cisco.com/bugsearch/bug/CSCty46436
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