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eJs lpae uuwed wewss eds g IJozuvsole sldoessole.

pdlebé: iL;ucya'),o I Gb Idyulez Iosos IU3s op ouisdo pu guvle Cisco Github Devnet.

H |CiscoDevNet / Hypercheck-HyperV il

<> Code Issues ) Pull requests ») Actions Projects [0 wiki 2 Security Insights Settings
F master - ¥ 1branch © 0tags Go to file Add file = ¥ Code ~
; 2 Use SSH
afrahmad Update ReadMe.txt Clone with HTTPS (& .
Use Git or checkout with SVN using the web
M ReadMe.txt Update ReadMe.txt URL.
https://github.com/CiscoDevNet/H i
[ Testinfo.txt Add files via upload ps://github. com/CisceDevNet/Hype | [
VHXTool. Add files via upload
- il - ) Open with GitHub Desktop
[ prettytable.py Add files via upload
[ progressbar.py Add files via upload [ Download zIP
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196 2. G wozpsdo lJs zoli wpde IJosise VM (SCYM) Lluweésle IP 1Jglo wlbshs oble
lJpzeses (CMIP).

Iowegse brsdod e’ oJs - SCPISFTP/ftpltftp - Juuwé w9w939] HyperCheck-HyperV-
master.zip |Js >Jsd tmp

vlJouwewo |Us MAC:

lz5le SCP o0 9lz0s ulo, 1UI9le, (Sozs wldss o HyperFlex-Hypercheck.zip Ws vduw 1Jpzd>
PU TS ©89p woUbESd wi9w9ds] SCP)

# scp Hypercheck-HyperV-master.zip root@<scvm-ethO:mgmtip>:/tmp/

luwegse ol sds Jogrd eds guslo IP 1Uglue wlbbs uble 1dpzeses s wsiss HX- xdsd
o sd HyperFlex

afrahmad@AFRAHMAD-M-C3RS Desktop $ scp Hypercheck-HyperV-master.zip :rclclt@-:a"!:mp.lr

HyperFlex StorageController 4.6(1b)

Password:

Hypercheck-HyperV-master.zip 188% 38KB 48.9KB/s ea:ea
afrahmad@AFRAHMAD-M-C3RS Desktop § I

lJouwes Juble IJouvésd Windows:

Spduul [gwegsle w)y9e99d9d WINSCP Jogd Idpdsle Jel 09 o902 Ibolo-


/content/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/214290-hyperflex-playbook-for-easier-administra.html
/content/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/214290-hyperflex-playbook-for-easier-administra.html

=] mnt@- * [ Mew Session

Woeskic - (7 - - GRS T o=- oy - (T - - &S B Fndfils T -
@ Upload - f Edit - LT LS Properties New~ |+ bd MNew= |+ b4
\wmware-hostishared folders\Desktophafrahmad
Mame Size Type miged Name Size Changed Rights Owner

rectory 16-00-2020 23:06:21 2. 16-00-20 23:0617 PWXF-XF-X roof

[ Hypercheck-HyperV-master.zip 30 KB Compressed (zippe.. 16-09-2020 19:56:48 asup_cache 16:09-20 11:08:01 TWXF=XF=X root
hsperfdata_admin 23.07-20 03:40:37 WX =X admin
heperfdata_noot 16-00-20 11:04:04 nW-r--F- root
hsperfdata_tomcat8 04-06-20 04:01:55 PWXF= XWX tomcat@
hxde_au 04-06-20 0d4:02:03 PWE= XWX root
hoede_tmp 04-06-20 04:02:02 PWE- XWX root
nginx 04-06-20 04:02:01 WO = P www-data
storfslogs 03-09-20 16:21:49 TWHF- === root
tomcat8-tomcatd-tmp 04-06-20 04:02:40 PWXF= X tomcat@
WHXTool 15-09-20 0B:52:41 WP oot
rookeeper 04-06-20 04:02:35 PWF- XMW root
dedupe_estimator_server.pid TKE 04-06-20 04:12:26 FW=F=F: root
filehd7LfP OKB 01-08-20 17:22:01 PWer==Fe= root
filesWEfQz OKE 01-07-20 17:2201 TW-F-F-- root
filewSFMba OKE 01-09-20 17:22:01 W -Feofe root

eneric_disk_info hAL 1KB 16.09-20 22:30:05 MWeeesees root
I Hypercheck-HyperV-master.zip J0KE 16-09-20 195648 Wer==r root
SovmcTenLpig 1KB 04-06-20 04:12:26 W-F--F-- root

IJégé 3. |uweg)le pzwssle HyperCheck-HyperV-master.zip

lJoo ed tmp JJegss) [Js >dsd tmp

root @yper11l-stc:~# cd /tnp/
lJo o unzip HyperCheck-HyperV-master.zip Jl_vogJlue [Jpdle

root @yper 11-stc:/tnp# unzip Hypercheck-HyperV-master.zip
Ar chi ve: Hypercheck- HyperV-nmaster. zip

67f 0063639785f 5c18b8ed35f f 789f 748157e944

creating: Hypercheck-HyperV-master/

inflating: Hypercheck-Hyper V- nast er/ READMVE. nd
inflating: Hypercheck-HyperV-nmaster/ ReadMe. t xt
inflating: Hypercheck-HyperV-naster/ Testlnfo. txt
inflating: Hypercheck-HyperV-nmaster/ VHXTool . py
inflating: Hypercheck-HyperV-nmaster/prettytable. py
inflating: Hypercheck-HyperV-nmaster/ progressbar. py
root @yper 11-stc:/tnp#

IJgbgs 4. ©u9s> wyulez VHXTool Python Iduuos

lJo o cd Hypercheck-HyperV-master JJloodld IJs >JdsdJ HyperCheck-HyperV-master

root @yper11-stc:/tnp# cd Hypercheck- Hyper V- mast er
lJo o python vhxtOol.py Jooudss Idoyolez IJuuos

root @yper 11-stc:/tnp/ Hyper check- Hyper V- mast er# python VHXTool . py

IJg1096 5. 1¢J luwe [Jpuwcgse 996 1Ups9s 99Jp6 019 255 0ble 1dezeses 1JEluos wpumisd
HyperV gus bdool

Pl ease enter below info of Hyper-V Custer:
Enter the Hyper-V Username(Ex: Domai n\ User nane):
Enter the Hyper-V Password:

Enter the HX-Cluster Root Password:

pdleps: JsSlS o3 Iwolpe IJouos luwoigsp IpSoly [CTRLAZ] 9 u9d sc9 59 S9)l

IJglo9s 6. LueblJod b6 HyperFlex-Hypercheck wlJewldd g ol 131 Il Active Directory po ool
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IJglo9s 7. w990 1316 HyperFlex-Hypercheck wougsd gpdsle 1o dd 1Ueluos wol.
wSwodH IJousss ol wso 5 1ds 10538l euve €23 1Ued> IUpzeed Os uble lJpzeses

IJ¢b96 8. Wop lUpgzle /1dezddle IJos wpe lg)l9ol

Supe lple ldogwile IJoldss oyluvlos 1516 HyperFlex-HyperCheck

Hyperflex Checks: (Bel ow checks are performed on all the storage controller VM)

Cluster services check - Verifies the status of storfs, stMgr and st NodeMgr services.

Enospc state check - Checks if the cluster space usage is above the warning threshold or
no.

Zookeeper check - Checks whet her the Zookeeper is running or no.

Exhibitor check - Verfies the status of the Exhibitor service which nanages the ZK
System Disks Usage - Checks if /sdal, var/stv and /var/zookeeper is |less than 80%

HDD health check - Reports if you have any bl acklisted disk in your cluster.

DNS check - Checks whether DNS is configured and reachabl e.

Timestamp check - Checks if all the controller VMs have the exact sane tine.

NTP sync check - Checks whether NTP is reachable fromthe storage controller VMs and
synced.

Check package & versions - Checks for packages and versions on Storage Controller VM.

Check Iptables count - Checks for |ptables count on and ensure it is same on all Storage
Controller VMs.
Cache Disks check - Checks the nunmber of Cache Disks.

Extra pnodes check - Looks for any extra/duplicate pnode entries in the cluster.

Memory usage check - Checks for available menmory nore than 2GB.

Incidence of OOM in the log file - Checks for any previous incidence of Qut OF Menory
Condi ti on.

Check permissions for /tmp - Checks if the /tnp pernissions are set correctly.

Check Cluster Access Policy - Checks the Configured Custer Access Policy

CMIP Hostname — Check if the clustermanagenentip has hostnane defined

Check domain join health - checking domain join health of the node.

HYPER-V Checks: (Bel ow checks are perforned on each HyperV node)
Hostname — check and print the hostname of the node.
Cluster Failover - check and ensure cluster failover is enabled.
Hyper-V Role - Check and ensure HyperV role is enabl ed.
Node State - Checks the state of the node.
Network Interfaces State - Checks the Network Interfaces State of the node.
Remote Management Enabled - Check if the Renote Managenent is enabled on the node.
MTU for Storage Data Network - Check MIU for the Storage Data Network of the node.
Domain and forest details - Check the Domain and forest details of the cluster.
Host file entries- Check if the host file have correct entries.
Check Adapter details - Check Adapter details of the node.
Drivers test - Check the status of minifilter drivers.
SMB Test - Checking SMB Path reachability from the node.
vMMs — Checking the VMVS Service status

1U¢hb9s 9. IUz09d eds wdus) eu poele Ideulez IJuwas. spdud Izuosd edsol Jel o9
p3uoe bule



Swp b pJu ¥, Hypercheck tar oz Ivar/log/springpath 9 /tmp/Hypercheck-HyperV-
master. J>3JJ. spdud wujsd gieé tar oo under /var/log/springpath b/tmp/Hypercheck—HyperV-
master. woJl po 3JYc Spdod VB 9b |ugble 25ed 38p wiisu dogesdol slJos ywozwss lsuol
eJs w@)s) HyperCheck tar.

Swpe tWb pJu tar Ju 9, Hypercheck wzw Ivar/log/springpath.

pold pdV IJo@)s) tar - sop uuwg VHX_REPORT_2020_08_29_08_40_20.tar |Js |Jpuvl):
/var/log/springpath

IJuse Is -1 | GREP VHX_Report Jo,lze6 lJpJUle lJos op louldol woluubs 1316 HyperFlex-
Hypercheck

Under /var/log/springpath,

root @yper1ll-stc:/var/log/springpath# |Is -1 | grep VHX Report

-rwr--r-- 1 root r oot 370K Aug 29 08: 47 VHX Report_2020_08_29_08_40_20.tar
root @yper 10-stc:/var/| og/ spri ngpat h#

Under /tmp/Hypercheck-HyperV-master

root @yper 11-stc:/tnp/ Hypercheck- HyperV-master# |s -ltrh

total 576K

-rwxrwxrwx 1 root root 53K Apr 10 2018 prettytable. py

-rwxrwxrwx 1 root root 1.4K Jan 22 2019 progressbar. py

-rwxrwxrwx 1 root root 1.6K Aug 28 00: 27 ReadMe. t xt

-rwxrwxrwx 1 root root 75K Aug 28 06: 32 VHXTool . py

-rwxrwxrwx 1 root root 3.5K Aug 28 06:46 TestlInfo.txt

-rwr--r-- 1 root root 49K Aug 29 08:40 prettytable.pyc

-rwr--r-- 1 root root 1.8K Aug 29 08:40 progressbar. pyc

drwxr-xr-x 2 root root 4.0K Aug 29 08:47 VHX Report_2020_08_29 08 _40_20
-rwr--r-- 1 root root 370K Aug 29 08:47 VHX Report_2020_08_29_08_40_20.tar

lJpdle gl wedle WS 2jp6 ywed HyperCheck-

root @yper 11-stc: tnp/ Hypercheck-HyperV-nmaster # cd VHX Report_2020_08_29 08_40_20

root @yper 11-stc: tnp/ Hypercheck-HyperV-master # Is -Itrh

-rwr--r-- 1 root root 27K Aug 29 08:44 VHX Report_10. 8. 16. 65. t xt

-rwr--r-- 1 root root 27K Aug 29 08:45 VHX Report_10. 8. 16. 66. t xt

-rwr--r-- 1 root root 27K Aug 29 08:47 VHX Report_10. 8. 16.67.txt

-rwr--r-- 1 root root 101K Aug 29 08: 47 VHX Tool _Mai n_Report _2020-08-29_08-47-43_HYPER11-
SMB. t xt

-rwr--r-- 1 root root 186K Aug 29 08: 47 VHXTool _2020-08-29_08-40-20.1o0g

IJgbogs 10: o35, HX_YYYY_MM_DD_HH_MM_SS.tar 9o ul,Jeo og TAC.

luwegse 1,586 [Jpd o Js b sd Jouoss) uvedle HyperCheck Lluwegsle
SCP/SFTP/FTP/TFTP oo SCVM lg spdud wogwlbs wujisd 2ipd sep IJlubes IJos wzwss
eJs gjped tar J VHX_REPORT.

IJélogs 11. ue9de IElz VHXTOoO! oo pgeses Sl 3 £9>

Please enter below info of Hyper-V Cluster:

Enter the Hyper-V Username (Ex: Domain\Username): hx.local\hxadmin
Enter the Hyper-V Password:

Enter the HX-Cluster Root Password:



Is the Active Directory installed on Physical (bare metal) in your Environment (Enter Yes/No):

yes

Note: Please be aware that all Active Directory Servers/ DNS Servers should not be nested in

Hyperflex datastore virtual machines. There should always be physical (bare metal) ADs in your

environment.
SMB Name: HYPER10-SMB
SSH connection established to HX Node: 10.8.16.65
SSH connection established to HX Node: 10.8.16.66
SSH connection established to HX Node: 10.8.16.67
HX Cluster Nodes:
T Fom e e i o domm e
Fom e e ittt +
| Nodes | EthO IP Address | HostName | Ethl IP Address | Ethl MTU
| Cluster Data IP | CRM Master |
T Fom e e i o domm e
Fom e e ittt +
| 1 | 10.8.16.65 | hyperlO-stc | 10.8.18.65 | 9000
| 10.8.18.69 | 10.8.18.67 |
T Fom e e i o domm e
Fom e e ittt +
| 2 | 10.8.16.66 | hyperll-stc | 10.8.18.66 | 9000
| 10.8.18.69 | 10.8.18.67 |
T Fom e e i o domm e
Fom e e ittt +
| 3 | 10.8.16.67 | hyperl2-stc | 10.8.18.67 | 9000
| 10.8.18.69 | 10.8.18.67 |
T Fom e e i o domm e
Fom e e ittt +
HX Controller: 10.8.16.65
Cluster services check [H####HARBHFRBHFRBHF##H####] COMPLETE
ZooKeeper & Exhibitor check [############4###H########] COMPLETE
HDD health check [####44##H A G S ####H#H###] COMPLETE
Pre-Upgrade Check [####44##H A G S ####H#H###] COMPLETE
Hyper-V check [####44##H A G S ####H#H###] COMPLETE
HX Controller: 10.8.16.66
Cluster services check [H####HAFRBHFRBHFRBHS##H####] COMPLETE
ZooKeeper & Exhibitor check [############4###H########] COMPLETE
HDD health check [####44##H S S S ###HH#####] COMPLETE
Pre-Upgrade Check [####44##H S G S ###HH#####] COMPLETE
Hyper-V check [####44##H S G S ###HH#####] COMPLETE
HX Controller: 10.8.16.67
Cluster services check [H####HAFRBHFRBHFRBHS##H####] COMPLETE
ZooKeeper & Exhibitor check [############4###H########] COMPLETE
HDD health check [####44##H S G S ###HH#####] COMPLETE
Pre-Upgrade Check [####44##H S G S ###HH#####] COMPLETE
Hyper-V check [####44##H S G S ###HH#####] COMPLETE
HX Controller: 10.8.16.65
Test Summary:
+ __________________________________
e e ettt e e L e P e e +
| Name | Result

| Comments
+ __________________________________
e e ettt e e L e P e e +

| Cluster services check



PASS | Checks storfs, stMgr, sstNodeMgr
service running on each node. |

o e ettt e e e
et e e e P T e +
| Enospc state check |
PASS | Checks if the cluster storage
utilization is above threshold. |
o e ettt e e e
et e e e P T e +
| Zookeeper check |
PASS | Checks if Zookeeper service is
running. |
o e ettt e e e
et e e e P T e +
| Exhibitor check | PASS
| Checks if Exhibitor in
running. |
o e ettt e e e
et e e e P T e +
| System Disks Usage |
PASS | Checks if /sdal, var/stv and
/var/zookeeper is less than 80%. |
o e ettt e e e
et e e e P T e +
| HDD health check |
PASS | Checks if any drive is in
blacklisted state. |
o e ettt e e e
et e e e P T e +
| DNS check | PASS
| Checks if configured DNS is reachable. |
o e ettt e e e
et e e e P T e +
| Timestamp check |
PASS | Checks if the timestamp is same
across all Nodes. |
o e ettt e e e
et e e e P T e +
| NTP sync check |
PASS | Checks if the NTP is synced with
NTP server. |
o e ettt e e e
et e e e P T e +
| Check package & versions |
PASS | Checks for count and version of
HX packages on each node. |
o e ettt e e e
et e e e P T e +
| Check Iptables count |
PASS | Checks if the IP Table count
matches on all nodes. |
o e ettt e e e
et e e e P T e +
| Cache Disks check | PASS
| Checks the number of Cache Disks. |
o e ettt e e e
et e e e P T e +
| Extra pnodes check |
PASS | Checks for any stale Node
entry |
o e ettt e e e
et e e e P T e +

| Memory usage check |
PASS | Checks for available memory more



than 2GB. |

o e ettt e e e
et e e e P T e +

| Incidence of OOM in the log file |

PASS | Checks for any previous
incidence of Out Of Memory Condition. |

o e ettt e e e
et e e e P T e +

| Check permissions for /tmp | PASS

set correctly. |

o e ettt e e e
et e e e P T e +

| Check Cluster Access Policy |

Lenient | Checks the Configured Cluster
Access Policy |

o e ettt e e e
et e e e P T e +

| Check CMIP Hostname |

PASS | Check if the clustermanagementip
has hostname defined. |

o e ettt e e e
et e e e P T e +

| Domain join health | Name = hyperlO-stc

| Checking domain join health of the Node. |
| | Domain =
HX.LOCAL
I I
| | Distinguished Name = CN=HYPER10-
STC,OU=HYPER10,DC=hx,DC=local | |

HX Controller: 10.8.16.66
Test Summary:

o e ettt e e e
et e e e P T e +
| Name | Result

| Comments |
o e ettt e e e
et e e e P T e +
| Cluster services check |
PASS | Checks storfs, stMgr, sstNodeMgr
service running on each node. |
o e ettt e e e
et e e e P T e +
| Enospc state check |
PASS | Checks if the cluster storage
utilization is above threshold. |
o e ettt e e e
et e e e P T e +
| Zookeeper check |
PASS | Checks if Zookeeper service is
running. |
o e ettt e e e
et e e e P T e +
| Exhibitor check | PASS

| Checks if Exhibitor in

running. |
o e ettt e e e
et e e e P T e +
| System Disks Usage |
PASS | Checks if /sdal, var/stv and

/var/zookeeper is less than 80%. |



et e e e P T e +
| HDD health check |
PASS | Checks if any drive is in
blacklisted state. |
o e ettt e e e
et e e e P T e +
| DNS check | PASS

| Checks if configured DNS is reachable. |
o e ettt e e e
et e e e P T e +
| Timestamp check |
PASS | Checks if the timestamp is same
across all Nodes. |
o e ettt e e e
et e e e P T e +
| NTP sync check |
PASS | Checks if the NTP is synced with
NTP server. |
o e ettt e e e
et e e e P T e +

| Check package & versions |
PASS | Checks for count and version of
HX packages on each node. |

o e ettt e e e
et e e e P T e +
| Check Iptables count |
PASS | Checks if the IP Table count
matches on all nodes. |
o e ettt e e e
et e e e P T e +
| Cache Disks check | PASS

| Checks the number of Cache Disks. |
o e ettt e e e
et e e e P T e +
| Extra pnodes check |
PASS | Checks for any stale Node
entry |
o e ettt e e e
et e e e P T e +
| Memory usage check |
PASS | Checks for available memory more
than 2GB. |
o e ettt e e e
et e e e P T e +
| Incidence of OOM in the log file |
PASS | Checks for any previous
incidence of Out Of Memory Condition. |
o e ettt e e e
et e e e P T e +
| Check permissions for /tmp | PASS

set correctly. |

o e ettt e e e
et e e e P T e +

| Check Cluster Access Policy |

Lenient | Checks the Configured Cluster
Access Policy |

o e ettt e e e
et e e e P T e +

| Check CMIP Hostname |

PASS | Check if the clustermanagementip

has hostname defined. |
o e ettt e e e



B S et el +

| Domain join health | Name = hyperll-stc

| Checking domain join health of the Node. |
| | Domain =
HX.LOCAL

I I
| | Distinguished Name = CN=HYPER1l1l-

STC,OU=HYPER10,DC=hx,DC=local | |

HX Controller: 10.8.16.67

Test Summary:

o e ettt e e e
et e e e P T e +
| Name | Result
| Comments |
o e ettt e e e
et e e e P T e +
| Cluster services check |
PASS | Checks storfs, stMgr, sstNodeMgr
service running on each node. |
o e ettt e e e
et e e e P T e +
| Enospc state check |
PASS | Checks if the cluster storage
utilization is above threshold. |
o e ettt e e e
et e e e P T e +
| Zookeeper check |
PASS | Checks if Zookeeper service is
running. |
o e ettt e e e
et e e e P T e +
| Exhibitor check | PASS
| Checks if Exhibitor in
running. |
o e ettt e e e
et e e e P T e +
| System Disks Usage |
PASS | Checks if /sdal, var/stv and
/var/zookeeper is less than 80%. |
o e ettt e e e
et e e e P T e +
| HDD health check |
PASS | Checks if any drive is in
blacklisted state. |
o e ettt e e e
et e e e P T e +
| DNS check | PASS
| Checks if configured DNS is reachable. |
o e ettt e e e
et e e e P T e +
| Timestamp check |
PASS | Checks if the timestamp is same
across all Nodes. |
o e ettt e e e
et e e e P T e +
| NTP sync check |
PASS | Checks if the NTP is synced with

NTP server. |
e e e L e P P e e e L e PP PP PP P



et e e e P T e +
| Check package & versions |

PASS | Checks for count and version of
HX packages on each node. |
o e ettt e e e
et e e e P T e +
| Check Iptables count |
PASS | Checks if the IP Table count
matches on all nodes. |
o e ettt e e e
et e e e P T e +
| Cache Disks check | PASS

| Checks the number of Cache Disks. |
o e ettt e e e
et e e e P T e +
| Extra pnodes check |
PASS | Checks for any stale Node
entry |
o e ettt e e e
et e e e P T e +
| Memory usage check |
PASS | Checks for available memory more
than 2GB. |
o e ettt e e e
et e e e P T e +
| Incidence of OOM in the log file |
PASS | Checks for any previous
incidence of Out Of Memory Condition. |
o e ettt e e e
et e e e P T e +
| Check permissions for /tmp | PASS

set correctly. |

o e ettt e e e
et e e e P T e +
| Check Cluster Access Policy |
Lenient | Checks the Configured Cluster
Access Policy |
o e ettt e e e
et e e e P T e +
| Check CMIP Hostname |
PASS | Check if the clustermanagementip
has hostname defined. |
o e ettt e e e
et e e e P T e +
| Domain join health | Name = hyperl2-stc

| Checking domain join health of the Node. |
| | Domain =
HX.LOCAL

| |
| | Distinguished Name = CN=HYPER12-
STC,OU=HYPER10,DC=hx,DC=local | |

SHEHH RS R RS R R
Hyper-V check:

SHEHEHEHEHEHEHEHEEEE R EEEEEHEHEHEHEHEHEHEHEHEHE

Hyper-V Clusters: 10.8.16.61, 10.8.16.62, 10.8.16.63

Hyper-V Host: 10.8.16.61
e e L L e P P e T ettt



————————————————————————————————— T et e et
| Name | Status
I
Comments |
e e L L e P P e T ettt
————————————————————————————————— T et e et
| HostName |
HYPER10 | Check if
the hostname is defined. |
e e L L e P P e T ettt
————————————————————————————————— T et e et
| Cluster Failover |
Installed | Check if
the Failover Cluster Manager feature is installed. |
e e L L e P P e T ettt
————————————————————————————————— T et e et
| Hyper-V Role |
Installed | Check if
the Hyper-V Manager feature is installed. |
e e L L e P P e T ettt
————————————————————————————————— T et e et
| Node State |
PASS | Check the
Node State. |
e e L L e P P e T ettt
————————————————————————————————— T et e et
| Network Interfaces State |
PASS | Check the
Network Interfaces State. |
e e L L e P P e T ettt
————————————————————————————————— T et e et
| Remote Management Enabled |
PASS | Check if
the Remote Management is enabled on the node. |
e e L L e P P e T ettt
————————————————————————————————— T et e et
| MTU for Storage Data Network |
9000 | Check MTU
for the Storage Data Network. |
e e L L e P P e T ettt
————————————————————————————————— T et e et
| Check the Domain and forest details | Description HXDC-
DOMAIN | Check the Domain and forest details of
the cluster. |
| | DnsForestName
hx.local
I I
| | DomainControllerAddress
\\10.8.12.254 |
I
| | DomainControllerName
\\HXDC
I I
| | DomainName HXDC-
DOMAIN
I I
| | Status OK
I
I
e e L L e P P e T ettt
————————————————————————————————— T et e et
| Check host file entries
| | Check if

the host file have correct entries.



| | 10.8.18.65 HYPER10-
SMB.hx.local
| |

| | 10.8.18.69 HYPER10-SMB.hx.local
I
I

e e L L e P P e T ettt
————————————————————————————————— T et e et
| Check Adapter details | InterfaceAlias
InterfaceDescription IPv4Address | Check Adapter details of the
node. |
I | —=====—====--  mmmm———————————————-

----------- I I
| | vswitch-hx-livemigration Hyper-V Virtual
Ethernet Adapter #4 {10.8.17.61}
I I
| | vswitch-hx-vm-network Hyper-V Virtual
Ethernet Adapter #3 {10.8.19.61} |

I

| | vswitch-hx-storage-data Hyper-V Virtual
Ethernet Adapter #2 {10.8.18.61}
I I
| | wvswitch-hx-inband-mgmt Hyper-V Virtual

Ethernet Adapter {10.8.16.61}

I I

| | vEthernet (New Virtual Switch) Hyper-V
Ethernet Adapter #5 {169.254.84.129}

Virtual

e e L L e L e -
————————————————————————————————— e
| Drivers test | Filter Name Num Instances
Altitude Frame | Check the status of minifilter drivers.
I
| et ----
————————————— | |
| | CsvNSFlt 1
404900 0
I I
| | CsvFlt 0
404800 0 |

I
| | CCFFilter 1
261160 0
I I
| | storqosflt 1
244000 0
I I
| | ResumeKeyFilter 0
202000 0
I I
| | wcifs 0
189900 0 |

I

| | CldFlt 0
180451 0
I I
| | FileCrypt 0
141100 0
I I
| | svhdxflt 0
135100 0
I I
| | luafv 1

135000 0 I



46000 0 I

I

I

40700 0 I

I

+ __________________________________________

| Virtual Machine Management service check
PASS
if VMMS service is Up and Running.

| HostName
HYPER11
Check if the hostname is defined.

| Cluster Failover

| npsvctrig 1

| Wof 1

+ ____________________________________________________
____________________________________________________ +
I

| Checking
I
+ ____________________________________________________
____________________________________________________ +
I
| Checking
I
+ ____________________________________________________
____________________________________________________ +
+ ____________________________________________________
| Status
I
|
+ ____________________________________________________
I
|
|

+ ____________________________________________________
| Installed

| Check if the

Failover Cluster Manager feature is installed. |

| Hyper-V Role
Installed

Check if the Hyper-V Manager feature is installed. |

| Node State
PASS
Check the Node State.

| Network Interfaces State
PASS
Check the Network Interfaces State.

| Remote Management Enabled
PASS

Check if the Remote Management is enabled on the node. |



_________________________________________ +______________________________________________________
——————— +
| MTU for Storage Data Network | 9000
| Check MTU for the Storage Data
Network. |
e e L L e P P e T ettt
_________________________________________ +______________________________________________________
——————— +
| Check the Domain and forest details | Description : HXDC-
DOMAIN | Check the Domain and forest
details of the cluster. |
| | DnsForestName
hx.local
I I
| | DomainControllerAddress
\\10.8.12.254
I I
| | DomainControllerName
\\HXDC
I I
| | DomainName : HXDC-
DOMAIN |
I
| | Status
OK
I I
e e L L e P P e T ettt
_________________________________________ +______________________________________________________
——————— +
| Check host file entries |
| Check if the host file have
correct entries. |
| | 10.8.18.66 HYPER10-
SMB.hx.local
I I
| | 10.8.18.69 HYPER10-
SMB.hx.local
I I
e e L L e P P e T ettt
_________________________________________ +______________________________________________________
——————— +
| Check Adapter details | InterfaceAlias
InterfaceDescription IPv4Address | Check Adapter details of the
node. |
| | mmmmmmmmmmmmm- e
I I
| | wvswitch-hx-inband-mgmt Hyper-V Virtual
Ethernet Adapter {10.8.16.70, 10.8.16.62} |
I
| | vswitch-hx-livemigration Hyper-V Virtual
Ethernet Adapter #4 {10.8.17.62}
I I
| | vswitch-hx-storage-data Hyper-V Virtual
Ethernet Adapter #2 {10.8.18.62}
I I
| | vswitch-hx-vm-network Hyper-V Virtual

Ethernet Adapter #3 {10.8.19.62}

| |

| | vEthernet (New Virtual Switch) Hyper-V Virtual
Ethernet Adapter #5 {169.254.247.198}

I I
e e e e e PR e e L L PP P



——————— +
| Drivers test | Filter Name Num Instances
Altitude Frame | Check the status of minifilter
drivers. |
| et ----
I I
| | CsvNSF1lt 1
404900 0
I I
| | CsvFlt 0
404800 0
I I
| | CCFFilter 1
261160 0 |
I
| | storqosflt 2
244000 0
I I
| | ResumeKeyFilter 0
202000 0
I I
| | wcifs 0
189900 0
I I
| | CldFlt 0
180451 0 |
I
| | FileCrypt 0
141100 0
I I
| | svhdxflt 0
135100 0
I I
| | luafv 1
135000 0
I I
| | npsvctrig 1
46000 0
I I
| | Wof 1
40700 0 |
I
e e L L e P P e T ettt
_________________________________________ +______________________________________________________
——————— +
| Virtual Machine Management service check |
PASS |
Checking if VMMS service is Up and Running. |
e e L L e P P e T ettt
_________________________________________ +______________________________________________________
——————— +
| SMB Test |
PASS |
Checking SMB reachability of node. |
e e L L e P P e T ettt
_________________________________________ +______________________________________________________
——————— +



| Name | Status

| Comments
I
e e L L e P P e T ettt
———————————————————————————————— T et T e e T Tt
| HostName |
HYPER12 | Check if
the hostname is defined. |
e e L L e P P e T ettt
———————————————————————————————— T et T e e T Tt
| Cluster Failover | Installed

| Check if the Failover Cluster Manager feature is installed.

e e L L e P P e T ettt
———————————————————————————————— T et T e e T Tt
| Hyper-V Role |
Installed | Check if
the Hyper-V Manager feature is installed. |
e e L L e P P e T ettt
———————————————————————————————— T et T e e T Tt
| Node State | PASS

| Check the Node State.
I
e e L L e P P e T ettt
———————————————————————————————— T et T e e T Tt
| Network Interfaces State |
PASS | Check the
Network Interfaces State. |
e e L L e P P e T ettt
———————————————————————————————— T et T e e T Tt

PASS
| Check if the Remote Management is enabled on the node.

| Remote Management Enabled |

e e L L e P P e T ettt
———————————————————————————————— T et T e e T Tt
| MTU for Storage Data Network |

9000 | Check MTU
for the Storage Data Network. |

e e L L e P P e T ettt
———————————————————————————————— T et e e T Tt

| Check the Domain and forest details | Description HXDC-DOMAIN
| Check the Domain and forest details of the cluster.

DnsForestName

hx.local

I
\\10.8.12.254
I
I

\\HXDC
I I
| | DomainName HXDC-DOMAIN
I
I
| | Status
OK I
e e L L e P P e T ettt
———————————————————————————————— T et e e T Tt

| Check host file entries

| DomainControllerAddress

| DomainControllerName

| Check if the host file have correct entries. |

| 10.8.18.67

HYPER10-SMB.hx.local



SMB.hx.local

| Check Adapter details

InterfaceDescription

node.

I
Ethernet Adapter

#2

{10.8.16.

{10.8.18.

{10.8.19.

{10.8.17.

{169.254.

10.8.18.69

InterfaceAlias

vswitch-hx-inband-mgmt

HYPER10-

IPv4Address | Check Adapter details

Hyper-V Virtual

63}
I
| vswitch-hx-storage-data Hyper-V Virtual
Ethernet Adapter 63}
I I
| | vswitch-hx-vm-network Hyper-V Virtual
Ethernet Adapter 63}
I I
| | vswitch-hx-livemigration Hyper-V Virtual
Ethernet Adapter 63}
I I
| | vEthernet (New Virtual Switch) Hyper-V Virtual
Ethernet Adapter 18.96}
I
+ ____________________________________________________
———————————————————————————————— T et T e e T Tt
| Drivers test
Altitude Frame
I
I
I
404900 0
I
404800 0
I
I
261160 0
I
I
244000 0
I
I
202000 0
I
189900 0
I
I
180451 0
I
I
141100 0
I
I
135100 0

I
135000 0

Filter Name

CsvNSF1lt

CsvFlt

CCFFilter

storgosflt

ResumeKeyFilter

wcifs

CldFlt

FileCrypt

svhdxflt

luafv

Check the status of minifilter drivers.

Num Instances



| | npsvctrig 1

46000 0 |
I
| | Wof 1

40700 0
I I
e e L L e P P e T ettt
———————————————————————————————— T et T e e T Tt
| Virtual Machine Management service check |
PASS | Checking if
VMMS service is Up and Running. |
e e L L e P P e T ettt
———————————————————————————————— T et T e e T Tt
| SMB Test | PASS

| Checking SMB reachability of

node |
e e L L e P P e T ettt

Main Report File: VHX Tool Main Report 2020-09-13 09-49-38_ HYPER10-SMB. txt
Report tar file: VHX Report 2020 09 13 21 42 18.tar
Report file copied to path: /var/log/springpath

Release Notes:
https://www.cisco.com/c/en/us/support/hyperconverged-systems/hyperflex-hx-data-platform-
software/products-release-notes-list.html

Upgrade Guides:
https://www.cisco.com/c/en/us/support/hyperconverged-systems/hyperflex-hx-data-platform-
software/products-installation-guides-list.html

Note:
1) Hypercheck doesnot perform FAILOVER TEST, so please ensure that the upstream is configured
for network connectivity for JUMBO or NORMAL MTU size as needed.
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ssh to Al Hyperflex SCVMs-

# service_status. sh

# sysmtool --ns cluster --cmd enospcinfo

# echo srvr | nc 0 2181

# pi dof exhibitor

# sysmool --ns disk --cmd list | grep -i blacklisted | we -1
# stcli services dns show (and ping the IPs |isted)

# date ; conpare the time on all SCVMs. They should ideally be identical
# stcli services ntp show

# sysmtool --ns cleaner --cnmd status

# ntpg -p -4

# dpkg -1 | grep -i springpath

# iptables -L -n | we -1

# hxcli cluster info

# df -h ; check that /var/stv should not be npre than 80% used
# zgrep -i “out of menory” /var/l|og/springpath/debug-storfs.*
# domai njoin-cli query

gJs £9>6 HyperV -

Open the W ndows Power shel |

# Get - O ust er Node

# Get - uster Net wor k

# Get-Service WnRM Make sure wi ndows renote managenent service i s running

# Get-Content $env: Syst emRoot\ SystenB2\ Dri vers\etc\hosts , Make sure you have correct host
entried

# test-path\\<snb-share nanme fqdn>\<dat ast orename> This should return true ,if not datastore is
not reachable via snb.

# Get-Net| PConfiguration

# Get-NetlPlnterface -AddressFamly IPv4 -InterfaceAlias vsw tch-hx-storage-data | select N Mu*
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