svwdo lJlosold 1Jgloo |dblo,yse (VPDN)
lIJlwlgwso Joy9osded L2TP IJgl o6
JJosuosd IJolows 9ldpdw o

lJpzossle
| 9300
lJpc b ol [l w.sé

[Jodoule | OPdp0
I, obJlzle

|, wed ol 1z ble gl o ]l>o0l

loloy lwedold 1Jizble ol o, Jizol
ooozse Wizble LNS

psJople Sl o

lJp 9500

S92 031 98586 gswo wuvdsd Jbo@e 2 tunneling w9099 (L2TP) J louold olowds 9bbode
¢be

pdlebs: Jl seuops 03l IUleshs 215 1Upuol386 sldowdss o sldeeluves (AAA).
IJecbdole IJlgul jusé

lJeobdolo

Jl o9 polodole ¢luo6 Josl Ilde weos.

lJpdoule lJpuuwogsped

cuwows Ipedsele 1Uslyse B 03l Ipuuows 1Js wuleg Cisco I0S® Software. 1J] osl, 12.1.

op luuU|C Urog.Jg,olu |J_9|J)o WIS o3l IJpwews pu UlaoJo 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu CPSE I.JlaoJo I.J,ou,uua),oo ds 03l |.Jrouuuu) uud_95U ,o,ouuga (IJUJIUD.S) I3 Jluu



IJlsobdlgle

JJewesd eds s> pu ldpedsele 2ad Iuobdlzle Idppwowsle: Lee s luobdlzle wlaszle
Cisco lJw,9056.

lJodosuy

B 03l IJGuwp: e JIJ pedsple odsse IUpsilo 1Jpsoes B o3l IJpuvaws.

pdlebs: JJews, eds pedsele luoldss 29d Iisle Idpuucgses Bis o3l 1puweos: Ipuegse bis
cee lisle, (L ple 1Jpowzdss BEb).

e ldotbsbs Jduvedo

Suwwede ol IJpuwows lesh Idgveds IJolds:

LNS
E10 I <0 S0
———
E0
LAC

remotel]
ED
locall
remote?
lJodosule

Suwwedpe o3l IJpwous IJodysule IJoldss:
|Jpe9zo remotel:
loopback0: 17.17.17.1/32 username: remote1@cisco.com , 9, ISDN (BRI 0): 6122
zob ldoggso lJogs> 20 ¢
lJlgweele: 17.17.17.2/32 | gwp |Jpuw e p: remote2@cisco.com 9 ISDN (BRI 0): 6121
9236 IJepde B 1J9 osd JJsuwlsb (LAC) Lldesgo: *

Il wezle: 18.18.18.1/32 5,60 ISDN (E1 0): 1Jslz06 lJe vJuudss 8211 (SO):
18.18.18.6/30

IJp9zo LNS:
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IUlgwezle: 1Uslzos [Joovduwdss 18.18.18.2/32 (SO): 9lz06 lse,ue 18.18.18.5/30 (EO):
10.200.20.24/24

IJeseo Ideds 1
Ilgwenzle: slzo6 lsenoe 17.17.17.3/32 (E0): 10.200.20.32/24

Suvwede IJpsgoely remote1@cisco.com g remote2@cisco.com ISDN JJsosd IJs ey
lJse9d (LAC) J L2TP. )b hoowlb ouwduwds po 1Jgdw IUs 1JgJd LAC 9¢lbe yoow o
(LNS) pu L2TP G o3l IJlgsls. souuhd 1deszo Idpeds 1 91Ueszo LNS B Lhoolb IUlse,ow
QgIQL}uo

9lJsIp IUgpdsé:

louold L2TP: s, gp5d remotel@cisco.com lJlouold oldpsge dpedst. s89p IUgpsJ.
wlouble |uvwsgle ISDN |Js LAC: 9lJ3s sgdw w99 L2TP |Js LNS &p gduwo L2TP.
Suvwgdp LAC |ywe 1Jpeld Jlbol) IJowd§ pg LNS. 50§ LNS IJpuwegspso g0 w8
pedsl.

louold L2TP: )65 [Jpsge 1dpedst IUlouold oldg psd 1o g s> remote2@cisco.com. 2.
Suveede LNS 1§ 1Jesz9s pe LAC ssuyiis gduws L2TP gasoe.

pdlebbs: sup lgublg odo IJodssule Jg,yuo ldpedsple Slo Iuods.

JIY

hostname LAC

!

|

ip subnet-zero

no ip domain-lookup

!

vpdn enable

no vpdn logging

vpdn search-order domain

!I-—- VPDN tunnel authorization is based on the domain only.
|

vpdn-group 1

request-dialin

I--- Enables the LAC to make requests to the LNS for dialin.
protocol 12tp

domain cisco.com

accept-dialout

!I--- Enables the LAC to accept requests from the LNS for dialout.

protocol 12tp
dialer 1

I--- Specifies the dialer used to dial out.




terminate-from hostname LNS
initiate-to ip 18.18.18.2

Tocal name LAC

12tp tunnel password 12tptunnel
source-ip 18.18.18.1

|

isdn switch-type primary-net5

|

!

controller E1 O

clock source 1line primary
pri-group timeslots 1-31

|

interface Loopback0

ip address 18.18.18.1 255.255.255.255
|

interface Ethernet0

ip address 10.200.20.34 255.255.255.0
no ip route-cache

no ip mroute-cache

no cdp enable

|

!

interface Serial0

description -- Connection to the LNS
ip address 18.18.18.6 255.255.255.252
no fair-queue

clockrate 64000

no cdp enable

|

interface Serial0:15

no ip address

encapsulation ppp

dialer rotary-group 1

isdn switch-type primary-net5
no cdp enable

ppp authentication chap

ppp chap hostname LAC

|

interface Dialerl

ip unnumbered Loopback0
encapsulation ppp

dialer in-band

dialer aaa

I-—— L2TP dialout functionality requires this command even if you do not use AAA.

dialer-group 1

no cdp enable

ppp authentication chap

ppp chap hostname LAC

ppp chap password 7 1511021F0725
|

no ip http server

ip classless

ip route 18.18.18.2 255.255.255.255 18.18.18.5
|

dialer-1list 1 protocol 1ip permit
no cdp run




LNS

hostname LNS
!

vpdn enable
vpdn-group 1
accept-dialin

!--- Enables the LNS to accept request from the LAC for dialin.

protocol 12tp
virtual-template 1

!--- For each user, a virtual-access is cloned from this virtual-template.
request-dialout
!--- Enables the LNS to request the LAC for dialout.

protocol 12tp
pool-member 1

I--- Specifies the dialer profile to be used to dial out.

terminate-from hostname LAC
initiate-to ip 18.18.18.1

local name LNS

12tp tunnel password 12tptunnel
source-ip 18.18.18.2

|

!

interface LoopbackO

ip address 18.18.18.2 255.255.255.255
|

interface Ethernet0

ip address 10.200.20.24 255.255.255.0
no ip route-cache

no ip mroute-cache

|

interface Virtual-Templatel

ip unnumbered Loopback0

no peer default ip address

ppp chap hostname LNS

|

interface Serial0

description -- Connection to the LAC
ip address 18.18.18.5 255.255.255.252
no ip route-cache

no ip mroute-cache

|

interface Dialerl

!--- For each user, a dialer profile is configured.
ip unnumbered Loopback0
encapsulation ppp

dialer pool 1

I--- "dialer pool 1" must match "pool-member 1" in the VPDN-group.




dialer remote-name remotel@cisco.com
dialer string 6122

I-—- ISDN number that the LAC uses to dialout the remote client remotel@cisco.com.
dialer vpdn
!--- Enables the dialer profile to use L2TP dialout, and so place a VPDN call.

dialer-group 1

ppp authentication chap callin

ppp chap hostname LNS

|

interface Dialer2

ip unnumbered Loopback0

encapsulation ppp

dialer pool 1

dialer remote-name remote2@cisco.com

dialer string 6121

dialer vpdn

dialer-group 1

no cdp enable

ppp authentication chap callin

ppp chap hostname LNS

|

no ip http server

ip classless

ip route 10.200.16.26 255.255.255.255 10.200.20.1
ip route 17.17.17.1 255.255.255.255 Dialerl

ip route 17.17.17.2 255.255.255.255 Dialer2

ip route 17.17.17.3 255.255.255.255 10.200.20.32
ip route 18.18.18.1 255.255.255.255 18.18.18.6
|

dialer-1list 1 protocol 1ip permit

no cdp run

lJozol pu lduoes
$98) 03l 1Jduwp ped9rle spdud luwesleel JJolds pu lu IJedssy seed wuvdd Lozse.

SO 3Ep WL 1) 1JEHP wsluwbos Db po

show vpdn—sg )2 pedspele 29d 09Y wu9e9dad lels wozsoe lJpuwess 2 (L2F) IJouuil
9p,81e 1yuwlisd Bes Lvods Ileuold 1gluos [blo,ss (VPDN).

<#froot>
LAC#

show debug

Dial on demand:
Dial on demand events debugging is on
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VPN:

L2X protocol events debugging is on

VPDN events debugging is on

PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on
ISDN:

ISDN events debugging is on

ISDN events debug DSLs. (On/Off/No DSL:1/0/-)
DSL 0 --> 1
1_

LNS#

show debug

Dial on demand:

Dial on demand events debugging is on
VPN:

L2X protocol events debugging is on

VPDN events debugging is on

PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on
VTEMPLATE :

Virtual Template debugging is on

lJoe sl

SW9p lJp9ze remotel@cisco.com wuse pdldpé wldpszo lJpeeds.

LAC#

Swp luwwsgle ISDN Bs pub§o 1wz dpe.

Sep 29 02:25:42.923: ISDN Se0:15: Incoming call id = 0x011B, ds1 0

Sep 29 02:25:42.927: Negotiated CCB->int_id 0 B-chan 0, req->int_id 0, B-chan 18
Sep 29 02:25:42.931: CCPRI_ReleaseChan CCB->B_Chan zero

Sep 29 02:25:42.939: ISDN Se0:15: received CALL_INCOMING call_id Ox11B

Sep 29 02:25:42.939: ISDN Se0:15: CALL_INCOMING: call type is DATA , bchan = 17
Sep 29 02:25:42.943: ISDN Se0:15: Event: Received a DATA call from 6122 on B17
at 64 Kb/s

Sep 29 02:25:42.947: ISDN Se0:15: RM returned call_type O resource type 0

Sep 29 02:25:42.959: ISDN Se0:15: isdn_send_connect(): msg 74, call id 0x11B,
ces 1 bchan 17, call type DATA

Sep 29 02:25:43.031: %LINK-3-UPDOWN: Interface Serial0:17, changed state to up
Sep 29 02:25:43.059: Se0:17 PPP: Treating connection as a callin

Sep 29 02:25:43.063: Se0:17 PPP: Phase is ESTABLISHING, Passive Open



Sep 29 02:25:43.067: Se0:17 LCP: State 1is Listen

Sep 29 02:25:43.127: ISDN Se0:15: received CALL_PROGRESSing call_id 0x11B
Sep 29 02:25:43.199: Se0:17 LCP: I CONFREQ [Listen] id 125 len 10

Sep 29 02:25:43.203: Se0:17 LCP: MagicNumber OxEB818699 (0x0506EB818699)
Sep 29 02:25:43.207: Se0:17 LCP: O CONFREQ [Listen] id 7 Tlen 15

Sep 29 02:25:43.211: Se0:17 LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:25:43.215: Se0:17 LCP: MagicNumber O0x6BDE50CC (0x05066BDE50CC)
Sep 29 02:25:43.219: Se0:17 LCP: O CONFACK [Listen] id 125 len 10

Sep 29 02:25:43.223: Se0:17 LCP: MagicNumber OxEB818699 (0x0506EB818699)
Sep 29 02:25:43.247: Se0:17 LCP: I CONFACK [ACKsent] id 7 len 15

Sep 29 02:25:43.251: Se0:17 LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:25:43.255: Se0:17 LCP: MagicNumber Ox6BDE50CC (0x05066BDE50CC)
Sep 29 02:25:43.259: Se0:17 LCP: State is Open

Sep 29 02:25:43.259: Se0:17 PPP: Phase is AUTHENTICATING, by this end

9eund pub s loysdl 1ldJlosuss 91dIbses IUs 1djwss oeasl go bisd wi9wsdsd CHAP.

Sep 29 02:25:43.263: Se0:17 CHAP: Using alternate hostname LAC
Sep 29 02:25:43.267: Se0:17 CHAP: O CHALLENGE 1id 7 len 24 from "LAC"

codls pub§o i(y@dl lJJlosuss slddhsos luvoeled eu) wi9e9ded CHAP gJIJyol JI
ouobd IJpuwegse. 889 LNS Couwdss IJpuolb@e.

Sep 29 02:25:43.295: Se0:17 CHAP: I RESPONSE id 7 Ten 38 from "remotel@cisco.com"
Sep 29 02:25:43.303: Se0:17 PPP: Phase is FORWARDING
Sep 29 02:25:43.303: Se0:17 VPDN: Got DNIS string 211

Sozdd LAC pl 131 Iy I pzld "cisco.com” p9z9sl &p $@89p wozest Ipgdsple 1JJ1eé Jlbol,
IJodG g LNS.

Sep 29 02:25:43.307: Se0:17 VPDN: Looking for tunnel -- cisco.com --

Sep 29 02:25:43.347: Se0:17 VPDN/LAC/1: Got tunnel info for cisco.com

Sep 29 02:25:43.351: Se0:17 VPDN/LAC/1: LAC LAC

Sep 29 02:25:43.351: Se0:17 VPDN/LAC/1: source-ip 18.18.18.1

Sep 29 02:25:43.355: Se0:17 VPDN/LAC/1: 12tp-busy-disconnect yes

Sep 29 02:25:43.359: Se0:17 VPDN/LAC/1: T12tp-tunnel-password XXXxxx

Sep 29 02:25:43.359: Se0:17 VPDN/LAC/1: IP 18.18.18.2

Sep 29 02:25:43.371: Se0:17 VPDN/1: curlvl 1 Address 0: 18.18.18.2, priority 1

Sep 29 02:25:43.375: Se0:17 VPDN/1: Select non-active address 18.18.18.2, priority 1
Sep 29 02:25:43.379: Tnl 45029 L2TP: SM State idle

S89p IJ LAC cwosisé IJud§ pg IJ LNS.

Sep 29 02:25:43.383: Tnl 45029 L2TP: O SCCRQ



Sep 29 02:25:43.391: Tnl 45029 L2TP: Tunnel state change from idle to
wait-ctl-reply

Sep 29 02:25:43.395: Tnl 45029 L2TP: SM State wait-ctl-reply

Sep 29 02:25:43.399: Se0:17 VPDN: Find LNS process created

Sep 29 02:25:43.403: Se0:17 VPDN: Forward to address 18.18.18.2

Sep 29 02:25:43.403: Se0:17 VPDN: Pending

Sep 29 02:25:43.411: Se0:17 VPDN: Process created

Sep 29 02:25:43.463: Tnl 45029 L2TP: I SCCRP from LNS

Sep 29 02:25:43.467: Tnl 45029 L2TP: Got a challenge from remote peer, LNS
Sep 29 02:25:43.471: Tnl 45029 L2TP: Got a response from remote peer, LNS
Sep 29 02:25:43.475: Tn1 45029 L2TP: Tunnel Authentication success

Sep 29 02:25:43.479: Tnl 45029 L2TP: Tunnel state change from wait-ctl-reply
to established

Sep 29 02:25:43.483: Tnl 45029 L2TP: O SCCCN to LNS tnlid 11407

Sep 29 02:25:43.487: Tnl 45029 L2TP: SM State established

Sep 29 02:25:43.495: Se0:17 VPDN: Forwarding...

Sep 29 02:25:43.499: Se0:17 DDR: Authenticated host remotel@cisco.com with no
matching dialer map

Sep 29 02:25:43.503: Se0:17 VPDN: Bind interface direction=1

Sep 29 02:25:43.507: Tn1/C1 45029/291 L2TP: Session FS enabled

Sep 29 02:25:43.511: Tn1/C1 45029/291 L2TP: Session state change from idle to
wait-for-tunnel

Sep 29 02:25:43.515: Se0:17 Tn1/C1 45029/291 L2TP: Create session

Sep 29 02:25:43.519: Tnl 45029 L2TP: SM State established

() cuwozse Jeows lersdl IdJlosuss sp0bds o IJIbsus eduws [puvoged
remote1@cisco.com.

<#froot>

Sep 29 02:25:43.523: Se0:17 Tn1/C1 45029/291 L2TP: O ICRQ to LNS 11407/0

Sep 29 02:25:43.531: Se0:17 Tn1/C1 45029/291 L2TP: Session state change from
wait-for-tunnel to wait-reply

Sep 29 02:25:43.535: Se0:17 VPDN: remotel@cisco.com is forwarded

Sep 29 02:25:43.635: Se0:17 Tn1/C1 45029/291 L2TP: O ICCN to LNS 11407/303

Sep 29 02:25:43.639: Se0:17 Tn1/C1 45029/291 L2TP: Session state change from
wait-reply to established

Sep 29 02:25:44.535: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0:17,
changed state to up

Sep 29 02:25:49.055: %ISDN-6-CONNECT: Interface Serial0:17 is now connected to
6122 remotel@cisco.com

LAC#

show vpdn

L2TP Tunnel and Session Information Total tunnels 1 sessions 1

LocID RemID Remote Name State Remote Address Port Sessions
45029 11407 LNS est 18.18.18.2 1701 1

LocID RemID TunID Intf Username State Last Chg Fastswitch
291 303 45029 Se0:17 remotel@cisco.com est 00:00:14 enabled

% No active L2F tunnels



louold olowss

SW9p lJpoze ldpedst vude pdldped wldpgzo remote2@cisco.com.

LAC#

oodds pub 9o ip)§d| IJJlosuss 9ldIdhsws bdol pu sl Idlosold Idsbus po i@_J &9
eJuwd 22826 JJluwople.

Sep 29 02:26:19.479: Tn1l 45029 L2TP: I OCRQ from LNS tnl 11407

Sep 29 02:26:19.483: Tn1/C1 45029/292 L2TP: Session FS enabled

Sep 29 02:26:19.487: Tn1/C1 45029/292 L2TP: New session created

Sep 29 02:26:19.491: 1D4C: Same state, O

Sep 29 02:26:19.495: DSES 1D4C: Session create

Sep 29 02:26:19.499: L2TP: Send OCRP

Sep 29 02:26:19.503: Tn1/C1 45029/292 L2TP: Session state change from
idle to wait-cs-answer

Jouwoesp pubds lo,sdl ldJlosuss 9lJIbsos yuwds ISDN Jlgwesgle 1,8, 6121.

Sep 29 02:26:19.511: DSES 0x1D4C: Building dialer map

Sep 29 02:26:19.511: Dialout 0x1D4C: Next hop name 1is 6121

Sep 29 02:26:19.515: Se0:15 DDR: rotor dialout [priority]

Sep 29 02:26:19.519: Se0:15 DDR: Dialing cause dialer session 0x1D4C
Sep 29 02:26:19.523: Se0:15 DDR: Attempting to dial 6121

Sep 29 02:26:19.523: ISDN Se0:15: Outgoing call 1id = 0x8055, ds1 0O

Sep 29 02:26:19.527: ISDN Se0:15: Event: Call to 6121 at 64 Kb/s

Sep 29 02:26:19.531: ISDN Se0:15: process_pri_call(): call id 0x8055,
number 6121, speed 64, call type DATA

Sep 29 02:26:19.539: building outgoing channel 1id for call nfas_int is 0 len is 0
Sep 29 02:26:19.623: ISDN Se0:15: received CALL_ACCEPT call_id 0x8055
Sep 29 02:26:19.623: ISDN Se0:15: PRI Event: CALL_ACCEPT, bchan = 30,
call type = DATA

Sep 29 02:26:20.043: ISDN Se0:15: received CALL_CONNECT call_id 0x8055
Sep 29 02:26:20.115: %LINK-3-UPDOWN: Interface Serial0:30, changed state to up
Sep 29 02:26:20.147: Dil: Session free, 1D4C

Sep 29 02:26:20.151: : 0 packets unqueued and discarded

Sep 29 02:26:20.155: Se0:30 VPDN: Bind interface direction=1

Sep 29 02:26:20.159: Se0:30 Tn1/CT1 45029/292 L2TP: Session state change
from wait-cs-answer to established

Sep 29 02:26:20.163: L2TP: Send OCCN

s> IJ LAC 1J isdn zJwé s€0:30 o |J VPDN zJws.

<#froot>



Sep 29 02:26:20.167: Se0:30 VPDN: bound to vpdn session

Sep 29 02:26:20.175: ISDN Se0:15: received CALL_PROGRESSing call_id 0x8055

Sep 29 02:26:26.143: %ISDN-6-CONNECT: Interface Serial0:30 is now connected to 6121
LAC#

LAC#

show vpdn

L2TP Tunnel and Session Information Total tunnels 1 sessions 2

LocID RemID Remote Name State Remote Address Port Sessions
45029 11407 LNS est 18.18.18.2 1701 2

LocID RemID TunID Intf Username State Last Chg Fastswitch
291 303 45029 Se0:17 remotel@cisco.com est 00:00:57 enabled
292 304 45029 Se0:30 est 00:00:20 enabled

% No active L2F tunnels
LAC#

lweduuld IJigble 5l oJlzol

3599, 03l IlJBuwpe pedsple spdod luweisleol Jlweduld izble IJedssy sl adlzol.

910, luweJuld IJigble 9]l odlzol

SOp 8p w2 18le) IJesuo woluwbs Lals ez

pdlebos: Sud luosl) bley wuorse Wigble: sz IlbJlg s legasle Lpops s lala,

l2sle bldo wuszse Uigble — seoup pedsple cusese IJigble 29d 1ze Ipuvedps
eds 9lzos ldpood.

debug vpdn I2x-events—sg o Huwlisd 29d Ui@lo lJos os zie pu lugile IJow g 1Jgbs
19 ls 8IS wuvésdo.

debug vpdn 12x-packet—sg ;L0 JJ 2506 w909d9d Swp wubdol. spdy o $9ss 03l 1Uie, *
IJs &3 Jos) pusuwlisd wuoese IJIRbls. Iuucge o3l dle) S8k gds osdd wuozse
IJIgble pg 2dwd gpd wuulbd 9lg6.

debug vpdn I12x-errors—sg o lgble wpug logvle W@ 9 Igble couvuw Bs 1EJIE vBE *
e logblyo.

debug ppp negotiation— scuvow WBs lu seuo 1, debug ppp 25 PPP IJos sop
Luvldol loule woe wuvgsd PPP s swp lJovdly o pe éshle PPP.

debug ppp authentication— s_vo o IJi,oJ debug ppp Jeruo suwlisd wuswsded IJpol> 96, °
couoeu Iulsd gpdsle oobd 2ie wu9wsdsd IUpuolb$6 Joldss Idloyald o dsed
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lJogss (CHAP) 9 pdsle wuldd w)9w9dad puolb 96 JJpeé 1Ue,9, (PAP).

debug isdn events—sg o Izsle IJubods 1,886 JJgsple IJpadleds (ISDN) IJos
o gds eluw Jpuwetse (eds 1Jeszo) Jslees ISDN.

debug isdn q931—sg,02 pedyple 2od lesh 1dpdldple sluolsol Jlouoldle Juodé ISDN -
(IJbw$6 3) wsu Idesze Idpeds (eluw IJpuwcise) slduveJds.

debug vtemplate—sg, 0 pedsple IJouwg Jolzes 1Usosd Idblo)s pu lJ9dw 1U3s swp *
lovouuwlgol Bso pu WlJw bloys 1Us 1Usde 1U3s swp Yso sl glzos 1 o9J
lJbloys gus lowole IUluwesgle.

ouoese lJigble eJs LNS
bdo olows

SW9p lJp9zoe remotel@cisco.com wuse pdldpé wldpszo lJpeds.

sedds IU LNS bJol oo 1J LAC Jlouile oBbG.

Sep 29 02:25:44.531: L2TP: I SCCRQ from LAC tnl 45029

Sep 29 02:25:44.539: Tnl 11407 L2TP: Got a challenge in SCCRQ, LAC

Sep 29 02:25:44.543: Tnl 11407 L2TP: New tunnel created for remote LAC,
address 18.18.18.1

Sep 29 02:25:44.547: Tnl 11407 L2TP: O SCCRP to LAC tnlid 45029

Sep 29 02:25:44.555: Tn1l 11407 L2TP: Tunnel state change from idle to
wait-ctl-reply

Sep 29 02:25:44.623: Tnl 11407 L2TP: I SCCCN from LAC tnl 45029

Sep 29 02:25:44.627: Tnl 11407 L2TP: Got a Challenge Response in SCCCN from LAC
Sep 29 02:25:44.631: Tnl 11407 L2TP: Tunnel Authentication success

Sep 29 02:25:44.635: Tnl 11407 L2TP: Tunnel state change from wait-ctl-reply
to established

Sep 29 02:25:44.639: Tnl 11407 L2TP: SM State established

ssedds IUpdow bdol pu ldpeduw IUsbus JJels o lzd e8> eduws.

Sep 29 02:25:44.667: Tnl 11407 L2TP: I ICRQ from LAC tnl 45029

Sep 29 02:25:44.671: Tn1/C1 11407/303 L2TP: Session FS enabled

Sep 29 02:25:44.679: Tn1/C1 11407/303 L2TP: Session state change from idle

to wait-connect

Sep 29 02:25:44.679: Tn1/C1 11407/303 L2TP: New session created

Sep 29 02:25:44.683: Tn1/C1 11407/303 L2TP: O ICRP to LAC 45029/291

Sep 29 02:25:44.791: Tnl1/C1 11407/303 L2TP: I ICCN from LAC tnl 45029, cl 291

Sep 29 02:25:44.799: Tn1/C1 11407/303 L2TP: Session state change from wait-connect
to established

S€pd uble LNS gJs uuwi 1Usuesd IUblo,ys JJpuwwgs e remotel@cisco.com.



Sep 29 02:25:44.803: Vtl VTEMPLATE: Unable to create and clone vaccess

Sep 29 02:25:44.803: Vi2 VTEMPLATE: Reuse Vi2, recycle queue size 1

Sep 29 02:25:44.807: Vi2 VTEMPLATE: Hardware address 0060.4780.ac23

Sep 29 02:25:44.807: Vi2 VPDN: Virtual interface created for remotel@cisco.com
Sep 29 02:25:44.811: Vi2 PPP: Phase is DOWN, Setup

Sep 29 02:25:44.815: Vi2 VPDN: Clone from Vtemplate 1 filterPPP=0 blocking
Sep 29 02:25:44.819: Vi2 VTEMPLATE: Has a new cloneblk vtemplate,

now it has vtemplate

Sep 29 02:25:44.827: Vi2 VTEMPLATE: ###%w%%wwwss C] ONE VACCESS2 sk dddoddoddok
Sep 29 02:25:44.827: Vi2 VTEMPLATE: Clone from Virtual-Templatel interface
Virtual-Access?

encapsulation ppp

ip unnumbered loopback 0

ppp chap hostname LNS

ppp authentication chap

end

Sep 29 02:25:46.975: %LINK-3-UPDOWN: Interface Virtual-Access2,
changed state to up

Sep 29 02:25:46.995: Vi2 PPP: Using set call direction

Sep 29 02:25:46.999: Vi2 PPP: Treating connection as a callin

Sep 29 02:25:46.999: Vi2 PPP: Phase is ESTABLISHING, Passive Open

Sep 29 02:25:47.003: Vi2 LCP: State 1is Listen

Sep 29 02:25:47.007: Vi2 VPDN: Bind interface direction=2

Sep 29 02:25:47.007: Vi2 LCP: I FORCED CONFREQ len 11

Sep 29 02:25:47.011: Vi2 LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:25:47.015: Vi2 LCP: MagicNumber Ox6BDE50CC (0x05066BDE50CC)

SeJds LNS bods LCP Jes eulyoe edsol loysdl IJJlososs slddbsos o8 lJgpsd
remote1@cisco.com. JsJJ. Jl 5890 LNS Clelss [JoBbls s LCP o IJg psd.

<#root>

Sep 29 02:25:47.019: Vi2 VPDN: PPP LCP accepted rcv CONFACK

Sep 29 02:25:47.019: Vi2 VPDN: PPP LCP accepted sent CONFACK

Sep 29 02:25:47.023: Vi2 PPP: Phase is AUTHENTICATING, by this end
Sep 29 02:25:47.023: Vi2 CHAP: Using alternate hostname LNS

Sep 29 02:25:47.027: Vi2 CHAP: O CHALLENGE id 8 len 24 from "LNS"

Sep 29 02:25:47.039: Vi2 CHAP: I RESPONSE 1id 7 len 38 from "remotel@cisco.com"
Sep 29 02:25:47.051: Vi2 CHAP: O SUCCESS id 7 Ten 4

Sep 29 02:25:47.055: Vi2 PPP: Phase is UP

Sep 29 02:25:47.059: Vi2 IPCP: O CONFREQ [Not negotiated] id 1 len 10
Sep 29 02:25:47.063: Vi2 IPCP: Address 18.18.18.2 (0x030612121202)
Sep 29 02:25:47.111: Vi2 IPCP: I CONFREQ [REQsent] id 110 len 10

Sep 29 02:25:47.115: Vi2 IPCP: Address 17.17.17.1 (0x030611111101)
Sep 29 02:25:47.119: Vi2 IPCP: O CONFACK [REQsent] id 110 len 10

Sep 29 02:25:47.123: Vi2 IPCP: Address 17.17.17.1 (0x030611111101)
Sep 29 02:25:47.127: Vi2 IPCP: I CONFACK [ACKsent] id 1 Ten 10

Sep 29 02:25:47.131: Vi2 IPCP: Address 18.18.18.2 (0x030612121202)
Sep 29 02:25:47.135: Vi2 IPCP: State is Open

Sep 29 02:25:47.143: Vi2 IPCP: Install route to 17.17.17.1

Sep 29 02:25:48.131: %LINEPROTO-5-UPDOWN: Line protocol on

Interface Virtual-Access2, changed state to up

LNS#

show vpdn



L2TP Tunnel and Session Information Total tunnels 1 sessions 1

LocID RemID Remote Name State Remote Address Port Sessions
11407 45029 LAC est 18.18.18.1 1701 1

LocID RemID TunID Intf Username State Last Chg Fastswitch
303 291 11407 Vi2 remotel@cisco.com est 00:00:22 enabled

% No active L2F tunnels

louold olowss

SW9p lJpoze ldpedst wude pdldped wldpggoe remote2@cisco.com.

LNS#

Sep 29 02:26:20.531: Vil VTEMPLATE: Reuse Vil, recycle queue size 0

Sep 29 02:26:20.531: Vil VTEMPLATE: Hardware address 0060.4780.ac23

Sep 29 02:26:20.535: Vil PPP: Phase is DOWN, Setup

Sep 29 02:26:20.543: Vil VTEMPLATE: Has a new cloneblk dialer, now it has dialer
Sep 29 02:26:20.547: Vil DDR: Dialing cause 1ip (s=10.200.20.32, d=17.17.17.2)
Sep 29 02:26:20.551: Vil DDR: Attempting to dial 6121

Sep 29 02:26:20.555: Tn1/C1 11407/304 L2TP: Session FS enabled

Sep 29 02:26:20.559: Tn1/C1 11407/304 L2TP: Session state change from idle

to wait-for-tunnel

Sep 29 02:26:20.563: Tn1/C1 11407/304 L2TP: Create dialout session

Sep 29 02:26:20.567: Tn1 11407 L2TP: SM State established

9oyuwd Iduiveds 1Jpedsé IJJluwddss bdul [Js pobds leysdl IUJlososs spubds IUuz)
IJIbhses Jdeuesd eds louald.

Sep 29 02:26:20.571: L2TP: O OCRQ

Sep 29 02:26:20.575: Vil Tn1/C1 11407/304 L2TP: Session state change from
wait-for-tunnel to wait-reply

Sep 29 02:26:20.579: Vil VPDN: Bind interface direction=2

Sep 29 02:26:20.635: Vil Tn1/C1 11407/304 L2TP: I OCRP from LAC tnl 45029, cl1 0O
Sep 29 02:26:20.639: Vil Tn1/C1 11407/304 L2TP: Session state change from
wait-reply to wait-connect

Sep 29 02:26:21.299: Vil Tnl1/C1 11407/304 L2TP: I OCCN from LAC tnl 45029, c1 292
Sep 29 02:26:21.303: Vil Tn1/C1 11407/304 L2TP: Session state change from
wait-connect to established

Sep 29 02:26:21.307: Vil VPDN: Connection is up, start LCP negotiation now

Sep 29 02:26:21.315: %LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up
Sep 29 02:26:21.335: Vil DDR: Dialer statechange to up

Sywwlo Virtual Access 1 wpblde pJod lJog) s 2 2o 92> wdgsy remote2@cisco.com.



Sep 29 02:26:21.335: %DIALER-6-BIND: Interface Vil bound to profile Di2
Sep 29 02:26:21.339: Vil DDR: Dialer call has been placed

owl pyedé PPP Lso LNS slJg osd remote2@cisco.com.

<#froot>

Sep 29 02:26:21.343: Vil PPP: Treating connection as a callout

Sep 29 02:26:21.343: Vil PPP: Phase is ESTABLISHING, Active Open

Sep 29 02:26:21.347: Vil PPP: No remote authentication for call-out
Sep 29 02:26:21.351: Vil LCP: O CONFREQ [Closed] id 1 Ten 10

Sep 29 02:26:21.355: Vil LCP: MagicNumber Ox6F87121F (0x05066F87121F)
Sep 29 02:26:21.427: Vil LCP: I CONFREQ [REQsent] id 79 Ten 39

Sep 29 02:26:21.431: Vil LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:26:21.435: Vil LCP: MagicNumber 0x059935DB (0x0506059935DB)
Sep 29 02:26:21.435: Vil LCP: MRRU 1524 (0x110405F4)

Sep 29 02:26:21.439: Vil LCP: EndpointDisc 1 Local

Sep 29 02:26:21.443: Vil LCP: (0x13140172656D6F74653240636973636F)
Sep 29 02:26:21.447: Vil LCP: (0Ox2E636F6D)

Sep 29 02:26:21.451: Vil LCP: O CONFREJ [REQsent] id 79 Ten 28

Sep 29 02:26:21.455: Vil LCP: MRRU 1524 (0x110405F4)

Sep 29 02:26:21.455: Vil LCP: EndpointDisc 1 Local

Sep 29 02:26:21.459: Vil LCP: (0x13140172656D6F74653240636973636F)
Sep 29 02:26:21.463: Vil LCP: (0x2E636F6D)

Sep 29 02:26:21.467: Vil LCP: I CONFACK [REQsent] id 1 Ten 10

Sep 29 02:26:21.471: Vil LCP: MagicNumber Ox6F87121F (0x05066F87121F)
Sep 29 02:26:21.559: Vil LCP: I CONFREQ [ACKrcvd] id 80 Ten 15

Sep 29 02:26:21.563: Vil LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:26:21.567: Vil LCP: MagicNumber 0x059935DB (0x0506059935DB)
Sep 29 02:26:21.571: Vil LCP: O CONFACK [ACKrcvd] id 80 Ten 15

Sep 29 02:26:21.575: Vil LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:26:21.579: Vil LCP: MagicNumber 0x059935DB (0x0506059935DB)
Sep 29 02:26:21.583: Vil LCP: State 1is Open

Sep 29 02:26:21.583: Vil PPP: Phase is AUTHENTICATING, by the peer
Sep 29 02:26:21.647: Vil CHAP: I CHALLENGE id 8 Ten 38 from "remote2@cisco.com"
Sep 29 02:26:21.651: Vil CHAP: Using alternate hostname LNS

Sep 29 02:26:21.655: Vil CHAP: O RESPONSE id 8 Ten 24 from "LNS"

Sep 29 02:26:21.699: Vil CHAP: I SUCCESS id 8 Ten 4

Sep 29 02:26:21.703: Vil PPP: Phase is UP

Sep 29 02:26:21.707: Vil IPCP: O CONFREQ [Closed] id 1 Ten 10

Sep 29 02:26:21.711: Vil IPCP: Address 18.18.18.2 (0x030612121202)
Sep 29 02:26:21.715: Vil IPCP: I CONFREQ [REQsent] id 40 len 10

Sep 29 02:26:21.719: Vil IPCP: Address 17.17.17.2 (0x030611111102)
Sep 29 02:26:21.723: Vil IPCP: O CONFACK [REQsent] id 40 len 10

Sep 29 02:26:21.727: Vil IPCP: Address 17.17.17.2 (0x030611111102)
Sep 29 02:26:21.775: Vil IPCP: I CONFACK [ACKsent] id 1 Ten 10

Sep 29 02:26:21.779: Vil IPCP: Address 18.18.18.2 (0x030612121202)
Sep 29 02:26:21.783: Vil IPCP: State 1is Open

Sep 29 02:26:21.791: Vil DDR: dialer protocol up

Sep 29 02:26:21.795: Di2 IPCP: Install route to 17.17.17.2
Sep 29 02:26:22.703: %LINEPROTO-5-UPDOWN: Line protocol on
Interface Virtual-Accessl, changed state to up

LNS#

show vpdn



L2TP Tunnel and Session Information Total tunnels 1 sessions 2

LocID RemID Remote Name State Remote Address Port Sessions
11407 45029 LAC est 18.18.18.1 1701 2

LocID RemID TunID Intf Username State Last Chg Fastswitch
304 292 11407 Vil est 00:00:16 enabled
303 291 11407 Vi2 remotel@cisco.com est 00:00:52 enabled

% No active L2F tunnels
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