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|

version 12.2

service interna

!

host nane suzanne

!

aaa new node

!

aaa authentication |login default |oca
aaa aut hentication ppp default |oca
aaa aut horization network default |oca
aaa session-id comon

|
usernane ww password O
user nane al ai ni sdn password 0
user nane al ai ngsm cal | back-di al string "" password O
user nane al ai nnod cal | back-di al string "" password O
|

nodem country m ca bel gi um

|

i sdn switch-type primary-net5

i sdn voice-call-failure O

chat -script offhook "" "ATHL" OK

"chat-script call back ABORT ERROR ABORT BUSY "" "AT&F
OK "ATX3DT \'T" TIMEQUT 90 \c

chat-script callbacklanal og ABORT ERROR ABORT BUSY ""
""" AT&F

OK "ATDT \T" TI MEQUT 90 CONNECT \c

chat -script cal |l back2gsm ABORT ERROR ABORT BUSY ""
""" AT&F

OK "ATS29=8" OK "AT \T" TIMEQUT 90 CONNECT \c
|

controller E1 1/0

pri-group tineslots 1-31

|

interface Ethernet0/0

i p address 172.17.243. 105 255. 255. 255. 0

|

interface Serial1/0:15

description E1 0451/39920

no i p address

encapsul ati on ppp

dialer rotary-group 1

i sdn switch-type primary-net5

i sdn i ncom ng-voi ce nodem

i sdn out goi ng-voi ce info-transfer-capability 3. 1kHz-
audi o

no cdp enabl e

ppp authentication chap callin

|

interface BRI3/1

description bel gacom 027202094

no i p address

encapsul ati on ppp

i sdn switch-type basic-net3

i sdn i ncom ng-voi ce nodem

no cdp enabl e

|

i nterface G oup-Asyncl

i p unnunbered Dialerl

encapsul ati on ppp

di al er in-band

di al er cal |l back-secure

dialer-group 1




async dynami c routing

async node interactive

peer default ip address pool poo
ppp cal |l back accept

ppp aut hentication pap
group-range 65 94

|

interface Dialerl

description Dial-In User

ip address 172.31.1.1 255.255.0.0
i p hel per-address 90. 100. 48. 38

i p hel per-address 90. 100. 60. 202
encapsul ati on ppp

di al er in-band

di al er cal |l back-secure

dialer map ip 172.31.1.2 nane al ai ni sdn cl ass cal | back
6136

peer default ip address pool poo
no cdp enabl e

ppp cal |l back accept

ppp authentication chap callin

|

nmap-cl ass di al er cal |l back

di al er cal | back-server usernamne
dialer-list 1 protocol ip permt
|

line con O

exec-timeout 0 O

password

line 65 94
script dialer callback2gsm
script call back cal | back2gsm
nodem | nQut

transport input tel net

transport output pad v120 | apb-ta telnet rlogin udptn
aut osel ect during-1ogin

aut osel ect ppp

stopbits 1

flowcontrol hardware

line aux O

password

line vty 0 4

exec-timeout 0 O

password

|

end
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#suzanne
I SDN BR3/1: RX <- SETUP pd = 8 callref = Ox2F :01:03: 00
Sendi ng Conpl ete :01:03: 00

Bearer Capability i = 0x9090A3 :01: 03: 00

Channel IDi = 0x89 :01:03:00

,Calling Party Nunber i = 0x21, 0x83, '478681006', Plan:|SDN :01:03:00

Type: Nati onal

Call ed Party Nunmber i = OxAl, '27202094', Plan:|ISDN, Type: National :01:03:00

| SDN BR3/ 1: Event: Received a VOCE call from 478681006 on Bl at 64 Kb/s :01:03: 00
| SDN BR3/1: Event: Accepting the call id 0x19 :01:03: 00

| SDN- 6- LAYER2UP: Layer 2 for Interface BR3/1, TElI 70 changed to up%:01: 03: 00
I SDN BR3/1: TX -> CALL_PROC pd = 8 callref = OxAF :01:03: 00

Channel IDi = 0x89 :01:03:00

| SDN BR3/1: TX -> ALERTING pd = 8 cal lref = OxAF :01:03: 00

I SDN BR3/1: TX -> CONNECT pd = 8 callref = OxAF :01:03: 00

I SDN BR3/1: RX <- CONNECT_ACK pd = 8 callref = 0x2F :01:03:01

, Modem 2/ 12 M ca: configured for Answer node :01:03:01

.with Null signaling, OxO tone detection

Modem 2/ 12 M ca: in nodem state CALL_SETUP :01:03:01

Mbdem 2/ 12 M ca: in nodem state CONNECT :01: 03: 02

Mbdem 2/ 12 M ca: in nodemstate LINK :01:03: 06

| SDN- 6- CONNECT: Interface BRI3/1:1 is now connected to 478681006% : 01: 03: 07
Mbdem 2/ 12 M ca: in nodem state TRAI NUP :01: 03: 15

Modem 2/ 12 M ca: in nodem state EC NEGOTI ATI NG : 01: 03: 17

Mbdem 2/ 12 M ca: in nodem state STEADY :01:03:18

Mbdem 2/ 12 M ca: CONNECT at 31200/ 31200 (Tx/Rx), V34+, LAPM None :01:03:18
TTY77: DSR came up :01:03:19

(tty77: Modem | DLE->(unknown :01:03: 19

TTY77: EXEC creation :01:03:19

TTY77: set timer type 10, 30 seconds :01:03:19

TTY77: Autosel ect(2) sanple 7E :01:03:19

TTY77: Autosel ect(2) sanple 7EFF :01:03:19

TTY77: Autosel ect(2) sanple 7EFF7D :01:03: 19

TTY77: Autosel ect(2) sanple 7EFF7D23 :01:03: 19
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TTY77 Autosel ect cnd: ppp negotiate :01:03:19

TTY77: EXEC creation :01:03:19

TTY77: create timer type 1, 600 seconds :01:03: 19

TTY77: destroy timer type 1 :01:03:19

TTY77: no timer type O to destroy :01:03:19

<As77 DDR: Dialer received inconmng call from <unknown :01:03: 19

LI NK- 3- UPDOMN: | nterface Async77, changed state to up%:01:03:21

As77 DDR Dialer statechange to up :01:03:21

<As77 DDR: Dialer received inconmng call from <unknown :01:03: 21

As77 PPP: Treating connection as a callin :01:03:21

As77 PPP: Authorization required :01:03:21

Modem 2/ 12 M ca: PPP escape_nmap: Tx map = FFFFFFFF, Rx map = 0 :01: 03: 22
As77 PPP: Authorization required :01:03: 22

Modem 2/ 12 M ca: PPP escape_map: Tx map = A0000, Rx map = 0 :01:03: 27
As77 MCB: Initialize :01:03:27

MCB: Fl ush :01:03: 27

, Modem 2/ 12 M ca: Bad RX Frame: control = OxE007, |length = OxD :01:03: 27
buf fer = 0x3BC6E54

"As77 PAP: | AUTHREQid 2 len 16 from "al ai ngsm :01: 03: 30

As77 PAP: Authenticating peer alaingsm:01:03: 30

As77 PPP: Sent PAP LOG N Request to AAA :01:03:30

As77 PPP: Received LOG N Response from AAA = PASS :01: 03: 30

As77 DDR Rempte name for alaingsm:01:03: 30

As77 DDR: Authenticated host alaingsmw th no matching dialer map :01:03: 30
As77 PAP: O AUTH-ACK id 2 len 5 :01:03: 30

As77 MCB: Start :01:03:30

As77 MCB: User al aingsm Cal | back Number - Cient ANY :01:03: 30

As77 MCB: Newstate O-INIT -> 2-WAI T_RESPONSE : 01: 03: 30

As77 MCB: O Request |Id 1 Callback Type dient-Num delay 0 :01:03: 30
As77 MCB: Timeout in state WAIT_RESPONSE sendi ng new Request 2 :01:03:32
As77 MCB: O Request |Id 2 Callback Type Cdient-Numdelay 0 :01:03: 32
As77 MCB: Timeout in state WAIT_RESPONSE sendi ng new Request 3 :01:03:34
As77 MCB: O Request |Id 3 Callback Type Cdient-Numdelay 0 :01:03: 34

Async77 PPP: | MCB Response(2) id 1 len 22 :01:03: 35

:Async77 MCB :01:03:35

| 21016 2 12 F 1 44 49 30 30 34 37 38 36 38 31 30 30 36 0

As77 MCB: Received response :01:03: 35

As77 MCB: Resp ignored. |ID Expected 3, got id 1 :01:03:35

As77 MCB: Timeout in state WAIT_RESPONSE sendi ng new Request 4 :01:03:36
As77 MCB: O Request |d 4 Callback Type Cdient-Num delay 0 :01:03: 36
Async77 PPP: | MCB Response(2) id 4 len 22 :01:03: 36

:Async77 MCB :01:03: 36

| 24016 2 12 F 1 44 49 30 30 34 37 38 36 38 31 30 30 36 0

As77 MCB: Received response :01:03: 36

You can see here that "DI00478681006" was entered at the user PC. 01:.03:36: As77 MCB. ---!
Response CBK-Cient-Num 2 18 15, addr 1-Dl 00478681006 01: 03:36: As77 MCB: O Ack Id 5 Cal |l back
Type Cient-Num delay 15 01:03:36: As77 MCB: Negotiated MCB with peer 01:03:36: As77 MCB:
Newst at e 2- WAI T_RESPONSE - > 3-WAI T_TERM NATE 01: 03:37: As77 MCB: Peer terminating the Iink
01:03:37: As77 MCB: Newstate 3-WAI T_TERM NATE -> 5-WAI T_LI NKDOAN 01: 03: 37: As77 MCB: Link
term nated by peer, Callback Needed 01:03:37: As77 MCB: Newstate 5-WAI T_LI NKDOM - > 6- CALLI NG
01:03:37: As77 MCB: Initiate Callback for ~->0"i B@at DI 00478681006 using Async DDR 01:03: 37:
As77 DDR: PPP cal | back Cal |l back server starting to al ai ngsm DI 00478681006 01:03:37: As77 MCB:

Di al er callback started !--- Call is disconnected. 01:03:38: Mddem 2/12 Mca: in nodem state
SS_RETRAI NI NG 01: 03: 38: |1 SDN BR3/1: RX <- DI SCONNECT pd = 8 callref = Ox2F 01:03:38: Cause i =
0x8090 - Normal call clearing 01:03:38: Progress Ind i = 0x8088 - In-band info or appropriate

now avail abl e 01: 03: 38: 9% SDN- 6- DI SCONNECT: Interface BRI 3/1:1 di sconnected from 478681006, call
| asted 37 seconds 01:03:38: |ISDN BR3/1: TX -> RELEASE pd = 8 callref = OxAF 01:03:38: Cause i =
0x8090 - Normml call clearing 01:03:38: Mddem 2/12 Mca: in nodem state TERM NATI NG 01: 03: 38:

| SDN BR3/1: RX <- RELEASE COWP pd = 8 callref = Ox2F 01:03:39: TTY77: Async Int reset: Dropping
DTR 01: 03: 39: Mbdem 2/ 12 M ca: PPP escape_nap: Tx map = FFFFFFFF, Rx map = 0 01:03:39: As77 PPP:
Aut hori zation required 01:03:40: Mddem 2/12 Mca: in nodem state |IDLE 01:03:40: Mddem 2/12 M ca:
DI SCONNECT after 00:00:38, due to reason (OxDFO0) Host Disconnect. 01:03:40: TTY77: DSR was
dropped 01:03:40: tty77: Modem READY->(unknown) 01:03:41: TTY77: dropping DTR hangi ng up



01:03:41: tty77: Modem HANGUP->(unknown) 01:03:41: 9%. NK-5-CHANGED: Interface Async77, changed
state to reset 01:03:42: TTY77: cleanup pending. Del aying DTR 01: 03:43: TTY77: cl eanup pendi ng.
Del ayi ng DTR 01: 03:44: TTY77: cleanup pending. Delaying DTR 01: 03:44: TTY77: no tiner type O to
destroy 01:03:44: TTY77: no tiner type 1 to destroy 01:03:44: TTY77: no timer type 3 to destroy
01:03:44: TTY77: no timer type 4 to destroy 01:03:44: TTY77: no tiner type 2 to destroy
01:03:44: Async77: allowi ng nodem process to continue hangup 01:03:45: TTY77: restoring DIR
01: 03: 46: 9%. NK- 3- UPDOMN: I nterface Async77, changed state to down 01: 03:53: 9% SDN 6- LAYER2DOM:
Layer 2 for Interface BR3/1, TEl 70 changed to down !--- Callback is started. 01:03:56: As77
DDR: re-enable timeout 01:03:56: DDR callback triggered by dialer_timers 01:03:56: As77 DDR
begi nni ng cal | back to al ai ngsm DI 00478681006 01: 03:56: As77 DDR Attenpting to dial
Dl 00478681006 01: 03:56: CHAT77: Attenpting async line dialer script 01:03:56: CHAT77: Dialing
usi ng Modem script: call back2gsm & System script: none 01:03:56: CHAT77: process started
01: 03: 56: CHAT77: Asserting DTR 01:03:56: CHAT77: Chat script callback2gsm started 01:03: 56
CHAT77: Sending string: AT&F 01:03:56: CHAT77: Expecting string: OK 01:03:56: CHAT77: Conpleted
mat ch for expect: OK 01:03:56: CHAT77: Sending string: ATS29=8 01:03:56: CHAT77: Expecting
string: OK 01:03:56: CHAT77: Completed match for expect: OK !--- We send DI00478681006 01: 03: 56:
CHAT77: Sending string: AT \T<DI 00478681006> 01: 03:56: CHAT77: Expecting string: CONNECT
01:03:56: Modem 2/12 M ca: configured for Originate node, with Null signaling, Ox1l tone
detection. 01:03:56: Mddem 2/12 M ca: received dialstring 00478681006 01: 03:56: | SDN Sel/0: 15
TX -> SETUP pd = 8 callref = OxO00E 01: 03:56: Bearer Capability i = 0x8890214846BB 01: 03: 56
Channel IDi = OxA9839F 01:03:56: Called Party Nunber i = 0x81, '00478681006', Pl an: | SDN,
Type: Unknown 01:03:56: Low Layer Conpat i = 0x8890214846BB 01: 03:56: |SDN Sel/0:15: RX <-
CALL_PROC pd = 8 callref = Ox800E 01: 03:56: Channel IDi = OxA9839F 01:03:56: Mdem 2/12 M ca:
in nodem state CALL_SETUP 01:04:02: |1SDN Sel/0:15: RX <- ALERTING pd = 8 callref = 0x800E
01:04:03: |1 SDN Sel/0:15: RX <- CONNECT pd = 8 callref = Ox800E 01: 04: 03: |SDN Sel/0:15: TX ->
CONNECT_ACK pd = 8 callref = OxO00E 01: 04: 03: Mbdem 2/ 12 M ca: in nodem state CONNECT 01: 04: 03
Modem 2/ 12 M ca: in nodemstate LINK 01:04:03: Mddem 2/12 Mca: in nodem state TRAI NUP 01: 04: 03
Modem 2/ 12 M ca: in nodem state EC _NEGOTI ATI NG 01: 04: 03: Mbdem 2/ 12 M ca: in nodem state STEADY
01: 04: 03: CHAT77: Conpleted match for expect: CONNECT 01:04:03: CHAT77: Sending string: \c
01:04: 03: CHAT77: Chat script call back2gsm fini shed, status = Success 01:04:03: TTY77: no timer
type 1 to destroy 01:04:03: TTY77: no tiner type O to destroy 01:04:03: Mdem 2/12 M ca: CONNECT
at 9600/9600 (Tx/Rx), V110, V.110, None 01:04:04: As77 PPP: Treating connection as a call out
01: 04: 04: Modem 2/12 M ca: PPP escape_nmap: Tx map = FFFFFFFF, Rx map = 0 01: 04: 04: As77 PPP
Aut hori zation required 01:04: 04: 9%. NK-3- UPDOMN: | nterface Async77, changed state to up
01:04:04: As77 DDR Dialer statechange to up 01:04: 04: As77 DDR Copying Ms call back dial string
Dl 00478681006 to ddb 01: 04:04: DDR Freeing callback to al ai ngsm Dl 00478681006 01: 04: 04: As77
DDR: Dialer call has been placed 01:04:08: Mydem 2/12 M ca: PPP escape_nmap: Tx map = A0000, Rx
map = 0 01:04:08: As77 MCB: Initialize 01:04:08: Mddem 2/12 Mca: Bad RX Frame: control =
O0xEO007, length = OxD, buffer = Ox3BC6E54 01: 04:09: % SDN-6- CONNECT: Interface Serial 1/0:30 is
now connected to 00478681006 01: 04: 11: As77 PAP: | AUTHREQid 2 len 16 from "al ai ngsnt
01: 04: 11: As77 PAP: Authenticating peer alaingsmO01:04:11: As77 PPP: Sent PAP LOGd N Request to
AAA 01:04:11: As77 PPP: Received LOGA N Response from AAA = PASS 01:04:11: As77 DDR Renote nane
for alaingsm01:04: 11: As77 DDR Authenticated host alaingsmw th no matching dialer map
01: 04:11: As77 PAP: O AUTHACK id 2 len 5 01:04:13: As77 DDR dialer protocol up suzanne#show ip
route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
,N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 El - OSPF external type 1
E2 - OSPF external type 2, E - EGP
i - IS1S L1 - IS I1Slevel-1, L2 - IS-ISlevel-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 172.17.243.1 to network 0.0.0.0

is subnetted, 1 subnets 172.17.0.0/24

C 172.17.243.0 is directly connected, Ethernet0/0

is variably subnetted, 2 subnets, 2 masks 172.31.0.0/16
C 172.31.1.28/32 is directly connected, Async77

C 172.31.0.0/16 is directly connected, Dialerl

S* 0.0.0.0/0 [1/0] via 172.17.243.1

suzanne#ping 172.31.1.28



. Type escape sequence to abort
: Sending 5, 100-byte | CMP Echos to 172.31.1.28, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 784/858/880 ns

#suzanne
| SDN Sel/0:15: RX <- DI SCONNECT pd = 8 callref = Ox800E :01: 04: 49
Cause i = 0x8090 - Normal call clearing :01:04:49

| SDN- 6- DI SCONNECT: I nterface Serial 1/0: 30 di sconnected fron® :01: 04: 49
call |lasted 46 seconds , 00478681006

| SDN Sel/0:15: TX -> RELEASE pd = 8 callref = Ox000E :01: 04: 49
Modem 2/ 12 M ca: in nodem state TERM NATI NG : 01: 04: 49

| SDN Sel/0:15: RX <- RELEASE COW pd = 8 callref = Ox800E :01:04: 49
Modem 2/ 12 M ca: in nodemstate |DLE :01: 04: 49

, Modem 2/ 12 M ca: DI SCONNECT after 00: 00:46 :01: 04: 49

.due to reason (0xDF0O0O) Host Di sconnect

TTY77: DSR was dropped :01: 04: 50

(tty77: Modem READY->(unknown :01:04: 50

TTY77: Async Int reset: Dropping DIR :01:04:51

Modem 2/ 12 M ca: PPP escape_nmap: Tx map = FFFFFFFF, Rx map = 0 :01: 04:51
As77 PPP: Authorization required :01:04:51

TTY77: dropping DTR, hanging up :01:04:51

(tty77: Modem HANGUP->(unknown : 01:04:51

TTY77: cl eanup pending. Del aying DTR :01: 04: 52

LI NK- 5- CHANGED: I nterface Async77, changed state to reset%:01: 04: 53
TTY77: cl eanup pending. Del ayi ng DTR :01: 04: 53

TTY77: cl eanup pending. Del aying DTR :01: 04: 54

TTY77: cl eanup pending. Del aying DTR :01: 04: 55

TTY77: no timer type O to destroy :01:04:56

TTY77: no timer type 1 to destroy :01:04:56

TTY77: no timer type 3 to destroy :01:04:56

TTY77: no timer type 4 to destroy :01:04:56

TTY77: no timer type 2 to destroy :01:04:56

Async77: all owi ng nodem process to conti nue hangup :01: 04: 56

TTY77: restoring DTR :01:04:56

LI NK- 3- UPDOMN: | nterface Async77, changed state to down% :01: 04: 58
As77 DDR: re-enable timeout :01:05:08

V110 plasiwl p3gall Juail 5,

Modem callback using default of MICA (modem dialing US robotics). suzanne# 01:06:21: |SDN ---!
Sel/0:15: RX <- SETUP pd = 8 callref = 0x6D73 01: 06: 21: Sendi ng Conpl ete 01: 06:21: Bearer

Capability i = 0x9090A3 01: 06:21: Channel IDi = 0OxA18387 01:06:21: Progress Ind i = 0x8183 -
Origination address is non-1SDN 01:06: 21: Calling Party Number i = OxAl, '6020', Plan:| SDN,
Type: National 01:06:21: Called Party Number i = 0x81, '214', Plan:|1SDN, Type: Unknown 01: 06: 21:
| SDN Sel/0:15: TX -> CALL_PRCC pd = 8 callref = OxED73 01:06: 21: Channel ID i = 0xA98387

01: 06: 21: |1 SDN Sel/0:15: TX -> ALERTING pd = 8 callref = OxED73 01:06:21: |SDN Sel/0:15: TX ->
CONNECT pd = 8 callref = OxED73 01:06:21: |SDN Sel/0:15: RX <- CONNECT_ACK pd = 8 callref =
0x6D73 01:06:21: |SDN Sel/0:15: CALL_PROGRESS: CALL_CONNECTED call id Ox1A, bchan 6, dsl 0
01:06: 21: Moddem 2/13 M ca: configured for Answer node, with Null signaling, O0xO tone detection.
01: 06: 21: Mbdem 2/ 13 Mca: in nodem state CALL _SETUP 01:06:22: Mdem 2/13 Mca: in nobdem state
CONNECT 01: 06: 26: Mbdem 2/13 Mca: in nodemstate LINK 01:06:27: 9% SDN-6- CONNECT: Interface
Serial 1/0:6 is now connected to 6020 01: 06: 34: Mbdem 2/ 13 Mca: in nodem state TRAI NUP 01: 06: 36:
Modem 2/13 M ca: in nodem state EC NEGOTI ATI NG 01: 06: 36: Mbdem 2/ 13 M ca: in nobdem state STEADY
01: 06: 36: Mbdem 2/ 13 M ca: CONNECT at 9600/ 9600 (Tx/Rx), V34+, LAPM None 01:06:37: TTY78: DSR
cane up 01:06:37: tty78: Mddem |DLE->(unknown) O01:06:37: TTY78: EXEC creation 01:06:37: TTY78:
set timer type 10, 30 seconds 01: 06:40: TTY78: Autoselect(2) sanple 7E 01:06:40: TTY78:

Aut osel ect (2) sample 7EFF 01: 06: 40: TTY78: Autosel ect(2) sanple 7EFF7D 01: 06:40: TTY78:

Aut osel ect (2) sanple 7EFF7D23 01: 06: 40: TTY78 Autosel ect cnd: ppp negotiate 01:06:40: TTY78:
EXEC creation 01:06:40: TTY78: create timer type 1, 600 seconds 01:06:40: TTY78: destroy timer
type 1 01:06:40: TTY78: no tiner type O to destroy 01:06:40: As78 DDR Dialer received inconing



call from <unknown> 01: 06: 42: %. NK- 3- UPDOMN: | nterface Async78, changed state to up 01: 06: 42:
As78 DDR: Dial er statechange to up 01:06:42: As78 DDR Dialer received inconmng call from
<unknown> 01: 06: 42: As78 PPP: Treating connection as a callin 01:06:42: As78 PPP: Authorization
requi red 01:06:43: Mddem 2/13 M ca: PPP escape_map: Tx map = FFFFFFFF, Rx map = 0 01: 06: 43: As78
PPP: Aut hori zation required 01: 06: 47: Mddem 2/ 13 Mca: PPP escape_map: Tx map = A0000, Rx map =
0 01:06:47: As78 MCB: Initialize 01:06:47: MCB: Flush 01:06:47: Mdem 2/13 M ca: Bad RX Frane:
control = OxEQ07, length = OxE, buffer = 0x3BC9014 01: 06:50: As78 PAP: | AUTHREQid 2 len 16
from "al ai nnod" 01: 06: 50: As78 PAP: Authenticating peer alainnod 01: 06: 50: As78 PPP: Sent PAP
LOGA N Request to AAA 01:06:50: As78 PPP: Received LOG N Response from AAA = PASS 01: 06: 50: As78
DDR: Renote nane for al ainnod 01: 06: 50: As78 DDR Aut henticated host al ainnod with no matching
dialer map 01:06:50: As78 PAP: O AUTH-ACK id 2 len 5 01:06:50: As78 MCB: Start 01:06:50: As78
MCB: User al ai nnod Cal | back Nunber - Cient ANY 01:06:50: As78 MCB: Newstate O-INT -> 2-

WAl T_RESPONSE 01: 06: 50: As78 MCB: O Request 1d 1 Callback Type Cient-Numdelay O 01:06:52: As78
MCB: Tineout in state WAI T_RESPONSE sendi ng new Request 2 01:06:52: As78 MCB: O Request Id 2

Cal | back Type Cient-Num delay O 01:06:54: As78 MCB: Tinmeout in state WAl T_RESPONSE sendi ng new
Request 3 01:06:54: As78 MCB: O Request Id 3 Callback Type Cdient-Numdelay 0 01: 06: 54: Async78
PPP: | MCB Response(2) id 1 len 17 01:06:54: Async78 MCB: | 2 1 0 11 2 DF 1 5A 44 54 20 36 30
32 30 0 01:06:54: As78 MCB: Received response 01: 06: 54: As78 MCB: Resp ignored. |D Expected 3,
got id 1 01:06:56: As78 MCB: Tineout in state WAI T_RESPONSE sendi ng new Request 4 01: 06: 56: As78
MCB: O Request 1d 4 Callback Type dient-Num delay 0 01: 06:56: Async78 PPP: | MCB Response(2) id
4 len 17 01:06:56: Async78 MCB: | 2 4 0 11 2 DF 1 5A 44 54 20 36 30 32 30 O 01:06:56: As78 MCB:
Recei ved response 01: 06: 56: As78 MCB: Response CBK-Client-Num 2 13 15, addr 1-ZDT 6020 01: 06: 56:
As78 MCB: O Ack Id 5 Call back Type dient-Num delay 15 01: 06: 56: As78 MCB: Negotiated MCB with
peer 01:06:56: As78 MCB: Newstate 2- WAl T_RESPONSE -> 3-WAI T_TERM NATE 01: 06: 56: As78 MCB: Peer
termnating the link 01:06:56: As78 MCB: Newstate 3-WAI T_TERM NATE -> 5-WAI T_LI NKDOAN 01: 06: 56:
As78 MCB: Link term nated by peer, Callback Needed 01: 06:56: As78 MCB: Newstate 5-WAI T_LI NKDOAN
-> 6- CALLI NG 01: 06: 56: As78 MCB: Initiate Callback for ~->0"iB@at ZDT 6020 using Async DDR

01: 06: 56: As78 DDR PPP cal | back Call back server starting to al ai nnod ZDT 6020 01: 06:56: As78
MCB: Dial er callback started 01:06:57: Mddem 2/13 Mca: in nodem state TERM NATI NG 01: 06: 57:
Modem 2/ 13 Mca: in nodemstate | DLE 01: 06:57: % SDN-6- DI SCONNECT: Interface Serial1/0:6

di sconnected from 6020, call lasted 36 seconds 01:06:57: |SDN Sel/0:15: TX -> DI SCONNECT pd = 8
callref = OxED73 01: 06:57: Cause i = 0x8090 - Normal call clearing 01:06:57: Mddem 2/13 M ca:

DI SCONNECT after 00:00: 35, due to reason (0x8220) EC rcvd DI SC frame. 01:06:57: TTY78: DSR was
dropped 01:06:57: tty78: Modem READY->(unknown) 01:06:57: |SDN Sel/0:15: RX <- RELEASE pd = 8
callref = Ox6D73 01:06:57: |1SDN Sel/0:15: TX -> RELEASE COWP pd = 8 callref = OxED73 01: 06: 58:
TTY78: dropping DTR, hanging up 01:06:58: TTY78: Async Int reset: Dropping DIR 01l: 06:58: tty78:
Modem HANGUP- >(unknown) 01: 06:59: TTY78: cl eanup pendi ng. Del aying DTR 01: 06: 59: Mdem 2/ 13

M ca: PPP escape_map: Tx map = FFFFFFFF, Rx map = 0 01: 06:59: As78 PPP: Authorization required
01:07: 00: 9%.I NK-5- CHANGED: Interface Async78, changed state to reset 01:07:00: TTY78: cl eanup
pendi ng. Del ayi ng DTR 01:07: 01: TTY78: cleanup pendi ng. Del aying DTR 01:07:02: TTY78: cleanup
pendi ng. Del aying DTR 01: 07: 03: TTY78: no timer type O to destroy 01:07:03: TTY78: no timer type
1 to destroy 01:07:03: TTY78: no tiner type 3 to destroy 01:07:03: TTY78: no timer type 4 to
destroy 01:07:03: TTY78: no tiner type 2 to destroy 01:07:03: Async78: allow ng nodem process to
conti nue hangup 01: 07:03: TTY78: restoring DTR 01:07:05: %] NK-3- UPDOM: I nterface Async78,
changed state to down 01:07:15: As78 DDR re-enable tineout !--- Callback start. 01:07:15: DDR
cal l back triggered by dialer_tiners 01:07:15: As78 DDR begi nning call back to al ai nnod ZDT 6020
01:07: 15: As78 DDR Attenpting to dial ZDT 6020 01:07:15: CHAT78: Attenpting async line dialer
script 01:07:15: CHAT78: Dialing using Moddem script: call back2gsm & System script: none

01:07: 15: CHAT78: process started 01:07:15: CHAT78: Asserting DIR 01: 07:15: CHAT78: Chat script
cal | back2gsm started 01: 07: 15: CHAT78: Sending string: AT&F 01:07:15: CHAT78: Expecting string:
OK 01:07: 15: CHAT78: Conpl eted match for expect: OK 01:07:15: CHAT78: Sending string: ATS29=8
01: 07: 15: CHAT78: Expecting string: OK 01:07:15: CHAT78: Conpleted match for expect: OK !--- The
user entered "ZDT 6020". This is what we send: 01:07:15: CHAT78: Sending string: AT \T<zZDT 6020>
01:07: 15: CHAT78: Expecting string: CONNECT 01:07:15: Mddem 2/13 Mca: configured for Originate
mode, with Null signaling, Ox1 tone detection. 01:07:15: Mddem 2/13 M ca: received dialstring
6020 01:07:15: |SDN Sel/0:15: TX -> SETUP pd = 8 callref = Ox000F 01:07:15: Bearer Capability i

= O0x9090A3 01:07: 15: Channel ID i = 0xA9839F 01:07:15: Called Party Nunber i = 0x81, '6020',
Pl an: | SDN, Type: Unknown 01: 07:15: | SDN Sel/0:15: RX <- CALL_PRCC pd = 8 callref = 0x800F
01: 07: 15: Channel ID i = 0xA9839F 01:07:15: |SDN Sel/0:15: RX <- ALERTING pd = 8 callref =

O0x800F 01:07:15: Moddem 2/13 Mca: in nodem state CALL_SETUP 01:07: 16: Mdem 2/13 M ca: Detected
Dial tone 01:07:17: |1SDN Sel/0:15: RX <- CONNECT pd = 8 callref = Ox800F 01:07:17: Progress Ind
i = O0x8182 - Destination address is non-1SDN 01:07:17: Connected Number i = 0xA136303230
01:07:17: 1SDN Sel/0:15: TX -> CONNECT_ACK pd = 8 callref = OxO000F 01:07:17: Mddem 2/13 Mca: in
nmodem st ate CONNECT 01: 07:19: Mbdem 2/13 Mca: in nmodem state LINK 01: 07: 23: % SDN- 6- CONNECT:



Interface Serial 1/0:30 is now connected to 6020 01:07:26: Mdem 2/13 Mca: in nodem state

TRAI NUP 01: 07: 28: Mbdem 2/ 13 Mca: in nmobdem state EC NEGOTI ATI NG 01: 07: 28: M
nodem st ate STEADY 01: 07: 28: CHAT78: Conpl eted match for expect: CONNECT
Sending string: \c 01:07:28: CHAT78: Chat script call back2gsm fini shed,
01:07:28: TTY78: no timer type 1 to destroy 01:07:28: TTY78: no tiner type O to destroy
01: 07: 28: Modem 2/ 13 M ca: CONNECT at 33600/31200 (Tx/Rx), V34+, LAPM None 01
Treating connection as a callout 01:07:28: Mdem 2/13 Mca: PPP escape_map: Tx map = FFFFFFFF,
Rx map = 0 01: 07:28: As78 PPP: Authorization required 01: 07:28: %.1 NK- 3-

Async78,

Copyi ng M5 cal | back dial string ZDT 6020 to ddb 01:07:28: DDR Freeing call bac
6020 01:07:28: As78 DDR: Dialer call has been placed 01:07:29: Mdem 2/13 M ca
Tx map = A0000, Rx map = 0 01:07:29: As78 MCB: Initialize 01:07:29: As78 PAP. | AUTHREQid 1

len 16 from "al ai nnod"
PAP LOd N Request to AAA 01:07:

01:07:29: As78 PAP: Authenticating peer alainnod 01:07:2

As78 DDR. Renpte nane for al ainnbd 01:07:29: As78 DDR: Aut henticated host
mat chi ng dial er map 01: 07:29: As78 PAP: O AUTHACK id 1 len 5 01:07: 29:

pr ot ocol

up 01:07:29:

%1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Async78,
up suza

Codes: C - connected, S - static, | - IGRP, R- RIP, M
D- BEIGRP, EX - EIGRP external, O - OSPF, |A

dem 2/ 13 Mca: in
01:07: 28: CHAT78:
status = Success

:07:28: As78 PPP:

UPDOWN: | nterface

changed state to up 01:07:28: As78 DDR Dialer statechange to up 01:07:28: As78 DDR:

k to al ai nnod ZDT
. PPP escape_map:

9: As78 PPP: Sent

29: As78 PPP: Received LOG N Response from AAA = PASS 01: 07: 29:

al ai nmod with no
As78 DDR: dial er
changed state to
nne#show ip route
- mobile, B - BGP
- OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF externa
i - 1S1S L1 - 1S ISlevel-1, L2 - I1S-ISlevel-2, ia -
candi date default, U - per-user static r

P - periodic downlo

Gateway of last resort is 172.17.243.1 t

is subnetted, 1 subn

C 172.17.243.0 is directly conne

is variably subnetted, 2 subnets, 2 ma

C 172.31.1.19/32 is directly c

C 172.31.0.0/16 is directly c

S* 0.0.0.0/0 [1/0]

| type 2, E - EGP

IS 1S inter area
oute, o - OCDR - *
aded static route
o network 0.0.0.0
ets 172.17.0.0/ 24
cted, Ethernet0/0
sks 172.31.0.0/16
onnect ed, Async78
onnected, Dialerl

via 172.17.243.1

suzanne#ping 172.31.1.19

. Type escape

sequence to abort

: Sending 5, 100-byte | CMP Echos to 172.31.1.19, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max

= 356/ 372/ 396 ns

#suzanne

Modem 2/ 13 M ca: in nmodem state TERM NATI NG : 01: 08: 08

Modem 2/ 13 M ca: in nodemstate |DLE :01:08:08
(Modem 2/ 13 M ca: DI SCONNECT after 00:00:51, due to reason (0x8220 :01:08:08
.EC rcvd DI SC frane

SDN- 6- DI SCONNECT: I nterface Serial 1/0: 30 di sconnected fro

cal |
| SDN Sel/0:15: TX -> DI SCONNECT pd = 8 callref =

Cause i = 0x8090 - Normal call c

| SDN Sel/0:15: RX <- RELEASE pd = 8 callref =

| SDN Sel/0:15: TX -> RELEASE COW pd = 8 callref =
TTY78: DSR was

(tty78: Modem READY->(

m 6020% : 01: 08: 08
| asted 51 seconds
0x000F :01:08:08
| earing :01:08:08
0x800F :01:08:08
0x000F :01:08:08
dropped :01: 08: 09
unknown :01:08: 09

, LI NEPROTO 5- UPDOMN: Line protocol on Interface Async78% :01: 08: 09

chan

TTY78: dropping DTR, han

TTY78: Async Int reset: Dropp

(tty78: Modem HANGUP- >(

Modem 2/ 13 M ca: PPP escape_nmap: Tx map = FFFFFFFF, Rx
As78 PPP: Authorizationr

TTY78: cl eanup pendi ng. Del ay

LI NK- 5- CHANGED: | nterface Async78, changed state to
TTY78: cl eanup pendi ng. Del ay

TTY78: cl eanup pendi ng. Del ay

ged state to down
ging up :01:08:10
ing DTR :01:08:10
unknown :01:08: 10
map = 0 :01:08:10
equired :01:08: 10
ing DTR :01:08: 11

reset % :01: 08: 12
ing DTR :01:08:12
ing DTR :01:08:13



TTY78: cl eanup pending. Del aying DTR :01: 08: 14

TTY78: no timer type O to destroy :01:08:15

TTY78: no timer type 1 to destroy :01:08:15

TTY78: no timer type 3 to destroy :01:08:15

TTY78: no timer type 4 to destroy :01:08:15

TTY78: no timer type 2 to destroy :01:08:15

Async78: al |l owi ng nodem process to conti nue hangup :01:08: 15
TTY78: restoring DTR :01:08: 15

LI NK- 3- UPDOMN: | nterface Async78, changed state to down% :01: 08: 17
As78 DDR: re-enable timeout :01:08:27

V.110 plaziwl ISDN Jlail >,

Receive call. suzanne# 01:09:00: |SDN Sel/0:15: RX <- SETUP pd = 8 callref = Ox6F28 ---!

01: 09: 00: Sendi ng Conpl ete 01: 09: 00: Bearer Capability i = 0x8890 01:09:00: Channel IDi =
0xA18388 01:09:00: Calling Party Nunmber i = OxAl, '6136', Plan:ISDN, Type: National 01:09: 00:
Called Party Number i = 0x81, '214', Plan:1SDN, Type: Unknown 01:09: 00: 9%. NK- 3- UPDOMN: | nterface
Serial 1/0: 7, changed state to up 01:09:00: |SDN Sel/0:15: TX -> CALL_PROC pd = 8 callref =
OxEF28 01:09: 00: Channel 1D i = 0xA98388 01:09:00: |SDN Sel/0:15: TX -> CONNECT pd 8 callref =
OxEF28 01:09: 00: Channel IDi = 0xA98388 01:09:00: Sel/0:7 PPP: Treating connection as a callin
01:09: 00: Sel/0:7 PPP: Authorization required 01:09:00: |SDN Sel/0:15: RX <- CONNECT_ACK pd = 8
callref = Ox6F28 01:09:00: |SDN Sel/0:15: CALL PROGRESS: CALL_CONNECTED call id 0x1B, bchan 7,
dsl 0 01:09:01: Sel/0:7 PPP: Authorization required 01:09:01: Sel/0:7 MCB: Initialize 01:09:01:
Sel/0:7 CHAP: O CHALLENGE id 1 len 28 from "suzanne" 01:09:01: Sel/0:7 CHAP: | RESPONSE id 1 len
30 from "al ai ni sdn" 01: 09: 01: Sel/0:7 PPP: Sent CHAP LOd N Request to AAA 01:09: 01: Sel/0:7 PPP:
Recei ved LOG N Response from AAA = PASS 01:09: 01: Sel/0:7 DDR Renpte name for al ainisdn

01: 09: 01: Sel/0:7 CHAP: O SUCCESS id 1 len 4 01:09:01: Sel/0:7 DDR PPP call back Cal | back server
starting to al ai nisdn 6136 01: 09: 01: Sel/0:7 DDR disconnecting call 01:09:01: 9% SDN- 6- CONNECT:
Interface Serial1/0:7 is now connected to 6136 al ai ni sdn 01:09: 01: |SDN Sel/0:15: TX ->

DI SCONNECT pd = 8 callref = OxEF28 01:09:01: Cause i = 0x8090 - Normal call clearing 01:09:01:

| SDN Sel/0:15: RX <- RELEASE pd = 8 callref = Ox6F28 01:09:01: 9%. NK-3- UPDOMN: Interface

Serial 1/0:7, changed state to down 01:09:01: |SDN Sel/0:15: TX -> RELEASE COW pd = 8 callref =
OxEF28 01:09: 01: Sel/0:7 DDR disconnecting call 01:09:02: |1SDN Sel/0:15: RX <- SETUP pd = 8

callref = Ox70DF 01: 09: 02: Sending Conpl ete 01:09:02: Bearer Capability i = 0x8890 01:09: 02:
Channel IDi = 0xA18389 01:09:02: Calling Party Number i = OxAl, '6136', Pl an:| SDN,

Type: National 01:09:02: Called Party Number i = 0x81, '214', Plan:|1SDN, Type: Unknown 01:09: 02:
% 1 NK- 3- UPDOMN: I nterface Serial 1/0:8, changed state to up 01:09:02: |SDN Sel/0:15: TX ->
CALL_PROC pd = 8 callref = OxFODF 01:09:02: Channel IDi = 0xA98389 01:09:02: |SDN Sel/0:15: TX
-> CONNECT pd = 8 callref = OxFODF 01:09: 02: Channel 1D i = 0xA98389 01:09:02: Sel/0:8 PPP:

Treating connection as a callin 01:09:02: Sel/0:8 PPP: Authorization required 01:09:02: | SDN
Sel/0:15: RX <- CONNECT_ACK pd = 8 callref = Ox70DF 01:09:02: |SDN Sel/0:15: CALL_PROGRESS:
CALL_CONNECTED call id 0x1C, bchan 8, dsl 0 01:09:02: Sel/0:8 PPP: Authorization required

01: 09: 03: Sel/0:8 MCB: Initialize 01:09:03: Sel/0:8 CHAP: O CHALLENGE id 1 len 28 from "suzanne"
01: 09: 03: Sel/0:8 CHAP: | RESPONSE id 1 len 30 from "al ai ni sdn" 01:09:03: Sel/0:8 PPP: Sent CHAP
LOG N Request to AAA 01:09:03: Sel/0:8 PPP: Received LOG N Response from AAA = PASS 01: 09: 03:
Sel/0: 8 DDR: Renpte name for alainisdn 01:09:03: Sel/0:8 CHAP: O SUCCESS id 1 len 4 01:09:03:
Sel/0:8 DDR cal |l back to al ai nisdn already started 01:09:03: Sel/0:8 DDR disconnecting call

01: 09: 03: % SDN-6- CONNECT: Interface Serial1/0:8 is now connected to 6136 al ai ni sdn 01:09: 03:

| SDN Sel/0:15: TX -> DI SCONNECT pd = 8 callref = OxFODF 01:09:03: Cause i = 0x8090 - Normal call
clearing 01:09:03: |SDN Sel/0:15: RX <- RELEASE pd = 8 callref = Ox70DF 01:09: 03: 9% NK- 3-
UPDOMWN: I nterface Serial 1/0:8, changed state to down 01:09:03: |SDN Sel/0:15: TX -> RELEASE COWP
pd = 8 callref = OxFODF 01:09:03: Sel/0:8 DDR disconnecting call !--- Callback Start 01:09:16:
DDR: Call back timer expired 01:09:16: Di1 DDR beginning call back to alainisdn 6136 01: 09: 16:
Sel/0: 15 DDR: rotor dialout [priority] 01:09:16: Sel/0:15 DDR Attenpting to dial 6136 01:09: 16:
| SDN Sel/0:15: TX -> SETUP pd = 8 callref = 0x0010 01:09: 16: Bearer Capability i = 0x8890

01:09: 16: Channel ID i = OxA9839F 01:09:16: Called Party Number i = 0x81, '6136', Plan:| SDN,
Type: Unknown 01:09: 16: | SDN Sel/0:15: RX <- CALL_PROC pd = 8 callref = 0x8010 01:09: 16: Channel
IDi = OxA9839F 01:09:16: |SDN Sel/0:15: RX <- ALERTING pd = 8 callref = 0x8010 01:09: 16: |SDN
Sel/0:15: RX <- CONNECT pd = 8 callref = 0x8010 01:09:16: Connected Number i = 0xA136313336
01:09: 16: 9%.I NK-3- UPDOMN: I nterface Serial 1/0:30, changed state to up 01:09:16: DDR Freeing

cal I back to al ai ni sdn 6136 01: 09: 16: | SDN Sel/0: 15: TX -> CONNECT_ACK pd = 8 callref = 0x0010
01: 09: 16: Sel/0:30 PPP: Treating connection as a callout 01:09:16: Sel/0:30 PPP: Authorization



requi red 01:09:16: Sel/0:30 MCB: Initialize 01:09:16: Sel/0:30 CHAP: | CHALLENGE id 7 len 30
from "al ai ni sdn" 01:09: 16: Sel/0:30 PPP: Sent CHAP SENDAUTH Request to AAA 01:09:16: Sel/0:30
PPP: Recei ved SENDAUTH Response from AAA = PASS 01:09: 16: Sel/0:30 CHAP: O RESPONSE id 7 len 28
from"suzanne" 01:09:16: Sel/0:30 CHAP: | SUCCESS id 7 len 4 01:09:16: Sel/0:30 PPP. Sent LCP
AUTHOR Request to AAA 01:09:16: Sel/0:30 PPP: Sent |PCP AUTHOR Request to AAA 01:09:16: Sel/0:30
LCP: Recei ved AAA AUTHOR Response = PASS 01:09:16: Sel/0: 30 | PCP: Recei ved AAA AUTHOR Response =
PASS 01: 09: 16: Sel/0: 30 DDR dial er protocol up 01:09:17: 9%. NEPROTO 5- UPDOAN: Li ne protocol on
Interface Serial 1/0:30, changed state to up 01:09: 22: 9% SDN- 6- CONNECT: Interface Serial1/0:30 is
now connected to 6136 al ai ni sdn suzanne# suzanne#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP

D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS1S L1 - IS I1Slevel-1, L2 - IS-ISlevel-2, ia- IS ISinter area

candi date default, U - per-user static route, o - ODR - *

P - periodic downl oaded static route

Gateway of last resort is 172.17.243.1 to network 0.0.0.0

is subnetted, 1 subnets 172.17.0.0/24
C 172.17.243.0 is directly connected, Ethernet0/0
is variably subnetted, 2 subnets, 2 masks 172.31.0.0/16
C 172.31.1.2/32 is directly connected, Dialerl
C 172.31.0.0/16 is directly connected, Dialerl
S* 0.0.0.0/0 [1/0] via 172.17.243.1

suzanne#ping 172.31.1.2

. Type escape sequence to abort

:Sending 5, 100-byte |ICMP Echos to 172.31.1.2, timeout is 2 seconds
Success rate is 100 percent (5/5), round-trip nin/avg/ max = 32/34/36 ns
#suzanne
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