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luuule 592 pdlose
luuble CSR zoso

ol ool 1, juel>o

|, wod, @l 1Jizble gl ol>ol
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lJp 9500

S9uog 03l ldpuwows Js9ss wdasu Iduwelss 1Jpesdes J "eize IJouersd" (CA) sldezdd
puol gJs Ebp "wolws bbyo 9blys gpdsle wlws IUleuoldle IJuosessé (CVP) po Cisco.

IJecbdule IUIlguluss

op wdosu gbp "poze IJuvoble" IJpuwews [Js Microsoft Windows pwo 8l puwo 8l
IJpobdolo

CisCO $9,2S i Swdlds oo )96 pu IJ PKI Luse iuuluugsé.

lJedsule IJpuwegspd

ouwowd Idpedypele 1Jglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jebss Ideldss:
CVP. IJ]ussl, 11.0

uble lJouvgsd Windows 2012 R2 Server



0sis6 wol>é Windows 2012 R2

op logvle IJrog.J_9,o|o IJ_9IJ>6 IS o3l IJpwews pu Uiao)é 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu CPSE |.JICOJO |.Jf0uuua)|00 k9._S o5l I.Jrouuuu) uu'J_SgSu forouuja (ldu)luDgS) l)l \.Jluu
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lJodosu

Blisps p)lze 1Uole,

more c:\Cisco\CVP\conf\security.properties
cd c:\Cisco\CVP\conf\security

-list
-list | findstr Priv

o of
AoA
o o
of of

o°
"
o
o°

-list -v -alias oamp_certificate

o°
"
o
o°

-genkeypair -alias oamp_certificate -v -keysize 2048 -keyalg RSA

o°
"
o
o°

-import -v -trustcacerts -alias oamp_ certificate -file oamp.p7b

lole gpdso uuwe leoslbs

loedd 1Js 1Jpzds ¢\Cisco\CVP\confisecurity ol ved JJ Idpdble. I3l Jp sgpd 9009 OAMP
lJs 1J9sw: Sluwowsd Idpdule IJos e logildel prsel wldeduile Ios op IJzuo9d sdsol
ou ldouwes IJlzoslbss.

louvle CSR

w288 p0 IJps pi9y 1lelo.

more c:\Cisco\CVP\conf\security.properties
Security.keystorePW = fcl@2zfe*Ufe2J, .0uMS~tF

luedd lJs pzd> €:\Cisco\CVP\confisecurity.

cd c:\Cisco\CVP\conf\security

pdlebd: Os 030 1Jp8lJs: swp lgwesle pogs) wsissé Windows Jzed 9l IJI>gle
IJlu.ulu.ugSO IL9UDJ udu;.s_) sldu_) @|uJ§o JJ&J'QO ,_9uJ |u0|k_90 ||p_) Ihlo Pdult&Os uld)
ol IJpogs) posl.

1. logble pogs) p9ldw.

set kt=c:\Cisco\CVP\jre\bin\keytool.exe -storepass fc]l@2zfe*Ufe2J, .0uM$fF -storetype JCEKS -
keystore .keystore

bed Iies Juppl wosss Idpeés,. bed Jdps 1,9, IJuozszs.

echo %kt%
c:\Cisco\CVP\jre\bin\keytool.exe -storepass fc]@2zfe*Ufe2J, .0uMSfF -storetype JCEKS -keystore



.keystore

o IJuvoble

ud Iduvoble ldpowws gldsl B pgiu ldpvdlose.

%kt% -list

odpse: Bl Jouo o8 vpuwsu Slspod spdud wessd I.Ji,o) Jerue Iduweble 1Je99g0
slosl Wb,

%kt% -list | findstr Priv

vxml_certificate, May 27, 2016, PrivateKeyEntry, oamp_certificate, May 27, 2016,
PrivateKeyEntry, wsm_certificate, May 27, 2016, PrivateKeyEntry, callserver_certificate, May 27,
2016, PrivateKeyEntry,

IJozdd pu pedsple lgsels OAMP 1Je96¢e Slosl.

%kt% -printcert -file oamp.crt

Owner: CN=CVP1l1l, OU=TAC, O=Cisco, L=Krakow, ST=Malopolskie, C=PL Issuer: CN=CVP1ll, OU=TAC,
O=Cisco, L=Krakow, ST=Malopolskie, C=PL Serial number: 3f44f086 Valid from: Fri May 27 08:13:38
CEST 2016 until: Mon May 25 08:13:38 CEST 2026 Certificate fingerprints: MD5:
58:F5:D3:18:46:FE:9A:8C:14:EA:73:0F:5F:12:E7:43 SHAl:
51:7F:E7:FF:25:B6:B8:02:CD:18:84:E7:50:9E:F2:ED:B1:9E:78:40 Signature algorithm name:
SHAlwithRSA Version: 3

LilJs Lwolss OAMP IJe92956

Jlouble 392 plose 238 Sp wLilds Idbolss 1Je9e9rs wldwed.

%kt% -delete -alias oamp_certificate
logble j9z pSlose

Sp woubgsd o3l 1dle, Jlugile joz pdlose 22s> Jdluve IJpuweel veze ldpBcle Idpe.

%kt% -genkeypair -alias oamp_certificate -v -keysize 2048 -keyalg RSA

What is your first and last name?

[Unknown] : cvpll.allevich.local

What is the name of your organizational unit?
[Unknown] : TAC

What is the name of your organization?

[Unknown] : Cisco

What is the name of your City or Locality?
[Unknown] : Krakow

What is the name of your State or Province?
[Unknown] : Malopolskie

What is the two-letter country code for this unit?
[Unknown] : PL

Is CN=cvpll, OU=TAC, O=Cisco, L=Krakow, ST=Malopolskie, C=PL correct?
[no] : yes

Generating 2,048 bit RSA key pair and self-signed certificate (SHA256withRSA)
with a validity of 90 days for: CN=cvpll, OU=TAC, O=Cisco, L=Krakow, ST=Malopolskie, C=PL



(RETURN if same as keystore password) :
[Storing .keystore]

w2dd pu lugsle sz IJpdlose.

c:\Cisco\CVP\conf\security>dir | findstr oamp.key

05/27/2016 08:13 AM 1,724 oamp.key

elds o beld IUluwe 1Jisd 9luwe IUglsds Jglse OAMP. sz o s9dso Iluwe Blod! JJzd 1Js
£uslu IP. Gusbo, o3l 1Jlwe B 28J CN JJduuolss.

Jouble CSR 2a8>

Se woubgsd o3l IUiey Jlogsle bde iohs Ilaue IJeuvagly sedlbo B s (eJs pwwsd
lJpeold: oamp.csr).

%kt% -certreq -alias oamp_certificate -file oamp.csr

wedd pu louvle CSR wugle.

dir oamp.csr
08/25/2016 08:13 AM 1,136 ocamp.csr

Ip wluosb [dubelss gds 1Upsee IJpuord

JJeuesd eds Iduvolse gwezolz IJs "eoze uvoble" wpe wdsuo wldded.
Ioo URL IJpzss B puws s uo

http://<CA IP address>/certsrv

Sp 23 gvols IUbdy sbdy [Jubolys IJpo@p.

more oamp.cCcsr

MIIC/TCCAeUCAQAwWgYcxIzAhBgkghkiGO9w0BCQEWFGFkbWluQGFsbGV2aWNoLmxvY2FsMQswCQYD
VOQGEWJQTDEUMBIGA1UECBMLTWF sb3BvbHNraWUxDzANBgNVBACTBktyYWtvdzEOMAWGA1UEChMFE
021zY28xDDAKBgNVBASTAIRBQzEOMAWGA1UEAXMFQ1ZOMTEwggE1MAOGCSQGSIb3DQEBAQUAALIB
DwAWggEKAOIBAQCVQEGMIPmzimgQA6zclmbiWnkzAj3PvGKe9QgORELfOnHpLg+ddx66060Gr6TTbl
BrgI8UeN1JDfuQj/mdHZvKsSgRVIAWASCtGRzjbOeNXPMCGOtk0O0b9643M8DY0QILQ/+PxdzYGhie
CxnhQURCAIsViphV4yxUVJ4QcLkzkbM9T8DS0JSJATI4gY+t031i0xxDTex1aTQlxkRYDba8JwzVHL
TkVwt SRK23qIzJuBPZwpXMZc8RDk f fBurrVXhFb8y1lvR/Q7cAzHPgpPLUK6EKmwpOKv8CRoWm1 3xA
EgRA39szkZfbawRzddTgw8hM/2cLSoUKxONMFY5dXzIszQEY1K5XAgMBAAGOMDAUBgkghkiG9w0B
CQ4xITAfMBOGA1UdADgQWBBRe8ul0Cd1HckIm9ViD3ZL/uXhgGzANBgkghkiGO9w0BAQsFAAOCAQEA
c48VD1d/BIMaOXwxz5riT1BCijxzLIMTNzv3W00K7ehtmYVTTaRCXLZ/s0X5ws807kwnOaZeIpRzd
1GvumS+dugun/2Q00rp+B44gRvgp9KUTvv5C6Y0oBs1mdH2xp9yaQpgzLBJuKRgl8yIzY¥YnIvoVuPx
racGSkyxKzxvrvx0X2qvxoVqg71lbf43Aps4+G85CP3GWhIBQ+TtIKKxgZ /C64ThZgT9HtDIzbL3g0
U8bP1F6JNjztzjmuGEdgsNfOfAjpPsfShQl1004gIMBi7hBQuSAWNBEBl1xaAlYumD09+R/BK2KEMv
Iy4CdsEfWlmiBb541TIEYzwOh7 tpRZkjOqyVMQ==

lowg pee9s CSR Llddled 9duo o B IUSlsed IJpuluws. 233 e 9w JBIdw Juolss 9
Base 64 |Jpo i 9)6. &p 109, eJs wuisd uvdunds IJboble.

Sedoud ooy Iduiebs ldos we lugulyel pu Sod ldesze Idpuosd 9ehe IJosw wuvdd B
9 coisd uudunds Jleds. B o3l lJpeld. sop luvedsle sl Iduwduuds 1JIleJs.



luvosb Idgvoelsé IJos op lugbldel woluwbe IJpze IUpuo38

Ip wodwse Idgiuobs pu IJpduw.

%kt% -import -v -trustcacerts -alias oamp_certificate -file oamp.p7b

Jobousg yuolss g38360 9p wlgbé wuvgsd 306 IJuuv)y gds Uvwds 9suw IJgldpss 9 Eple
Cisco CVP OPSConsoleServer.

IJozdd pu lduogs
lwegse 03l IS Joldss gpd Iodsso wubdd Lozse.

Igvod bo)588 JJoz 8 os wuwesd 1U>gsd 1Js Ebe 95w CVP OAMP. szu 1Jl czued edis
Juwldd wrds) Uwolsd Es) p989§ wol.

b)s88 13,8 05 1Jezdd pu vol>é OAMP 1Jpuegspes pe 03l 1Jie,.

%kt% -list -v -alias oamp_certificate

Alias name: oamp_certificate

Creation date: Oct 20, 2016

Entry type: PrivateKeyEntry

Certificate chain length: 2

Certificate[l]:

Owner: CN=cvpll.allevich.local, OU=TAC, O=Cisco, L=Krakow, ST=Malopolskie, C=PL
Issuer: CN=podl-POD1AD-CA, DC=podl, DC=ccemea, DC=tac

Serial number: 130c0db6000000000017

Valid from: Thu Oct 20 12:48:08 CEST 2016 until: Sat Oct 20 12:48:08 CEST 2018
Certificate fingerprints:

MD5: BA:E8:FA:05:45:07:D0:3C:C8:81:1C:34:3D:21:AF:AC

SHAl: 30:04:F2:EE:37:22:9D:8D:27:8F:54:D2:BA:D4:0F:33:74:34:87:D8

Signature algorithm name: SHAlwithRSA

Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.20.2 Criticality=false
0000: 1E 12 00 57 00 65 00 62 00 53 00 65 00 72 00 76 ...W.e.b.S.e.r.v
0010: 00 65 00 72 .e.r

#2: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=podl-POD1AD-CA,CN=AIA,
1

1

#3: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: 9B 33 47 9E 76 DB F3 92 B2 F8 F9 86 3A 59 BA DE .3G.V.......:Y..
0010: C5 0B E5 E4

1

1



#4: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [

[DistributionPoint:

[URIName: ldap:///CN=podl-POD1AD-CA,CN=POD1AD,CN=CDP]
11

#5: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

]

#6: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_Encipherment

1

#7: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: CD FC 95 D1 60 44 9A 34 A9 EE OE 3F C7 F5 5D 3C .... D.4...?..1<
0010: 46 DF 47 D9 F.G.

1

1

Certificatel[2]:

Owner: CN=podl-POD1AD-CA, DC=podl, DC=ccemea, DC=tac

Issuer: CN=podl-POD1AD-CA, DC=podl, DC=ccemea, DC=tac

Serial number: 305dbal3eOdef8bd74fefeb92f54acd

Valid from: Thu Sep 08 18:06:37 CEST 2016 until: Wed Sep 08 18:16:36 CEST 2021
Certificate fingerprints:

MD5: 50:04:5F:89:CA:7C:D6:71:82:10:C3:04:57:78:AB:AE

SHAl: A6:3B:07:29:AF:3A:07:73:9D:9B:4F:88:B5:A8:17:AC:0A:6D:C3:0D

Signature algorithm name: SHAIlwithRSA

Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647

1

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign

1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 9B 33 47 9E 76 DB F3 92 B2 F8 F9 86 3A 59 BA DE .3G.V.......:Y..
0010: C5 OB E5 E4

1

1
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