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2| Accaloration ] Local Traffic (LTM) # | rvomnal Eg Liconsed [} BB4
47 Access [ Applieation Security (ASM) Noe F Licansed 20 1482z
" Nono Nty 2 416
So - | M Fraud Protection Sarvice (FPS)
Bl Global Traffic (DNS) Nono E Licanssd 48
2 Netwark
Bl Link Controber (LC) Nono Ei Unlicorsod 0 148
[£¥) System o e T ¥ Liconsed 12 a4
Configumion B Application Visisiity and Reperting (AVR) Nooa Eg Uconsed ® 5
File Management — = =
Policy Enforcamant Nooa hoerrmed
Cartbcais Management M Fokey Lt
Disk Management Bl Advanced Frowall (A7M} Nono ¥ Licensed i 143
‘Software Managamant [l Application Acceleration Manager (AN nona 5 Liconsed 32 2080
Do Bl Secure Web Galeway (SWG) Nono i Unlicorrsod 24 4096
Resourcn Provisionin 9 :
Bl iRules Language Extonsions (IRusosLX) Mesn ¥ Liconsed ] 748
Piatform
High Avadability [l URLDB Minimal (URLDB) Nore Ei Unicensed £ 2048
Hactives Bl ©OOS Prolectian (DOS) Nora Unliconsed 20 1850

e Foven | _Submit


https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-ve-setup-vmware-esxi-13-0-0.html

Jo ->VLANs

Mebtwork » VLAMs : VLAN List » ecxtarnal
- Pm Layear Forwarding Table

=1 Wizards Marme edermal
Partition / Path Common
DNS [
@ Dascription |
ﬁ 55L Orchestrator Tag 4083
_I-’fjﬁ Local Traffic Resources

Interface:( 1.2 &

* Tagging: | Select.. |

( 3 Acceleration _Add |
Interfaces 1.1 (untapged)
Iﬁ Access

£ Device Management

@ Hetwork

Interfacas

_Edit | Delete |

Configuration: [_BHE =
Source Chack
MTU 1500

Roulies

Self IPs

Auto Last | Default 2
Packet Filters 22 L )

Trunks sFlow

Tunnels Polling Interval [ Default 2| Default Vialug: 10 seconds
Roufa Damains

Sampling Rate [ Default 2| Default Value: 2048 packets
WLANS |

Service Policies Update | Cancel | Deiste |
Natwark Security

Class of Service

ARP

IPsac
wCCe
DMS Resolvers

Rata Shaping

[£%] System

- Op vluuble b¢ld 2385 J IP sop luwegsleo Jpg)rd 1P weo Idgbeds ->golsy IP 1Uslogé



Network » SelfIPs » 10.78.93.61

Configuration

Name 10.78.93.61
Partition / Path Common
IP Address 10.78.93.61
Netmask 255.255.255.0
VLAN / Tunnel | extemal 4
Port Lockdown [ Allow Default n J

|| Inherit traffic group from current partition / path
Traffic Group .

[ traffic-group-local-only (non-floating) ¢]

Service Policy

Update | Cancel | Delete |

- logile pdVd gy weo Access ->pJud og)sluog ->pdUle og s Iy osJ



General Properties

Partition / Path

Prafile Type
Profile Scope

Settings

Inaciivity Timecut
Access Policy Timeout
Maximum Session Timeout
WMMFBJM

Maximurm Authentication Failure
Delay

Max Concurrent Lisars

Max Sessions Per User

Max In Progress Sessions Per
Client IP

Restrict 1o Single Client 1P

Use HTTP Status 503 for Error
Fages

128

Configurations

Lagout URI Include

Logout URI Timeout
Microsoft Exchange

User [dentification Methad

OAwth Profile ﬂ

URI

5

Naone N
Mona &

Language Settings

Additional Languages

|

[ Afar (aa)

Faciory Buillin Languages

English (en)

- logwle gbpe blo,s

Japanase (ja)
Chinese (Simplifiad) (zh-cn)
Chinese (Traditional) (zh-tw)
Koraan (ko)
[=<| |spanish (es)
| French (fr)



General Properties

Name

Partition / Path
Description

Type

Source Address
Destination Address/Mask

Service Port

Availability
Syncookie Status

State

Notify Status to Virtual Address

Idp_Test
Common

Standard

“r

0.0.0.0/0

10.78.93.62

443 HTTPS a

[

[@ Unknown (Enabled) - The children pool member(s) either don't have service checking enabled, or service check results are not available yet

Off

Configuration:




Selected Avallabla
(IComman ICommon
clinias| = dligntssl-nsecung-compatibhs
SSL Profile (Client) B | e aa
i‘ cryplo-server-default-cliantssl
splitsession-default-clientss!
Selechied HAvailable
(ICommon ICommon
s servarss| o apm-default-sarsarssl
g9t Frote _I crypto-client-default-serverssl
32| | pecip-default-serverss!
servarssl-insacure-compatible
SMTPS Profile  Neme 4]
Clent LDAP Profile Nona &
Sarver LDAP Profile | None 5
SMTP Profile _ None 3
VLAN and Tunnel Traffic AllVLANs and Tunnels g]
Source Address Translation "None &
Content Rewrite
Rewrite Profile 4| None 8
HTML Profile " Nona 4]
Access Palicy
Access Profile prefileLDAP -
Connectivity Profile :-I Mong & |
Per-Requost Policy " None &)
VDI Profile None &
Application Tunmids (Java & Per-
OAM Support | Enabled
PingAccess Prafile [ None #)
Acceleration
Rate Class " None 4|
OnaConnact Profile Mona &
NTLM Cenn Pool | None ¢
HTTP Compression Profile " None 3]
Wab Acceleration Profila Nona :
HTTR/Z Profile " None &)
_Update | Delete |

- luolwe ol osd Active Directory (AD) o Access ->ldpeol> 96 -> Active Directory



Accass » Authentication » adfs

7 -~ Properties Groups

General Properties
Mamea adfs
Partition / Path Common
Type Active Directory
Configuration
Domain Mame cisco.com
Server Connection s Use Pool  Direct
Domain Controller Pool Mame ICommon/pool
IP Addrass:
Haostname:
_ Add |
10.78.93.153 | adfssarver.cisco.com
Domain Controllers
Edit | Delete |
Server Pool Monitor | none D
Admin Name Administrator
A_dmin P'H'Emd [RETTERETTY
Verify Admin Password sraseraias
Group Cache Lifetime 30 Days _Clear Cache |
Password Security Object Cache
Lifetimea 30 Days Clear Cache |
Kerberos Preauthentication |
Encryption Type Bl 'J
Timeout 15 geconds

Update | Delete |




- Jugble o006 IdP 235506 o Access ->lJlczl ->SAML Identity Provider -> g0l IdP 1 p2Js6

Edit IdP Service

¢ General Settings IdP Service Name*:

& SAML Profiles /Common/smart-86-idpservice
. Endpoint Setti

el S IdP Entity ID*:

e https:/f5-idp.cisco.com

. SAML Attributes bt i

4 Security Settings ¢
IdP Name Settings

Scheme : ~ Host :
https v | fb-idp.cisco.com
Description
Log Setting :
From Access Profile v Create

[ OK || cancel




Edit IdP Service

- General Settings
& SAML Profiles

- Endpoint Settings
% Assertion Settings
+ SAML Attributes
4 Security Settings

SAML Profiles

|| Web Browser SSO
["] Enhanced Client or Proxy Profile (ECP)

OK

I

Cancel




Edit IdP Service

) \SENRLalSatings Assertion Subject Type :

& SAML Profiles Transient Identifier v

., Endpoint Settings

. Assertion Settings Assertion Subject Value*:

o SAML Attributes %{session.logon.last.username} A
" Security Settings

Authentication Context Class Reference :
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTranspori | v

Assertion Validity (in seconds) :
600

[[] Enable encryption of Subject

Encryption Strength .
AES128 b

[ oK ][ Cancel

pdlzbé: u.95 2lde luwedsle wlbl§o 9,09d puive,yJs (CAC) Jdpuolb§o: sdjp luolds oo
lJuwelo BOs Guwpe wdssu uwele SAML:

lJgbogs 1. logile I peo uid .

IJlgwe: perd IJpucse

IJdsped: 7{session.ldap.last.attr.sAMAccountName}
lJglbgs 2. §p Lluuvle Luwps user_principal.

IJluwpe: user_principal
IJdsped: “{session.ldap.last.attr.userPrincipalName}



Edit IdP Service %

% General Settings Signing Key :
& SAML Profiles /Common/default.key v
-, Endpoint Settings

- Assertion Settings Signing Certificate :

" SAML Attributes /Common/default.crt v

-, Security Settings

| ok | cance |

pdlebo: wpzyd logile 3006 1P sJ9y ould sy Joujsd wslule Idog s wluwegsle )
ouodS) welule IJog ) swd czo Access ->Federation ->09.9) 09,56 SAML - ¢>ple IdP
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o91)> SAML
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Access » Federation : SAML Resources » smart-86-samiresource

General Properties

Name smart-86-samiresource
Partition / Path Common
Description
Publish on Webtop [ | Enable
Configuration
SSO Configuration L smart-86-idpservice ¢_)

Customization Settings for English

Language English
Caption smart-86-samlresource

Detailed Description

Image Choose file | No file chosen View/Hide

Update | Delete |

Sswd)

- lugule Webtop wezo Access ->Webtops



Access » Webtops : Webtop Lists » Smart-86-Webtop

General Properties

Name Smart-86-Webtop
Partition / Path Common
Type Full

Configuration

Minimize To Tray .'_l.gi__'iEnabled

Show a warning message when

the webtop window close | eselice

Show URL Entry Field « Enabled

Show Resource Search «| Enabled
Fallback Section

Initial State | Expanded % |

Update | Delete |
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Access » Profiles / Policies : Ac:

Access Profiles

(Per-Session Policles)

Per-Re

-

Customization

_ | Searct| Create...| import..|
| [¥|| =] status | ~ Access Profie Name + Appication | + Profile Type | Per-Session Poiicy | Export | Copy | Logs | Virtual Servers | = Partiion / Path
L LDAPAccessProfile 880 default-log-setting LdapVs Common
L Name Al = Export... Copy.. default-log-setting Common
L Smart-86-AccessProfile LTM-APM Export.. Copy... default-log-setting Common
L Test 880 default-log-setting Common
L access All (none) (none)  (none) Common
L profile2 SSL-VPN D Edit... Export... Copy... default-log-setting Common
L profile3 LTM-APM B8 Edit... Export... Copy... default-log-setting Common
L profileLDAP Al D Edit... Export.. Copy... defaultlog-setting IdP Common

Idp_Test
_Delete... | Apply |

. ..soi doi iiii Ugoi I.JJ'oloi..s

Access Policy: /Common/profileLDAP

Edit Endings| (Endings: Allow, Deny [default])

K K '
[Stzrt ) falback , I Logon Page [ 222K Successfl 4+ AD Query M,,_.,_I Advanced Resource Assign |f’"m +—>
— fallback '

. =

clody W8 osk.sésoé Sluolss goluo, Jpl o9 p9or
lJg 9o 1. guuo) wodzo wuwesd IUxg9d - 1o, JIWs IJeuluo, [Js 1dsuoe [J1v el os.
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ﬁ

]'Properties]_rBranch Rules\]

Name: |AD Auth |

Active Directory

Type ( Authentication 4 |
Server [ /Common/adfs % |
Cross Domain Support Disabled %
Complexity check for Password - a

Reset Disabled

Show Extended Error Disabled %

Max Logon Attempts Allowed

Max Password Reset Attempts

Alowed &

IJg1o96 3. goues luwoedle AD - cesso ldoluasd IJuo)9,s6.



|

| [[Properties | [ Branch Rules |

Name: [AD Query

| Active Directory
Type Query s
Server JCommon/adfs &
sAMAccountName=%{session.logon.|ast.username}
SearchFilter
s
Fetch Primary Group Disabled %
Cross Domain Support Disabled %
Fetch Nested Groups Disabled %
Complexity check for Password Disabled *
Max Password Reset Attempts 3a

Allowed

petore exration || o $0 ]
Add new entry | Insert Before: | 1 3
Required Attributes (optional)

1 len ] (=l
2 |displayName | o] [=][x]
3 |distinguishedName | (o] [=][x]
4 ldn | (] =[x
5 [employeelD ] [ (=1 [
6 [givenName | [a] (=]
7 [homeMDB | (] (=1 [l
8 [mail | &l [l
Cancel | save | Help|

IJ2o96 4. wgssu IJpabs 1Upo$3p6 - [ Gulu p9)> SAML yuwlbog 1Ussw 1J3s wp luublye puwudl.



meperties [anch Rules]

Name: |Advanced Resource Assign

Resource Assignment

Add new entry | Insi

Expression: Empty change

SAML: [Common/ids_pipeline, /Common/smart-86-samiresource
Webtop: /Common/Smart-86-Webtop

Add/Delete

oubd wslule ogrs 99, IJg> 0 (SP)

lowesls Golss 1Jpgr08le $396! 1Jes Big-P o0 eI IJoble ->Islyé IJisolsle ->hé 2,6
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General Properties

Name smart88crt.crt
Partition / Path Common
Certificate Subject(s) smart-88.cisco.com

Certificate Properties

Public Key Type RSA

Public Key Size 2048 bits

Expires Nov 17 2019 21:10:10 GMT
Version 3

Serial Number 915349505

Common Name: smart-88.cisco.com
Organization:

Subject Divisi;m:
Locality:
State Or Province:
Country:

|ssuer Self

Email

Subject Alternative Name

Import... | Export... | Delete |

- logvle 1bgld gxs> pu spxml o e Access ->federation ->SAML Identity Provider ->09_o0Jlo
SP 1J¢gLzso
- sl p9sod SP Lgspes 1P wze Access ->lJlcels ->p9W9) 0956 SAML ->$>ple IdP 1Jp2Jsé

IJozdd pu lJuogs
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Suid pob 88 wbl§s IJsosd IJpeuic,d (CAC)
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Bl s ould puvdds Vs IJodssu: sgae Vuvd SAML. gds pwesd IUpeldc Os gie Iduwed
03l Jp swp wdgsy ywpd SAML user_principal g Js IdP.

YYYY-MM-DD HH:mm:SS.SSS GMT(-0000) [IDseNdPoints-SAML-59] ERROR
com.cisco.cchu.ids IdISSAMLAsyncServlet.java:465 -  : user_principal

YYYY-MM-DD HH:mm:SS.SSS GMT(-0000) [IDseNdPoints-SAML-59] ERROR
com.cisco.ccbu.ids IdISSAMLAsyncServlet.java:298 - SAML
com.sun.identity.saml.common.samleXception: user_principal saml

at
com.cisco.cchu.ids.auth.api.ldSSAMLAsyncServlet.getAttributeFromAttributesMap(IdSSAMLAsyncServlet.java:4
66)

at
com.cisco.cchu.ids.auth.api.ldSSAMLAsyncServlet.processSamlPostResponse(IdSSAMLAsyncServlet.java:263

)

at
com.cisco.ccbu.ids.auth.api.ldSSAMLAsyncServlet.processldSEndPointRequest(IdSSAMLAsyncServlet.java:17
6)

at com.cisco.ccbu.ids.auth.api.ldSEndPoint$1.run(IdSEndPoint.java:269)

at java.util.concurrent. ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1145)
java.util.concurrent. ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:615)
java.lang.Thread.run(Thread.java:745)
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http://IdSSAMLAsyncServlet.java:465
http://IdSSAMLAsyncServlet.java:298
https://www.cisco.com/c/ar_ae/support/index.html
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