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- Cisco Unified Customer Voice Portal (CVP). IJl_o>l, 12.5
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C oo peeded CVP SIP Server bs 96 gsble SIP Jldss IJowuole.

- ouwee IJesble Jsdsd Idpuvetse (UA) oldluwcedle go UATE, Is ¢hp sdsd Bespl
Soedd vlpdlusleo. 9031 suwee JJepsd wldovld Idpedsple 29d 1Ub) 8 1Jpgwprd
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lJglgo 1. 19 osd IJs wodes 95w OAMP.

IJgb9s 2. luwdd IJs [Juble -> pze9eé E9150 SIP.

ast Cisco Unified Customer Voi... »

Cisco Unified Customer Voice Portal

| System v | Device Management v UserManagement v Bulk Administraon v SNMP v Tools v Help v

Control Center
Device Pool
Import System Configuration - & =
1 System Confouraton Cisco Unified Customer Voice Pol
Location Version: 12.5(1)
SIP Server Groups Copyright © 1999 - 2020 Cisco Systems, Inc.
All rights reserved.

Dialed Number Patiern L Media Codec Format is Ulaw
Web Services ) = a '

¢ Cisco, Cisco Systems and Cisco Systems logo are registered tradema
10S Configuration »
VVB Configuration
Courtesy Callback
SIP Error Reason Code Mapping res and is subject to United States and local country laws governing import, export, trans
R - | compliance with U.S. and local country laws. By using this product you agree to comply

Asummary of U.5. [aws governing Cisco cryptographic products may be found at: http://www.cisco.com/wwl/export/crypto/tool/s
If you require further assistance please contact us by sending email to export@cisco.com.
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https://datatracker.ietf.org/doc/html/draft-fwmiller-ping-03

Cisco Unified Customer Voice Portal
System + Device Management + User Management + Bulk Administration + SNMP + Tools + H

SIP Server Groups

Q Save I} Save & Deploy l} Deployment Status ? Help

General I Hun:l:-nthp-m:iuﬂ Call Server Deployment |
List of SIP Server Groups
Add New Delete Edit Collapse all Expand all
|:| Name
5 12-CCM.chase.com

[]

L] * 10.201.224.61
[] 3 12-VVB.chase.com
]

*10.201.224.60

Add New Delete Edit Collapse al Expand al

1 1t is highly recommended to enable Heartbeats to Endpoints in "Heartbeat Properties” tab.
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Cisco Unified Customer Voice Forl:dl i—

System = Device Management = User Management + Bulk Administration + SHNMP + Tools + H

SIP Server Groups

Q Save @ Save &Duplmr Q Deployment Status ‘? Help

[]

L]
[]
L]
L]

Heartbeat Properties C.'-II Server Deployment |

List of SIP Server Groups
Add New Delete Edit Collapse all Expand all

Hﬂmg
39 12-CCM.chase.com
* 10.201.224.6

= 12-VVB.chase.com

* 10.201.224.60

Add New Delete | |Edd Collapse al Expand all

L 1t is highly recommended to enable Heartbeats to Endpoints in "Heartbeat Properties” tab.
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5IP Server Groups

L:i Save IE Save & Deploy n Deployment Status '3? Help

. Ganeral | Heartbeat Pmpuhu] Call Server Daployment |
-~ Heartbeat Properties

I Use Heartbeats to Endpoints: [v]

Number of Failled Heartbeats for Unreachable Status: |3

Heartbeat Timeout: 800 ms
Up Endpoint Heartbeat Interval: 5000 -
Down Endpoint Heartbeat Interval: * 5000 | ms
Heartbeat Local Listen Port: [505?

Heartbeat SIP Method: | OPTIONS v

Heartbeat Transport Type: [ UDP V]

Overloaded Response Codes: |5ﬂ3,4ﬂﬂ,ﬁﬂﬂ

Options Owverride Host: |m.rp.ciscn.cnm

- Heartbeat Estimation -

Total Server Groups: |2
Total Elements: |2
Estimated Heartbeat Interval: |10 s

1 View the Operations Console Server Help for detailed information on Heartbeat Intervals.
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https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-customer-voice-portal/212334-how-to-deploy-and-configure-with-the-tru.html
https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-customer-voice-portal/212334-how-to-deploy-and-configure-with-the-tru.html
https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-customer-voice-portal/212334-how-to-deploy-and-configure-with-the-tru.html

Message Flow
[ 1] s options

Sap 26 00:41:06.016

OPTIONS sip:10.201.198.21:5060 SIP/2.0

Via: SIP/2.0/UDP
10.201.198.7:5067;branch=z8hG4bKrKwe 5Dg92gK g X107 nud0FQ
=B 1512

Max-Forwards: 0

To: pingTo <sip:ping To@10.201.198.21:5060>

From: pingFrom <sip:pingFrom@10.201.198.7:5067>
Call-ID: 153793569306 1@DEFAULT:10.201.198.21:5060:1
CSeq: 1 OPTIONS

Content-Length: O

Contact: sip:ping@cvp.cisco.com:5067

Supported: X-cisco-rai

CUCM

Call Server

CVP

Message Flow
cuem @

SIP/2.0 200 OK

Via: SIP2Z.0WUP

10.201.198.7:5067 ;branch=29hG4bKrKkwc5Dq92gK g X10Tnud0F
O~—=1871512

From: pingFrom <sip:pingFromg10.201.198.7:5067>

To: pingTo <sip:ping Tod@10.201.198.21: 5060 tag=28E02FDC-
2383

Date: Wed, 26 Sep 2021 04:41:06 GMT

Call-ID: 1537935693061 @DEFALULT:10.201.1598.21:5060:1
Server: Cisco-SIPGateway/I05-12.x

CSeq: 1 OPTIONS

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK,
UPDATE, REFER, SUBSCRIEBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Accept: application/sdp

Supported: timer,resource-priority,replaces, sdp-anat,x-cisco-
Fai




Message Flow

CUCM

” SIP Options

Message Flow

Cucm

o E=3

Sep 26 00:41:26.032

OPTIONS sip:10.201.198.21:5060 SIP/2.0

Via: SIP2Z.0/UDP

10.201.198.7: 5067 branch=z8hG4bKrKwec5Dgi2gK g X107 nuddFQ
==={ 871520

Max-Forwards: 0

To: pingTo <sip:ping To@10.201.198.21:5060=

From: pingFrom <sip:pingFrom@10.201.198.7:5067>

Call-ID: 153793571307 7@ DEFAULT:10.201.198.21: 5060:1

CSeq: 1 OPTIONS

° S|P Options

<€

h

o SIP Options

UL SUP

Call Server

CVP



IJgb9s 1. loodd lJs lJuowes Call Server Diag. Iquegse ks puves Lo hitps://<callServer-
ip>:8000/cvp/diag.

Refrash
P siale: Parkal Senvace Dusp SIF Slabe Maching
STANDARD CY MSG KM tatec Parkal Servico
— IR &labe: Partisl Serace
ALL: LOAD SUBSYSTEM MESGLAYER_MESSAGE
= - C System Port Usage; TOTAL [3000] AVAR [3000] N USE (3]
CALL: [] [THREAD: | |mscLaver_uemoo. [ Licensing Migrabed fo CSSM
WMETHOD: ] jus: ] |MSGLAYER_HANDLED_EXCEFTION:| [
= Dumg SIP Coity | Dump ICH Cally | Dure IGM Progedies | Demp IR Cally [verboss'
PARAN: [ |MsG_DETAL | [MSGLAYER_PARAM: [ Dump WA Subprtem | fump VR Servigty | Demp RET | Dume Tressds | Baset Sints
LOW_LEVEL: [ NESSAGE_HaNDLNG:| [ ] |GLOBAL_EVENT. [
. -
CLASSOUMP: ITRMER: EXTERFLAL_EVEMT:
L - I = ! INBOUND CALLS o
HEARTEEAT: O ISTI\.TE _:IST.&'D:-_FELD [ OUTBOUND CALLS ]
HANDLED_EXCEPTION: | [ IS-'EI:-UHTY: ] |ExTERMAL_STATE [ FINGTONE CALLS L
.......... =] ] T —— r VIDED OFFERED 0

lJglb9é 2. &2 89 pu 9u2e JJ pu SIP9ICM 9 IVR R lJg>p6: 9JIJ0 uys oul gJs i.;,o &>p6
TJSSo.

Hefresh

SIP state: Partial Service Dump SIP State Machine

ICM state: Partial Service

VR state: Partial Service

=ystem Port Usage: TOTAL [3000] AVAIL [3000] IN USE [0]
Licensing Migrated to

IJg1096 3. spdud luwepsle s pu IUboulble Jdoedd pu lJebl IJolez g0 1Uesp6 1Uz5i5.56.

Dumnp SIP Calls | Dump ICM Calls | Dump ICM Propedies | Dump VR Calls (verbose)
Dump VR Subsystem | Dump VR Serviets | Dumpg RPT | Dump Threads | Reset Stals

lJel96 4. 9p wopdsu woug SIP Jzee duvedle sldoeds. love Ilob Lze |Js Suwe CVP.

lwedunldd IJigble gl oJlzol

Jlsepe e ouwlds gsble SIP IJos wp loglgel woluwlos CVP Bs Iduwedle. pbdse wede
Wireshark lg IJo gl gJs WSM.
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Swgd) 1Jsuosd 1ds lzas uille wolss pzeses e SIP.

ghé. spdud IJg s, eds 1Jza9d 1J3s swes,) 1dsuosd lJso 1Uss wp weasdo [Js wodlu s glol
ou uwzdlo Cvp Call Server.

5: 10.201.224.41: Aug 19 2022 12:36:49.655 -0700: %4VP_12_5_SIP-6-SIP_INFO B2BUA using

ti meout =180 seconds for DsUnreachabl eDesti nati onTabl e [id: 5000]

58: 10.201.224.41: Aug 19 2022 12:36:50.827 -0700: %CVP_12 5 _SIP-6-SIP_INFOQ.  Using property:
DsUnr eachabl eDesti nati onTabl eTi mer =180 [i d: 5000]

130: 10.201.224.41: Aug 19 2022 12:36:50.843 -0700: %CVP_12_ 5 SIP-6-SIP_INFO  Using property:
UseDsUnr eachabl eDesti nati onTabl e=true [i d: 5000]

0w #JIJ wyulez Wireshark. spdod o o)s:

3349 €1:19:89.781819 18.2081.198.7 18.281.198.21 sSIP 423 Request: OPTIONS sip:lﬁ.iﬂl.l
3385 ©1:19:14.781968 19.2081.198.7 16.281.198.23 SIP 423 Request: OPTIONS sip:lﬂ.2ﬂl.1
SHOE AT 1M1 A TOSESMNA 14 S 140 A 44 A 4H8 ¥ ern fonm OBE Chmdnism s - T A Tr ]
3743 81:19:39.832660 106.201.198.7 19.281.198.21 SIP 423 Request: OPTIONS sip:lﬁ,Zﬁl,l
3794 @1:19:44.8327a5 19.281.198.7 18.281.198.23 SIP 423 Request: OPTIONS sip:18.281.1
4925 91:20:84.869592 16.281.198.22 18.281.198.7 SIP/SDP 833 Status: 288 0K |
4119 81:28:14.877553 16.281.198.7 16.281.198.23 SIp 423 Request: OPTIONS sip:18.281.1
lJovsubiss 2

lJyuwlisd 1Je9z926 Vs ywedle CVP
IJuinb: oedse gshle SIP Bs wylus CUCM Iy CVVB Ig VXML.

Bl oe odosu presgle 29be wi9w9dad waoe edws god CVP (SIP) Lilodss ©999) eldss: B>
SY9u pu Idpzopd lu ooy Bs ywedle gbe louold CVP el o)lo IJJes,) po luwlisd
lJewlews "UnreachableDestinationTable - remove". gl ol wlbo) WS Ve)le jeuss G0l 5
S9lus.

14: 10.201.198.7: Sep 26 2021 01:21:25.988 -0500: % Connecti onManagenent - 3-

com dynam csoft. DsLi bs. DsUALi bs. DsSi pLI Api . Connecti onManagenent: Unreachabl eDesti nationTable -
renove (10.201.198.21:5060:1). Current count: 3

16: 10.201.198.7: Sep 26 2021 01:21:25.988 -0500: % Connecti onManagenent - 3-

com dynam csoft. DsLi bs. DsUALi bs. DsSi pLI Api . Connecti onManagenent: Unreachabl eDesti nationTable -
renove (10.201.198.21:5060:2). Current count: 2

18: 10.201.198.7: Sep 26 2021 01:21:25.988 -0500: % Connecti onManagenent - 3-

com dynam csoft. DsLi bs. DsUALi bs. DsSi pLI Api . Connecti onManagenent: Unreachabl eDesti nati onTable -
renove (10.201.198.21:5061:4). Current count: 1

217: 10.201.198.7: Sep 26 2021 01:21:25.988 -0500: %CVP_12 5 SIP-6-SIP_INFO /10.201.198.21
endpoi nt Unr eachabl ed ear

com dynam csoft. DsLi bs. server groups. Endpoi nt Event [ sour ce=DEFAULT: 10. 201. 198. 21: 5060: 1

numTri es=3] [id:5000]

IJuine Idowuosds 1Jpdse ool Uiz JJy wlis] "UnreachableDestinationTable - Remove" | Jo.s
e louvlgol w9l wbo CVP



https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-customer-voice-portal-1101/213248-explanation-of-the-unreachabledestinati.html
https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-customer-voice-portal-1101/213248-explanation-of-the-unreachabledestinati.html
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Heartbeat Properties
Use Heartbeats to Endpoints:

wdow udbs yolsé CUCM IJs z29d swed)y 1dsuosd IJso Jpess 3 581s9.
TIPSO

- lesh vouole SIP

- el pu ldyvedle JJlbdlg geds pl syuvdo CUCM guzlod o3l 1,05 (SIP.Properties)

- IJp,lzes: SIP.System.ExcludedCauseCodeFromUnreachableTable = 47.25
$98 15 9206 wpo luoldwel |Js 239d sogs,) 1Usuesd lJso B IJluwaelus 503 |Js
oL dss i8)s Idouuow Bs buwld Idogdsele IUwpzss B Hluw Iuwow. $lp Fix
wluolwo gluoso W SIP.Properties J
SIP.System.ExcludedCauseCodeFromUnreachableTable = 47.25]51 o blo9e J9s U gwow
pe J9> IJuweo 1d9lse BJu wope [Uol8s 1dszes [Us 229 sweds 1dsuesd ldso.

- I|Jp,lzes: SIP.DsUnreachableDestinationTableTimer = 15
rogdu IJz29d €s) LJ,_9IUJ J.JguogJ Blod JJodsso Il SIP.Properties.|Jp)lzeé: welos

ol J CVP - Cisco

pdlebé: sogs) eds set SIP.UseDsUnreachableDestinationTable = false IJpwlg>6 s
Iduuuld eldle loglble |_9 xele u@bo wolss SIP IJveJdss. o3l pd wasd. Bp wluolvs
"tsble” ddozdd po lduwew lhssuws JdeuvdJs.
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https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-customer-voice-portal/200912-Disable-the-CVP-Unreachable-Destination.html
https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-customer-voice-portal/200912-Disable-the-CVP-Unreachable-Destination.html
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