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& Add Relying Party Trust Wizard

Select Data Source

e Select an option that this wizard wil use to obtain data about this relving party:
@ Welcome
() Import data about the relying party published online or on a local netwarlk
Select Data 5
@ 3 =ouree |Use this option to import the necessary data and certificates from a relying party organization that publishes
@ Specify Display Mame its federation metadata online or on a local network.
@ Corfigure Certfficate Federation metadata address (host name or URL):
@ Configure URL
@ Corfigure ldentifiers Example: fs.contoso .com or https://www contoso .com/app
@ [51;‘_’“5'3 Access Control () Import data about the relying party from a file
olicy

|Use this option to import the necessary data and certificates from a relying party organization that has
@ Readyto Add Trust exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

@ Finish
Federation metadata file location:
Browse. ..
(®) Enter data about the relying party manualy
|Use this option to manually input the necessary data about this relying party arganization.
| < Previous | | Mead = | | Cancel |
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¥ Add Relying Party Trust Wizard

Specify Display Name

Steps Enter the display name and any optional notes for this relving party.
@ Welcome Digplay name:
@ Select Data Source ECE Console
@ Specify Display Name Nates:
@ Configure Certfficate ECE 12.6.1] -
@ Corfigure URL
@ Corfigure ldentifiers
@ Choose Access Control
Palicy .
@ Readyto Add Trust
@ Finish

« Previous | | Mext = | | Cancel

2z BOS LoWzs widysu eusly URL:
i 233 ¢l wpdsu >gp J SAML 2.0 Web SSO Protocol.

Il ¥s 28J gwslu URL Jgle SSO 2.0 IJ¢glue wzoo IJlgw el s99,) gusly URL Cldoouwss:
https://<web-server-or-load-balancer-fqdn>/system/SAML/SSO/POST .controller



¥ Add Relying Party Trust Wizard

Configure URL

Steps
Welcome
Select Data Source
Specify Display Name
Configure Certificate
Configure URL
Configure |dentifiers

Choose Access Control
Palicy

Ready to Add Trust
Finigh

AD FS supports the WS-Trust, WS-Federation and SAML 2.0 Web550 protocols for relying parties.
W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

[] Enable support for the W5-Federstion Passive protocol

The W5-Federation Passive protocal URL supports Web-browserbased claims providers using the
W5-Federation Passive protocal.

Relying party W5-Federation Passive protocal URL:

Example: https://fs contoso.com/adfsAs/

Enable support forthe SAML 2.0 Web550 protocol

The SAML 2.0 single-sign-on (550) service URL supports Web-browserbased claims providers using the
SAML 2.0 WebS5S50 protocol.

Relying party SAML 2.0 550 service URL:

|hﬁp5:;’fece12'Eweb1a.ju123.lucalfsystem;’SAM L/S50/POST controllerd

Example: https:/fwww contoso.com/adfs s/

3. 88 LoWzs w9y ldpeyBdle §p we9ds) pe)d & B¥o IUbb,W IUpswes 9lud) luolds.
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i Add Relying Party Trust Wizard

Configure Identifiers

Steps

Welcome

Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying

party trust.

Select Data Source

Specify Display Mame

Relying party trust identifier:

|https://ece 126web1a jo123local/

| Add

Example: https: /s contoso.com/adfs/services trust

@

@

@

@ Corfigure Cerificate
@ Corfigure URL

@ Corfigure |dentifiers
@

Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

Relying party trust identifiers:

Remove

< Previous

Mext =

Cancel
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Steps
Welcome
Select Data Source

Specify Display Mame

@

@

@

@ Corfigure Cerificate
@ Corfigure URL

@ Corfigure |dentifiers
iz

Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

i Add Relying Party Trust Wizard

Choose Access Control Policy

Choose an access control policy:

Mame

Pemit evernyone

Pemit evenrone and require MFA

Pemit evenyone and require MFA for specific group

Pemit evenyone and require MFA from extranet access

Pemit evenyone and require MFA from unauthenticated devices

Pemit evernyone forintranet access

Pemit evenyone and require MFA, allow automatic device registr...

Description
Grant access to evenyone.

Grant access to everyone and reguire M
Grant access to evenyone and require M
Grant access to the intranst users and re
Grant access to evenyone and require M
Grant access to evenyone and require M

Grant access to the intranet users.

Pemit specific group Grant access to users of one or mare sp
<| m | >
Policy

Pemit evenyone

[] 1 do not want to configure access control policies at this time. Mo user will be permitted access for this

application.

« Previous || Meat = || Cancel

f. WS oW gloj Jlusolwe IJeBo: lud) Wed IJelds.




¥ Add Relying Party Trust Wizard

Ready to Add Trust

Seps The relying party trust has been configured. Review the following settings, and then click Next to add the
Welcome retying party trust to the AD F5 configuration database.

Select Data Source Monitoring | |dentifiers I Encryption I Signature I Accepted Claims I Organization | Endpoints I Note < I &

Specify the monitoring settings for this relying party trust.

Configure Certificate Relying party's federation metadata LURL:
Configure URL

Specify Display Name

Configure |dentifiers

Choose Access Contral
Palicy b o

Ready to Add Trust
Finigh

This relying party’s federation metadata data was last checked on:
< NEver =

This relying party was last updated from federation metadata on:
< NEver =

9. ver luplws &6 IUb, Ideesd wuele: lud) 998 "lgJIS".



¥ Add Relying Party Trust Wizard

The: relying party trust was successfully added.
@ Welcome
o Select Dats Source [ Configure claims issuance policy for this application
Specify Display Name
Configure Cerfficate
Configure URL
Configure |dentifiers

Choose Access Corntrol
Policy

Ready to Add Trust
Finish

|Jg oo 4
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G File Action View Window Help
ez
s —

» [ Service
| Access Control Policies
| Relying Party Trusts
7] Claims Provider Trusts
] Application Groups

Display Name Enabled Type Identifier

ECE Concass

= WS-T.. hiips/fecel26webla jo123local/
Update from Federation Metadata...

Edit Access Control Policy...
Edit Claim lssuance Policy...
Dizab

Delete
Help

<]

n ¥

JiRetying By Trusts

Add Relying Party Trust...
View
New Window from Here
|G Refresh
Help

| £CE Console,

o

Edit Access Contral Pelicy...
Edit Claim lssuance Policy...
Disable
Properties

K Delete

H Help

Opens the properties dizlog box for the current selection

Update from Federation Metadata..,

|Jglogs 5
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ECE Console Properties

Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W5-Federation Passive protocols.

LIRL Index  Binding Diefault Re
SAML Assertion Consumer Endpeoints
https://ecel2bweblajol123)... 0 POST Mo

£

Add SAML...

Add W5-Federation... Remove

Cancel

lJglogs 6
WIS ulWis |uolws u¥lbs wolss: Yp widodssy Jel 09 p9oe:

1. 23> u9g u§bs IJuoelss Joywesd E)9e SAML.
2. 25 gu9lu URL 1Jp9898 wo J https://<ADFS-Server-
FQDN>/ADFS/Is/Swa=wsignoutcleanup1.0

3. 9lud, W9 OK.




Add an Endpoint

Endpoint type:
SAML Logout

Trusted URL:
hitps:// WIN-260MECJBIC2 jo123 Jocal /adfs As/ Pwa=wsignoutcleanup 1.0)
Example: https://sts contoso.com/adfs/As

Response LIFL:

Example: hittps://sts contoso.comAogout

OK Cancel

|Jglogs 7
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i ADFS

‘
=]

W File Action View Window Help

o= »E  HE

[l ADFS

s || Service
[ Access Control Policies
|| Relying Party Trusts
[7] Claims Provider Trusts
[ | Application Groups

|J¢logs 8
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Relying Party Trusts

Display Name

ucce 126

Enabled

Update from Federation Metadata...
Edit Access Contrel Policy...

Edit Claim Issuance Policy...

Disable
Properties

Delete

Help
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Issuance Transform Rules

The following transform niles specify the claims that will be sent to the relying party.
Order = Rule Mame lssued Claims
™a Add Transform Claim Rule Wizard

Select Rule Template

Steps Sedect the template for the claim nule that you want to creste from the following list. The description provides
@ Choose Fde Type details about each claim nule template.

@ Configure Claim Rule (Clzim nue template:
Send LDAP Attributes as Claims

(Claim nule template description:

Using the Send LDAF Attribute as Claims rule template you can selact attibutes from an LDAP attibute
store such as Active Dirsctory to send as claims to the rehying party. Multiple attrbites may be sant as
mukiple ciaims from a single nule using this nule type. For example, you can use this nils template to create
2 rule that will extract atinbute values for authenticated users from the displayMName and telephoneNumber
Active Directory attributes and then send those values as two diferent cutgong clams. This nile may also
be used to send all of the user's group memberships. I you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

w. OS LoWs wdgsu Bless IJpbldus:

1. 9p wu99s) luwe Blgso IJpbldws 9235 piu [dumelo.
2. 02>8d WESSU wped LDAP gu9e 1dpbldué Idols)é.

« 23 p&yS IJlgupe Jlgwe vog Idpbldws IJuols 6. :
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= Add Transform Claim Rule Wizard

Configure Rule

Steps You can configure this rule to send the values of LOAP attributes as claims. Select an attribute store from which

@ Choose Rule Type Rmﬁfmll_gﬂl:‘ attributes. Specify how the attibutes will map to the outgoing claim types that will be issued

@ Configure Claim Rule

Claim rule name:

|P~ccnurrt name to Name 1D

Rule template: Send LDAFP Attributes as Claims

Attribute store:

Active Directory W |

Mapping of LDAP attibutes to outgoing claim types:

l;géqrpnﬁ?bme (Select ortype to Outgoing Claim Type (Select or type to add more)
» |User-Principal-Name w [ Mame 10 W




Edit Claim Issuance Policy for ECE Conscle

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims

Account name to Name 1D Mame |10

Add Rule... Edit Rule... Remove Rule...

‘ OK ' Cancel Apply

IS Ylisps 9e¥le 1Jesd) Ideesd: lu@) uldl o9zl 9938 &¥6 zoo IJlgc el IJelugo J ECE
lJos Opw wluublsol.

|Jglo9s 9

VO ulwis "lUguolisuo" IJos Swe Wogol I¢Q}§J IJs gdlpd ldowsse "gshle po@306" 99,0
wuESSU e9bipese IJogjse IJlpus |Us SHA-1 19 SHA-256. 109 eJs p9lwwd Jlgdls [Julwess.



pdlzbs: szu 1o woblud 030 1306 pe Ssed "e9liess IJusdse” Idpesus J 19
1Jg>p08" Jopu wdysule SSO Ws ECE



Relying Party Trusts

Display Mame Enabled Type Identifier
ECE Canzole fes WS5-T.. hitps://ecel26webla jo123 local’

ECE Console Properties

Monitoring I |dentifiers | Encryption | Signature I Accepted Claims |
Organization I Endpuoints | Proxy Endpoints | Motes Advanced

Specify the secure hash algorthm to use far this relying party trust .

Secure hash algorithm: | [ SHA-256

|Jglogs 10
2288 U Gesed perd 28 Izl sleduol.
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Qi File Action View Window Help

o |[m B[m

T

EREEB

Add Relying Party Trust...
Add Claims Provider Trust... ew

Add Attribute Store... e Directory Federation Services provides single-sign-on (S50) access for client
Add lication Group... uters.

Edit Federation Service Properties... More About AD FS

Edit Published Claims
Revoke All Proxies

hat's newin AD FS?
D FS Deployment Guide

[ilew » \DFS Operations Guide

MNew Windew from Here tegrate Azure Multi Factor Authentication with AD FS

Refresh onitor AD FS Service using Azure Active Directory Connect Health
Help More About Azure Active Directory

Azure Active Directory. a seperate online service. can provide simplified identity
and aceess management, seeurity reporting 2nd single sign-an to cloud and
on-premises web apps.
What is Azure Active Directory?
Extend your directory to Azure Active Directory

Identity and Access Management

| Actions
| rofs N
Add Relying Party Trust...
Add Claims Provider Trust...
Add Attribute Store...

Add Application Group...

Edit Federation Service Properties...

Edit Published Claims

Revoke All Proxies

View ]
Mew Window from Here

|G Refresh
Help

NEdit the federation service properties




Federation Service Properties

General | Organization | Events
Federation Service display name:

JO123 ADFS
Example: Fabrkam Federation Service

Federation Service name:
WIN-260MECJBICZ jo123 local

Example: fs fabrkam.com

Federation Service identifier:
http:/AWIN-260MECJBICZ jo123 local /adfs/servicesArust

Example: http://fs fabrlcam .com/adfs./ services Anist

Web S50 lifetime {minutes): 480 |2

b

[ ] Enable delegation for service administration
Delegate name:

[ ] Mlow Local System account for service administration

Allow Local Administrators group for service administration

OIJISU p9I8) 0956
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ece126web1a_saml.crt |Us >dsd C:\Temp.

keytool -exportcert -alias ecel26webla_saml -keystore C:\Temp\ecel26webla_saml.jks -rfc -file C:\Temp\e
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'.':'.';,_1',;' Enterprise Chat and Email
Partition v

Create Certificate

Access Restrictions
MName* Cisco IDS Server

Attachments
Audit Log Certificate for Cisco IdS Server

Description
Certificate Management

CORS
Component Type* CISCO DS w

Data Masking
Rich Text Content Policy Import Certificate e.
Settings

Single Sign-0On
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s ADFS 9" jiolrs 099, 1J09s6" Vs wdysy SSO s ECE.

wvedle gbe ldobosyd - puvess IJoowg 7:

<#root>

Entering 'validateSSCCertificate' and validating the saml response against certificate

2022-10-07 15:27:34.523 GMT+0000 <@ DEBUG <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
2022-10-07 15:27:34.520 GMT+0000 <@> DEBUG <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
2022-10-07 15:27:34.521 GMT+0000 <@> DEBUG <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
2022-10-07 15:27:34.521 GMT+0000 <@> DEBUG <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
2022-10-07 15:27:34.521 GMT+0000 <@> DEBUG <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
2022-10-07 15:27:34.523 GMT+0000 <@> DEBUG <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
————— END CERTIFICATE----- <@>

2022-10-07 15:27:34.523 GMT+0000 <@ INFO <@> [537838:qtpl158258131-537838] <@> Processld:3272 <@ PID:

Error: Could not parse certificate: java.io.lCException: Inconplete data

2022-10-07 15:27:34.523 GMT+0000 <@> ERROR <@> [537838:qtpll158258131-537838] <@ ProcessId:3272 <@ PID
2022-10-07 15:27:34.524 GMT+0000 <@> DEBUG <@> [537838:qtpll158258131-537838] <@ ProcessId:3272 <@ PID
2022-10-07 15:27:34.525 GMT+0000 <@> DEBUG <@> [537838:qtpll158258131-537838] <@ ProcessId:3272 <@ PID
2022-10-07 15:27:34.525 GMT+0000 <@> DEBUG <@> [537838:qtpll158258131-537838] <@ ProcessId:3272 <@ PID

Signature validation failed

2022-10-07 15:27:34.525 GMT+0000 <@> ERROR <@> [537838:qtpll158258131-537838] <@ ProcessId:3272 <@ PID
2022-10-07 15:27:34.525 GMT+0000 <@> INFO <@> [537838:qtpll158258131-537838] <@ ProcessId:3272 <@ PID:
2022-10-07 15:27:34.525 GMT+0000 <@> ERROR <@> [537838:qtpll158258131-537838] <@ ProcessId:3272 <@ PID
2022-10-07 15:27:34.525 GMT+0000 <@> DEBUG <@> [537838:qtpll158258131-537838] <@ ProcessId:3272 <@ PID
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lweduld IUigble ol odlzol IJusobss 3

IJ¢ bl

« e lJgbl: 401-114
* 9o IJebli Jp sop lJes) eds 09s6 Idpumwetse Ss gups SAML.

wedsd IJgwed

wedle gbhe ldobosy - puvess IJoowe 7:

<ttroot>

get SSODat aFr onSAM_Token

2024-02-01 01:44:32.081 GMT+0000 <@> ERROR <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
2024-02-01 01:44:32.081 GMT+0000 <@> TRACE <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@

L10N_USER | DENTI FI ER_NOT_FOUND_| N_ATTRI BUTE:

2024-02-01 01:44:32.081 GMT+0000 <@> ERROR <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@

com.
at
at
at
at
at
at
at

at

error Code=401- 114&error Stri ng=User

egain.platform.module.security.sso.
platform.
platform.
platform.
platform.
platform.
platform.
platform.

com.egain.
com.egain.
com.egain.
com.egain.
com.egain.
com.egain.
com.egain.

java.lang.

module.
module.
module.
module.
module.
module.
module.

security.
security.
security.
security.
security.
security.
security.

exception.SSOLoginException: null

sso.handler.SAML2_0_Handler.getSSODataFromSAMLToken (SAML2_0_Hand
sso.handler.SAML2_0_Handler.unmarshallAndValidateResponse (SAML2_
sso.handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Ha
sso.handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Ha
sso.handler.OpenIDConnect_Handler.validateReqWithAttributes (Open
sso.admin.SSOAdministrator.validateRequestWithAttributes (SSOAdmi
sso.controller.S50ControllerServiet.doPost(SSOControlilerServiet.

Thread.run(Thread. java:830) [?7:7]

Identity not found in SAML attribute: 'upn':



2024-02-01 01:44:32.083 GMT+0000 <@> DEBUG <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
2024-02-01 01:44:32.083 GMT+0000 <@> TRACE <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
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