odysy pold CMS Edge

lJpzogsle

lowod ol I izble o] _oJlzol
pe ool Slo o Jé

lJp 95,00

S9uoe 03l ldpuwews Jsdss wdysy gluds gbe Idlzeplele (CMS) oy Cisco.
Joclbdole 1Jigulouss

lJeobdolo
9008 Cisco Llu oy Jssd pe 8 wpd9ole CMS 3.x odo:

* WebBridge 3
* Jdosse

« C2W

* b 1Jzelss
ETSRNISEY:

lJpdovlo Idpuuespd
ouwow Idpedsele 1Jglo WO o3l ldpuwens 1Js luosble Idolez ldedsole 1Jebss IJeldss:

* IJzols Idbloys 1Jpewde9z CMS3.X Open Virtual Appliance (OVA)
* pooz Chrome: IJ] ool 122.0.6261.112
* pu o Firefox 123.0.1 (20240304104836)

op logile Idpgdspele 1916 Vs 03l Idpuwows pu Uiaojé 1J 09290 WS w56 pgpdso gluoo.
wlo zese IJlze;d IJpuwogrpd Ss o3l lJpuwows wodssu peunde (IB)lups). Bl dlve
wwedod 98 ldogvgsd Wolds po Vopd Jdules) Idpzopd Jls le).



lJodosuy

oJdISU pud

1. 0dosu ebp w9wsdsd 98 IJuvwds (NTP):

p0 IJIG Jod wdssy uduw ¢hbp NTP eJss ¢lse CMS Edge slJghb e Iluwl s,
2. oJdysu gbp luwp 1Jpeld (DNS):

1. 8p wwdssu DNS »IgJs Jglbpe CMS Core (subs)y Iduved 1Jb1gJs DNS CMS Edge A |Js
eu9lu IP IUslgds Jglbpe CMS Edge: 931 wes,) 3Jde sgv wdssu uwedsu CMS Edge A.
Subs) Izr0pl [Js gusly IP Islgds J CMS. ssubs) &) 1ds guslo IP 1Jgbzs).

2. &J9su DNS 1Ughes Jglbe CMS Edge. syvsy uved DNS 1Ughes A CMS |Js sl IP
lJ¢bzs IJElue o« CMS Edge.

3. suwogse CMS Core |J wezd 1slgJs CMS Edge A JJlouolJ.
4. 9,09d ldpuwegdpsu IJgpspssu lJs CMS Edge oo ¢JIJ gusly IP gle.
5. peld lJpuwwgsp: cmsdemo:

I. vzJ CMS Edge:

e edge.cms.demo (internal user login with this A record)

e edge.cms.demo (public user also use same A record from internet, you could specify the different external A record)

w. ywed CMS Core:
core.cms.demo
6. 9p wlowle lewels ¢l CMS Core g Edge:

j- uwobs IJluulz

» cmscore-fullchain.cer (o opu gese U ple Jboble Iduudunds 1Udleds Bs ldpgou) ol spdud wopsu
wwoble 1Uglhe)
»  cmsedge-fullchain.cer (coopu zese IJgple uoble IUuvduwds IUdleds WO Idpgou) Jel spdud ouopsu

uwoble 1Uglhe)

. loolz guolysé ywduwds Jlpds pu gbpsu.



« cmscore-fullchain.cer (cwopu 030 [Juiolssé Liolss g3))

*  cmsedge-fullchain.cer (cwopu 030 I iolsé Liolsé g3))

e IJogbsbs Jduveds

Tabda T Cod CHpCTa s 20 L0 rvar J00CiCat with (o irrdisd haddwary

Full HD calls (F1 i} 350
NG Wik

ol | Fek L
7 200 3 et

D ey 250 b 000
Sala ) vt

Aajrka caltz [0 T Ej =] OG0

-
Lizoo Masteng Server VOO0 or VM

E el
TURN Server Web Bridge 3 dge
L
[mar
- e — - I Iy e eo—
FaE
"-l.":-'sn:-:l Kiweting Serser 2000, or Sisoo Mesbng Sermes 1008 o vl )
£ — Call Bricige Cooe servers
Database

b M =t el : e

1 CEssd MeRtsd Sarnid TODD & YA

SEreamer Recorder

Upleader

epdsle wosiss CMS Core g Edge
1 cogisb IJgsele 1Jpyoubs wgle CMSIJI gl us.
I odoso guwds 1dlul,s.

SuubS 9lgos U bods:

<#root>

ipv4 aadd 10.124.56.224/24 10.124.56.1



w. wuubsb pdyy CalBridge.

<#froot>

calbridgelisten a

callbridge certs core.key cmscore-fullchain.cer

callbridge trust c2w cmsedge-fullchain.cer (if not, which result in WebRTC failed)
callbridge enable

2. cugbsb 1Jgselo 1Jpyoubs Lglbe CMS Edge:

I odysu glgows yuwds.

2ITES: D' 05 9lz06 IJ bods 1Jgles. 9 A o5 91206 IJUbods 1Usl3Jss.



o cuubsb Iduiods oo
© odasu Jeslus IJIde,)luass o b (os 9lzed o ds gled)

o odysu lduslos Islgdss A

ipv4 a add 10.124.144.80/24 10.124.144.1

ipvéd
ipvéd

b add 10.124.42.112/24 10.124.42.1
b default

w. wugssh wessd ldpdsulo.

turn
turn
turn
turn
turn
turn

certs edge.key cmsedge-fullchain.cer

Tisten a b

credentials <username> <password> <cms.demo> (cms.demo is actual domain deployment)
public-ip Xx.X.x.x

tls 447

enable



PJ‘C‘ES:

L xxxx guslo IPIJgle Jgysbé NAT: 3l Jp sJu ould ¢rsbbé NAT, wJl cles Jodosy odo IUglbgs.

o ldpsule suwobse Juo 800 OB S i@Jo IJ CMS p,is>.



g wuUbsh pdyule WebBridges.

webbridge3 https certs cmsedge.key cmsedge-fullchain.crt (cmsedge-fullchain.crt ,please refer to CM S fullchain document)

webbridge3 https listen b:445 (b is public network interface , this step just provide public users WebRTC service)

webbridge3 https listen a:445 b:445 (this step could provide both internal and external WebRTC service, but need to edge.cms.demo has two A records on
webbridge3 c2w certs edge.key cmsedge-fullchain.crt

webbridge3 c2w listen a:6000 (aisinternal network interface, 6000 is self-defined port which need to keep the same with the below Webbridge URL)
webbridge3 c2w trust cmscore-fullchain.cer (if no this step, result in WebRTC failed)

webbridge3 enable

3. wule Idwsluod wsu ldpdsule sle 1duods.

I - CallBridge <—> Turn (¢>p6 suwlsb 1JleJle 1Jgl08)
w. CallBridge <—> WebBridge3 (¢>06 WebRTC)

wd9su Turn g WebBridge3 g Js CMS Core:
I odoso Ilouold wso CalBridges Turn sco sl 306 IUg wlsl Igles.
Bp wouwesd 1U>9d 1Js slzod IJpuwegse Idyuwspssd (GUI) JbLs IJssw: lowdd |Js Configuration > General.

General configuration

TURN Server settings

internal IP address

Public IP address

TURN Server address (CMS)

TURN Server address (web app)

Password

Username |

Confirm password

Lync Edge settings

Server address | |

Username | |

Number of registrations | |

IVR

IVR numeric D | |

Joining scheduled Lync conferences by ID | not allowed |

' Submit |

e e wodssu IUleuold wso CallBridge 9 WebBridge3: 990 wouUivsl 300 WebRTC.
O vluyvle WebBridge g o 9lz06é wyped Idobosd@le (AP eds CMS: &p iu'ogé louold C2W. gds ywosd Idpold:
c2w://edge.cms.demo:6000 (szo Iz Blb Uldeuds udwo pg wdosy 3006 WebBridge3).



/api/v1/webBridges/aa292aed-57bb-4305-b89d-eacd72172e4f

ud [ |c2w:.n’fedge.cm5.demo:ﬁﬂm | {URL) - present
tenant [ | || choose
tenantGroup [ | | | | Choose
callBridge [ | || Choose |
callBridgeGroup [ | || Choose |
webBridgeProfile [ | || choose
[ Modity |

restart Callbridge component and apply all configuration
callbridge restart (go to CLI)

4. $p wopdsu 9bsds ol) IJzplss sogbsd 1Jpudds 22 1gle (SSH).

firewall adefault allow ( aisthe external/public network interface)
firewall adeny 22
firewall aenable

Jezds pu lduoes
1 olds pu o zpse I ple s> IJoubésd eJs CMS Core s Edge:

2lJs ¢sple CMSIJIwl usé:

CMS> webadmin Enabled : true TLSlistening interface : a TLS listening port : 443 Key file : core.key Certificate file : cmscore-fullchain.cer HTTP redire

2lJé &>ple CMS Edge:

CMS> webbridge3 Enabled : true HTTPS listening ports and interfaces : a:445 b:445 HTTPS Key file : edge.key HTTPS Full chain certificate file : cmsed

2.1dezly pu gldé ouwesd [Usgsd [Js WebRTC gldluople [Js [Jlzeples:
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+ edge.cms.demo:d45jen-Usimesating/8998

s Cigca Soltware pgic @ Cione Lightning Gaogle B &3 Quicker CSOMNE s Peap-decoder o Collabosation Soh... Cigto

(&

Mo one s sending video

lowoduul IJigble gl oJlzol
1. CMSEdge: spJdud i <8 puvhY 95w "Thomas' suuope [Js 1Jpdldes. pg 8 1dp ol,d: fefed2f4-ac94-4ab2-alda-f4165ec960a7.

sedo 1Jges) eds perd IJpuuhd o3l B pJd yuzd CMSIJigwluus.

Feb 23 09:02:21.588 local0.info CM S client_backend: INFO : WebApp Audit : Session: a77d94b1-bal2-4ede-8f3e-86b3e9c1de8f : Participant Thomas pe
Feb 23 09:02:21.599 local 7.info CM S 3b8086e0e5a0 wh3_frontend: [Join call:fcfed2f4-ac94-4ab2-alda-f4165ec960a7] 10.140.248.52 - - [23/Feb/2024:08
Feb 23 09:02:21.633 user.info CM S client_backend: INFO : WebSocket : Got authenticated JWT for guest1573064743 callbridge 320d02c3-7af 5-4e4f-b5!

S8 IJpunlyd L_9§ Webrtc woyd 1Jpdldpes:

Feb 23 09:02:37.982 local0.info CM S client_backend: INFO : WebApp Audit : Session: a77d94b1-bal2-4ede-8f3e-86b3e9c1de8f : Participant Thomas(fcf

2 - CMS Core: 1Jgb 1JLz9los 09 perd 1Jpde e 900l 0w pe s 1Updop, ewspl Suue publhdso 18,90 1Us 03l 1pdep).
1Jelo 1U155c5 09 percd IJpuwcsp |Jppss: questi573064743,

Feb 23 09:02:21.594 user.info CM S host:server: INFO : guest login request 1450660605: resolution in progress



Feb 23 09:02:21.594 user.info CM S host:server: INFO : guest login request 1450660605: call 1D lookup scheduled

Feb 23 09:02:21.594 user.info CM S host:server: INFO : guest login request 1450660605: resolution in progress

Feb 23 09:02:21.597 user.info CM S host:server: INFO : guest login request 1450660605: credential storage scheduled (queue length: 1)

Feb 23 09:02:21.597 user.info CM S host:server: INFO : created guest account with user 1D "guest1573064743"

Feb 23 09:02:21.597 user.info CM S host:server: INFO : guest login request 1450660605: credential storage executed

Feb 23 09:02:21.597 user.info CM S host:server: INFO : guest login request 1450660605: credential storagein progress

Feb 23 09:02:21.598 user.info CM S host:server: INFO : guest login request 1450660605: successfully stored credentials

Feb 23 09:02:21.598 user.info CMS host:server: INFO : instantiating user "guest1573064743"

Feb 23 09:02:21.598 user.info CMS host:server: INFO : conference dbOfafc3-ad47-43bd-bcbd-47886416451b: |ocked due to lack of lock consensus

Feb 23 09:02:21.598 user.info CM S host:server: INFO : conference dbOfafc3-ad47-43bd-bchd-47886416451b: lock state has changed to locked

Feb 23 09:02:21.598 user.info CM S host:server: INFO : API "9999" Space GUID: 58ef98d1-5181-4e63-a386-4b60597be7e4 <--> Call Correlator GUID: &
Feb 23 09:02:21.598 user.info CM S host:server: INFO : unable to apply logo (space '9999") -- no license

Feb 23 09:02:21.599 user.info CM S host:server: INFO : conference dbOfafc3-ad47-43bd-bchd-47886416451b: lock state has changed to unlocked

Feb 23 09:02:21.599 user.info CM S host:server: INFO : API call leg fcfed2f4-ac94-4ab2-alda-f4165ec960a7 in call dbOfafc3-ad47-43bd-bcbd-478864164
Feb 23 09:02:21.599 user.info CM S host:server: INFO : conference dbOfafc3-ad47-43bd-bchd-47886416451b has control/media GUID: bf286660-6e5d-4(
Feb 23 09:02:21.599 user.info CM S host:server: INFO : conference dbOfafc3-ad47-43bd-bcbd-47886416451b named "9999"

Feb 23 09:02:21.601 user.info CM S host:server: INFO : new session created for user "guest1573064743"

Feb 23 09:02:21.603 local0.info CM S postgres[ 54639 : [6-1] 2024-02-23 09:02:21.603 UTC [54639] LOG: could not send data to client: Broken pipe

Feb 23 09:02:21.603 local0.err CM S postgres[54639]: [7-1] 2024-02-23 09:02:21.603 UTC [54639] FATAL: connection to client lost

Feb 23 09:02:21.768 user.info CM S host:server: INFO : call 11: alocated for guest1573064743 / "Thomas' conference participation (Firefox)

Feb 23 09:02:21.768 user.info CM S host:server: INFO : call 11: configured - API call leg fcfed2f4-ac94-4ab2-alda-f4165ec960a7

Feb 23 09:02:21.768 user.info CM S host:server: INFO : call 11: ActiveControl State change, unknown -> unknown

Feb 23 09:02:21.769 user.info CM S host:server: INFO : call 11: setting up combined RTP session for DTL S (combined media and control)

Feb 23 09:02:21.770 user.info CM S host:server: INFO : call 11: ActiveControl State change, unknown -> inactive

Feb 23 09:02:21.770 user.info CM S host:server: INFO : call 11: ActiveControl State finality change (inactive, final=1)

Feb 23 09:02:21.770 local 0.info CM S host:server: INFO : participant "guest1573064743" joined space 58ef98d1-5181-4e63-a386-40b60597be7e4 (9999)
Feb 23 09:02:21.770 user.info CM S host:server: INFO : participant "guest1573064743" (fcfed2f4-ac94-4ab2-alda-f4165ec960a7) joined conference dbOfa
Feb 23 09:02:21.772 user.info CM S host:server: INFO : call 11: starting DTLS combined media negotiation (as initiator)

Seud puves e Webrte 1 pdlJ pé: QUest1573064743 &y pgyd 1 p wlps: 586f98d1-5181-4e63-a386-4b60597be7ed (9999).

Feb 23 09:02:37.943 user.info CM S host:server: INFO : user "guest1573064743": deactivating due to session resource teardown

Feb 23 09:02:37.943 user.info CM S host:server: INFO : call 11: tearing down (*guest1573064743" conference media)

Feb 23 09:02:37.943 user.info CM S host:server: INFO : call 11: destroying API call leg fcfed42f4-ac94-4ab2-al4a-f4165ec960a7

Feb 23 09:02:37.943 local 0.info CM S host:server: INFO : participant "guest1573064743" |eft space 58ef98d1-5181-4€63-a386-4b60597be7e4 (9999)
Feb 23 09:02:37.943 user.info CM S host:server: INFO : removing guest account 'guest1573064743' (name 'Thomas') on call drop

Feb 23 09:02:37.943 user.info CM S host:server: INFO : destroying guest account with user ID "guest1573064743"

Feb 23 09:02:37.944 user.info CM S host:server: INFO : conference bf 286660-6e5d-403f-8926-514d385dad3c destroyed

p&_brok) sl yodoé

¢ Cisco-Meeting-Server-3-8-Single-Combe-Server-Deployment
e Cisco-Meeting-Server-3-8-Single-Split-Server-Deployment

5, Cisco



https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Combined-Server-Deployment.pdf
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Split-Server-Deployment.pdf
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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