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* ¢lp CMS 2.9.3 slJl o )le IJizse



© Oyzed guslu Idubods (NAT)

* lzosl vluwedsle pedle (luweslys) zad NAT
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* oldugwes J CMS 2.9.x - WebBridge (WB): swpe wdosou XMPP g CallBridge gJs CMS
supdsuopl lge sdsd lJodasy

* Gp vodbssd pVulz IUgsh lJpowe gds Expressway-E.

© op e pudd TCP e 443 £Js o) Ideelss pu ldloesoe IUgle 1Js guslo IP 1Ugle J
Expressway-E.

© Op oz pudd TCP 9 UDP ,§p 3478 (bdole IUozesd) eds 2ol 1Jgelss po IUloeyoe
IJelp 1Js guslo IP 1Jgle IJgl e o Expressway-E.

- Jlsdje 929> TCP 3478 |JI I3l wp wessy 'turnservers' s CMS APl gJs
TCPPortNumberOverride g Js 3478.

« UDP Port 3478 (bJole 1J>9,10) IJpdeses eds 2ol 1Uzelss oo CMS |Js soslo IP 1UEluo

J Expressway-E (3l Joo ouwedde wbl§é 9lzos Guwds (NIC) p53926 £Js Expressway-E).
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L loedd s IJedsso > Idloualdle 1esess > gbe Ileeelele oo Cisco.
. wpedsy Meeting Server Web Proxy.
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3. lod) V9§ Vb,
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Status Configuration Applications Lsers Maintenancs

Cisco Meeting Server

Mesting Serder configuration

EnablE -
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IJs 443.

lJ¢bgs 4. | olss Expressway-E Jgbe (39l50) TURN Je)9, NAT JJswlisb gds ¢lbp CMS

B CMS 2.9.x I ueése Blises IJodsss —> APl Jluolds pd@ele lJodle:

+ serverAddress: (guslu IP 1Ugluo J Expressway)
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tcpPortNumberOverride: 3478
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serveraddress B | Address CB reaches oul to using 3478 UDP - present
clhienbaddress Address Chent (web app o WebRTC) uses for TURN - present
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passwand password that was configured in stap 2c

useShortTermCredentials falsg  w |- present
sharedSecrat
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L lvodd IJs IJedsse > Iloualdle 1Jesess > gbe IJlzeplele oo Cisco. lue suwés Jlse
lJewslo po |J WB:

Status System Configuration Applications Users Maintenance

Cisco Meeting Server YYou are here: Ci

Meeting Server configuration |

Meeting Server Web Proxy i

Guest account client URI * | webbridge.alero.aca i

Save

Name Address

webbridge.alero.aca 1048365
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odilssl wpdd pu luolds o3l |Us 1JEsles:

Meeting Server web bridges https 443 Prefix / GET, POST, PUT, HEAD, DELETE
Meeting Server web bridges WSS 443 Prefix / GET, POST, PUT, HEAD, DELETE
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2. olds oo lue B> wp luuile wd§ Secure Shell (SSH) IJgl o  FQDN gJs Expressway-C |Js
Expressway-E. 900 luo uuib. loedd IJs 1Jelds > Ilesoldle 1Jesess > 2l 1ol g SSH
JJlooldle 1Jpgess. sew lv e s FQDN lJglue » WB. 9szw Io sJ90 lJo>d o9 Expressway-E.

Status System Configuration Applications Users Maintenance

Unified Communications SSH tunnels status You are here: Status » Unified Communications * Unifie

e ¥ e e s
voe-e.alero local webbridge.alero.aca Active 10.48.35.247
vcs-e.alero.local alero.lab Active 10.48.36.247
vcs-e.alero.local alero.local Active 10.483.35 247
ves-e2.alero.local alero.lab Active 10.48.35.247

I-.rc:s-ez.al&ru.lu cal webbridge.alero.aca Active 10.43.35.24?1

vecs-e2.alero.local alero.local Active 10.48.35.247
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1329 2017-04-15 10:26:42.108282 10.55.157.229 10.48.36.248 STUN 186
Allocate Request UDP user: expturncreds realm: TANDBERG with nonce

S0 1Jgbe webl wyjse:

1363 2017-04-15 10:26:42.214119 10.48.36.248 10.55.157.229 STUN 254
Allocate Error Response user: expturncreds with nonce realm: TANDBERG UDP error-code: 431

(*Unknown error code*) Integrity Check Failure

3965 2017-04-15 10:34:54.277477 10.48.36.248 10.55.157.229 STUN 218
Allocate Error Response user: expturncreds with nonce realm: TANDBERG UDP error-code: 401

(Unauthorized) Unauthorized
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