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S o3l ldpwouws gd Idpuvdds Jos wpre gus Yuvd wowse Smart Software Manager
Satellite (SSMS) 5.1.0 ws kernel IJpwows [Js J9gé [Jpslosz/Idos>sslldelygs (KVM) 1Uss
Swuoeu IJuble IJluwlgus Jgseo Iduwzlus pu Cisco.

IJp i Jé

Sup lJosose o) 9226 IJopde 98I0 1Usuo9d U 9lz0d Ideuwese (UI).

Vs 99w lesh wuwesd CSSM. sdlzb lu lJouwesd sWuvd loule Iz)le IJouwesd eds
IJubedo. Lldluolws |Js Idouwesd 1Us29s. wp ldozdd pu woed luosl, TOMCAT g Kernel 9
Java Virtual Machine (JVM) s Idoble IJpuweos |s KVM. Jlzb 1o VM sGvgd 1Jluool,)
1.8.0_102-b14 9 Kernel 3.10.0-514.el7. 5o p¢ IJlesls 1JGlse e ESXI pose sised kernel
3.10.0-862.14.4.el7 9 JVM 1.8.0_191-b12.

[root @atellite bin]# ./version.sh

Usi ng CATALI NA BASE: /opt/tc

Usi ng CATALI NA_ HOMVE: /opt/tc

Usi ng CATALINA TMPDIR: /opt/tc/tenp

Usi ng JRE_HOVE: /

Usi ng CLASSPATH: /opt/tc/bin/bootstrap.jar:/opt/tc/bin/toncat-juli.jar
Usi ng CATALINA PID: /opt/tontat/tenp/tontat. pid
Server version: Apache Tontat/9.0.1

Server built: Sep 27 2017 17:31:52 UTC

Server nunber: 9.0.1.0

OS Nane: Linux

CS Version: 3.10.0-514.el 7. x86_64

Architecture: and64

JVM Version: 1.8.0 102-bl4

JVM Vendor: Oracle Corporation

lJedoule
lJoble |Jiuu|uu§: cuuoy kernel 1IUGlkspe eds J9zo Idpdlose 9ldwass>sy 9ldplyw

lJesulez: Classic 5.1 og,6 ISO



IJzJ

lJgbgs 1. luwyd lJs IJ8uue 1Jpeuog9b/opt/tomceat/log/.

IJglbgo 2. ez ywedle catalyina.out glcze gu lJluwooole [J3s Sgoe Os 98¢ gpdso
lJouwesd wluwwgsle CSSM.

299, IAIK-JCE o9 lpwsly cuvds) Java szauss eJs pzeses pu dlzole wpes IJobosdle (API)
9SpJduo wudss 9blisw IJoJuds). Sop luvegslpo pu ICJ >ep 9blisd |._J|,o|u lJloldso J
JDK. W iude 1d9gso IJuplbss LCS s lugile j9z pdlese Jpdwd bdw CSR wuvww 830 w909,
eJo IAIK jar.

2019- 05- 15 20: 35: 01, 604 [ htt p-ni o- 8080-exec-9] | NFO controller.LindosController - Invoked GET

/1 csSet upSt at us

2019- 05-15 20: 35: 01, 606 [ http-ni o-8080-exec-9] | NFO controller.LindosController - LCS Setup
Status = 0

2019- 05-15 23:53: 12,226 [ http-nio-8080-exec-10] INFO controller.LindosController - Invoked GET
/1 csSet upSt at us

2019- 05-15 23:53: 12,230 [ http-nio-8080-exec-10] INFO controller.LindosController - LCS Setup
Status = 0

2019- 05-15 23:53: 12,241 [ http-nio-8080-exec-1] |INFO controller.LindosController - |nvoked

/1 csSet up

2019-05-15 23:53:12,243 [http-nio-8080-exec-1] DEBUG controller.LindosController - Setup Status
= 0 (0O=empty, l=key/CSR generated, 2=Signer certs installed)

2019-05-15 23:53:12,243 [http-nio-8080-exec-1] DEBUG controller.LindosController - First time
setup invoked (ID element not present in JSON). CN=5fc62a80-59a0-0137-54ab-023a01lab3207

2019- 05-15 23:53: 12,243 [ http-nio-8080-exec-1] DEBUG domai n. LcsSi gnerSetup - In LcsSigner Setup
2019- 05-15 23:53: 12, 244 [ http-ni o- 8080-exec-1] DEBUG dommai n. LcsSi gner Setup - Cenerating Key
Pair...

2019-05-15 23:53:12,244 [http-nio-8080-exec-1] ERROR error.RestResponseEntityExceptionHandler -
java.security.NoSuchProviderException: no such provider: IAIK

com ci sco. i as.|indos. data. domai n. LcsSet upException: java.security. NoSuchProvi der Excepti on: no
such provider: T1AIK

at comcisco.ias.!|indos. data.domai n. LcsSi gner Set up. <i ni t >(LcsSi gner Set up. j ava: 50)

at comcisco.ias.lindos.web.controller.LindosController.setupLcs(LindosController.java: 126)

at sun.reflect. NativeMet hodAccessor | npl.invokeO(Native Method)

at sun.reflect. NativeMet hodAccessor | npl.invoke(NativeMet hodAccessorl nmpl.java: 62)

at sun.refl ect. Del egati ngMet hodAccessor | npl . i nvoke( Del egati ngMet hodAccessor | npl . j ava: 43)

at java.lang.refl ect. Met hod. i nvoke( Met hod. j ava: 498)

at

org. spri ngfranmewor k. web. net hod. support. | nvocabl eHandl er Met hod. i nvoke( | nvocabl eHandl er Met hod. j ava
1 215)

at

org. spri ngfranmewor k. web. net hod. support. | nvocabl eHandl er Met hod. i nvokeFor Request (| nvocabl eHandl er M
et hod. j ava: 132)

at

org. spri ngfranmewor k. web. servl et. mvc. met hod. annot ati on. Servl et | nvocabl eHandl er Met hod. i nvokeAndHan
dl e( Servl et |l nvocabl eHandl er Met hod. j ava: 104)

at

org. springfranmewor k. web. servl et. mvc. met hod. annot at i on. Request Mappi ngHandl er Adapt er . i nvokeHandl eM
et hod( Request Mappi ngHandl er Adapt er . j ava: 749)

at

org. spri ngfranmewor k. web. servl et. mvc. met hod. annot at i on. Request Mappi ngHand| er Adapt er . handl el nt er na
| (Request Mappi ngHand| er Adapt er . j ava: 690)

at

org. spri ngfranmewor k. web. servl et. mvc. met hod. Abst r act Handl er Met hodAdapt er . handl e( Abst r act Handl er Me
t hodAdapt er. j ava: 83)

at org.springfranework. web. servl et. Di spat cher Servl et. doDi spat ch(Di spat cher Servl et . java: 945)

at org.springfranmework. web. servl et. Di spat cher Servl et. doServi ce(Di spat cher Servl et.java: 876)



at org.springfranmework. web. servl et. Franewor kSer vl et. processRequest ( Franewor kSer vl et . j ava: 961)
at org.springfranmework. web. servl et. Franewor kSer vl et . doPost ( Fr amewor kSer vl et . j ava: 863)

at javax.servlet.http. HtpServlet.service(HttpServlet.java: 660)

at org.springfranework. web. servl et. Franewor kSer vl et . servi ce( Franewor kServl et . j ava: 837)

at javax.servlet.http. HtpServlet.service(HttpServlet.java: 741)

at

or g. apache. cat al i na. core. Appl i cati onFi | ter Chain.internal DoFilter(ApplicationFilterChain.java: 231
)

at org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java: 166)
at org.apache.tontat.websocket.server. WFilter.doFilter(WFilter.java:53)

at

or g. apache. cat al i na. core. Appl i cati onFi | terChain.internal DoFilter(ApplicationFilterChain.java: 193
)

at org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java: 166)
at org.apache. catalina. core. Standar dW apper Val ve. i nvoke( St andar dW apper Val ve. j ava: 199)

at org.apache. catalina. core. St andar dCont ext Val ve. i nvoke( St andar dCont ext Val ve. j ava: 96)

at org.apache. catalina. core. St andar dHost Val ve. i nvoke( St andar dHost Val ve. j ava: 140)

at org.apache. catalina. val ves. Error Report Val ve. i nvoke( Error Report Val ve. j ava: 81)

at org.apache. catalina. val ves. Abstract AccessLogVal ve. i nvoke( Abstract AccessLogVal ve. j ava: 651)
at org.apache. catalina. core. St andar dEngi neVal ve. i nvoke( St andar dEngi neVal ve. j ava: 87)

at org.apache. catal i na. connect or. Coyot eAdapt er. servi ce( Coyot eAdapt er. j ava: 342)

at org.apache.coyote. httpll. Htt pliProcessor. service(HttpllProcessor.java: 500)

at org.apache. coyot e. Abst ract Processor Li ght. process(Abstract Processor Li ght.java: 66)

at org. apache. coyot e. Abst r act Pr ot ocol $Connect i onHandl er. process(Abstract Prot ocol . j ava: 754)

at org.apache.tontat.util.net. N oEndpoi nt $Socket Processor. doRun(N oEndpoi nt . j ava: 1376)

at org.apache.tontat.util.net. Socket ProcessorBase. run(Socket Processor Base. j ava: 49)

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or. j ava: 1142)

at java.util.concurrent. ThreadPool Execut or $Wor ker . run( Thr eadPool Execut or . j ava: 617)

at org.apache.tontat.util.threads. TaskThr ead$W appi ngRunnabl e. run( TaskThr ead. j ava: 61)

at java.l ang. Thread. run(Thread. j ava: 745)

2019- 05-15 23:53: 12,254 [ http-ni o-8080-exec-2] | NFO controller.LindosController - Invoked GET
/1 csSet upSt at us

2019- 05-15 23:53: 12,256 [ http-nio-8080-exec-2] |INFO controller.LindosController - LCS Setup
Status = 0

IJgb096 3. Log 098, IUloly IJpbdow B classpath: cp /optitomcat/webapps/lindos/web-
inf/lib/iaik_jce-5.1.jar /usr/lib/jvm/javaljre/lib/ext/.

IJgbo9s 4. olds oo o 1Jz,6 Bluds JJ@sleé w9luwbos geale Ig)s. chmod o+r
lusr/lib/jvm/javal/jre/lib/ext/iaik_jce-5.1.jar.

1J21096 5. 9p wotisu puwb pJ java.security [Js pogs) p9 9w
java_security=/usr/lib/jvm/javal/jre/lib/security/java.security.

U296 6. G s 19J9s6 1Jp9d,50 1Up9z9rs0 woluwbs perl -pi-e
s/*security.provider.(\d+)/"security.provider." . (1$1+1)/e'$java_security.

1Jg1o96 7. 12,2 IAIK Jlsd psd) s 1USlses (Jlzb Linbs pliss Jdss oo pu b 228):
sed -i '/security.provider.2/i \

security.provider.1=iaik.security.provider.iaik'$java_security.

IJg 096 8. §p wlehs wuvgsd TOMCAT JJogssile Jsop wbousdol lguegsle IUle): Ies
oubgsd IJoble J TOMCAT.

1U¢96 9. $p vowwesd IUde) Iduovles wluveisle CSSM ggusel sIopd ldoumzsd Ss
IJSe, Iduoules: Ju sop lehs wuvgsd Slzes IJpuwooe.

|Jglogs 10. 9p wlbse JJI pu yuobsle x509 |Jpyuegsed Jlooldle iplo bogoe IJued (TLS)



eJs IJpulids 443 9 8443 oy Izd wdoss couwsd IUwss UIUIensus Idpeuwo JJguesuoss
(PEM). bbs -w 64 /drbd/certs/rails_ssl.crt > /drbd/certs/rails_ssl_folded.crt & mv
/drbd/certs/rails_ssl_folded.crt /drbd/certs/rails_ssl.crt

bs -w 64 /drbd/certs/pi_ssl.crt > /drbd/certs/pi_ssl_folded.crt & MV /drbd/certs/pi_ssl_folded.crt
/drbd/certs/pi_ssl.crt.

odlebé: Jl 990 woudss 030 IUlsle) bs 9d3JY 08d Bs b, peodd Jigol o ws
wwols PEM IJos wpe oypsjol 64.

IJg o9 11.1uo1 nginx: lusi NGINX JJoble.

pdlebs: s 2lds W bd 9lgood [Jpwegse Vs Idbog) wed 1dpjlewsd: Woil s)ze IUs
wpdsullgwowsld odo lduolsg. soldolds: gvswesy o)l IJgble 8-10.

w8 loulg o030 IJgbsle spdud 1Usuod 1Us 9lzos lJpuwegspe 9spdud puiloss 1Upjlpud
lJJIz 96 pg CSSM slJowzsd lJuoliss.

SpIdud )96 Suwe [Upisu sldeszsuo IJeszsuo Ieesu pu VA. spdud ouwesd posdle
IJpowele 1U3Idss eds 1d@es Iduoules.
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