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Cd /Radius/Advanced/Diameter/

Diameter/
IsDiameterEnabled = TRUE
General/
Product = CPAR
Version = 7.3.0.3



1:5:16777264:16777265:16777272:16777250
3

AuthApplicationIdList

AcctApplicationIdList
TransportManagement/

Identity = aaa0l.aaa.epc.mncxx.mccxx.3gppnetwork.org

Realm = epc.mncxx.mccxx.3gppnetwork.org

WatchdogTimeout = 500

ValidateIncomingMessages = FALSE

ValidateOutgoingMessages = TRUE

MaximumNumberofDiameterPackets = 8192

ReserveDiameterPacketPool = 0

DiameterPacketSize = 4096

AdvertisedHostName/

1. aaal0l.aaa.epc.mncxx.mccxx.3gppnetwork.org

Sto xS lete/hosts pg 2J gugle IP IJpblod Jluwe IJezld 1pdod lJdled (FQDN) Joo.sé
AAA I pwegse B 116 1Judd Sluwe Idpuosd IUss pusepe zdo

odysu ldepsd

Sup wd9su wdasu IUgpsd wliuwegsle ubls, IJ¥kb) e sop odds ds 19, B o030
IJz1Jé DRA.

Cd /Radius/Clients/

DRAO1/
Name = DRAO1
Description =
Protocol = diameter
HostName X.X. XX
PeerPort 3868
Vendor =
IncomingScript~ =
OutgoingScript~ =
AdvertisedHostName =
UserLogEnabTled = FALSE
AdvertisedRealm =
InitialTimeout = 3000
MaxIncomingRequestRate = 0
KeepAliveTime = 0
AuthSessionStateInASR = No-State-Maintained
SCTP-Enabled = FALSE
TLS-Enabled = FALSE

IJodyso Iduvrse JJesle>

Swpe luweesle FastRules Jog_ﬁs‘go lJg>00 lJpdlods Vs 99 IJogvgsd luveobl |Us b
PESU Ssuwews Iduinlo IJs Lislz 1d8se6 [Jeounsws (AVP) 98seol 1e9z936 O suwlds
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Cd /Radius/FastRules/

FastRules/
RuleDefinitions/
Entries 1 to 5 from 5 total entries
Current filter: <all>

rl/
Name = rl
Description = Used for HSS initiated Flows
Protocol = diameter
Condition = "1 OR 2"
Success = author(3gpp-reverse)
Failure = Rule(r2)
Attributes/
Entries 1 to 2 from 2 total entries
Current filter: <all>
1/
Name = 1
Description =
Dictionary = environment
Attribute = Diameter-Command-Code
Value = 304
2/
Name = 2
Description =
Dictionary = environment
Attribute = Diameter-Command-Code
Value = 305
r2/
Name = r2
Description = Used for PGW Update procedure over S6b
Protocol = diameter
Condition = "1 AND 2"
Success = author(s6b)
Failure = Rule(r3)
Attributes/
Entries 1 to 2 from 2 total entries
Current filter: <all>
1/
Name = 1
Description =
Dictionary = Request
Attribute = Auth-Application-Id
Value = 16777272
2/
Name = 2
Description =
Dictionary = request
Attribute = Diameter-Command-Code
Value = 265
r3/
Name = r3

Description = OPTIONAL used for PGW Termination procedure
Protocol = diameter

Condition = "1 and 2"

Success = author(null)

Failure = Rule(r4)

Attributes/



Entries 1 to 2 from 2 total entries
Current filter: <all>

1/
Name = 1
Description =
Dictionary = Request
Attribute = Auth-Application-Id
Value = 16777272
2/
Name = 2
Description =
Dictionary = environment
Attribute = Diameter-Command-Code
Value = 275
ra/
Name = r4
Description = Used for SWm Termination procedure
Protocol = diameter
Condition = "1 and 2"
Success = author(3gpp-auth)
Failure = Rule(r5)
Attributes/
Entries 1 to 2 from 2 total entries
Current filter: <all>
1/
Name = 1
Description =
Dictionary = request
Attribute = Auth-Application-Id
Value = 16777264
2/
Name = 2
Description =
Dictionary = environment
Attribute = Diameter-Command-Code
Value = 275
r5/
Name = r5

Description = Used for SWm ReAuthorization

Protocol = diameter

Condition = "1 and 2"

Success = Query(query)

Failure =

Attributes/
Entries 1 to 2 from 2 total entries
Current filter: <all>

1/
Name = 1
Description =
Dictionary = environment
Attribute = Diameter-Command-Code
Value = 265

2/
Name = 2
Description =
Dictionary = request
Attribute = Auth-Application-Id
Value = 16777264

Order/



Radius/

Diameter/
1. rl

Tacacs/

I3l Jp sebloud ls oo FastRules |Jp339,6 lglo: wop peldes 1Ue506 988! JJgsp6
Il el oss.

Cd /Radius/
DefaultAuthenticationService~ = encrypted-imsi-service
DefaultAuthorizationService~ = 3gpp-auth

odysu IJgsple
od9su 1Ugspo 09 IJpdly 1U3s sop Bso wzass 1Jgs 00 90981 JJpuob 86 9pcbde IJowdgso:
1Jr00 lJeunéslo IRADIUS/IEs ele/

S luwegsle IMSI-IMSI-Service Jpol>§6 EAP-AKA 90¢ o b, IMSI Jizoss Apple. I3l Je
SYU pbdscl §p wosssu IJpedpes EncryptedIMSI ¢ Js false

encrypted-imsi-service/
Name = encrypted-imsi-service
Description =
Type = eap-aka
NumberOfQuintets = 1
AlwaysRequestIdentity = True
EnabTleIdentityPrivacy = False
EnabTeRoTTingPseudonymSecret = False
PseudonymSecret = <encrypted>
PseudonymRenewtime = "24 Hours"
PseudonymLifetime = Forever
NotificationService =
Generate3GPPCompTliantPseudonym = False
EnabTeReauthentication = False
UseOutagePolicyForReauth = False
MaximumReauthentications = 16
ReauthenticationTimeout = 3600
ReauthenticationRealm =
EnableEncryptedIMSI = True
EncryptedIMSIDelimiter = NULL
EncryptedIMSIKeyIdDelimiter = ,
DefaultPrivateKey = XXXXXXXXXXXXXXXXXXXXXXXX
QuintetCacheTimeout = 0
AuthenticationTimeout = 120
QuintetGenerationScript~ =
UseProtectedResults = False
SendReAuthIDInAccept = False
Subscriber_DBLookup = DiameterDB



DiameterInterface = SWx
ProxyService = dia-proxy

The 3GPP service is used for Registration/Profiledownload from HSS over SWx;
3gpp-auth/
Name = 3gpp-auth
Description =
Type = 3gpp-authorization
Protocol = diameter
IncomingScript~ =
OutgoingScript~ = removeuserdata
SessionManager = sml
DiameterProxyService = dia-proxy
FetchLocationInformation = False

Sop luwesle 306 99sd DIA Jogsss zols IJouwg IJogs sspduol wpass pwsluws IJubs):
9swp luuegsle gsly GroupFailOver J MultiPeerPolicy. £uspl sIJ90 oold IJgsss pu IJizoss
IJubs)6 0 wES 908> wEpsE v w IJuoz. Bp lsuol wog s GroupTimeOutPolicy |Js
ol IJSUbd 1Js presele pogsss

dia-proxy/
Name = dia-proxy
Description =
Type = diameter
IncomingScript~ = rmserver
OutgoingScript~ =
MultiplePeersPolicy = GroupFailover
GroupTimeOutPolicy = FailOver
ServerGroups/
Entries 1 to 2 from 2 total entries
Current filter: <all>

Group_Primary_DRA/
Name = Group_Primary_DRA
Metric = 0
IsActive = TRUE
Group_Secondary_DRA/
Name = Group_Secondary_DRA
Metric = 1
IsActive = TRUE

SOp wpdSd pepdtle IJgsb e 1Ue3d9,6 Iedlo Lbs /RADIUS/GroupServers/

GroupServers/

Entries 1 to 2 from 2 total entries
Current filter: <all>



Group_Primary_DRA/
Name = Group_Primary_DRA
Description =
MultiplePeersPolicy = RoundRobin
PeerTimeOutPolicy = FailOver
DiaRemoteServers/
Entries 1 to 2 from 2 total entries
Current filter: <all>

DRAO1/
Name = DRAO1
Metric = 0
Weight = 0
IsActive = TRUE

DRA02/
Name = DRAO02
Metric = 1
Weight = 0
IsActive = TRUE
Group_Secondary_DRA/
Name = Group_Secondary_DRA
Description =
MultiplePeersPolicy = RoundRobin
PeerTimeOutPolicy = FailOver
DiaRemoteServers/
Entries 1 to 4 from 4 total entries
Current filter: <all>

DRAO3/
Name = DRAO3
Metric = 0
Weight = 0
IsActive = TRUE

DRAO4/
Name = DRAO4
Metric = 2
Weight = 0
IsActive = TRUE
DRAOS/
Name = DRAO5
Metric = 1
Weight = 0

IsActive TRUE

Swp luwegsle [JE>es S6b Jeeldzs lp)le wedse PGW g, S6b.

s6b/
Name = s6b
Description =
Type = 3gpp-authorization
Protocol = diameter
IncomingScript~ =
OutgoingScript~ =
SessionManager =
DiameterProxyService = dia-proxy
FetchLocationInformation = False



Sup luwedsle 1IUses Idedyuss J 3gpp Jyuwlisd IJos wp wigol wyluwlbs HSS Jswe
peldezwol.

3gpp-reverse/
Name = 3gpp-reverse
Description =
Type = 3gpp-reverse-authorization
IncomingScript~ = AAARTRCheck
OutgoingScript~ =
SessionManager = sml
TransTlationService =

sop lowepsle 08 Ilpwogdlp leole lple lghs IJodss o eee sop IJewosd puluinb eds
pd IJog)s [dpzre pu 31Y)6 1ot iso IUpsde luveobl [Js PPRIJss wp oddso po HSS.

query/
Name = query
Description =
Type = diameter-query
IncomingScript~ =
OutgoingScript~ = removeuserdataquery
UpdateSessionLastAccessTime = False
SessionManagersToBeQueried/
1. sml
AttributesToBeReturned/
1. Non-3GPP-User-Data
2. Service-Selection

1Jg>006 IJBLE6 05 peyd oo wutle Jepdse luole S6b 2o JI 92> gduws wiiv p9ldel ds S6b.

null/
Name = null
Description =
Type = null
IncomingScript~
OutgoingScript~

odosu 1Jgobp l[Jogssé

Sop o8 1Ulzoj6 lJugsss wluwagsle IJobs, lJugss 1Uss sop Luwld 1Jzse lJso po AAA
pod HSS. W 2lJs [uvwgsle DRA W B¥p wwpdss uduw pedyple DRA s JJ pu Idgpdle
9lJgob e IJogsro:



RemoteServers/

DRAO1/
Name = DRAO1
Description =
Protocol = diameter
HostName = 10.169.48.235
DestinationPort = 3868
DestinationRealm = epc.mnc300.mcc310.3gppnetwork.org
ReactivateTimerInterval = 300000

Vendor =
IncomingScript~ = AAAReplaceResultCode
OutgoingScript~ = rmdh

MaxTries = 3

MaxTPSLimit = 0
MaxSessionLimit = 0
InitialTimeout = 3000
LimitOutstandingRequests = FALSE
MaxPendingPackets = 0
MaxOutstandingRequests = 0
DwWatchDogTimeout = 2500
SCTP-Enabled = FALSE
TLS-Enabled = FALSE
AdvertiseHostName =
AdvertiseRealm =

P>S) eduwé e pd

Sew w&sd "bhé ldeduws” 29d IJogisu IJpdde Jdeduws: ese wepd wldosleu pg "blys
lJesls". wop IJlublye |Us prs) Ideduws s ¢>ple 3gpp-auth 9 3gpp-reverse glJlwegJl o

Cd /Radius/SessionManagers/

sml/

Name = sml
Description =
Type = Tocal
EnabTleDiameter
IncomingScript
OutgoingScript =
AlTowAccountingStartToCreateSession = FALSE
SessionTimeOut =
PhantomSessionTimeOut =
SessionKey = User-Name:Session-Id
SessionCreationCmdList = 268|305
SessionDeletionCmdList = 275
SessionRestorationTimeOut = 24h
ResourceManagers/

1. 3gpp

2. swmcache

3. per-user

True



p>3 1dpsly>

Sup 028> 258 IJpshy Jotuasue 1desls sotuosuoel Jessss IJedule.

Swp luwwdsle prs)s 1Jpeslys Idedles ogdle.

Cd /Radius/ResourceManagers/

ResourceManagers/
3gpp/

Per-User/

swmcache/

Name = 3gpp
Description =
Type = 3gpp

EnableRegistrationFlow = TRUE
EnableSessionTermination = false
ReuseExistingSession = True
HSSProxyService = dia-proxy

Name = Per-User
Description =

Type = user-session-limit
UserSessionLimit = 0

Name = swmcache
Description =
Type = session-cache
OverwriteAttributes = FALSE
QueryKey = Session-Id
PendingRemovalDelay = 10
AttributesToBeCached/

1. Non-3GPP-User-Data

2. Service-Selection
QueryMappings/
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test.tcl

rm_server
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RemoteUserData
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libremoveuser.so

removeUserData
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JJ IJouosue 1Joudsiss 092936 WO |Jpuwl) /opt/iciscoAr/scripts/radius/.

odosy ouwzsd CPAR
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LogFileCount = 20
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louold I8, 1J3s spdu 1o sdso €8y vuvl Sod 16 s99e CPAR Ly og edles |uudd
gJso.

2ldle lowole 1Jpods 1J5e0s6 JJgpdle 1Jp92956 s /RADIUS/Client/<client_name>
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/RADIUS/RemoteServers/<remote_server_name>
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* 1Jsde IJpuweerd pu Yod DWatchDogTimeout 2500 (pJdJs luss) Vs lowbl) lglss
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DiameterPacketSize Required; the Diameter packet size that can be processed.

An incoming Diameter packet with a packet size more than
the value set in this field will be dropped.
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lyuwlJé w9l wlos CPAR.

sedld Ipuinge: op cedsd Uzip IJos wiss g0 4096. wubs) IJuclse IJs lue B IJpoywb
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* I3l wpw jsbboe DiameterPacketSize |Js 5 Jsdyolse: S wedod CPAR 250 SAA idw oU
4096 Clsw. 9pe 3JY: Bl wp wie ogvesd PPR Jow gduwo gpd Idpuwedspe 2o o
eee wslule puvesempwedse 5 3GPP 09 4260 Llse: sOubd wease gduws Iged
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* s9&, DiameterPacketSize poliyo gds 319,56 wae ldogvgsd IUpguouo6 Jgpdso uuod
IJBlo,. JJpel Jly DiameterPacketSize 1d., JJpl Iy p@sl) 31,6 RES 1 pg 006
JepJsé RADIUS g0 wse oybgsd CPAR Y,

o802 050 1Juo9,6 poldl Jpgszle 1Jie) 1Jedos Bs pinsd wp Bso odssy
DiameterPacketSize |Js 4096:

[root@sngaaal/ ~]# top

top - 21:29:25 up 49 days, 20:21, 1 user, Tload average: 0.81, 0.28, 0.14
Tasks: 348 total, 1 running, 347 sleeping, 0 stopped, 0 zombie

%cpu(s): 2.8 us, 0.0sy, 0.0ni, 97.2 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem: 32777520 total, 5219052 used, 27558468 free, 1328 buffers

KiB Swap: 30408700 total, 0 used, 30408700 free. 2354304 cached mMem

[_PID USER ___PR_NL___VIRT] _RES | SHR S %CPU “MEM TIME+ COMMAND
16721 root 20 0 18.726g|174648 | 10608 S 100.1 0.5 1:07.34 radius

I3l e e 516 IJpgdps DiameterPackerSize |Js 6000 Oy )1z IJle, IJgdss sw9 Jel sds:

top - 22:57:50 up 49 days, 21:49, 1 user, Tload average: 1.00, 1.01, 1.00
Tasks: 348 total, 1 running, 347 sleeping, 0 stopped, 0 zombie

%Cpu(s): 2.8 us, 0.0sy, 0.0ni, 97.2 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem: 32777520 total, 5383328 used, 27394192 free, 1328 buffers

KiB Swap: 30408700 total, 0 used, 30408700 free. 2355000 cached mMem

SHR_S__ %CPU %MEM TIME+ COMMAND
18455 root 20 0 18.741g|210788 [10756 S 100.1 0.6 87:00.67 radius
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Total 3 session(s) in /Radius/SessionManagers
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--> release-sessions /r all

Released 4 session(s) in /Radius/SessionManagers
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