Ul IJpogd 88 wluwesle PNP og FND
gJs luesble Cisco 10S® IJlz>e

lJpzossle

I 93,00

lzJ

[y, pulc . pJOl)O 22826 ol puu?>|,o OlJo FND/NMS F._J§ ¢l Windows CA

lJe 95,00

Nl o3l IJpuwews Jsdsé lugule 1Juvolsé 1Juoeses 9ouosssol oo "lJuuss IJiuwlwss
Jdpule lUglue J Windows" (PKI) JJluweésle e "ldessosd sldogugsd” (PNP) eds "pss)
wwods IJzed" (FND).

IJ e Jé

ewel selod e o suveged PNP I sep wuin w390 Jeuw (ZTD) gds IbJlé izse eu Cisco
IOS® 9 Cisco I0S®-XE. IJg pJs6 S8 o€ 9le> pu 03l ol PNP:

Error while creating FND trustpoint on the device. errorCode: PnP Service Error 3341,
error Message: SSL Server |ID check failed after cert-install
Error while creating FND trustpoint on the device. errorCode: PnP Service Error 3337,
error Message: Cant get PnP Hello Response after cert-install

pUd w2 lJ9de swlbbdy Hpj PNP s Cisco IOS® /Cisco IOS®-XE pde 2 9d "lJluwpe Idwssd
JJesu29e (SAN)" B Idyielss [Jp 9306 o0 God Ebel9zss Idozdp (FND WS oo IJzlJs).

sozdd 99sJ PNP Cisco I0S®L Gl o 28J Livol>8 SAN Jpg 8 1Ughe. Je s8> sop IJozdd
o0 edd IUlgwe IJublisg (CN).

o3l Lolde Jodo IJluosble:

- wyulez Cisco 10S® IJ] o5, 15.2(6)E2 slJluesble IJizse
- Cisco I0S®: IJ|_esl,) 15.6(3)M4 glJlosble Uia.)c,

- wyulez Cisco 10S®. 1] osl, 15.7(3)M2 slJlosble 1Jizse
- Cisco IOS® XE Denali 16.3.6 slJl_o>)le I.Ji@o

- Cisco I0S® XE Everest. |J|_o>l, 16.5.3 9lJl_o>)le Ui@.;‘;
- Cisco I0S® Everest. |Jl_o>l, 16.6.3 slJlosL)le IJi@o

- zpSE luoslle Cisco I0S® oy 16.7.1 sldloslle 1Jizse



SpJdu ldewy) 8Js 058> pu ldpgdsele oul:
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Plug-and-
Play/solution/quidexml/b pnp-solution-quide.html#id 70663

IJzJ

Jlesd, pelbp 1JbJs sldsels§ IUglues wld@sle 1dsbuss o lzd IJoupss wes 1o 2dd yiwds
pubBs IJogisu weled lds Idogpse.

Jlouvle Idgiolss Iuozszs 9o uossyol JJlgwegsle pg PNP gl olwwol [Js pgiu ldpdlese:
lowe IJgbsle IJoldss.

logble Juolds 23836 wluwegdle SlJy FND/NMS gJs élbp Windows CA

loodd 1Js Il > ogvgsd > MMC > pJu > luolwsl]slds bl6 Joldsé.. > Uuoble > |olds >
2unlo Jous9o) > Jposscy peds > el slde 1Ji15 1l olbss MMC JJ iobsle.
e8> IJuboble (Jewsso) peds) > ubguos > yboble

lod) v Ielouw IJlspw eds Iduvoble 9235 IJ IJpole > by Jivolxé 23836.. Jel 09 090z Wb

| Consaole Roatk Issued To =~ Issued By
= E Ce.rl:iFin:aI:es {Local Camputer) ol frdserver Frd.iot rookca
=[] Personal £olnms. fnd.iot rookca

W - .
-
:

| Trusted Roe

- ; Imnpork...
] Enterprise T o b
=l Trlarmadizk

Request Mew Certificate. ..

By W99 IJolds 923> wog wywzsd Active Directory Jol 09 p9 oz WS 1Uu29)0.

I Certificate Enrollment M=] E3

) Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates, Certificate
enrollment policy may already be configured For wou,

Configured by your administrator

Active Direckory Enrolliment Paolicy:

Configured by you Add Mew

oy W9l IJelds 9225 1IUBIJw 1J3s wpe lugblge J NMS/FND-Server (o)l 3Jd Jlz gl J b e
TelePresence (TPS)) 9lu@)y W98 Lowlb piss pu ldpedsple Jpl 09 p9 oz Os 1Uu09)6.


/content/en/us/td/docs/solutions/Enterprise/Plug-and-Play/solution/guidexml/b_pnp-solution-guide.html#id_70663
/content/en/us/td/docs/solutions/Enterprise/Plug-and-Play/solution/guidexml/b_pnp-solution-guide.html#id_70663

B Certificate Enrollment =]

_;| Certificate Enrollment

Request Certificates

You can request the Following kvpes of certificates, Select the certificakes wau want to request, and then click Enraoll,

Active Directory Enrollment Policy

[ Directory Emnail Replication 1) STATUS: Available Dietails ()
[ Domain Conkroller 1) STATUS: Available Dietails ()
[ Domnain Contraller Authentication 1) STATUS: Available Dietails ()

Dietails ()

WIS guolisuo Idubolrer §p ww9ds) oo IJpedple:
luwe IJp929¢:

- 1Jpswwdt lgwe p9 e :
Nl Iduiblse: Towe Ipzld 1dpdod wlJdled (FQDN) 1JglLo wglse FND (is TPS |51 Jly 5J
peIUI)
Iluwe Idossd (28 wveds pub@s IJogsso (SAN)):

Bl oo cuweise wble luve IUezld (DNS) JUlousld wzie PNP oy #2150 FND. 0
wluolwe |>¢ld DNS J FQDN
Bl Yoo oguedse IP Jdlouold ozis PNP oy gbe FND: W8 Lluolds I5¢ld IPv4 J IP
SILOS WP ESY BSp Uiwdd pub 96 wgisw (SAN) pogsré B Iduvolrs. B 2lJs Izodld
by 1dogule 1elds. eds pwosd IJpeld: spdod wuopso JJ po FADN Jogss Idozde
9euwsly IP (lg EO.9|C{ NAT IP) Ws 2 8Jd Uvwds IJogisu (SAN). bl Gpo vouopsy JJsopl V9§ e
cogssu FQDN Jlsd $spd Juvwds IJogisu (SAN). powsel wewslo IP.

ool oupdsd:




Certificate Properties Ed l

/¥ Subject |General | Exkensions I Private Key | Certification autharity I Signature |

E
The subject of a certificate is the user or computer ko which the certificate is issued, %¥ou can
enter information about the bypes of subject name and alkernative name values that can be used
in a certificate, F
Subject of certificake |
The user or computer that is receiving the certificate
Subject narme: k
Tvoe: D=iZjsCo
i CM=nms.Frd.iok
Zanmon narne j add =
Walue:
< Remove
Alkernative name:
Tvpe:
¥P s, Frd. iok
IP address (w4) j
10.45.43.229
Yalue:
Add =
< Remove

Svpe? lJopldol 168, 9939 p9ld g Vs lbl) guolisuo Iduvolse: &p gued Jluuble IJbolss &p
lu8) W93 lwoele gus [Jwpld IUlouble.

S2dd pu 2dJ U ds IJogisu (SAN) Bs IUuiols IJos op logblel

JJozdd eel Bl oo 1dgbobs Idos wpe louilgol wewas eds IJpgdsple IUuoeses Spdud
Weueol Jpel sds:

loe 1Jbls 1dlupldss JJuvoble s Microsoft Management Console (MMC) 99 we IJubolsle
(IJdposoc) Ipeds) > Uvduos > Uboblw.

lod) wd)l pid9el eds Iduwelbd IJos wpe logvlgol slvwz edlesd IJowssew o-l.éluo.._sJ. Sp
AJoersy Jpwsd ddoze gu 2dd uveds Idegiso (SAN) Jel 09 p9oz Os IJuo9)é.



Certificate |

General Details |CertiFin:aI:i|:|n Path I

Show: | <all> -]
Field Yalue ;I
E Enhanced Kev Usage Server Authentication (1.3.6....
E Kew Usage Digital Signature, Mon-Repudia. ..
E Application Policies [1]Application Certificate Polic, ..
E._Sul:nject ke Identifier 8b 3b 34 3d da 09 ae= 49 30 d3...

4| Subject Alkernative Mame DS Mame=nms.fnd.iot, IP &d...
E Aukhority Key Identifier keviD=fa 73i6bcy ef 2c 43 1...
E iZR.L Distribution Points [1]CRL Diskribution Point: Distr...
=]
e

Authority Information Access  [1]8uthority Info Access: Acc.,.. ll

IDMS Marme=nms.Frd.iak
IP Address=10.45.43.229

ouodS) IJuvobs [Js péiu pdluse FND

Sod Io oopdy PU luvos)ls I_9 lovowld Idgiol>s 1Je9z926 Vs peiv pdlesz FND: weolg IUs
ouodsyol IJs pdus .pfd.

R 1Jis16 IJlolss Jduvoble W MMC: §p wuguwse IJuboble (Jpwsse) peds) > Uvduos
> gvoble

lod) wiy Idplogw IJlspw 898 IJ ol IJes wp luubldol 935 JIds Idpolp > ouoss)... Jel 09
PILPT s [Ju2s)s.

File Action Yiew Favoribes  ‘Window  Help

e A e I SR SERERN 7
| Consale Raook Issued To = | Issued By | Expil
= H Certificates (Local Computer) 'EFJFndserver.Fnd.int rookca 5103
= | Personal == nms. fnd.iok rookca
| Certificates olra Cpen rootca 4/03
d Trusted Roaot Certification & E._;;Jra Al Tasks b o 4J03
J Enterprise Truskt 'L;Jra 403
3 Intermediate Certification £ 'E;;Jra Zuk Fequest Certificate with Mew Key. ., 4103
| Trusted Publishers e Copy Renew Certificate with MNew Key, .,
| Unkrusked Certificates .;_qua Delete 403
| Third-Party oot Certificati ._-:_;;Jra ———————————  Manage Private Keys... 03
7 Trusted People .;?Jrnntca . Froperties Advanced Operations b | S/03
i Remate Deskhop Selrootca, fnd.iot s 4/03
| Certificate Enrollment Requ




lod) W99 IJolds: 23> Jouoss) Idpelz IJglue Jel 09 p9oz Os 1Uue9,)s.

Certificate Export YWizard r

Export Private Key
ou can choose ko export the private key with the certificate,

Private kevs are password prokected. IF you want ko expork the private key with the
certificake, wou must bvpe a password on a later page.

Do vou want ko export the private key with the certificate?
% ‘es, export the private key

™ Mo, do not expart the private key

22> Joupesy JJ Idgvoble B puwly IJesgsuwe Jel 09 p9u0e S 1Ju29,6.

I LI = | P T s s S el P L T s L e L 0 e B s L

¥ Personal Information Exchange - PKCS #12 {.PFX)

¥ Include all certificates in the certification path if possible
[ Delete the private key if the export is successful
[ Export all extended properties

" Microsoft Serialized Certificate Store (L55T)

108 w8 3JY: 235 JJpd o9y JJouoss) 9l 1J .pfx Vs pdly pg 9.
louble pgiu pdlose FND JJlgseésle og PNP
IJIo wes 1o Bpo wouoss) Iduiolss. spdod luuile pgio Idpdlose IJpbdse J FND.

e wudd P Idss wp logblie eu 1Jgb9s I wlo 96 lelo 1Js zols Iubes Ishs IJuwds (NMS)
l9 s OVA (8150 FND). gJs pwosd Ipald wluwegslo SCP.

wd pewssle pixJddosyo eds IJluwe Idpuweelh s op logilde odldlissl Ws IJouoss):

[root@ot-fnd ~]# keytool -list -v -keystore nms.pfx -srcstoretype pkcsl2 | grep Alias
Enter keystore password: keystore
Al'i as nane: |e-fnd-8f0908aa-dc8d-4101- a526- 93b4eaad9481

lousle pg50 pBlose 238> wluwegsle o3l 1dle):

root @ot-fnd ~]# keytool -inportkeystore -v -srckeystore nns.pfx -srcstoretype pkcsl2 -
dest keystore cgns_keystore_new -deststoretype jks -srcalias |e-fnd-8f0908aa-dc8d-4101-a526-



93b4eaad9481 -destalias cgns -destkeypass keystore
I mporting keystore nms. pfx to cgns_keystore_new. ..
Enter destination keystore password:

Re-enter new password:

Ent er source keystore password:

[Storing cgns_keystore_new]

VMr ni ng:
The JKS keystore uses a proprietary format. It is recommended to migrate to PKCS12 which is an
industry standard format using "keytool -inportkeystore -srckeystore cgns_keystore_new -

dest keystore cgnms_keystore_new -dest storetype pkcsl2".

B Iip) olds oo luvawld Nms.pix Cldpdo 1duozse (Ieuoss po Windows CA) sl $spb
srcalias wlblo® pg poele IUle) Iduwle @ (keyTool -list).

W& i O99p ww9dsor 9p wogssdo IJs lJouuwsd 1dess> Jel 09 p9u,z:

[root@ot-fnd ~]# keytool -inportkeystore -srckeystore cgns_keystore_new -destkeystore
cgns_keystore_new -deststoretype pkcsl2 Enter source keystore password: Entry for alias cgns
successfully inported. Inmport command conpleted: 1 entries successfully inported, O entries
failed or cancelled Warning: Mgrated "cgnms_keystore_new' to Non JKS/JCEKS. The JKS keystore is
backed up as

"cgns_keystore_new. ol d".

luols uolss Idpyze IUpuor 8 IJus wp wuoss,ol gulodli lds o ldevdlose:

[root@ot-fnd ~]# keytool -inport -trustcacerts -alias root -keystore cgnms_keystore_
new -file rootca.cer Enter keystore password: Omner: CN=rootca, DC=fnd, DC=iot |ssuer:
CN=rootca, DC=fnd, DC=iot ... Trust this certificate? [no]: yes Certificate was added to
keystore

szl Be Lluplds Liolss SUDL IJos cuwagse JJozdd po 1Jesss wouwduvd pu FAR
E_Q)r"l (VN IGrS Y PNP. |Js PCIU |Jrot_9|u..$a

Joydse RPM: sop orese yiolss SUDI oe 1dz5e sspdu ldees) edsol Bt
/opt/cgms/server/cgms/conf/ciscosudi/cisco-sudi-ca.pem

Josouse OVA. Gp lodl wouwg Uiolsé SUDI |Js IJp o sus:

[root@ot-fnd ~]# docker cp fnd-container:/opt/cgns/server/cgns/conf/ciscosudi/cisco-sudi-ca. pem

e e wlupldoo lUs pgio IdpDlost Jel 09 09898 wo pg IJluwe IJpuuegl, SUDL:

[root@ot-fnd ~]# keytool -inport -trustcacerts -alias sudi -keystore cgns_keystore_new -file
ci sco-sudi - ca. pem

Ent er keystore password:

Omer: CN=ACT2 SUDI CA, O=Ci sco

I ssuer: CN=Cisco Root CA 2048, O=Ci sco Systens

Trust this certificate? [no]: yes
Certificate was added to keystore



98w 030 IJu¥bo: sY9u pug) IUpdlese glojl JJluwesle pg 1Juows9d Idsbos JJouess.
oudbsb pgiu IJpdlose IJe>ss/lJpgsd JJluveésle e FND

Sod luwesle pg50 1dpVlose: Oe wlpwowsld IUluosh Iduslod 88p vordse JJps 1Ues)
cuvdd Roshs Ws pJud cgms.properties.

lodl. $e vlple gpdsé vt lewslbs Jpgio Idedlose 1Jpoess wIddeJ:

Joowse RPM:

[root @ndnns ~]# cp /opt/cgns/server/cgns/ conf/cgns_keystore cgns_keyst ore_backup

Jooowse OVA:

[root@ot-fnd ~]# cp /opt/fnd/datal/ cgms_keystore cgns_keyst ore_backup
luvowsd IJSlkspd wldz>s6:

[root @ndnns ~]# cp cgnms_keystore_new /opt/cgns/ server/cgns/ conf/cgns_keystore

Jooouse OVA:

[root@ot-fnd ~]# cp cgns_keystore_new /opt/fnd/data/cgns_keystore
wuvdd lgosbs §p vordse Jdes 1deiss Jetio ldpdlose Bs pJd cgms.properties:

IsJl Bp Llouble puduwds IJps e19) puUb Db 25836

[root @ndnns ~]# /opt/cgns/bin/encryption_util.sh encrypt keystore
7j | XPni VpMrat +Tr DAMh1lw==

Jooouse OVA:

[root@ot-fnd ~]# docker exec -it fnd-container /opt/cgns/bin/encryption_util.sh encrypt
keystore
7j 1 XPni VpMrat +Tr DWjh1w==

Sl o0 luwewld pgio IpBlose wddps e Iduszses Jetiv IJpdluse.

Ip wwEsSs) cgms.properties s /opt/cgms/server/cgms/conf/cgms.properties JJo o wso



IJpuwews 1Js RPM g fopt/fnd/data/cgms.properties JJooose Idpuveows s OVA Jooeso
JJpo 1Upy9) 1Jpuived,o 1Ugsrsos.

Slzsole Bp olghs cuvgsd FND Juse [uwegsle pgio [dpdlose 99Jp6 [Jes9) 128380



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



