luwed il Tgble 0388 2,96 019, Uind-Erv
lel>é w9zso SDA gl odlzol

lJpzogsle

>¢l) MAC / ARP
52l ) LISP
586 ARP (6,5 SDA

lJp 9500

S9u2g 03l Idpuwows Js8ss 1ol pu o398 2096 19 pu IJuind IJs IJE) e Jzse pu
IJsuesd Idpersd woluwlos Ide ol (SDA).

IJecbdole IJlul jusé
lJpolbdolo

w9os Cisco yig oJ9y s pgy9s wldpesluose 1Joldss:

* lebs w9zso wi9weded IJlue,uw (IP)
. 92999 Buod IUpgr8lops IUps e (LISP)

lJpdovlo Idpuweispd
ouwow Idpedypele 1Uglyo WO o3l ldpuwews 1Js luosble Ido)lez 9ldedsule 1Jebss Ideldss:

+ C9000v g¢Js Cisco IOS® XE 17.10.1
+ SDA 1.0 (Jsuwv LISP PubSub)



op lugile lJpgdsele 191,28 B o3l ldpuwens po 1JIz056 1J 92956 Bs wisisé pgpdséd ¢luos.
wlo zese Ilzejd IJpuwogrpd Os o3l 1Jpuwows wodssu peuwdz (IB)lus). Bl dlve
wedod 98 ldogvgsd Wolds po Vopd Jdules) Idpzepd Jis le).

lJpvozlo o lduadé

03l 9588 Suwwlbse lsupl Juw luvogpde pe 03l 2ol 9w, pzss LOSES:

* C9200
« C9300
« C9400
« C9500
« C9600
Cisco I0S® XE 16.12 glJl_osble IJizse

ped9ple lvluss

SUbS) 3 296 0)9) SDA oo IUuind IJs IJEH e 1Js [dp09e s wusd u8bs wolss Loeu
wuso SDA IJlouold wudlbo wolso Ia).s lgd v IJouss. ould weuo IJpelbs) Wspl
Soedd wel seow 9l seow w398l pu IJuind 1Js IJE e sspdu lu sdsu wad§ 2,ds
Jeo9) pu lduind IJs U eds IJugy IJoelds:

¢ 0Bl IJoolsd 1Jp92938 s IJuiods 1JB, 86 b wol (172.17.10.2 og IUlouold o
172.19.10.3) 95 oy 03l lplsl L2LISP

¢ 03I IJoolsd 1o odss B IJ oduwe VRF (VN) (172.19.10.2 oopse s 172.19.11.2
9JJl Bes VRF ozpg) 03l e, L3 LISP

* udbo IJuolso 1Jp9z9s6 Lopu IJuuwse wwpde IUs puosyd pouod w295 L2 1dpeu89Jds:
oolol poJ L2LISP

Il ogivs) wrd8le 298 1Up9, o 1duing 1ds 1w 1s ose IJlpeJé:

-+ wuble I8 1de9) pu wumse SDA IJs ¢he IJouwse: ks pu Iduield [Js 1Jzosw
-« Jlseow, Josese vsu vvwdle VRF Isuol oo 1duind [Js 1JE e (bdlbs wolss
WO pzee VRF gu9ly IP 172.19.10.2 sepre 1Js uldbs volss Wbs Loswd VRF,
coslo IP 172.19.11.2)

. p@_k“& SD-WAN |Jp.)roa_6
* olujse SDA

* wodé IJga9o

s [Ypwoslow

~ edlebi: spdy o wpedd Isle, IJoble IJiuulus (Fed). spdo o sdw 1Uie, show

platform fed <active|standby>" o9l J "show platform fed switch <active|standby>". |51 Je
Sop 09588 IJuoslés Idpuil [sel s IUleedé Bs)zs wrivs Idpoés).

|J|.oabb



Lo0O: 10.47.1.10

BNICPEiE G1/0/2

s1/0/3 81/0/4

G1/0/1

Lo0O: 10.47.1.12 % 81/0/2

Gl/0/3

10.47.4.2 8 10.47.4.3 8 8 10.47.10.2

Jig )l o o3l IJpeld. wgpd 1Jpzadle C000V Jzslcd IJwoss 9lJzs95 Ipepes. ooy zpse ullb
lJuolse opu vy Iduveds Idbloyss (VN) red_vn. w9zs udlb IJuelse s 10.47.4.2 9
10.47.4.2 BOs IUvods 1J9,886 u b woli 9oy udbs IJuolss gus 10.47.10.2 BOs oo ds

B)e56 ppodds 9Jduel W w Luwds VN.

lJodosy

P 1Jpde,u0 1o suvetse prds woss IJuiwds 1888 (DNA) oo CiSCo Jujnss wusé

Lo0O: 10.47.1.11

Gl/0/2 BNIGPE;E

G1/0/3 g1/0/4

G1/0/1

e1/0/2 % Lo0O: 10.47.1.13

G1l/0/3

Gl/0/5

wuSo wuso IJpesd ¥ es SDA Cldlgshble IUlwe,)l s ss:

* Op wpdsu lpwsh IJbo@s 2 (9031 sy lele wagse s 1Uey9) luweubl lds gpdsle

w2 gu9lo MAC Lodl pu gpdsle vee guslu IP).

c opogbsd cVs o IUbo@s 2 (s93s8 03l s wpdsy ogb ARP gds Uiao)é lJb,8s0

9oedp ARP Lsl wlbs LISP).

we> lole Uop Idpuossd wuvdd LorsE: STuds “d9so 1Uslzos eds €36 1§uulp:

oJ9su 9lzos zlwe IUouso (10.47.1.12):

interface GigabitEthernetl/0/3

switchport access vlan 1026

switchport mode access

device-tracking attach-policy IPDT_POLICY
spanning-tree portfast

spanning-tree bpduguard enable
end

interface V1anl026

description Configured from Cisco DNA-Center
mac-address 0000.0c9f.f341

vrf forwarding red_vn

ip address 10.47.4.1 255.255.255.0
ip helper-address 10.47.9.9

no ip redirects

ip route-cache same-interface

no lisp mobility Tiveness test
Tisp mobility red-IPV4
end



edose LISP Jzlws Idowss (10. 47, 1.12):

router lisp
Tocator-table default
Tocator-set rloc_222el1707-175d-4019-a783-060404f8bc2f
IPv4-interface LoopbackO priority 10 weight 10
exit-locator-set
|
instance-id 4099
remote-rloc-probe on-route-change
dynamic-eid red-IPV4
database-mapping 10.47.4.0/24 Tocator-set rloc_222e1707-175d-4019-a783-060404f8bc2f
exit-dynamic-eid
|
dynamic-eid red-helpdesk-IPV4
database-mapping 10.47.10.0/24 Tocator-set rloc_222e1707-175d-4019-a783-060404f8bc2f
exit-dynamic-eid
|
service 1ipv4d
eid-table vrf red_vn
map-cache 0.0.0.0/0 map-request
sgt distribution
sgt
exit-service-ipv4
|
exit-instance-id
|
]
instance-id 8190
remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1026
database-mapping mac Tlocator-set rloc_222e1707-175d-4019-a783-060404f8bc2f
dynamic-eid detection multiple-addr bridged-vm
exit-service-ethernet
|
exit-instance-id
|
instance-id 8192
remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1028
database-mapping mac Tlocator-set rloc_222e1707-175d-4019-a783-060404f8bc2f
dynamic-eid detection multiple-addr bridged-vm
exit-service-ethernet
|

exit-instance-id

oJ9su 9lzes zlwe IUouso (10.47.1.13):

interface GigabitEthernetl/0/3

switchport access vlan 1026

switchport mode access

device-tracking attach-policy IPDT_POLICY



spanning-tree portfast
spanning-tree bpduguard enable
end
!
interface GigabitEthernetl/0/5
switchport access vlan 1028
switchport mode access
device-tracking attach-policy IPDT_POLICY
spanning-tree portfast
spanning-tree bpduguard enable
end
!
interface V1anl026
description Configured from Cisco DNA-Center
mac-address 0000.0c9f.f341
vrf forwarding red_vn
ip address 10.47.4.1 255.255.255.0
ip helper-address 10.47.9.9
no ip redirects
ip route-cache same-interface
no lisp mobility Tiveness test
Tisp mobility red-IPV4
end
!
interface V1anl1028
description Configured from Cisco DNA-Center
mac-address 0000.0c9f.f800
vrf forwarding red_vn
ip address 10.47.10.1 255.255.255.0
ip helper-address 10.47.9.9
no ip redirects
ip route-cache same-interface
no lisp mobility Tiveness test
Tisp mobility red-helpdesk-IPV4
end

edoso LISP Jzlws IJowss (10.47.1.13)

router lisp
Tocator-table default
Tocator-set rloc_691blfe4-5264-44c2-bblb-0903b3eb2c51
IPv4-interface LoopbackO priority 10 weight 10
exit-Tocator-set
|
instance-id 4099
remote-rloc-probe on-route-change
dynamic-eid red-IPV4
database-mapping 10.47.4.0/24 Tocator-set rloc_691blfe4-5264-44c2-bb1b-0903b3eb2c51
exit-dynamic-eid
|
dynamic-eid red-helpdesk-IPV4
database-mapping 10.47.10.0/24 Tocator-set rloc_691blfe4-5264-44c2-bblb-0903b3eb2c51
exit-dynamic-eid
|
service 1ipv4
eid-table vrf red_vn
map-cache 0.0.0.0/0 map-request
sgt distribution



sgt
exit-service-ipv4
!
exit-instance-id
!
instance-id 8190
remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1026
database-mapping mac locator-set rloc_691blfe4-5264-44c2-bb1lb-0903b3eb2c51
dynamic-eid detection multiple-addr bridged-vm
exit-service-ethernet
!
exit-instance-id
!
instance-id 8192
remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1028
database-mapping mac locator-set rloc_691blfe4-5264-44c2-bb1lb-0903b3eb2c51
dynamic-eid detection multiple-addr bridged-vm
exit-service-ethernet
!
exit-instance-id

IJozd8 pu luuoele ldpuosd
9dzie pu pdss lwosele IJpuosS: wp lugble IUgsss pu 1JoslIJ:
I¢ld oo zol; IPDT /1P

w&> wop IJpuosd wutle: s9zs el Lolde B 229d wedw zols IP (IPDT) ssep wpsss
lIJeuos IJuoliss eds luo $loed JJyuesd:

<#root>
Edge-1#
show devi ce-tracki ng database interface g1/0/3

portDB has 2 entries for interface Gil/0/3, 2 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan privi
DH4 10.47.4.2 5254. 0019. 93e9 G 1/0/3 1026 0024

I>¢ld MAC / ARP

ag

3m



gw> ouwesd puosd Idoolss worle: sedoo lgooh louald 1dwslus 1B e,luoss (19 spdu
wewo pu lduslews IJIe,)luoss bl e sop vovse s b zelss eds udbo [Juolss IJos
wpug ol Idleoll):

<#root>
Edge-1#
ping vrf red_vn 10.47.4.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.47.4.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 142/150/161 ms

eJds £920 1JglWs: ould gugly MAC, LIJlolws [Js 1b¢ld ARP 1Jewsled § Ws 1dzr9d (WBs
VREF):

<#root>
Edge-1#
show nac address-table interface g1/0/3

Mac Address Table

Vlan Mac Address Type Ports

1026 5254.0019.93e9 DYNAMIC Gil/0/3
Total Mac Addresses for this criterion: 1

Edge-1#

show ip arp vrf red_vn

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.47.4.1 - 0000.0c9f.f341 ARPA Vlanl026
Internet 10.47.4.2 1 5254. 0019. 93e9 ARPA VI an1026
Internet 10.47.10.1 - 0000.0c9f.f800 ARPA V1anl028

woolez FED Jopes goloso MACH

JJoedd pu ewslo MAC s FED I waésp IJie, show platform software fed switch active matm
macTable vlan <vlan id> mac <mac address>

<#root>
Edge-1#

show pl atform software fed switch active matm nmacTabl e vl an 1026 mac 5254. 0019. 93e9



VLAN  MAC Type Seqg# EC_Bi Flags

machandl e
si Handl e
riHandle
di Handl e
*a_time *e_time ports Con
1026 5254.0019.93¢9 > 9 o0 o

Ox7f 65ec7bda68

Ox7f 65ec7c¢21f 8

0x0

Ox7f 65ec6e1368

300 7 GigabitEthernetl/0/3 Yes

Asic: O
htm-handle = 0x7f65ec95dc68 MVID = 7 gpn = 1
SI = 0xc3 RI = 0x25 DI = 0x526e
DI = 0x526e pmap = 0x00000000 0x00000004 pmap_intf : [GigabitEthernetl/0/3]

Asic: 1
SI 0Oxc3 RI = 0x25 DI = 0x526e
DI 0x526e pmap = 0x00000000 0x00000000

**wyped Mac Address™

Bp wles> Bspsé MacHandle oy 1Jle) IJuslod (0X765ec7bdab8) 9l weés e b show platform
hardware fed switch active fwd-asic tracaction print-resource-handle <macHandle> 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ec7bda68 1

Handle:0x7f65ec7bda68 Res-Type:ASIC_RSC_HASH_TCAM Res-Switch-Num:0 Asic-Num:255 Feature-ID:AL_FID_L2 Lk
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: handle [ASIC: 0]: Ox7f65ec95dc68

Features sharing this resource:Cookie length: 12

19 00 54 52 €9 93 07 80 07 00 00 00

Detailed Resource Information (ASIC_INSTANCE# 0)

Number of HTM Entries: 1

Entry 0: (handle 0x7f65ec95dc68)



Absolute Index: 6778
Time Stamp: 4
KEY -

vlan: 7

mac: 0x5254001993e9
13_1if:0
gpn: 3

epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0 client_home_asic: 0 learning_peerid 0, Tearnin
MASK - vlan:0 mac:0x0 13_if:0 gpn:0 epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0 client_home
SRC_AD - need_to_learn:0 1rn_v:0 catchall:0 static_mac:0 chain_ptr_v:0 chain_ptr: 0 static_entry_v:0 au
DST_AD - si:0xb7 bridge:0 replicate:0 blk_fwd_o:0 v4_rmac:0 v6_rmac:0 catchall:0 ign_src_1rn:0 port_mas

o283 e MVID*

lLde 7 S UIole IJowlod 09 peyd VLAN Idegsu (MVID) B Jizess. JJozdd eu
pbloywol Juuvodsé VLAN "lJz9s8s6" luwegs e show platform software fed switch active vlian
<vlan number>

<#root>
Edge-1#
show pl atform software fed switch active vlan 1026

VLAN Fed Information

VI an

IF Id LE Handle STP HandTe L3 IF Handle SVI IF ID

0x0000000000420011  0x00007f65ec6a08b8  0x00007f65ec6all38  0x00007f65ec77e838  0x000000000000

ldozdd pu e IJpuds Ieldes (GPN)™

Jywl GPN L9lzoé "z 959.56" iuuo'@,o I.Ji,oJ show platform software fed switch active ifm



mapping gpn

<#root>
Edge-1#
show platform software fed switch active ifm mappings gpn

Mappings Table

GPN Interface IF_ID IF_TYPE
1 GigabitEthernetl/0/1 0x0000001a ETHER

2 GigabitEthernetl/0/2 0x0000001b ETHER

3

G gabi t Et hernet 1/ 0/ 3
0x0000000b ETHER

<-- GPN 3 lines up with the expected Egress interface

onpes euslo MACH

lJzue9d eJs Gsped siHandle oy I._Ji,oJ lJuwle @ (0x7f65ec7c21f8) 9l uwgslpol s show platform
Swp wEdSO zolj ldpzad weesd uuvl po FWD-ASIC pg )36 plbu9gé-resource-handle
<si_handle> 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e Ox7f65ec7c21f8 1

Handle:0x7f65ec7c21f8 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST
priv_ri/priv_si Handle: Ox7f65ec7c2498Hardware Indices/Handles: index0:0xc3 mtu_index/T3u_ri_index0:0x
Features sharing this resource:66 (1)]

57 (D]

Cookie length: 56

00 00 00 00 00 00 00 00 02 04 00 00 00 00 00 00 00 00 00 00 07 00 52 54 00 19 93 €9 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [0xc3] <-- Station Index is conprised of the Rewite Index (RI') and Destination |nde>

stationTableGenericlLabel = 0
stationFdConstructionlLabel =
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1

0x7



Replication Bitmap: LD <-- Local Data (LD) indicates that the destination is on this ASIC

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [0xc3] <-- Station Index is conprised of the Rewite Index (RI') and Destination |nde>

o

stationTableGenericlLabel =
stationFdConstructionLabel
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1

0x7

Replication Bitmap: CD <-- Core Data (CD) indicates that the destination is on the same ASIC, different

“*ldoedd pu uoed Yo uw lebs Joluo gugly MAC*

&3 8sp6 Rl oo 1Ulo, I ulou@ (0x25) sl uegs e bs show platform hardware fed pbele o vl
09,3 ASIC JJ rewrite-index p>s <RI> <RI>

<tfroot>
Edge-1#

show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range 0x25 0x25

ASIC#:0 RI:37 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr:

MAC Addr: 52:54:00:19:93: €9

L3IF LE Index 41

ASIC#:0 RI:38 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr: 01:00:5e:00:00:00,
L3IF LE Index 40

ASIC#:0 RI:39 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr: 52:54:00:00:50:17,
L3IF LE Index 40

ASIC#:1 RI:37 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr:

MAC Addr: 52:54:00:19:93: €9

L3IF LE Index 41



ASIC#:1 RI:38 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr: 01:00:5e:00:00:00,
L3IF LE Index 40

ASIC#:1 RI:39 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr: 52:54:00:00:50:17,
L3IF LE Index 40

o288 pu LS WYoyuw 9206 guslu MACH

&3 8sp6 DI pu Ul IJuwlu@ (0x526€) 9l ueés e b show platform zolj fed pdule wuulb 9,0
asic JJ glsé-index p>s <di> <di>

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all destination-index range 0x526e 0x52¢

ASIC#0:

Destination 1index = 0x526e

pmap = 0x00000000 0x00000004 <-- Convert decimal 4 to binary, which is 0100. Count this binary right to

pmap_intf : [GigabitEthernetl/0/3]
cmi = 0x0

rcp_pmap = 0x0
al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =
ASIC#1:

O OO OO OOoOOoOOo

Destination index = 0x526e

pmap = 0x00000000 0x00000000
cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

O OO OO OOoOOoOOo



"Jozdd pu ldpuss™

J_):.._,Jo IJpods IUss wp IJlbdlg edso puvodl luvagsp wessole IFM IJogubs JJeesd
lJluwluws commandShow platform software 9luls; 1Js €095 1Jpe095.

<#root>
Edge-1#
show pl atform software fed switch active ifm mappi ngs

—————————————————— show platform software fed switch active ifm mappings -----------------—-

Interface IF_ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active
GigabitEthernetl/0/1 Oxla 0O 0 O 0 0 1 0 1 1 NIF Y
GigabitEthernetl/0/2 0x1b 0O 0 O 1 0 2 1 2 2 NIF Y

G gabi t Et hernet1/0/ 3

Oxb 0O 0 O

0 3 2 3 3 NIF Y

<-- Matches port 2 from previous out put

*|Joedd pu gwdlo MAC IJgluo wldlzoss IJes wp wgsswol™

soblo@ o3l IJIR)lz Ws yvsubsy gpd/pelds pg pl 8990 WY MacHandle.

<#root>
Edge-1#
show pl atform hardware fed switch active matm nmacTabl e vl an 1026 mac 5254. 0019. 93e9

HEAD: MAC address 5254.0019.93e9 in VLAN 1026
KEY:

vlian 7

mac 0x5254001993e9
, 13_if 0,

gpn 3

, epoch 0, static 0, flood_en 0, vlan_lead_wless_flood_en 0, client_home_asic 0, Tearning_peerid 0, lea
MASK: vlan 0, mac 0x0, 13_if 0, gpn 0, epoch 0, static 0, flood_en 0, vlan_lead_wless_flood_en 0, clien
SRC_AD: need_to_learn 0, 1rn_v 0, catchall 0, static_mac 0, chain_ptr_v 0, chain_ptr 0, static_entry_v

DST_AD: si Oxb7, bridge 0, replicate 0, blk_fwd_o 0, v4_mac 0, v6_mac 0, catchall 0, ign_src_1rn 0, por

Total Mac number of addresses:: 1



© peyd Juwds VLAN G 1Jizoj6 (MVID) og 7
* gudly MAC: 5254.0019.93e9
« Jbuds GPN: 3

I5¢lJ LISP

w8 luuble bglJle LISP 1Jgluos wuope Idpuosd IJulze IUs Idpuosed IJuoliss peds! eds
€96 Edge: LIJl ol [Js ouwesdol gds £8> Idogdp (LISP MSMR. - ¢lsp &)slo6 LISP /
pedd IJsbd). sew lole zpse Dzsuole LISP Bspl sogdd wobly pe)od posd 22> sedu
Yoo wldugwes Is L2 9 L3:

<#root>
Edge-1#

show vlan id 1026

VLAN Name Status Ports

102 red active
L2LI 0: 8190

, Gi1/0/3

<-- L2 LISP Instance IDtied to VLAN 1026

*ldoedd pu 8lesxsé wslule LISP pu ldpuweys IJolos™

JJozdd pu Bless wslule L2 LISP. iuuoa.)p IJio, show lisp instance-id <L2 LISP IID> Slesé
wslule lse,ue <mac address>

<#root>
Edge-1#
show i sp instance-id 8190 ethernet database 5254.0019. 93e9

LISP ETR MAC Mapping Database for LISP 0 EID-table Vlan 1026 (IID 8190), LSBs: 0Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 2
5254.0019.93e9/48, dynamic-eid Auto-L2-group-8190, inherited from default Tocator-set rloc_222el1707-175
Uptime: 2d17h, Last-change: 2d17h
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

10.47.1.12

10/10 cfg-intf site-self, reachable
----- > Qur own RLOC

Map-server Uptime ACK Domain-ID



10.47.1.10
1d11lh Yes O

----- > RLOC of upstream col | ocated border

10.47.1.11
2d17h Yes O

----- > RLOC of upstream col | ocated border

“*lJogdd pu Jless vslule vedsd IJgwslu (AR) WO lJpuwess IJelus po LISP*

JJoedd pu Bless wslole LISP L2 AR, I wegse 1Jle, show lisp instance-id <LISP L2 1ID>
eu9lu 8lgsré vslule lUlseyuw - 596 gugly <mac address>

<#root>
Edge-1#
show i sp instance-id 8190 ethernet database address-resol ution 5254.0019. 93e9

LISP ETR Address Resolution for LISP O EID-table Vlan 1026 (IID 8190)
(*) -> entry being deleted

Har dwar e Addr ess L3 Instl D Host Address
5254. 0019. 93e9 4099 10.47.4.2/32 <-- Endpoint MAC Address, LISP L3 Instance |ID, Endpoint

*o)pss Vless wslule LISP L3*

JJozdd pu Blers wslole LISP L3, luvagse 1Jie, show lisp instance-id <LISP L3 1ID> [Pv4
Ilex6 wslule <ip address/subnet mask>

<#root>
Edge-1#
show i sp instance-id 4099 ipv4 database 10.47.4.2/32

LISP ETR IPv4 Mapping Database for LISP 0 EID-table vrf red_vn (IID 4099), LSBs: 0x1
Entries total 1, no-route 0, inactive 0, do-not-register 1

10.47.4.2
/32, dynamic-eid red-IPV4, inherited from default locator-set rloc_222el1707-175d-4019-a783-060404f8bc2f
----- > Endpoi nt | Pv4 Address

Uptime: 2d18h, Last-change: 2d18h
Domain-ID: Tlocal

Service-Insertion: N/A

Locator Pri/Wgt Source State



10.47.1.12

10/10 cfg-intf site-self, reachable

----- > Qur own RLOC

Map-server Uptime ACK Domain-ID
10.47.1.10
1d11h Yes O

----- > RLOC of upstream col | ocated border

10.47.1.11
2d17h Yes O

----- > RLOC of upstream col | ocated border

*Joedd pu CEF™

JJezd8 pu CEF. Iuwegse 1Jie, show ip cef vif <vrf name> <ip address> sl¢Js

<#root>
Edge-1#

show i p cef vrf red_vn 10.47.4.2 interna

10.47.4.2/32, epoch 1, flags [att, sc], RIB[D], refcnt 6, per-destination sharing
sources: RIB, Adj, IPL
feature space:
IPRM: 0x00058000
Broker: Tlinked, distributed at 3rd priority
subblocks:
SC owned,sourced:

LISP I ocal EID

SC inherited: LISP remote EID - locator status bits 0x00000000

SC inherited: LISP cfg dyn-EID - LISP configured dynamic-EID

LISP EID attributes: localEID Yes, c-dynEID Yes, d-dynEID Yes, a-dynEID No

SC owned,sourced: LISP generalised SMR - [disabled, not inheriting, Ox7FO06D0A67E40 locks: 1]
Adj source:

I P adj out of VIanl1026

addr 10.47.4.2

7F06D300B738
Dependent covered prefix type adjfib, cover 10.47.4.0/24
2 IPL sources [no flags]
ifnums:
V1an1026(29): 10.47.4.2
path 1ist 7FO6CEE8D720, 3 Tlocks, per-destination, flags 0x49 [shble, rif, hwcn]



path 7F06D0A900C8, share 1/1, type attached nexthop, for IPv4
nexthop 10.47.4.2 V1an1026, IP adj out of V1anl026, addr 10.47.4.2 7F06D300B738
output chain:

IP adj out of VIanl026, addr 10.47.4.2

7F06D300B738

MJlLolds [ beldle LISP 1UppJss e €656 2196 SDA: wzeos £ Iopde s SDA (LISP
MS/MR) is_ol Jis pedsple [uoldss zod wélb IJuolss:

IJezdd po ehe L2 LISP 123955 Iz €

JJduegdd pu gbpe L2 LISP. iu.uot.)p Uim show lisp instance-id <L2 LISP IID> ¢bp lJlse,uw
<MAC Address>

<#root>
Border-1#
show i sp instance-id 8190 ethernet server 5254.0019. 93e9

LISP Site Registration Information

Site name: site_uci

Description: map-server configured from Cisco DNA-Center
Allowed configured locators: any

Requested EID-prefix:

EID-prefix:
5254. 0019. 93e9

/48 instance-id 8190

<-- Endpoi nt MAC Address

First registered: 2w5d

Last registered: 3d16h

Routing table tag: 0

Origin: Dynamic, more specific of any-mac

Merge active: No

Proxy reply: Yes

Skip Publication: No

Force Withdraw: No

TTL: 1d00h

State: complete

Extranet IID: Unspecified

Registration errors:
Authentication failures: 0

Allowed locators mismatch: O

ETR

10.47.1.12



:21038, last registered 3d16h, proxy-reply, map-notify

<-- Egress Tunnel Router (Fabric Edge |IP address)

TTL 1d00h, no merge, hash-function shal

state complete, no security-capability

nonce 0xB60C4314-0x97BB332D

XTR-ID OxAB3179F6-0xC774F22C-0x00F2C82E-0x3A66738D
site-ID unspecified

Domain-ID Tocal

Multihoming-ID unspecified

sourced by reliable transport

Locator Local State Pri/Wgt Scope
10.47.1.12
yes up 10/10 IPv4 none

<--(Fabric Edge |IP address)

IJozdd pu the 286 guslu LISP (AR) IUz> IJeuopu:

JJozdd po ehe L2 LISP AR Igucgs e 1is, show lisp instance-id <LISP L2 1ID> 566 g9l 2lop

lJlse,uw <IP address>

JJozdd pu pedoble lJoguzsd: luvaéspe IJle, show lisp instance-id <LISP L2 1ID> go9ly ¢lse
lJlse,uw - 596 9 09¢ <IP Address> |Jo vz sJd-history

<{froot>

Border-1#

show i sp instance-id 8190 ethernet server address-resolution 10.47.4.2

Address-resolution data for router lisp 0 instance-id 8190

Site name: site_uci

Host Address:

10.47. 4.2

/32
Hardware Address:

5254. 0019. 93e9

First registered: 2w5d
Last registered: 3d16h
Registration errors:

Authentication failures: 0
ETR

10.47.1.12

121038
Last registered: 3d16h
TTL: 1d00h

XTR-ID: 0xAB3179F6-0xC774F22C-0x00F2C82E-0x3A66738D



Site-ID: unspecified

Registered addr: 5254.0019.93e9
L3 Instance ID: 4099
Border-1#

show i sp instance-id 8190 ethernet server address-resolution 10.47.4.2 registration-history

Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?

Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event
Timestamp (UTC) Instance Proto Roam WLC Source
EID prefix / Locator

*Sep 29 16:50:27.762 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9
*Oct 1 21:05:11.086 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9
*Oct 2 06:51:11.882 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9
*Oct 3 00:56:33.642 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9
*Oct 3 01:53:45.934 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9
*Oct 6 04:36:08.685 8190 TCP No No 10.47.1.12

+%10.47.4.2/32 / 5254.0019.93e9

IJoz88 pu Ebe L3LISP 1Jz29>s Idpzee

JJozdd pu ebp L3 LISP. Iuueése I, show lisp instance-id <LISP L3 [ID> IPv4 server <IP
address>

JJozdd pu pedsble ouvesd gbp L3 LISP. iguwgse IUle, show lisp instance-id <LISP L3 ID>
IPv4 server <IP Address> register-history

<#root>
Border-1#
show i sp instance-id 4099 ipv4 server 10.47.4.2

LISP Site Registration Information

Site name: site_uci

Description: map-server configured from Cisco DNA-Center
Allowed configured locators: any

Requested EID-prefix:

EID-prefix:
10.47.4.2

/32 instance-id 4099

First registered: 2w5d
Last registered: 02:39:39
Routing table tag: 0

Origin: Dynamic, more specific of 10.47.4.0/24



Merge active: No

Proxy reply: Yes

Skip Publication: No

Force Withdraw: No

TTL: 1d00h

State: complete

Extranet IID: Unspecified

Registration errors:
Authentication failures: 0
Allowed Tocators mismatch: 0

ETR

10.47.1.12

121038, last registered 02:39:39, proxy-reply, map-notify
TTL 1d00h, no merge, hash-function shal
state complete, no security-capability
nonce 0x128CB668-0xF7B85F77
XTR-ID OxAB3179F6-0xC774F22C-0x00F2C82E-0x3A66738D
site-ID unspecified
Domain-ID Tocal
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope
10.47.1.12
yes up 10/10 IPv4 none
Border-1#

show i sp instance-id 4099 ipv4 server 10.47.4.2/32 registration-history

Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?

Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event
Timestamp (UTC) Instance Proto Roam WLC Source
EID prefix / Locator

*0ct 6 04:36:01.548 4099 UDP No No 10.47.1.12

+ 10.47.4.2/32
*Oct 6 04:36:08.686 4099 TCP No No 10.47.1.12

+ 10.47.4.2/32
*Oct 9 18:35:48.058 4099 TCP No No 10.47.1.12

+ 10.47.4.2/32

5.6 ARP (8.s SDA

s, lw Cisco Catalyst Center |uog oo 1o $595 SDA Lol pg £pdss Il 8ol os. 03l
Seus luo op Cedsu eded IUbuds 2 slu JJ 2J6 1de)s) Sl IJouss (Bs iwds VLAN /
VN s wol) wwp lehs wogsool wule gds gpdsle vz gulssu MAC / pesd lseyue J LISP.
wJl pu gpdsle vee gulysu IP/ posd LISP IP.

o0 puby) luweduled 1Jigble 9l odlzol 8> sJ90 pu IUpds> wdssy béldle ARP IJolows
eds JlJpuosOso JJozdd wumgs el BBl Jlue 1JeundJs poedds wldlouold 1egle O



lJowuss (Ws oo Idzlde Jl sgpd ol IUlouold wsu |.Jiao)6 lJpos96) l9 B Gl L>96
ARP.

SwodSs £oJs6 ARP Bs wuss SDA o0 LISP Jed wesss IUizoss |Jp o596 909880l Jpl
wgodyd o gwdsd ARP B wsisle IJegzso/ldezasd 1o dds>s6.

lJglb9es 1: eyuwd u8bs volsé IJousé bdo ARP Jugsss julb MAC/IP Jugbé wolsé Idouséd
IJig)s

Spedu wdysy ol 1Uzeé eJs 9lzod 1U>ged Joid§> oJdS 2)po ARP oy IJp oS!

<#root>

Edge-1#

nmoni tor capture 1 interface g1/0/3 in match any
Edge-1#

nmon cap 1 start

Started capture point : 1
Edge-1#

non cap 1 stop

Capture statistics collected at software:
Capture duration - 22 seconds
Packets received - 13
Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected
Capture buffer will exists till exported or cleared

Stopped capture point : 1
Edge-1#

show noni tor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP 60 Who has 10.47.4.37 Tell 10.47.4.2
2 1.028893 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP 60 Who has 10.47.4.37 Tell 10.47.4.2
3 2.058244 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP 60 Who has 10.47.4.37 Tell 10.47.4.2

Edge-1#

show nmonitor capture 1 buffer display-filter arp detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 10, 2023 14:52:03.659290000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1696949523.659290000 seconds



[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 60 bytes (480 bits)
Capture Length: 60 bytes (480 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:arp]

Ethernet II, Src: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

), Dst:

ffoff:ffoff:ff:ff
(Ff:ff:ff:ff:fF:FF)

<-- SMAC/ DVAC respectively

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )
1. ..., ... ... .... = LG bit: Locally administered address (this is NOT the factory d
e w1l oo ool ooo. ... = 1IG bit: Group address (multicast/broadcast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
R I LG bit: Locally administered address (this is NOT the factory d
Y ¢ IG bit: Individual address (unicast)
Type: ARP (

0x0806

)
Padding: 000000000000000000000000000000000000

Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)

Sender MAC address:

52:54:00: 19: 93: €9

(52:54:00:19:93:e9)
Sender IP address:

10.47.4.2
Target MAC address:
00: 00: 00: 00: 00: 00

(00:00:00:00:00:00)
Target IP address:

10.47.4.3

lJgb9é 2. o ymwwodd g956 Edge 2506 ARP 90990 wluuule bdo LISP Jogsss guslo MAC
lJ¢lue o Host-02.

Syowd Edge-1 bJo &,sbé LISP JzJ guslo MAC 1Jgluo o 10.47.4.3 |Js puwessle Jozdpe



s LISP (IJz29> 1Jpzeesd):

<#root>
Edge-1#
debug lisp control -plane al
Edge-1#

debug | 2lisp al

LISP[REMT ]-0: Map Request: Delay is over for IID 8190 EID 10.47.4.3/32, requester 'AR'.
LISP[REMT ]-0 IID 8190: Schedule processing of Map-Requests from 'remote EID prefix' in IPv4.
LISP[REMT ]-0: Map Request: Sending request for IID 8190 EID 10.47.4.3/32, requester 'AR'.

lJglbgs 3. wod§s Control Node b LISP Jogssu IPIMAC go)yund luweeleod o6 ias IJs
£.9->6 SDA Edge

Sop odds bl g)sbs LISP sy Fabric Edge slJluuczlos wluuegsle 53 gJs $ysbs LISP
lowegsle guslo MAC IUss s 0wl o 10.47.4.3

<#root>
Border-1#

debug lisp control -plane al

Border-1#

debug | 2lisp al

LISP[TRNSP]-0: Processing received Map-Request(1l) message on GigabitEthernetl/0/3 from 10.47.4.3:4342 t
LISP[MR ]-0: Received Map-Request with 1 records, first EID IID 8190 10.47.4.3/32, source EID UNSPEC,
LISP[MR ]-0 IID 8190 Eth-ARP: MS EID 10.47.4.3/32: Sending proxy reply to 10.47.1.12.

ouvoesSy J9go [Jopde Vs LISP Lluuogsle ") 9dsd" luveobl 1Js 1bgld 86 Ideuslo 1degio
Vs Ylese Idoslule Idpedss 1Ugluos wol

<#root>
Border-1#

show |isp instance-id 8190 ethernet server address-resolution 10.47.4.3

Address-resolution data for router 1isp 0 instance-id 8190

Site name: site_uci



Host Address:

10.47.4.3

/32
Hardware Address:

5254, 001e. ad00

First registered: 21:11:17
Last registered: 21:11:17
Registration errors:
Authentication failures: 0
ETR 10.47.1.13:16056
Last registered: 21:11:17
TTL: 1d0Oh
XTR-ID: Ox8CEE6478-0x9358E248-0xE935FF07-0x8C3C5450
Site-ID: unspecified

Registered addr:

5254, 001e. ad00

L3 Instance ID:

4099

IUgboss 4. ouwede £§36 Edge 55 LISP Lewosle MAC 10.47.4.3

Swp wdds s> 9IJsd LISP wyluubé 956 Fabric Edge:

LISP[REMT ]-0: Processing Map-Reply mapping record for IID 8190 MAC 5254.001le.ad00/48 LCAF 2, ttl 1440,
LISP[REMT ]-0: Processing mapping information for EID prefix IID 8190 5254.00le.ad00/48.

lJglb9é 5. yuwd £.956 Edge 2506 bdo g)sbé LISP Jugsss p99e RLOC Jeuwslu MAC

e IJIYeld IJulee JJgbsle IJedle 1Jisds: wg w8 Edge Node g9l MAC gJs 10.47.4.3 13
op logule ARF"Jo VO IJeolss. pg wpdsu lpwsh Idbe e 20 JI o) g956 Edge wodo
lJeedople p)y6 138 eds 10.47.4.2. oJ ogwegspol wadl pu 3JY Jogass p9 8 RLOC Jzlus
€950 1Ug)9z: ews spduol lgls ¢9zso ARP w9 10.47.4.3 Jpl Os JuoJs IJbo§6 2
lJo9Js>86.

9Josl Iduwoo: o@9p Edge Node Llouile 256 bdu #5sbs LISP 13,5 B pisd Idlseooe.
98 030 IJpys wbdo pedsple RLOC Jgusls MAC IJgluo o 10.47.4.2:

<tfroot>
Edge-1#

debug lisp control -plane all

Edge-1#



debug | 2lisp al

*0ct 10 17:01:41.430: LISP[REMT ]-0 IID 8190: Schedule processing of Map-Requests from 'remote EID pref
*0ct 10 17:01:41.430: LISP[REMT ]-0: Map Request: Sending request for IID 8190 EID 5254.00le.ad00/48, r

1Jgb9é 6: swp wdids 2jped bdw grsbsd LISP Loluubé £956 Idogdpe Jugsss p998 RLOC
Jewslu MAC

wod@s Control Node g5,06 LISP 90,5 gdsol luwoobl |Js gldé $lesé Idoslole [deedss
lJgluod wol

<#root>

Border-1#

debug lisp control -plane al
Border-1#

debug | 2lisp al

*0Oct 10 16:04:42.055: LISP[MR ]-0 IID 8190 Eth-ARP: MS EID 10.47.4.3/32: Sending proxy reply to 10.47
*Oct 10 16:04:42.407: LISP[MR ]-0: Received Map-Request with 1 records, first EID IID 8190 5254.00le.
*0Oct 10 16:04:42.408: LISP[MR ]-0 IID 8190 MAC: MS EID 5254.001le.ad00/48: Sending proxy reply to 10.4

lJgb9s 7: swp odBds us Ersbé LISP wyluulbsé Edge Node

Swe wdBds 01 2sbs LISP 1Uss we lugblge w9luulbs Control Node o9l wloé Edge Node:

<tfroot>
Edge-1#

debug lisp control -plane al

Edge-1#

debug I 2lisp al

*Oct 10 17:44:00.181: LISP[TRNSP
*Oct 10 17:44:00.181: LISP[REMT
*Oct 10 17:44:00.181: LISP[REMT
*Oct 10 17:44:00.181: LISP[REMT
*Oct 10 17:44:00.181: LISP[REMT
*Oct 10 17:44:00.181: LISP[REMT

: Processing received Map-Reply(2) message on GigabitEthernetl/0/2 f
: Received Map-Reply with nonce OxF954EC80-0x039D7E4A, 1 records.

: Map-Reply nonce matches pending request for IID 8190 EID 5254.001le
: Processing Map-Reply mapping record for IID 8190 MAC 5254.00le.ad0
: Map Request: Received reply with rtt 560ms.

1-0
1-0
1-0
1-0
1-0
1-0: Processing mapping information for EID prefix IID 8190 5254.00le.a

903l s3> Tgs)l 1ds louble gl B 31958 IJogiso 1dpslde Jérsbs posd lse,oo J LISP
9Suwpt wlebé wozsoe zjpd ARP welo Edge-2 2o s3Iy 10.47.4.3 poodl o



<#root>
Edge-1#
show i sp instance-id 8190 ethernet map-cache 5254. 001e. ad00

LISP MAC Mapping Cache for LISP 0 EID-table Vlan 1026 (IID 8190), 1 entries

5254.001e.ad00/48, uptime: 00:04:11, expires: 23:55:48, via map-reply, complete
Sources: map-reply
State: complete, last modified: 00:04:11, map-source: 10.47.1.13
Active, Packets out: 8(0 bytes), counters are not accurate (~ 00:00:04 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13 00:04:11 wup 10/10 -
Last up-down state change: 00:04:11, state change count: 1
Last route reachability change: 00:04:11, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 00:04:11 (rtt 560ms)

IUz 096 8. s p ©ppss ARP B Svods VXLAN 9.s,0md oz HOST-02

Jlpw gpse IJgbole |Jpoed9é o LISP pbdyud Jogsss p9de 10.47.4.3: zos Spdu Io oyuwd
£.9>6 Edge 206 ARP (o) Ui,__,qu;é Joo iab@ Ue9 €936 1zl [Jpuluuws. sop wgisu
bJo ARP Uiqu§ 990l (Ul swp luvdlbo) woluwlbsd 9236 1Jpeldzs 1Upe,dss6 Jg8>6 Edge
eos sop ldeld zese IJebsle ppl suvez w298 ARP Idpuluwwé zos gus buwld 256 ARP
9lz>6 pu, 10.47.4.2.

Swp wuopeSU 2jpo ARP Vs Libwdo VXLAN Jel 09 p9 oz O IJpeld:

<#root>
Edge-2#
show nonitor capture 1 buffer display-filter arp brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
67 15.149181 52:54:00:19:93:e9 -> 52:54:00:1e:ad:00 ARP 110 Who has 10.47.4.3? Tell 10.47.

4.2
68 15.155511 52:54:00:19:93:e9 -> 52:54:00:1e:ad:00 ARP 110 Who has 10.47.4.3? Tell 10.47.4.2

op wuopsw bdu ARP Bs Liwds VXLAN Jel wp wzasde lsuol pu bdu ARP JJue lJs
bJo ARP JJouo IJighs.

<#root>

Frame 68: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_t
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 10, 2023 17:56:43.256570000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1696960603.256570000 seconds
[Time delta from previous captured frame: 0.006330000 seconds]



[Time delta from previous displayed frame: 0.006330000 seconds]
[Time since reference or first frame: 15.155511000 seconds]
Frame Number: 68
Frame Length: 110 bytes (880 bits)
Capture Length: 110 bytes (880 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:arp]
Ethernet II, Src: 52:54:00:0a:42:11 (52:54:00:0a:42:11), Dst: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
Destination: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
Address: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
veee .0 oo oo ... ... = IG bit: Individual address (unicast)
Source: 52:54:00:0a:42:11 (52:54:00:0a:42:11)
Address: 52:54:00:0a:42:11 (52:54:00:0a:42:11)
R I LG bit: Locally administered address (this is NOT the factory d
e O IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src:

10.47.1.12
, Dst:
10.47.1.13 <-- 10.47.1.12 is Edge-1 RLCC, 10.47.1.13 is Edge-2 RLCC

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 96
Identification: 0x1781 (6017)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 253
Protocol: UDP (17)
Header checksum: 0x4f95 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.13
User Datagram Protocol, Src Port: 65354, Dst Port: 4789
Source Port: 65354
Destination Port: 4789
Length: 76
[Checksum: [missing]]
[Checksum Status: Not present]
[Stream index: 0]
[Timestamps]
[Time since first frame: 15.155511000 seconds]
[Time since previous frame: 0.006330000 seconds]
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1... .... .... .... = GBP Extension: Defined
.0.. Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

R

N O
.000 .000 0.00 .000
Group Policy ID: O

VXLAN Network Identifier (VNI): 8190 <-- L2 LISP IID



Reserved: 0
Ethernet II, Src:

52:54:00: 19: 93: €9

(52:54:00:19:93:e9), Dst:
52: 54: 00: 1le: ad: 00

(52:54:00:1e:ad:00)
<--Uni cast ARP Request

Destination: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
Address: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
ceee 20 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Type: ARP (
0x0806

)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (

request

)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Sender IP address: 10.47.4.2
Target MAC address: 00:00:00:00:00:00 (00:00:00:00:00:00)
Target IP address: 10.47.4.3

IUg 1096 9. & louile 55 ARP Ugl wlos 10.47.4.3 96 |huwldo wpy 10.47.4.2

<#root>
Edge-2#
show monitor capture 1 buffer display-filter arp brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 52:54:00:1e:ad:00 -> 52:54:00:19:93:e9 ARP 60 10.47.4.3 is at 52:54:00:1le:ad:00
2 0.069429 52:54:00:1le:ad:00 -> 52:54:00:19:93:e9 ARP 60 10.47.4.3 is at 52:54:00:1le:ad:00
11 5.960508 52:54:00:1e:ad:00 -> 52:54:00:19:93:e9 ARP 60 Who has 10.47.4.27 Tell 10.47.4.3

B o3l 1Jsge: Jl swp wozso Ie5e8 [Js gusle 1w (Jbdo ARP IJILoJs) sJJo 1Js gwslo
MAC I1Jgluo « 10.47.4.2. e pl ouod |Js 8956 2l IJpesgd (Edge-2). swp wuvgésd £pJS0



LISP IJglbs6. W IJwslss sY9u gugly MAC 1Jgluo o 10.47.4.2 o8 §951 Os posd lseyuw
LISP Jg $:6 Edge. sswp wozso 1Jeseé lJs 9236 1Jpeldes IUpydiss Jlogile bbdo g)slbé LISP
Jogass RLOC J Host-01. 03l IlJgudod 09 b uwo welel Jel 09 pe oe B IJl9uulp IJiE)s Bs
03l ldpwews 9sumpe wlouble 15gld 31,6 wgiso pdde Jgsbes LISP J 10.47.4.2 ¢ Js Edge-2:

<#root>
Edge-2#

show i sp instance-id 8190 ethernet map-cache 5254.0019. 93e9

LISP MAC Mapping Cache for LISP 0 EID-table Vlan 1026 (IID 8190), 1 entries

5254.0019.93e9/48, uptime: 03:18:28, expires: 20:41:32, via map-reply, complete
Sources: map-reply
State: complete, last modified: 03:18:28, map-source: 10.47.1.12
Active, Packets out: 386(0 bytes), counters are not accurate (~ 00:00:12 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.12

03:18:28 up 10/10 -
Last up-down state change: 03:18:28, state change count: 1
Last route reachability change: 03:18:28, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:

Last RLOC-probe sent: 03:18:28 (rtt 710ms)

Suwee IUbeld chusld 10 eds ARP wozlz 029 1Uzlds-1 B wupess VXLAN slelss oozsoo
IJs £pdsé cedsd ARP 1Jdleds 1 pold us.

lodloss 1Js o9d 1Js [dposad IUluwlwss B wousé SDA
(0SS yvwdo VLAN / oo w oo VN)

SICHo o eJ ARP 9> 1Y ped voalagig JJl NJpuos 98w 10.47.4.2 9 10.47.4.3 Ussopl [5¢ldle
ARP puluued Joguoopl Idogo.

o0 puby) luved vl 1Jigble gl odlzol oo IJpd s> 23l odssy béldle ARP IJelows gds JJI
lJpos9so JJozdd wuvies ppel Bl Jlue I..leu'f.;é).Jé pueJ 90 yltjlouol.J IJele Vs IJouso
(Vs 030 1Jzlds Jl sgpd IEovl) IUlouold wsu 1dlzos6 1UpuosW96) 19 W8 wepdss ARP.

10.47.4.2 59J> bdol po ICMP B |eglo 10.47.4.3:

<#root>
Edge-1#

show nonitor capture 1 buffer brief



Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.47.4.2 -> 10.47.4.3 ICMP 98 Echo (ping) request 1id=0x0040, seq=3/768, ttl1=64
Edge-1#

show nonitor capture 1 buffer detai

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 10, 2023 18:21:21.484694000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1696962081.484694000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 98 bytes (784 bits)
Capture Length: 98 bytes (784 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:icmp:data]
Ethernet II, Src:

52:54:00: 19: 93: e9

(52:54:00:19:93:e9), Dst:
52: 54: 00: le: ad: 00
(52:54:00:1e:ad:00)
<-- Endpoint MAC, Anycast GW MAC respectively

Destination: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
Address: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
.. w1 oo oo oo .... = LG bit: Locally administered address (this is NOT the factory d
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Source: 52:54:00:19:93:e9 (52:54:00:19:93:€9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
I LG bit: Locally administered address (this is NOT the factory d
e O IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src:

10.47.4.2
, Dst:

10.47.4.3

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)

..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 84

Identification: 0x7321 (29473)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set



I
L0 L e
Fragment offset: 0
Time to Tive: 64
Protocol: ICMP (1)
Header checksum: Oxab25 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.2
Destination: 10.47.4.3
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x02ea [correct]
[Checksum Status: Good]
Identifier (BE): 64 (0x0040)
Identifier (LE): 16384 (0x4000)
Sequence number (BE): 3 (0x0003)
Sequence number (LE): 768 (0x0300)
Data (56 bytes)

Don't fragment: Set
More fragments: Not set

0000 68 95 8c 3d 00 00 00 00 00 00 00 00 00 00 00 OO0 h..=............
0010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvnnnnnn
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvnnnnnn
0030 00 00 00 OO0 OO0 OO OO OO oo
Data: 68958c3d0000000000000000000000000000000000000000bA@&
[Length: 56]

Sop Luwld 2506 ICMP 629 10.47.4.3 |Us 856 Edge 1Jppss6 B 2dd pes lJpsde: 10.47.1.13
(Edge-2) 9530 1Jedlb 12506 o IUedlb Uz 06 |euopus.

p& luowodold 1Jgjes Bs Juvwds VLAN 2o sop wpdsu IUlpesh L2 sop ldoze Bs posd
lse,uw LISP:

<#root>
Edge-1#
show i sp instance-id 8190 ethernet map-cache 5254. 001e. ad00

LISP MAC Mapping Cache for LISP 0 EID-table Vlan 1026 (IID 8190), 1 entries

5254.001e.ad00/48, uptime: 00:22:29, expires: 23:37:32, via map-reply, complete
Sources: map-reply
State: complete, last modified: 00:22:29, map-source: 10.47.1.13
Active, Packets out: 42(0 bytes), counters are not accurate (~ 00:00:58 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13
00:22:29 up 10/10 -
Last up-down state change: 00:22:29, state change count: 1
Last route reachability change: 00:22:29, state change count: 1
Last priority / weight change: never/never

RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 00:22:28 (rtt 1609ms)



o2dd pu ewdlu MAC Jogbs IJuelss lJwgsss BOluo suvs) 1Js L2LI0: 909 po9de

<#root>
Edge-1#
show mac add add 5254. 001le. ad00

Mac Address Table

Vlan Mac Address Type Ports

1026 5254.001e.ad00 CP_LEARN L2LIO
Total Mac Addresses installed by LISP: REMOTE: 1

lWeuo guslu MAC s FED: spdu ldzuo9d eds pedsple luoldoss

<#root>
Edge-1#

show platform software fed sw active matm macTabl e vl an 1026 nac 5254. 001le. ad00

VLAN  MAC Type Seq# EC_Bi Flags
nmachandl e
si Handl e
ri Handl e

diHandle *a_time *e_time ports
1026

5254. 001e. ad00
0x1000001 0 0 64

Ox7f 65ecf dd3a8

0x7f 65ecf dd1f 8

0x7f 65ecf dd048

0x0 0 2 RLOC 10.47.1.13 adj_id 97



Asic: O

htm-handle = Ox7f65ecc4d188 MVID = 7 gpn = 1
SI = Oxc7 RI = 0x12 DI = 0x5012

Asic: 1
SI = Oxc7 RI = 0x12 DI = 0x5013

WY peldz guslo MAC

Bp wlg> MacHandle (0x7f65ecfdd3a8) eu Ui, IJuwlwd Sluwaéslee B IJie, show platform
hardware fed switch active fwd-asic tracaction print-resource-handle <macHandle> 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ecfdd3a8 1

Handle:0x7f65ecfdd3a8 Res-Type:ASIC_RSC_HASH_TCAM Res-Switch-Num:0 Asic-Num:255 Feature-ID:AL_FID_L2_WI
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: handle [ASIC: 0]: Ox7f65ecc4d188

Features sharing this resource:Cookie Tength: 12

le 00 54 52 00 ad 07 80 07 00 00 00

Detailed Resource Information (ASIC_INSTANCE# 0)

Number of HTM Entries: 1
Entry 0: (handle 0x7f65ecc4d188)

Absolute Index: 4706
Time Stamp: 14
KEY -

vl an: 7

mac: 0x5254001ead00
13_if:0
gpn: 3401

epoch:0 static:0 flood_en:0 vian_Tlead_wless_flood_en: 0 client_home_asic: 0 learning_peerid 0, Tearnin
MASK - vlan:0 mac:0x0 13_if:0 gpn:0 epoch:0 static:0 flood_en:0 vlan_lead_wless_flood_en: 0 client_home
SRC_AD - need_to_Tlearn:0 1rn_v:0 catchall:0 static_mac:0 chain_ptr_v:0 chain_ptr: 0 static_entry_v:0 au
DST_AD - si:0xc7 bridge:0 replicate:0 blk_fwd_o0:0 v4_rmac:0 v6_rmac:0 catchall:0 ign_src_1rn:0 port_mas

WY wbds) guglu MAC

Bp wlgs 1Jie, siHandle (0x7f65ecfdd1f8) oy IUie, [Juulwd Sluveésleo B 1Jie, show platform
hardware fed switch active fwd-asic tracaction print-resource-handle <siHandle> 1



<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e Ox7f 65ecfdd1f8 1

Handle:0x7f65ecfdd1f8 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L2_WIRELES
priv_ri/priv_si Handle: Ox7f65ecfdd048Hardware Indices/Handles: index0:0xc7 mtu_index/T3u_ri_index0:0x
Features sharing this resource:58 (1)]

Cookie length: 56

00 00 00 00 00 00O OO OO 02 04 00 00 00 00 00 00 00 00 00 00 07 00 61 00 OO0 OO0 OO0 00 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SlI) [0Oxc7] <-- Contains the Rewite Index (RI) and Qutgoing Interface Information (Dl)
RI = 0x12 <-- Rewrite Index = Contains information for forwarding
DI = 0x5012 <-- Destination Index = Qutgoing Interface

stationTableGenericlLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: LD

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [Oxc7] <-- Contains the Rewite Index (RI) and Qutgoing Interface Information (DI)
RI = 0x12 <-- Rewrite Index = Contains information for forwarding
DI = 0x5013 <-- Destination Index = Qutgoing Interface

stationTableGenericlLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: LD

lebo Jolws WY wyvlds) [JVo,w

&3 IJ RI(0x12) sl wog pd B 1Jie, show platform hardware fed ple vl o9, asic JJ
rewrite-index e>s <RI> <RI>

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range 0x12 0x12

ASIC#:0 RI:18 Rewrite_type:AL_RRM_REWRITE_L2_PAYLOAD_L2LISP_ENCAP(115) Mapped_rii:LVX_L2_ENCAP_L2_PAYLO
Src IP:



10.47.1.12 <-- Local RLCC

Dst IP:

10.47.1.13 <-- Renmpte RLOC

iVxTlan dstMac: 0x5254:0x01c:0x7de0
iVxTan srcMac: 0x00:0x00:0x00

IPv4 TTL: 0

iid present: 1
Tisp i1id: 0
Tisp flags: 0
dst Port: 4789
update only 13if: 0
is Sgt: 1

is TTL Prop: 0
L3if LE: 0 (0
Port LE: 0 (0)
Vlan LE: 7 (0

ASIC#:1 RI:18 Rewrite_type:AL_RRM_REWRITE_L2_PAYLOAD_L2LISP_ENCAP(115) Mapped_rii:LVX_L2_ENCAP_L2_PAYLO
Src IP:

10.47.1.12 <-- Local RLCC
Dst IP:
10.47.1.13 <-- Renpte RLCC

iVxTlan dstMac: 0x5254:0x01c:0x7de0
iVxTan srcMac: 0x00:0x00:0x00

IPv4 TTL: 0

iid present: 1
Tisp i1id: 0
Tisp flags: 0
dst Port: 4789
update only 13if: 0
is Sgt: 1

is TTL Prop: 0
L3if LE: 0 (0
Port LE: 0 (0)
Vlan LE: 7 (0

B o)) Doy 1J9zoes

&> 1J DI (0x5012) 9l wogpd WOs IJi o, show platform hardware fed pIolz uublb fwd-asic 09>
JJ glso-index p>s <di> <di>

<#root>

Edge-1#

show pl atform hardware fed switch active fwd-asic resource asic all destination-index range 0x5012 0x50:
ASIC#0:

Destination index = 0x5012

DI _RCP_PORT1 <-- Recirculation port for VXLAN inposition



pmap = 0x00000000 0x00000000
cmi = 0x0
rcp_pmap = 0x1

al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =
ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =
ASIC#1:

[eNeNeolNolNolNoNeNeNol

Destination index = 0x5012

DI _RCP_PORT1 <-- Recirculation port for VXLAN inposition

pmap = 0x00000000 0x00000000
cmi = 0x0
rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =

ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

[eNeNeolNolNolNoNeNeNol

WY o, siHandle

Bp wlg> siHandle (0x7f65ecfdd048) gl uegsleol s 1Ule, show platform hardware fed switch
active fwd-asic abstraction print-resource-handle <siHandle> 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ecfdd048 1

Handle:0x7f65ecfdd048 Res-Type:ASIC_RSC_RI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L2_WIRELES
priv_ri/priv_si Handle: Ox7f65ecfdcd78Hardware Indices/Handles: index0:0x12 mtu_index/T3u_ri_index0:0x
Features sharing this resource:58 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 02 04 00 00 00 00 00 00 00 00 00 00 07 00 61 00 OO0 00 OO0 OO 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

ASIC#:0 RI:18 Rewrite_type:AL_RRM_REWRITE_L2_PAYLOAD_L2LISP_ENCAP(115) Mapped_rii:LVX_L2_ENCAP_L2_PAYLO
Src IP:

10.47.1.12 <-- Local RLCC



Dst IP:

10.47.1.13 <-- Renpte RLCC

iVxlan dstMac: 0x610:0x00:0x00
iVxlan srcMac: 0x00:0x00:0x00
IPv4 TTL: 0

iid present: 1

Tisp 1iid: 0

Tisp flags: 0

dst Port: 4789

update only 13if: 0

is Sgt: 1

is TTL Prop: 0

L3if LE: 0 (0

Port LE: 279 (0)

Vlan LE: 7 (0

Detailed Resource Information (ASIC_INSTANCE# 1)

ASIC#:1 RI:18 Rewrite_type:AL_RRM_REWRITE_L2_PAYLOAD_L2LISP_ENCAP(115) Mapped_rii:LVX_L2_ENCAP_L2_PAYLO
Src IP:

10.47.1.12 <-- Local RLOC

Dst IP:

10.47.1.13 <-- Renpte RLCC

iVxlan dstMac: 0x610:0x00:0x00
iVxlan srcMac: 0x00:0x00:0x00
IPv4 TTL: 0

iid present: 1

Tisp 1iid: 0

Tisp flags: 0

dst Port: 4789

update only 13if: 0

is Sgt: 1

is TTL Prop: 0

L3if LE: 0 (0

Port LE: 279 (0)

Vlan LE: 7 (0

IJoedd pu lJpunl, Iduvdds
SOp G ESU 26 1) Bs Liwds VXLAN pg 1D 8190 Ll uogsle 10.47.1.12 9ol 1UG>,6
eds lu ooy poglius 1Jizeld gz Gig1/0/1 9 G1/0/2

<ffroot>
Edge-1#

show i p route 10.47.1.13

Routing entry for 10.47.1.13/32



Known via "isis", distance 115, metric 30, type level-2
Redistributing via isis
Last update from 10.47.1.4 on GigabitEthernetl/0/2, 2d22h ago
Routing Descriptor Blocks:
10.47.1.4, from 10.47.1.13, 2d22h ago, via GigabitEthernetl/0/2
Route metric 1is 30, traffic share count is 1
* 10.47.1.0, from 10.47.1.13, 2d22h ago, via GigabitEthernetl/0/1
Route metric 1is 30, traffic share count is 1

Edge-1#
show i p cef 10.47.1.13

10.47.1.13/32
nexthop 10.47.1.0 GigabitEthernetl/0/1
nexthop 10.47.1.4 GigabitEthernetl/0/2

JJzuesd eds pedsple si_hdl ri_hdl. [quegs e 11, show platform software fed switch active ip
adj

<#root>
Edge-1#
show platformsoftware fed switch active ip adj

IPV4 Adj entries

dest if_name dst_mac si_hdl r
225.0.0.0 GigabitEthernetl/0/1 0100.5e00.0000 0x7f65ec958128 O
10.47.1.10 LISP0.4100 4500.0000.0000 0Ox7f65ec895ed8 O
225.0.0.0 GigabitEthernetl/0/2 0100.5e00.0000 0x7f65ec958f68 O
10.47.1. 4 G gabi t Et hernet 1/ 0/ 2 5254. 001c. 7de0 0x7f 65ec8a5458 0O»
225.0.0.0 Nul10 £800.0011.0000 0x7f65ec3740c8 0
10.47.1.0 G gabitEthernet1/0/1 5254. 000a. 42f3  Ox7f 65ec8b8468 0>

WY oyps) IJEbye IJoldse SI_HDL

JJoedd pu luvegsle si_hdl (0x7f65ec8a5458) W IJio, show platform hardware fed switch
active fwd-asic abstraction print-resource-handle <si_hdI> 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ec8a5458 1

Handle:0x7f65ec8a5458 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST
priv_ri/priv_si Handle: Ox7f65ec8a4eb8Hardware Indices/Handles: index0:0xbc mtu_index/T3u_ri_index0:0x
Features sharing this resource:66 (1)]

Cookie length: 56



00 00 00 00 00 00 00 00 26 00 00 00 00 00 00 00 00 00 00 00 08 00 52 54 00 1c 7d e0 00 00 00 00 00 00 O
Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [Oxbc] — ----- > Contains Rl and DI information
R = 0xla  ----- > Rewite Index = MAC address rewite information for L3 forwarding to the ne
DI = 0x526d  ----- > Destination Index = Qutgoing Interface

stationTableGenericLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: LD  ----- > Local Data, indicating that this ASICis directly connected to the

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [Oxbc] — ----- > Contains RI and DI information
R = 0xla  ----- > Rewite Index = MAC address rewite information for L3 forwarding to the ne
DI = 0x526d  ----- > Destination Index = Qutgoing Interface

stationTableGenericLabel = 0
stationFdConstructionLabel =
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0

0x7

Replication Bitmap: CO  ----- > Core Data, indicating that this instance of the ASICis on the sant

OY LS Yoy lgbo IJJolews JJgbgs IJeldss wew

JY oyps) Rl (0x1a) [wegsle W 1Jie, show platform hardware fed pdcle w ik fwd-asic
09> zpSE rewrite-index p>s <RI> <RI[>

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range Oxla Oxla
ASIC#:0
Rl : 26
Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
----- > Deci mal 26 is hex Oxla
MAC Addr: MAC Addr: 52:54:00:1c:7d:e0,
----- > MAC address 5254.001c. 7de0 for the next-hop adjacency

L3IF LE Index 38
ASIC#:1 RI:26 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr: 52:54:00:1c:7d:e0,

----- > MAC address 5254. 001c. 7de0 for the next-hop adjacency



L3IF LE Index 38

VY LS Yoy w 9z06 IJgbys IJoldss wew

Jud o)psj DI (0x526d) | wegsle bs show platform zolj wgsss pdule wuivl wuvl Jeuos)

FWD-asic JJ glsé-index p>s <di> <di>

<ffroot>

Edge-1#

show pl atform hardware fed switch active fwd-asic resource asic al

ASIC#O0:

Destination index = 0x526d

pmap

pmap_intf : [GigabitEthernetl/0/2]
cmi = 0x0

rcp_pmap = 0x0
al_rsc_cmi

CPU Map Index (CMI) [0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =
ASIC#1:

OO O OO0 OoOOoOOo

Destination index = 0x526d

pmap = 0x00000000 0x00000000
cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi
CPU Map Index (CMI) [0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

OO O OO0 OoOOoOOo

Edge-1#
show platform software fed switch active ifm mappings

Interface IF_ID Inst Asic Core

Port

SubPort Mac Cntx LPN GPN Type Active

0x00000000 0x00000002 <-- Convert decina

2 to binary,

desti nation-index range 0x526d 0x52¢

whi ch is 0010. Count this



GigabitEthernetl/0/1 Ox1la 0 0 0 0 0 1 0 1 1 NIF Y
G gabi t Et hernet 1/ 0/ 2
0x1b 0 0 O
1
0 2 1 2 2 NIF Y

<-- Port 1 lines up to GL/0/2

GigabitEthernetl/0/3 Oxb 0 0 0 2 0 3 2 3 3 NIF Y
GigabitEthernetl/0/4 Oxc 0 0 0 3 0 4 3 4 4 NIF Y
GigabitEthernetl/0/5 Oxd 0 0 0 4 0 5 4 5 5 NIF Y
GigabitEthernetl/0/6 Oxe 0 0 0 5 0 6 5 6 6 NIF Y
GigabitEthernetl/0/7 Ooxf 0 0 0 6 0 7 6 7 7 NIF Y
GigabitEthernetl/0/8 0x10 0 0 0 7 0 8 7 8 8 NIF Y

B o) IJEbss IUelJss ri_hd

JOY o8 luwegsle RI_HDL (0x7f65ec8adeb8) W &,u2 zobs IJuble Il ws 1ss wp
OEd3Sswo weedd uunb uubl sgpd eds weys> FWD-ASIC bulgs-p9,3-pgldes (ri_hdl) 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ec8a4eb8 1

Handle:0x7f65ec8a4eb8 Res-Type:ASIC_RSC_RI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST
priv_ri/priv_si Handle: 0x7f65ec903b28Hardware Indices/Handles: index0:0xla mtu_index/T3u_ri_index0:0x
Features sharing this resource:66 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 26 00 00 00 00 00 00 00 00 00 00 00 08 00 52 54 00 1c 7d e0 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

ASIC#:0
Rl : 26
Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
<-- Decimal 26 is Oxla in hex
MAC Addr: MAC Addr:
52:54:00: 1c: 7d: e0
<-- MAC address 5254.001c. 7de0 for the next-hop adjacency

L3IF LE Index 38

Detailed Resource Information (ASIC_INSTANCE# 1)

ASTIC#:1



Rl : 26

Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
<-- Decimal 26 is Oxla in hex

MAC Addr: MAC Addr:

52:54:00: 1c: 7d: e0

MAC Addr: MAC Addr:

52:54:00: 1c: 7d: e0

<-- MAC address 5254.001c. 7de0 for the next-hop adjacency

L3IF LE Index 38

ledloss 1Jsuesd 1ds 1dpuosed 1luuluvss B wuss SDA
(Lol VLAN 1Jep o d s / Ginods VN oW wol)

985 03l lJdwp: St Beue Idlouold wsw 10.47.4.2 9 10.47.10.2. wpl 1o 03l puosd SUOUL
l[Js VLANS pgodo Il seole lo sedds oduess-gateway suvdd o suvs) IJs eduos)
03¢d. J10.47.4.2 09 10.47.4.1 9 10.47.10.2 09 10.47.10.1.

IJgb9s 1. oldss o Ilouold wso udbs IJuolss slduslus IJlde )l oss g pd:

<#root>
Edge-1#
ping vrf red_vn 10.47.4.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.47.4.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 155/164/181 ms

<#root>
Edge-2#
ping vrf red_vn 10.47.10.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.47.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 41/46/62 ms



IUsbo96 2. olds oo odds 1Jze6 po 10.47.4.2 Lozl woluwlbs Edge-1:

Spdu lJodlb 1Jgjps eds 9lgod [Usged lJus wslzo 10.47.4.2:

<#root>

Edge-1#

nonitor capture 1 interface g1/0/3 in match any
Edge-1#

nmon cap 1 start

Started capture point : 1
Edge-1#

nmon cap 1 stop

Capture statistics collected at software:
Capture duration - 12 seconds
Packets received - 9
Packets dropped - 0
Packets oversized - 0O

Number of Bytes dropped at asic not collected
Capture buffer will exists till exported or cleared
Stopped capture point : 1

Edge-1#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.
2 0.023447 10.

47.4.2 -> 10.47.10.2 ICMP 98 Echo (ping) request 1id=0x0041, seq=0/0, tt1=64
47.4.2 -> 10.47.10.2 ICMP 98 Echo (ping) request 1id=0x0041, seq=0/0, tt1=64
Edge-1#

show nmoni tor capture 1 buffer detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 11, 2023 15:27:46.033825000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1697038066.033825000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 98 bytes (784 bits)
Capture Length: 98 bytes (784 bits)
[Frame 1is marked: False]



[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:icmp:data]
Ethernet II, Src: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

), Dst: 00:00:0c:9f:f3:41 (

00: 00: 0c: 9f : f3: 41

)

<-- SMAC and DMAC respectively

Destination: 00:00:0c:9f:f3:41 (00:00:0c:9f:f3:41)
Address: 00:00:0c:9f:f3:41 (00:00:0c:9f:f3:41)
.0, ... ... .... .... = LG bit: Globally unique address (factory default)
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
R I LG bit: Locally administered address (this is NOT the factory d
e O IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src:

10.47.4.2
, Dst:
10.47.10. 2

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 84
Identification: 0x395e (14686)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 64
Protocol: ICMP (1)
Header checksum: Oxdee9 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.2
Destination: 10.47.10.2
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x248a [correct]
[Checksum Status: Good]
Identifier (BE): 65 (0x0041)
Identifier (LE): 16640 (0x4100)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (56 bytes)

0000 2a 46 a8 ee 00 00 00 00 00 00 00 00 00 00 00 00  *F.......vuiuunn.
0010 00 00 00 00 00 00 OO0 OO 00 OO0 00 00 00 00 00 00  .......cevvuunnnn
0020 00 00 00 00 00 00 OO OO 00 OO0 00 00 00 00 00 00  .......evvuunnnn
0030 00 00 00 OO OO OO OOOO Lo

Data: 2a46a8ee0000000000000000000000000000000000000000bA@&:



[Length: 56]

|Jglo96 3 - L LISP

Sew o wpss £956 2lds 1Jpsgd palde (RLOC) IJpLos8-03 1Uss ouuwd IJso 1dze. Jel B 030
IJzldo: 1Jpos9-03 s Liwds VLAN pgoduds (9JIJo IJ udywo VNI VRF: IJpuweése9u):
Swp lugwogdle posd IPV4 oo LISP 2w 1o ldoze suvows [Js guslo IP (suglo MAC suwpes
IJs £50 1Jglws uwowol).

<#root>
Edge-1#
debug lisp control -plane al

LISP[REMT ]-0: Map Request: Sending request for IID 4099 EID 10.47.10.2/32, requester 'remote EID prefi
LISP[REMT ]-0: Map-Reply nonce matches pending request for IID 4099 EID 10.47.10.2/32, requester 'remot

Sued bdo 2)sbé LISP [Js £936 [Jozde (250 eysbé LISP) border-1:

<#root>
Border-1#
debug lisp control-plane al

LISP[TRNSP]-0: Processing received Map-Request(1l) message on GigabitEthernetl/0/3 from 10.47.10.2:4342
LISP[MR ]1-0: Received Map-Request with 1 records, first EID IID 4099 10.47.10.2/32, source EID 10.47.
LISP[MR ]-0 IID 4099 IPv4: MS EID 10.47.10.2/32: Sending proxy reply to 10.47.1.12.

Sued o3 sbo LISP |Js g9s6 1Jzlwe:

LISP[REMT ]-0: Processing Map-Reply mapping record for IID 4099 IPv4 10.47.10.2/32 LCAF 2, ttl 1440, ac
LISP[REMT ]-0: Processing mapping information for EID prefix IID 4099 10.47.10.2/32.

Suvwedpe Fabric Edge J RLOC J 10.47.10.2 9sgldz 1Ug)sbo-1U)»

LISP[REMT ]-0: Map Request: Sending request for IID 4099 EID 10.47.10.2/32, requester 'remote EID RLOC'
LISP[REMT ]-0: Processing Map-Reply mapping record for IID 4099 IPv4 10.47.10.2/32 LCAF 2, ttl 1440, ac
LISP[REMT ]-0: Processing mapping information for EID prefix IID 4099 10.47.10.2/32.

B 2lJs £30 929 bEld: Sew wepse wuoese IJigble o0 pulby, £pJsé LISP. ould s ol Isls.



ouwpes LIG (LISP Grouper) gldos spdu luwwgslpol Jouugsd gpdsd LISP 395l (030 bbys 96
Weldes JJglse JIzool) odasy g9s6 Idopdpe Idpd))0 9ouluwd bless Idoslule oso JJI
edros Jogdpe):

<#root>
Edge-1#
lig instance-id 4099 10.47.10.2 to 10.47.1.10

Mapping information for EID 10.47.10.2 from 10.47.1.10 with RTT 334 msecs
10.47.10.2/32, uptime: 00:00:00, expires: 23:59:59, via map-reply, complete

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13 00:00:00 wup 10/10 -
Edge-1#

lig instance-id 4099 10.47.10.2 to 10.47.1.11

Mapping information for EID 10.47.10.2 from 10.47.1.11 with RTT 327 msecs
10.47.10.2/32, uptime: 00:00:06, expires: 23:59:59, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13 00:00:06 up 10/10 -

IJozdd pu ldeuwh

ouwegdp CEF LISP. 9o uwegsp LISP b¢ld 31d)6 IJediso 1Jpsde JJEsbe 1Uss odldswo

<#root>
Edge-1#
show i p cef vrf red_vn 10.47.10.2

10.47.10.2/32
nexthop 10.47.1.13 LISP0.4099

Edge-1#
show i p route 10.47.1.13

Routing entry for 10.47.1.13/32
Known via "isis", distance 115, metric 30, type level-2
Redistributing via isis
Last update from 10.47.1.4 on GigabitEthernetl/0/2, 3d19h ago
Routing Descriptor Blocks:
10.47.1.4, from 10.47.1.13, 3d19h ago, via GigabitEthernetl/0/2
Route metric 1is 30, traffic share count is 1
* 10.47.1.0, from 10.47.1.13, 3d19h ago, via GigabitEthernetl/0/1
Route metric 1is 30, traffic share count is 1

Edge-1#
show i sp instance-id 4099 ipv4 map-cache 10.47.10.2

LISP IPv4 Mapping Cache for LISP 0 EID-table vrf red_vn (IID 4099), 1 entries



10.47.10.2

/32, uptime: 00:08:48, expires: 23:51:17, via map-reply, complete
Sources: map-reply
State: complete, last modified: 00:08:48, map-source: 10.47.1.11

Active, Packets out: 51(29376 bytes), counters are not accurate (~ 00:00:15 ago)

Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13

00:08:48 up 10/10 -
Last up-down state change: 00:08:48, state change count: 1
Last route reachability change: 22:07:12, state change count: 1
Last priority / weight change: never/never
RLOC-probing Toc-status algorithm:

Last RLOC-probe sent: 00:08:48 (rtt 931ms)

lJoe 99 puw LISP Next-Hop

wpl 1 03l ;ulb VXLAN sg . 888 pw IJ LISP Les gbos seole I sde. luvegsp IUie, show
platform software fed switch active ip adj JJzo9d gJs pedyple luoldso z9d 10.47.1.13.

lJ¢bbes IJoldss J LISP

<#froot>
Edge-1#

show platform software fed switch active ip adj

IPV4 Adj entries

dest if_name

10.47.1.10 LISP0.4100

10.47.1.4 GigabitEthernetl/0/2
10.47.1.0 GigabitEthernetl/0/1
10.47.4.2 V1an1026

10.47.1.13 LI SPO. 4099

WY v, LISP Next-Hop si_hdl

dst_mac

4500.0000.0000
5254.001c.7de0
5254.000a.42f3
5254.0019.93e9

4500. 0000. 0000

n
)
>
o
—_
-

0x7f65ec895ed8
0x7f65ec8a5458
0x7f65ec8b8468
0x7f65ec7c21f8 0

O O O |

0x7f 65ed00f 668 0>

Spedud IJogled pe si_hdl (0x7f65ed00f668) 9l weésleol s show platform hardware fed switch

active fwd-asic abstraction print-resource-handle <si_hdI> 1

<ttroot>

Edge-1#

show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ed00f 668 1



HandTe:0x7f65ed00f668 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_LISP Lkp-f
priv_ri/priv_si Handle: 0x7f65ed00fd58Hardware Indices/Handles: index0:0xc8 mtu_index/13u_ri_index0:0x
Features sharing this resource:109 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 38 5f 84 ec 0a 2f 01 0od ff ff ff £f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [0xc8] <-- Contains the RI and D
RI = 0x2c <-- Rewite Index contains information for L3 Forwarding
DI = 0x5012 <-- Destination Index contains information for the destination port

stationTableGenericLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = Oxc
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: LD

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SlI) [0xc8] <-- Contains the RI and D
RI = 0x2c <-- Rewite Index contains information for L3 Forwarding
DI = 0x5013 <-- Destination Index contains informati on for the destination port

stationTableGenericLabel = 0
stationFdConstructionLabel = 0Ox7
TookupSkipIdIndex = Oxc
rcpServiceld = 0
dejaVuPreCheckEn = 0

Replication Bitmap: LD

WY o,)ps) LISP Next-Hop RI

Iuwegse RI(0X2¢) sluwa g pd BS £502 puLed zol5 wEdss pbule wuul 09> FWD-ASIC JJ
rewrite-index e>s <RI> <RI>

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range 0x2c 0x2c

ASIC#:0 RI:44 Rewrite_type:AL_RRM_REWRITE_IPV4_VXLAN_INNER_IPV4_ENCAP(110) Mapped_rii:LVX_L3_ENCAP_L2_P
Dst Mac: MAC Addr: ba:25:cd:f4:ad:38,
Src IP:

10.47.1.12 <-- Local RLCC
Dst IP:

10.47.1.13 <-- RLOC of Edge-2



IPv4 TTL: 0
LISP INSTANCEID: 0
L3IF LE Index: 46

ASIC#:1 RI:44 Rewrite_type:AL_RRM_REWRITE_IPV4_VXLAN_INNER_IPV4_ENCAP(110) Mapped_rii:LVX_L3_ENCAP_L2_P
Dst Mac: MAC Addr: ba:25:cd:f4:ad:38,
Src IP:

10.47.1.12 <-- Local RLOC

Dst IP:

10.47.1.13 <-- RLCC of Edge-2

IPv4 TTL: 0
LISP INSTANCEID: 0
L3IF LE Index: 46

W ouvds, LISP Next-Hop di

&> 1J DI (0x5012) 9l wogpd BOs £502 puuod golj wEdss plulz uuvlb p9)> FWD-asic JJ glss-
Yo,y wo p>s <DI> <DI>

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all destination-index range 0x5012 0x50!:

ASIC#0:

Destination index = 0x5012
DI _RCP_PORT1 <-- Expected, this neans the packet is recirculated for VXLAN inposition

0x00000000 0x00000000
0x0
0x1

pmap

cmi
rcp_pmap
al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =
ASIC#1:

O OO OO OOoOOoOOo

Destination 1index 0x5012

DI _RCP_PORT1 <-- Expected, this neans the packet is recirculated for VXLAN inposition

pmap = 0x00000000 0x00000000
cmi = 0x0
rcp_pmap = 0x0



al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =

ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

[eNeNeolNolNolNoNeNeNol

WY ouds, LISP Next-Hop ri_hdl

Iuwegse_hdl (0x7f65ed00fd58) gl ueg pd Bes IJle, show platform hardware fed switch active
fwd-asic tracaction print-resource-handle <ri_hdI> 1

<#root>
Edge-1#

show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ed00f d58 1

Handle:0x7f65ed00fd58 Res-Type:ASIC_RSC_RI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_LISP Lkp-f
priv_ri/priv_si Handle: 0x7f65ed00b618Hardware Indices/Handles: index0:0x2c mtu_index/T3u_ri_index0:0x
Features sharing this resource:109 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 2e 00 00 00 Oa 2f 01 Od ff ff ff £f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

ASIC#:0 RI:44 Rewrite_type:AL_RRM_REWRITE_IPV4_VXLAN_INNER_IPV4_ENCAP(110) Mapped_rii:LVX_L3_ENCAP_L2_P
Dst Mac: MAC Addr: ba:25:cd:f4:ad:38,
Src IP:

10.47.1.12 <-- Local RLOC
Dst IP:
10.47.1.13 <-- Edge-2 RLCC

IPv4 TTL: 0
LISP INSTANCEID: 0
L3IF LE Index: 46

Detailed Resource Information (ASIC_INSTANCE# 1)

ASIC#:1 RI:44 Rewrite_type:AL_RRM_REWRITE_IPV4_VXLAN_INNER_IPV4_ENCAP(110) Mapped_rii:LVX_L3_ENCAP_L2_P
Dst Mac: MAC Addr: ba:25:cd:f4:ad:38,
Src IP:

10.47.1.12 <-- Local RLOC

Dst IP:

10.47.1.13 <-- Edge-2 RLCC



IPv4 TTL: 0
LISP INSTANCEID: 0
L3IF LE Index: 46

oweesu IJozdyd pu lUgbys IJoldss

JJ9uo9d 1Js LISP Next-hop: ould puwbsu peopdso B Idgie [duvdds: sgre 1deedd
oz o Idpubd sbod Vs 1Jezdd po ldelus Bhuo l1dgbys IJeldss.

<#root>
Edge-1#
show i p route 10.47.1.13

Routing entry for 10.47.1.13/32
Known via "isis", distance 115, metric 30, type Tevel-2
Redistributing via isis
Last update from 10.47.1.4 on GigabitEthernetl/0/2, 3d19h ago
Routing Descriptor Blocks:
10.47.1. 4
, from 10.47.1.13, 3d19h ago, via GigabitEthernetl/0/2
Route metric 1is 30, traffic share count is 1

10.47.1.0

, from 10.47.1.13, 3d19h ago, via GigabitEthernetl/0/1
Route metric 1is 30, traffic share count is 1

JJeuosd eJs 03> po ldpedople 29d Igbsle IJeldsé. luuegse show platform software
software software |lJos wp w386 IUpesd o ip adj uuvb

<#root>
Edge-1#
show pl atform software fed switch active ip adj

IPV4 Adj entries

dest if_name dst_mac si_hd1 r
10.47.1. 4 G gabi t Et hernet 1/ 0/ 2 5254. 001c. 7de0 0x7f 65ec8a5458 0O»
10.47.1.0 G gabit Ethernet1/0/1 5254. 000a. 42f 3 Ox7f 65ec8b8468 0»

<snip>



B o,yps) IJebes IUel)ss SI_HDL

SpJdud IJogled pg si_hdl (0x7f65ec8a5458) 9l uwegslpol b IJie, show platform hardware fed
switch active fwd-asic abstraction print-resource-handle <si_hdI> 1

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e Ox7f 65ec8a5458 1

Handle:0x7f65ec8a5458 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST
priv_ri/priv_si Handle: 0Ox7f65ec8a4eb8Hardware Indices/Handles: index0:0xbc mtu_index/T3u_ri_index0:0x
Features sharing this resource:66 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 26 00 00 00 00 00 00 00 00 00 00 00 08 00 52 54 00 1c 7d e0 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [Oxbc] <-- Contains the RI and D
RI = Oxla <-- Rewrite index contains information for L3 Forwarding
DI = 0x526d <-- Destination index contains information for the destination port

stationTableGenericlLabel = 0
stationFdConstructionLabel =
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0
Replication Bitmap: LD

0x7

Detailed Resource Information (ASIC_INSTANCE# 1)

Station Index (SI) [Oxbc] <-- Contains the RI and D
RI = Oxla <-- Rewrite index contains information for L3 Forwarding
DI = 0x526d <-- Destination index contains information for the destination port

stationTableGenericlLabel = 0
stationFdConstructionLabel =
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0
Replication Bitmap: CD

0x7

VY wuvds) Idgbyos IJeldss J RI

&3 IJ RI (0x1a) 9l wegsp B IJie, show platform hardware fed o belz o il fwd-asic 09,5 zese
rewrite-index e>s <RI> <RI>

<tfroot>



Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range Oxla Oxla
ASIC#:0
Rl : 26
Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
<-- Decimal 26 is hex Oxla
MAC Addr: MAC Addr:

52:54:00: 1c: 7d: e0

<-- MAC Address 5254.001c. 7de0 corresponds to the next-hop

L3IF LE Index 38

ASIC#:1
Rl : 26
Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
<-- Decimal 26 is hex Oxla
MAC Addr: MAC Addr:

52:54:00: 1c: 7d: e0

<-- MAC Address 5254.001c. 7de0 corresponds to the next-hop

L3IF LE Index 38

VY wuvs) IUgbys IJoeldss J Underlay

&3 1J DI (0x526d) 9l uee pd B 11, show platform hardware fed pBdule ol fwd-asic pg)s
JJ glss-index ps <di> <di>

<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic resource asic all destination-index range 0x526d 0x52¢

ASIC#0:

Destination index 0x526d

prmap = 0x00000000 0x00000002 <-- Take decimal 2 and convert to binary, so 0010, and then
pmap_intf : [GigabitEthernetl/0/2]

cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi

CPU Map Index (CMI) [0]



ctilLo0 =
ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =
ASIC#1:

[eNeNeolNolNolNoNeNeNol

Destination index = 0x526d

pnap = 0x00000000 0x00000000

cmi = 0x0
rcp_pmap = 0x0
al_rsc_cmi
CPU Map Index (CMI) [O0]
ctilLo0 =

ctilLol =
ctiLo?2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

[eNeNeolNolNolNoNeNeNol

Edge-1#

show platform software fed switch active i fm nmappings
Interface IF_ID Inst Asic Core

Port

SubPort Mac Cntx LPN GPN Type Active
GigabitEthernetl/0/1 Ox1la 0 0 0 0 0 1 0 1 1 NIF Y

G gabi t Et hernet 1/ 0/ 2
0x1b 0O 0 o
1
0 2 1 2 2 NIF Y

<-- Port 1 maps to G gl/0/2

GigabitEthernetl/0/3 Oxb 0 0 0 2 0 3 2 3 3 NIF Y
GigabitEthernetl/0/4 Oxc 0 0 0 3 0 4 3 4 4 NIF Y
GigabitEthernetl/0/5 Oxd 0 0 0 4 0 5 4 5 5 NIF Y
GigabitEthernetl/0/6 Oxe 0 0 0 5 0 6 5 6 6 NIF Y
GigabitEthernetl/0/7 Ooxf 0 0 0 6 0 7 6 7 7 NIF Y
GigabitEthernetl/0/8 0x10 0 0 0 7 0 8 7 8 8 NIF Y

VY oyps) IJEbye IJoldse ri_hdl

Sp g3 1J ri_hdl (0x7f65ec8b8158) 9l wwe pd s Il show platform hardware fed pdwle
uuwb fwd-asic wg,s> bulgé-resource-handle <ri_hdl> 1



<#root>
Edge-1#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e 0x7f 65ec8b8158 1

Handle:0x7f65ec8b8158 Res-Type:ASIC_RSC_RI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST
priv_ri/priv_si Handle: Ox7f65ec7a6338Hardware Indices/Handles: index0:0x1lb mtu_index/T3u_ri_index0:0x
Features sharing this resource:66 (1)]

Cookie length: 56

00 00 00 00 00 00 00 00 25 00 00 00 00 00 00 00 OO OO 00 OO 08 00 52 54 00 Oa 42 f3 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

ASIC#:0 RI:27 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr:

52:54:00: 0a: 42: f3

L3IF LE Index 37

Detailed Resource Information (ASIC_INSTANCE# 1)

ASIC#:1 RI:27 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
MAC Addr: MAC Addr:

52:54:00: 0a: 42: f3

L3IF LE Index 37

Sop wLoeSY IJeie B Uiwds VXLAN g, wldol luweobl 1Js @sles psl5ué 1Jizeld. spdo
luvegsle IJoslb 1Jge6 lJeuopud (EPC) ol 2,96 o9, Idoslule gds gese 1Jglgole
Bs wBuw [Js . wid) gus 030 IJudbs v 1Jzp6 05 VXLAN p o pu: IJ EPC pyuie SULES
Juo plled RLOC [Js RLOC: Jlslgds IPV4 goslo.

<#root>

Edge-1#

nmoni tor capture 1 interface range gl1/0/1-2 out match ipv4 host 10.47.1.12 host 10.47.1.13
Edge-1#

nmoni tor capture 1 start

Started capture point : 1

Edge-1#

Edge-1#

nmoni tor capture 1 stop

Capture statistics collected at software:



Capture duration - 18 seconds
Packets received - 4

Packets dropped - 0

Packets oversized - 0

Number of Bytes dropped at asic not collected

Capture buffer will exists till exported or cleared

Stopped capture point : 1

Edge-1#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
1 0.000000 10.47.4.2 -> 10.47.10.2 ICMP 148 Echo (ping)
2 0.980849 10.47.4.2 -> 10.47.10.2 ICMP 148 Echo (ping)
3 1.984077 10.47.4.2 -> 10.47.10.2 ICMP 148 Echo (ping)
4 2.999989 10.47.4.2 -> 10.47.10.2 ICMP 148 Echo (ping)

Edge-1#

show nonitor capture 1 buffer detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

request
request
request
request

1d=0x0046,
1d=0x0046,
1d=0x0046,
1d=0x0046,

seq=0/0, tt1=63
seq=1/256, ttl=6
seq=2/512, ttl=6
seq=3/768, ttl=6

Frame 1: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits) on interface /tmp/epc_ws/wif_to_
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)

Interface name: /tmp/epc_ws/wi
Encapsulation type: Ethernet (1)

f_to_ts_pipe

Arrival Time: Oct 11, 2023 16:50:52.262553000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1697043052.262553000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 148 bytes (1184 bits)

Capture Length: 148 bytes (1184 bi
[Frame 1is marked: False]
[Frame 1is ignored: False]

ts)

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:icmp:datal
Ethernet II, Src:

00: 00: 00: 00: 00: 00

(00:00:00:00:00:00), Dst:

00: 00: 00: 00: 00: 00

(00:00:00:00:00:00)

<- -

EPC does not capture L3 rewite on

Destination: 00:00:00:00:00:00 (00
Address: 00:00:00:00:00:00 (00
..0. ...
e
Source: 00:00:00:00:00:00 (00:00:0
Address: 00:00:00:00:00:00 (00
..0. ...

..0 ....

egress properly, this is K

:00:00:00:00:00)
:00:00:00:00:00)

0:00:00:00)
:00:00:00:00:00)

. = LG bit: Globally unique address (factory default)
. = IG bit: Individual address (unicast)

. = LG bit: Globally unique address (factory default)
. = IG bit: Individual address (unicast)



Type: IPv4 (0x0800)
Internet Protocol Version 4, Src:

10.47.1.12
, Dst:
10.47.1.13 <-- RLOC to RLOC

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 134
Identification: Ox1d6f (7535)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 64
Protocol: UDP (17)
Header checksum: 0x0682 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.13
User Datagram Protocol, Src Port: 65354, Dst Port: 4789
Source Port: 65354
Destination Port: 4789
Length: 114
[Checksum: [missing]]
[Checksum Status: Not present]
[Stream index: 0]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1... .... .... .... = GBP Extension: Defined
.0.. Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

R

I

.000 .000 0.00 .000
Group Policy ID: O
VXLAN Network Identifier (VNI):

4099 <-- LISP L3 IID

Reserved: 0
Ethernet II, Src: 00:00:00:00:61:00 (

00: 00: 00: 00: 61: 00

), Dst: ba:25:cd:f4:ad:38 (

ba: 25: cd: f4: ad: 38

)

<-- Dunmy Ethernet header for VXLAN

Destination: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)
Address: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)
1o ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d



veee 200 Loo oos woe. ou.. = IG bit: Individual address (unicast)
Source: 00:00:00:00:61:00 (00:00:00:00:61:00)
Address: 00:00:00:00:61:00 (00:00:00:00:61:00)
.00 ... ... .... .... = LG bit: Globally unique address (factory default)
veee 200 Lol oos woe. ou.. = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src:
10.47.4.2
, Dst:
10.47.10.2 <-- True |Pv4 addresses

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 84
Identification: 0x92f6 (37622)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 63
Protocol: ICMP (1)
Header checksum: 0x8651 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.2
Destination: 10.47.10.2
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0xa383 [correct]
[Checksum Status: Good]
Identifier (BE): 70 (0x0046)
Identifier (LE): 17920 (0x4600)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (56 bytes)

0000 78 1e dc 17 00 00 00 00 00 00 00 00 00 00 00 00  X.'vu'wuuewwwwuwnnn
0010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvnnnnnn
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .....i'ivvvvnnnnnn
0030 00 00 00 OO OO0 OO OO OO oo
Data: 781edc170000000000000000000000000000000000000000bA@&
[Length: 56]

euod 2ipd VXLAN IJeg b6 | edge-2:

<#root>
Edge-2#
nonitor capture 1 interface range g1/0/1-2 in match ipv4 host 10.47.1.12 host 10.47.1.13

Edge-2#



monitor capture 1 start

Started capture point :

Edge-2#

nonitor capture 1 stop

1

Capture statistics collected at software:
Capture duration - 7 seconds
Packets received - 6
Packets dropped - 0

Packets oversized - 0
Number of Bytes dropped at asic not collected
Capture buffer will exists till exported or cleared

Stopped capture point :

Edge-2#

1

show nmoni tor capture 1 buffer

Starting the packet display

SOV A WN R
PR OOOOoO

Edge-2#

.000000
.007826
.086345
.097490
.150969
.163817

10.
10.
10.
10.
10.
10.

47.
47.
47.
47.
47.
47.

A DA DDA D
N NDNDNDNN

bri ef

........ Press Ctrl + Shift + 6
-> 10.47.10.2 ICMP 148 Echo
-> 10.47.10.2 ICMP 148 Echo
-> 10.47.10.2 ICMP 148 Echo
-> 10.47.10.2 ICMP 148 Echo
-> 10.47.10.2 ICMP 148 Echo
-> 10.47.10.2 ICMP 148 Echo
detail ed

show moni tor capture 1 buffer

Starting the packet display

to exit

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

Press Ctrl + Shift + 6 to exit

request
request
request
request
request
request

1d=0x0047,
1d=0x0047,
1d=0x0047,
1d=0x0047,
1d=0x0047,
1d=0x0047,

seq=0/0, ttl1=63
seq=0/0, ttl1=63

seq=1/256,
seq=1/256,
seq=2/512,
seq=2/512,

tt1=6
tt1=6
tt1=6
tt1=6

Frame 1: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits) on interface /tmp/epc_ws/wif_to_
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe

Encapsulation type: Ethernet (1)

Arrival Time: Oct 11, 2023 16:58:12.702159000 UTC
shift for this packet: 0.000000000 seconds]

[Time
Epoch
[Time
[Time
[Time
Frame
Frame

Time:

1697043492.702159000 seconds

delta from previous captured frame: 0.000000000 seconds]
delta from previous displayed frame: 0.000000000 seconds]
since reference or first frame: 0.000000000 seconds]

Number:
Length: 148 bytes (1184 bits)

Capture Length: 148 bytes (1184 bits)

[Frame 1is marked: False]

[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:icmp:datal

Ethernet II, Src:

52:54:00: 0a:42: 11

), Dst: 52:54:00:17:fe:65 (

52:54:00: 17:fe: 65

)

52:54:00:0a:42:11 (



<-- True MAC addresses post L3 rewite

Destination: 52:54:00:17:fe:65 (52:54:00:17:fe:65)

Address: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
1o ... oo ... ... = LG bit: Locally administered address (this 1is NOT the factory d

vees 2020 Lo oo wew. wu.. = IG bit: Individual address (unicast)

Source: 52:54:00:0a:42:11 (52:54:00:0a:42:11)
Address: 52:54:00:0a:42:11 (52:54:00:0a:42:11)
e W1 oo oooo ooo. .... = LG bit: Locally administered address (this is NOT the factory d
vees 2020 Lo oo wew. wu.. = IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4, Src:

10.47.1.12

, Dst:
10.47.1.13 <-- RLOC to RLOC

0100 .... Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 134
Identification: 0x1d7b (7547)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
B Don't fragment: Set
N More fragments: Not set
Fragment offset: 0
Time to live: 62
Protocol: UDP (17)
Header checksum: 0x0876 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.13
User Datagram Protocol, Src Port: 65354, Dst Port: 4789
Source Port: 65354
Destination Port: 4789
Length: 114
[Checksum: [missing]]
[Checksum Status: Not present]
[Stream index: 0]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1... .... .... .... = GBP Extension: Defined
[ O Don't Learn: False
R I VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

e

.000 .000 0.00 .000
Group Policy ID: O
VXLAN Network Identifier (VNI):

4099 <-- LISP L3 IID

Reserved: 0
Ethernet II, Src: 00:00:00:00:61:00 (

00: 00: 00: 00: 61: 00

), Dst: ba:25:cd:f4:ad:38 (



ba: 25: cd: f 4: ad: 38

)

<- -

Dumy Et hernet header for VXLAN

Destination: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)
Address: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)
1o ... ... ... ... = LG bit: Locally administered address (this is NOT the factory d
vees 2020 Lo oo wew. wu.. = IG bit: Individual address (unicast)
Source: 00:00:00:00:61:00 (00:00:00:00:61:00)
Address: 00:00:00:00:61:00 (00:00:00:00:61:00)
T LG bit: Globally unique address (factory default)
vees 2020 Lo oo wew. wu.. = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src:

10.47. 4.2

, Dst:

10.47.10.2

Inte

0000
0010
0020
0030

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 84
Identification: Oxlabb (6843)
Flags: 0x4000, Don't fragment

0... .... .... .... = Reserved bit: Not set

B Don't fragment: Set

N More fragments: Not set
Fragment offset: 0
Time to live: 63
Protocol: ICMP (1)
Header checksum: Oxfe8c [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.2
Destination: 10.47.10.2
rnet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x044f [correct]
[Checksum Status: Good]
Identifier (BE): 71 (0x0047)
Identifier (LE): 18176 (0x4700)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): O (0x0000)
Data (56 bytes)

e8 37 Ob 32 00 00 00 00 00 OO0 00 OO 00 OO0 00 00 T2
00 00 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00  ....'vvvvvnwnnnnn.
00 00 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00  ....'vvvvvnvnnnnn.
00 00 00 OO OO OO OO OO ..
Data: e8370b320000000000000000000000000000000000000000bA@&
[Length: 56]

sisd Edge-2 )l w oo Js VXLAN 9sulze 239d ARP 1Jgl o wo Jlgls wozso bdo ICMP ey
10.47.10.2



<#root>
Edge-2#
show i p cef vrf red_vn 10.47.10.2

10.47.10.2/32
nexthop 10.47.10.2 V1anl1028

Edge-2#
show platform software fed switch active ip adj

IPV4 Adj entries

dest if_name dst_mac si_hd1 r
10. 47. 10. 2 VI an1028 5254. 0002. cbf5 Ox7f 57441 89988 0>
<snip>

OY o)yps) udbos IJyolss si_hdl

SeJdud lJogled pg si_hdl (0x7f5744f8988) 9l jueésleol s show platform hardware fed switch
active fwd-asic abstraction print-resource-handle <si_hdI> 1

<#root>
Edge-2#
show pl atform hardware fed switch active fwd-asic abstraction print-resource-handle O0x7f5744f89988 1

Handle:0x7f5744f89988 Res-Type:ASIC_RSC_SI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L3_UNICAST
priv_ri/priv_si Handle: 0x7f5744f8afa8Hardware Indices/Handles: index0:0xc8 mtu_index/T3u_ri_index0:0x
Features sharing this resource:66 (1)]

57 (D]

Cookie length: 56

00 00 00 00 00 00 00 00 04 04 00 00 00 00 00 00 00 00 00 00 07 00 52 54 00 02 cb f5 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

Station Index (SI) [0Oxc8] <-- Station Index contains R and D
RI = 0x2c <-- Rewite Index contains information for L2 Forwarding
DI = 0x526e <-- Rewrite Index contains destination port information

stationTableGenericLabel = 0
stationFdConstructionLabel = 0x7
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0Ox1
Replication Bitmap: LD

Detailed Resource Information (ASIC_INSTANCE# 1)



Station Index (SI) [0xc8] <-- Station Index contains R and D
RI = 0x2c <-- Rewrite Index contains information for L2 Forwarding
DI = 0x526e <-- Rewrite Index contains destination port information

stationTableGenericlLabel = 0
stationFdConstructionlLabel =
TookupSkipIdIndex = 0
rcpServiceld = 0
dejaVuPreCheckEn = 0x1
Replication Bitmap: CD

0x7

VY oyps) udbos IJuolso

Bp wlgs RI(0x2¢) sl ueg pd B U1, show platform hardware fed pdcle ol fwd-asic 09,5
zpsSe rewrite-index p>s <RI> <RI>

<#root>

Edge-2#
show pl atform hardware fed switch active fwd-asic resource asic all rewite-index range 0x2c 0x2c
ASIC#:0

Rl : 44

Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)

<-- Decimal 44 is hex 0x2c

MAC Addr: MAC Addr:

52:54:00: 02: ch: f5

<-- MAC Address 5254.0002.cbhf5 is 10.47.10.2

L3IF LE Index 50

ASIC#:1 RI:44 Rewrite_type:AL_RRM_REWRITE_L3_UNICAST_IPV4_SHARED(1) Mapped_rii:L3_UNICAST_IPV4(9)
<-- Decimal 44 is hex 0x2c
MAC Addr: MAC Addr:

52:54:00: 02: ch: f5

<-- MAC Address 5254.0002.cbhf5 is 10.47.10.2

L3IF LE Index 50

WY oypsi udbo IJuolss



&3 1J DI (0x526€) 9l vogpd WOS &)u2 puued golj wgdss pvulz uuil 9> FWD-asic JJ glse-
Oo,y b p>s <di> <di>

<#root>
Edge-2#
show pl atform hardware fed switch active fwd-asic resource asic all destination-index range 0x526e 0x52¢

ASIC#0:

Destination index = 0x526e

pmap 0x00000000 0x00000010 <-- Convert 10 into binary, 0001 and 0000, so 00010000, and
pmap_intf : [GigabitEthernetl/0/5]

cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi

CPU Map Index (CMI) [0]

ctilLo0 =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =
ASIC#1:

O OO OO0 OoOOoOOo

Destination index = 0x526e

pmap = 0x00000000 0x00000000
cmi = 0x0

rcp_pmap = 0x0

al_rsc_cmi

CPU Map Index (CMI) [0]
ctilLoO =
ctilLol =
ctilLo2 =
cpuQNumO =
cpuQNuml =
cpuQNum2 =
npulndex =
stripSeg =
copySeg =

O OO OO0 OoOOoOOo

Edge-2#

show platform software fed switch active ifm mappings

Interface IF_ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active
GigabitEthernetl/0/1 Ox1la 0O 0 O 0 0 1 0 1 1 NIF Y
GigabitEthernetl/0/2 0x1b 0O 0 O 1 0 2 1 2 2 NIF Y
GigabitEthernetl/0/3 0xb 0O 0 O 2 0 3 2 3 3 NIF Y
GigabitEthernetl/0/4 0xc 0O 0 O 3 0 4 3 4 4 NIF Y

G gabi t Et hernet 1/ 0/ 5

Oxd 0 0 O



0 5 4 5 5 NIF Y

<-- Port 4 corresponds to G gl/0/5

GigabitEthernetl/0/6 Oxe 0 0 0 5 0 6 5 6 6 NIF Y
GigabitEthernetl/0/7 Ooxf 0 0 0 6 0 7 6 7 7 NIF Y
GigabitEthernetl/0/8 0x10 0 0 0 7 0 8 7 8 8 NIF Y

Sisd Edge-2 1, 0b 95,0mdo w9 8leed ldperz ese HOST-03 sdsu hobo ls:

<#root>

Edge-2#

nonitor capture 1 interface g1/0/5 out nmatch ipv4 host 10.47.4.2 host 10.47.10.2
Edge-2#

moni tor capture 1 start

Started capture point : 1
Edge-2#

moni tor capture 1 stop

Capture statistics collected at software:
Capture duration - 6 seconds
Packets received - 3
Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected
Capture buffer will exists till exported or cleared
Stopped capture point : 1

Edge-2#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.47.4.2 -> 10.47.10.2 ICMP 106 Echo (ping) request 1id=0x0048, seq=0/0, ttl=62
2 0.984985 10.47.4.2 -> 10.47.10.2 ICMP 106 Echo (ping) request 1id=0x0048, seq=1/256, ttl1=6
3 1.985357 10.47.4.2 -> 10.47.10.2 ICMP 106 Echo (ping) request 1id=0x0048, seq=2/512, ttl1=6

Edge-2#

show nonitor capture 1 buffer detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface /tmp/epc_ws/wif_to_ts
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 11, 2023 17:22:20.730331000 UTC
[Time shift for this packet: 0.000000000 seconds]



Epoch Time: 1697044940.730331000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 106 bytes (848 bits)

Capture Length: 106 bytes (848 bits)

[Frame 1is marked: False]

[Frame 1is 1ignored: False]

[Protocols in frame: eth:ethertype:cmd:ethertype:ip:icmp:data]
Ethernet II, Src:

00: 00: 00: 00: 61: 00
(00:00:00:00:61:00), Dst:
ffoffoffoffoffoff
(Ff:ff:ff:ff:fF:FF)
<-- Dunmy Ethernet header, EPC does not capture it properly

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )
.. W1 oo oo oo o... = LG bit: Locally administered address (this is NOT the factory d
e w1l oo ool ooo. ... = 1IG bit: Group address (multicast/broadcast)
Source: 00:00:00:00:61:00 (00:00:00:00:61:00)
Address: 00:00:00:00:61:00 (00:00:00:00:61:00)
o LG bit: Globally unique address (factory default)
0 IG bit: Individual address (unicast)
Type: CiscoMetaData (0x8909)
Cisco MetaData
Version: 1
Length: 1
Options: 0x0001
SGT: O
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src:

10.47.4.2
, Dst:
10.47.10.2 <-- True |P addresses

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

0000 00.. = Differentiated Services Codepoint: Default (0)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 84
Identification: 0x35e4 (13796)
Flags: 0x4000, Don't fragment

0... .... .... .... = Reserved bit: Not set

I Don't fragment: Set

O More fragments: Not set
Fragment offset: 0
Time to live: 62
Protocol: ICMP (1)
Header checksum: 0xe463 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.2
Destination: 10.47.10.2

Internet Control Message Protocol

Type: 8 (Echo (ping) request)



0000
0010
0020
0030

Code: 0

Checksum: 0x2693 [correct]
[Checksum Status: Good]
Identifier (BE): 72 (0x0048)
Identifier (LE): 18432 (0x4800)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (56 bytes)

69 9c 67 88 00 00 00 00 00 00 00 00 00 00 00 00 F.Quvvvvuvuuuunnn
00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00  .......vvvvnvnnnn
00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00  .......vvvvnvnnnn
00 00 00 00 OO OO OO OO il
Data: 699c67880000000000000000000000000000000000000000bA@&
[Length: 56]
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