vl Igble 586 ARP gl oJlzol s
cuso Iy Ids SD

lJpzogsle

Edge-1(10.47.1.12)
Lz>9> (L)z595) | 6(10.47.1.109 10.47.1.11

Edge-2 (10.47.1.13)

< l)s | - >
lJez.8.8 o010 ARP s wly lzbas Lo
Edge-2 (10.47.1.13)
Edge-1(10.47.1.12)
L £s) ARP (£, L2
lJez.8.8 pu b ARP MNE
Edge-1(10.47.1.12)
Edge-2 (10.47.1.13)
lJoz, 8.8 o0 6 1> ARP MNE

|Jp 95006

s952z 03l IJpuwows Jsdss luweduld Igble wy909dsd wedsd IJewslu (ARP) sl adlzol
B wuss 9,29d SD.

Iecbdole IJlul jusé

lJeobdolo
w9 os Cisco vig oJ9y s pgy96 wldesluose 1Joldss:

* el w9zso wy9wded IJlue,yuw (IP)
© w9u9d9d Suod ldpe,Sees IUpsSe (LISP)
© w9999 wedsd IJewsly (ARP)



lJpdouvlo Idpuweispd
ouwowd Idpedypele 1Jglo WO o3l ldpuwews 1Js luesble Idolez ldedsule 1Jpebss Ideldss:

- C9000v gJ.s Cisco I0S® XE 17.10.1
+ SDA 1.0 (Jis_w LISP PubSub)

op logile Idpgdspele 1916 WOs 03l Idpuwews pu Uiaojé 1J 09296 WS w56 pgpdso gluoo.
wlo zese Ilze;d IJpuwogrpd Os o3l lJpuwows wodssu peundt (IBlus). Bl dlve
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jis le).

03l 98588 suwolbse lsupl Juw luwogpde pe o3l 2ol su,pzss LOSES:

« C9200
« C9300
* C9400
* C9500
« C9600
Cisco I0S® XE 16.12 glJ|_osble IJizse

|Jrotbb
(BNICP] (BN]CP)
LoO: 10.47.1.10 °”°"’ cu/os2 .*, LoO: 10.47.1.11
£1/0/3 GL/0/4 G1/0/3 &1/0/4
G1/0/1 G1/0/1
LoO: 10.47.1.12 % G1/0/2 61/0/2 LoO: 10.47.1.13
G1/0/3 G1/0/3
10.47.4.2 10.47.4.3

&)

B o3l IJopysu:

&)

* 10.47.1.10 9 10.47.1.11 259> pub,Jd

* 10.47.1.12 9 10.47.1.13 os £.9> Fabric Edge

* 10.47.4.2 9 10.47.4.3 os uBlb wolso sIgd wusé SDA 908 092936 B L Jo
VLAN/IJ v do 1J8, 886 b ol 9 vwJs VN G wol (red_vn)

Sop P 2ldos luwedsle sssuwsosu Ss odl lJpuvous:

« 585 ARP Liso 10.47.4.2 9 10.47.4.3 oo, 310 puwl, Tolses 1o
* 396 ARP Lo 10.47.4.2 9 10.47.4.3 pu ¢JIJ puwl) JUBsolule



lJelJo IJlgJso Jeuwh IJoo Idial>§

Vs ubl® SDA( ould bys@uly yissuwselo Jgd ARP IR Idouss. suvs) el suvh [Jso
Nuwe puwhy Idoo Uizbs 1Js Tuo I s9zs wdase Jogey ARP Jdbo s 2 (L2) Is u@ue "Flood
arp and" 1Jss wp wdasuo oo perd psd L2 J LISP (IID) 1Jss sl $ pe Giwds VLAN
lJpg s, wldluolds [Js ol Ideeds,: JJelod Jeuwly ARP JJuo Uiab@ Jl s92> wdsso J "IP
JJsdsd Ideeds ARP" Iy Ul 592> Jozee Ibwds 3 B §b.

Il op wduss 030 lJouwsolo: Bulug pg duvp luvedsld IJigble gl odlzol 03l 9sde,u0 1
JJl v dbos IJoolss (10.47.4.2 5 10.47.4.3) spdu 1o wuod IJs Idewble IUIB e )luoss 1Ugluos
wopl 1Jp9296 £Js peodle Fabric Edge 1Je9z9:6 £Js Iuol 10.47.4.1

<#root>
Edge-1#
ping vrf red_vn 10.47.4.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.47.4.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 257/292/344 ms

<#root>
Edge-2#
ping vrf red_vn 10.47.4.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.47.4.3, timeout is 2 seconds:
(RN

Success rate is 100 percent (5/5), round-trip min/avg/max = 221/321/566 ms

f:‘) odpstt s9ues vleoul louald Ideslus IUIB )l joss po ldpuosd IJooliss [ds 1Uezsd
IJb,8s: 9dsuw wIdb)sds 1Jig)s IJpuwessys Jogow Idluveoolele 1Uglbiss
IJeoed 8 wiip ICMP IJos sop luudlbol wsluwbs 2315 2plss eds zolj IJposod
lJb,Ss.

w83 3JY 02l pu o JJ £8>8 Fabric Edge Jol udbé wolss gluos wol slgd wedy lzosé IP.
(IPDT) wless wslule LISP L2 8lgsé wslole 596 Jguslo L2 (AR) 9 9lgx6 wslule L3.
Edge-1:

Jdoezdd pu uldbé IJuoelss slgd IPDT. iu.uoé_.)lp Ui,o) show device-tracking database interface
<interface connected to endpoint>

<tfroot>



Edge-1#
show devi ce-tracki ng database interface gl1/0/3

portDB has 2 entries for interface Gil/0/3, 2 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prilvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan privl
DH4
10.47.4.2

5254. 0019. 93e9

Gil/0/3 1026 0024 15s REACHABLE 228 s try 0(6374 s)

JJozdd pu wldbs IJuolss s Blegss wslule LISP L2, [uwegse IUle, show lisp eid-table vian
<vlan id> §less wslole lse,ue <mac address>lueésp Gvwds VLAN geog9lo MAC oo 11,
Juwle s

<#root>
Edge-1#
show i sp eid-table vlan 1026 et hernet database 5254.0019. 93e9

LISP ETR MAC Mapping Database for LISP 0 EID-table Vlan 1026 (IID 8190), LSBs: 0x1
Entries total 1, no-route 0, inactive 0, do-not-register 2

ag

5254.0019.93e9/48, dynamic-eid Auto-L2-group-8190, inherited from default Tocator-set rloc_222el1707-175

Uptime: 3w5d, Last-change: 3w5d
Domain-ID: Tlocal
Service-Insertion: N/A

Locator Pri/Wgt Source State

10.47.1.12 10/10 cfg-intf site-self, reachable <-- Edge-1's RLOC
Map-server Uptime ACK Domain-ID

10.47.1.10 1w3d Yes O

10.47.1.11 3w5d Yes O

JJozdd pu o Bless uslule L2 AR wuuegspe IJie, show lisp eid-table vian <vlan-id> g ¢gle
lesxé vslule IUlse,ue-1d> 96 <mac address>

<ffroot>

Edge-1#



show |isp eid-table vlan 1026 ethernet database address-resol ution 5254.0019. 93e9

LISP ETR Address Resolution for LISP O EID-table Vlan 1026 (IID 8190)
(*) -> entry being deleted

Hardware Address L3 InstID Host Address

5254. 0019. 93e9 4099 10.47.4.2/32 <-- Endpoint MAC address, LISP L3 IID, and |Pv4 address, r

JJozdd pu Bless wslole LISP L3, lguegs e IUie, show lisp instance-id <L3 1ID> IPv4 §less
wslole <IPv4 address>/§ule 1Jubods 1J,es6 luuegse LISP L3 IID pu 1die) Iduslwd

<#root>
Edge-1#
show i sp instance-id 4099 ipv4 database 10.47.4.2/32

LISP ETR IPv4 Mapping Database for LISP 0 EID-table vrf red_vn (IID 4099), LSBs: 0x1
Entries total 1, no-route 0, inactive 0, do-not-register 1

10.47.4.2/32

, dynamic-eid red-IPV4, inherited from default Tocator-set rloc_222e1707-175d-4019-a783-060404f8bc2f
Uptime: 3w5d, Last-change: 3w5d
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

10.47.1.12
10/10 cfg-intf site-self, reachable

<-- Edge-1's own RLCC

Map-server Uptime ACK Domain-ID

10.47.1.10 1wOd Yes O

10.47.1.11 1wOd Yes O
Edge-2:

JJoedd pu vldbs IJuolss slgd IPDT. Iuweés e IJle, show device-tracking database interface
<interface connected to local endpoint>

<#root>
Edge-2#
show devi ce-tracki ng database interface gl1/0/3

portDB has 3 entries for interface Gil/0/3, 3 dynamic
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prlvl):



0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan privl
DH4
10.47.4.3

5254. 001e. ad00

Gil1/0/3 1026 0024 122s REACHABLE 124 s try 0(5810 s)

JJozdd pu wldbs IJuolss s Bless wslule LISP L2, [uwegse Ile, show lisp eid-table vian
<vlan id> §less wslole lse,ue <mac address> [quegspe yuwds VLAN ggoslo MAC oy 1UJie,
IJowlod

<#root>
Edge-2#
show i sp eid-table vlan 1026 et hernet database 5254.001e. ad00

LISP ETR MAC Mapping Database for LISP 0 EID-table Vlan 1026 (IID 8190), LSBs: 0Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 2

ag

5254.001e.ad00/48, dynamic-eid Auto-L2-group-8190, inherited from default Tocator-set rloc_691blfe4-526

Uptime: 3w5d, Last-change: 3w5d
Domain-ID: Tlocal
Service-Insertion: N/A

Locator Pri/Wgt Source State

10.47.1.13 10/10 cfg-intf site-self, reachable <-- Edge-2's RLOC
Map-server Uptime ACK Domain-ID

10.47.1.10 1w2d Yes 0

10.47.1.11 1w2d Yes 0

JJozdd pu o Bless uslule L2 AR wuuegspe IJie, show lisp eid-table vian <vlan-id> g¢gle
lesxé vslule IUlse,ue-1d> 96 <mac address>

<#root>

Edge-2#

show i sp eid-table vlan 1026 ethernet database address-resol uti on 5254. 001e. ad00
LISP ETR Address Resolution for LISP O EID-table Vlan 1026 (IID 8190)

(*) -> entry being deleted

Hardware Address L3 InstID Host Address



5254. 001le. ad00 4099 10.47.4.3/32 <-- Endpoint MAC address, LISP L3 11D, and |Pv4 address,

JJozdd pu Bless wslule LISP L3, lguegs e IUie, show lisp instance-id <L3 1ID> IPv4 §lgss
wslole <IPv4 address>/§ule 1Jubwds 1J,es6 luuegse LISP L3 IID pu 1die) IJuslod

<#root>

Edge-2#

show i sp instance-id 4099 ipv4 database 10.47.4.3/32

LISP ETR IPv4 Mapping Database for LISP O EID-table vrf ed_vn (IID 4099), LSBs: Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 2

10.47.4.3/32

, dynamic-eid red-IPV4, inherited from default Tocator-set rloc_691blfe4-5264-44c2-bblb-0903b3eb2c51
Uptime: 1wOd, Last-change: 1wOd
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

10.47.1.13

10/10 cfg-intf site-self, reachable

<-- Edge-2, RLCC

Map-server Uptime ACK Domain-ID
10.47.1.10 1w0d Yes O
10.47.1.11 1w0d Yes O

239> pUv s

Sop ouwesd vbos IJuolss wuvdd pelds pu pulby) L2ZLISP 9 L2AR 9 L3 |Us JJ pu
puvoysle IJozdp Ws IJouso (border-1 g border-2). Jlgwegdluo pg)d Oisé L2 LISP: vz 9.9
PU £96 2196 lJowuss 9luwegsp Ui,p_, show vlan id <vlan id>

<tfroot>
Edge-1#

show vlan id 1026

VLAN Name Status Ports
1026 red active
L2L1 0: 8190

, Gi1/0/3

I



<-- L2 LISP IID

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1026 enet 101026 1500 - - - - - 0 0

Remote SPAN VLAN

Disabled

Primary Secondary Type Ports

Iowegsp peyd L2 B 1Jie, show lisp instance-id <L2 1ID> ¢l lscsue JJozdd oo lJébe pu
pulby,) LISP oy IJpuwess IJelus

<#root>
Border-1#

show i sp instance-id 8190 ethernet server

LISP Site Registration Information
* = Some locators are down or unreachable
# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

site_uci never no -- 8190 any-mac
1w3d yes#

10.47.1.12

121038 8190

5254. 0019. 93e9/48 <-- RLOC of the FE node, EID prefix that was registered

1w2d yes#

10.47.1.13

116056 8190

5254. 001e. ad00/ 48 <-- RLOC of the FE node, EID prefix that was registered

JJozdd pu bp L2 AR Iguegspe IJie, show lisp instance-id <L2 [ID> 598 gudlo ¢bp IUlsenue

<#root>
Border-1#
show | isp instance-id 8190 ethernet server address-resolution

Address-resolution data for router 1lisp 0 instance-id 8190



L3 InstID Host Address Hardware Address

4099 10.47. 4.2/ 32 5254. 0019.93e9 <-- L3 LISP |1 D, Endpoint |Pv4 /
4099 10.47. 4.3/ 32 5254. 001e. ad00 <-- L3 LISP |1 D, Endpoint |Pv4 /

JJozdd pu ébp L3 iuwagse 1Jie, show lisp instance-id <L3 1ID> IPv4

<#root>
Border-1#

show | isp instance-id 4099 ipv4 server

LISP Site Registration Information
* = Some locators are down or unreachable

# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

site_uci never no - 4099 0.0.0.0/0
6d01h yes# 10.47.1.11:22876 4099 8.8.8.8/32
1w0d yes# 10.47.1.10:21610 4099 10.47.2.4/30
1w0d yes# 10.47.1.11:22876 4099 10.47.2.12/30
never no -- 4099 10.47.4.0/24
1w0d yes# 10.47.1.12:21038 4099 10.47.4.2/32
1w0d yes# 10.47.1.13:16056 4099 10.47.4.3/32
1w0d yes# 10.47.1.11:22876 4099 10.47.6.0/24
1w0d yes# 10.47.1.11:22876 4099 10.47.7.0/24
1w0d yes# 10.47.1.11:22876 4099 10.47.9.8/29
never no -- 4099 10.47.10.0/24
1w0d yes# 10.47.1.13:16056 4099 10.47.10.2/32

C2o9s puvedsle IJoede eds pedsble w9z Jipsle Idouwzsd Jbeldle L35 L2 9 AR,
9ldes Spdu o oday pds6 gus Iuwaduld igble 1Ug pdle IJpozsdso sluadlzol i &> odoy
2J86 gpd 288 sup wuwesd Idgpdle wuvdd €5y pu9dE w9luwlbd £36 29109 LuvsE VS IS
Suos) 2l

<#root>
Border-1#
show |isp instance-id 8190 ethernet server resolution registration-history | include Tinmestanp|10.47.4.7
Timestamp (UTC) Instance Proto Roam WLC Source
*Oct 9 19:14:39.183 8190 TCP No No 10.47.1.12

+*10.47.4.2/32 | 5254.0019.93e9 <-- Last registered at Cct 9
*Oct 9 19:14:41.183 8190 TCP No No 10.47.1.13

+*10.47.4.3/32 /| 5254.001le.ad00 <-- Last registered at Ot 9



ws) Epd bdo ARP 1Jgl o weuwh IJoe IJlzlss glds
lIJpuwe9s

6 @ B 0 &

* Host-1 wants to communicate with Host-2 2
and sends an ARP Request * ARP Request is punted up to the CPU
+ Processed by SISF and flooded out all local

ports n

3
* FE-1sends a LISP Map-Request for Address
Resolution
4

= CP-1 responds with a LISP Map-Reply
providing Host-2 MAC address

5
= FE-1 sends a LISP Map-Reqguest for RLOC
resolution for Host-2 MAC address

[
* CP-1 responds with a ISP Map-Reply
providing RLOC/MAC binding

7
+ ARP Reguest is VXLAN encapsulated,
broadcast ARP reguest converted to unicast
ARP Request

&
* Unicast ARP Request is VXLAN
decapsulated, punted to the CPU
and forwarded to the Host-2 port

<uwd ubs lJuelss IJos wpdd gusly IP 10.47.4.2 bdo ARP JJo o oieJ..;_;) euy ldoglb
2ird puopw (EPC) eds Edge-1

Edge-1 (10.47.1.12)

<#root>

Edge-1#

nmonitor capture 1 interface g1/0/3 in match any
Edge-1#

noni tor capture 1 start

Edge-1#

noni tor capture 1 stop

Capture statistics collected at software:
Capture duration - 39 seconds
Packets received - 21
Packets dropped - 0
Packets oversized - 0



Number of Bytes dropped at asic not collected
Capture buffer will exists till exported or cleared
Stopped capture point : 1

Edge-1#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000

52:54:00:19:93: €9 -> ff: ff:ff:ff.ff:ff ARP 60 Who has 10.47.4.3? Tell 10.47.4.

Edge-1#
show nonitor capture 1 buffer detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 19, 2023 23:43:31.893095000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1697759011.893095000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 60 bytes (480 bits)
Capture Length: 60 bytes (480 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:arp]
Ethernet II, Src: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

), Dst: ff:ff:ff:ff:ff:ff (

ff.ff. ff. ff.ff.ff

)
Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )
.. w1 oo oooo oo .... = LG bit: Locally administered address (this is NOT the factory d
e ol Lo ool ooo. ... = IG bit: Group address (multicast/broadcast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:€9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
e LG bit: Locally administered address (this is NOT the factory d
Y ¢ IG bit: Individual address (unicast)
Type: ARP (0x0806)
Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)



Sender MAC address: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

)

Sender IP address:
10.47.4.2
Target MAC address: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)
Target IP address:

10.47.4.3

Swp w9zso bdo ARP o3l |Us 9236 Idpegldzo 1Jeydiss Jeiss pu ldpeldzs. IJlguedlss pu
psi6 IJodlb ldeuce pu FED Jdzuosd eds pedsele luoliss.

<ttroot>
Edge-1#

“

debug platformsoftware fed switch active punt packet-capture set-filter “arp”
Edge-1#
debug platformsoftware fed switch active punt packet-capture start

Edge-1#

debug platform software fed switch active punt packet-capture stop

Edge-1#

show pl atform software fed switch active punt packet-capture brief

Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 8 packets. Capture capacity : 4096 packets

Capture filter : "arp

—————— Punt Packet Number: 1, Timestamp: 2023/10/19 23:55:03.552 ------
interface : physical: GigabitEthernetl/0/3[if-id: 0x0000000b], pal:

G gabitEthernet1/0/3 [if-id: 0x0000000b] <-- Physical interface the ARP Request was received from

metadata : cause: 109 [snhoop packets], sub-cause: 1,
g-no: 16

, linktype: MCP_LINK_TYPE_IP [1]

<-- Punted for cause snoop packets to CPU queue 16

ether hdr : dest mac:

fRff. fFEFFf. FFFF

y Src mac:



5254. 0019. 93e9

ether hdr : ethertype:

0x0806 ( ARP)

J)9s0 Blispo lowbl) 9256 IJpgldzo IJpydjs0 (CPU) 8,0 16. iuuoé)p IJi,oJ show platform
software switch active punt cpuq 16

<#root>
Edge-1#
show platform software fed switch active punt cpuq 16

Punt CPU Q Statistics

CPU Q Id : 16
CPU Q Name : CPU_Q_PROTO_SNOOPING
Packets received from ASIC : 49054

Send to IOSd total attempts

49054 <-- Sane nunber as received fromASIC

Send to I0OSd failed count :

0 <-- No failures

Seubdd polds: Jl wops 2ldle luwdlb W $lispes |Q-_’n‘;]b|_) I._Job%éd eJs wi9w9ded Proto s
pulbp 9236 lJpglded lJp,ds6 (Blised IUluebbly 16). [uuegsp 1Ule, show platform hardware fed
switch g vl 2lJs BYlisped luwlbl) 2936 1Ug>eé (CPU) IUsIgJsé 9luoe ywsluwle 9236 1Jpglded
lJe,d550

<#root>

Edge-1#

show pl atform hardware fed switch active qos queue stats internal cpu policer | include Qd|Proto
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)

16 12 Proto Snooping No 2000 2000 0 0

<-- No drops

w83 3JY oop peldes bdo ARP IUpedd wsluulbs $306 Punt. sedod 5986 03l 1 uudod
cluwopsle peeses cuozse IJldble 9ldooss IUluwluwss Josolez puues cuozse IJldble

<tfroot>



Edge-1#

debug platformsoftware infrastructure punt

*0ct 20 00:07:01.509: PUNT RX: mcprp_process_receive_packet: pak->vlan_id: 1026
*0ct 20 00:07:01.509: Punt: IP proto src 147.233.

10. 47

, dst

4.2
.0.0, from table 0, intf Gil/0/3, encap ARPA, size 60, cause snoop packets(L3)

<-- The I P address is obscured, but it is 10.47.4.2

*Oct 20 00:07:01.509: punt cause:snoop packets invoking reg_invoke_mcprp_punt_feature_msg
*0ct 20 00:07:01.509: punt cause:shoop packets MCPRP_PUNT_PAK_PROC_OK_DONE

.& oedsy: wuoese IJigble o3l 09 1Je)e,6: Iluwegsle we).

w8 lu 089e 208 Izt weeldes 1Jeies: Sluel cuude 12508 IJs gpdses IJobldd gds
Proto SNOOP g Proto ARP. 9051 5855 1Js lugule bgld B 229d IJebdd gds w9099
cedsd IJeulsss (ARP) 9sep Luwld 1Jzies [s cede 1izoss/ISF. Jy9s6 3J3J. debug arp
MJlplds |Js poues wuszse Uighble Jzese

<tfroot>
Edge-1#

debug arp

Edge-1#

debug platformfhs al

*Oct 20 00:12:06.908:

ARP packet received from ARP snooper (G 1/0/3 10.47.4.2 (5254.0019. 93e9) VLAN: 1026)

.& ey 030 IJlgble £01)6 80 3,0 b6 luwegsp wed)

iuuo'@p I.Ji,oJ show platform arpsnooping client <MAC address> JJlbJlg gJs pl sgoe Jbdo
ARP

<tfroot>

Edge-1#



show pl at f orm ar psnoopi ng client 5254.0019. 93e9

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding
BRIDGE : Packet to be bridged
ARPSN : Arp Snooping

Packet Trace for client MAC 5254.0019.93E9:

Timestamp Sender Mac Sender IP Target Mac Target IP

2023/10/24 14:37:15.045 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.4
2023/10/24 14:37:15.045 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.4
2023/10/24 14:37:15.045 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.4

\l\l\l
\l\l\l
-h-h-h
WWW

I NJECT: BD_DPI DX_TO_FWDPLANE

wsuel s89p IPDT/SIF Cpgldzs 1dzses: Sluo swedd pu peussle bde ARP ssuis [5¢ldl
eddol wsuel suob, IJed gu, LISP.

<#root>
Edge-1#
show devi ce-tracki ng nessages detailed 255 | i 5254.0019. 93e9

[Tue Oct 24 14:37:12.000] VLAN 1026, From Gil/0/3 seclvl [guard], MAC 5254.0019.93e9: ARP::REQ,
[Tue Oct 24 14:37:13.000] VLAN 1026, From Gil/0/3 seclvl [guard], MAC 5254.0019.93e9: ARP::REQ,

BBl Joo ouueesp woot lzojé wuoese Idigble Bloud o)s o oold Isgld suvs) ves
000.000.00fd s wg b L_Jiao_jé. Jd o3l sgus I lJpuos 1Ue9z9s ¢Jwd Gil/0/3 syweedpe gu
PSS Jp swp zdo wEd Wo9 Vs zlJs luedldss (ig slisp Vs 2lds IJlgwegdle g0 puoSO
E50 09293 9031 Jisumw 2,98 lasl pmsis))

<ttroot>
Edge-1

#debug devi ce-tracking

Device-tracking - General debugging is on
*0ct 24 14:55:02.967: SISF[POL]: vlan 1026 matches vlan 1list on policy IPDT_POLICY for target Gi

Opcode

ARP_REQUEST
ARP_REQUEST
ARP_REQUEST

1/0/3

*0ct 24 14:55:02.967: SISF[POL]: Found matching policy IPDT_POLICY for feature Device-tracking on Gil/0

*0ct 24 14:55:02.967:SISF[GLN]: Checking if ARP ownership can be taken by device-tracking
*0ct 24 14:55:02.967:SISF[GLN]: Not an ARP reply, do not take over

*0ct 24 14:55:02.967:SISF[POL]: Found matching policy LISP-AR-RELAY-VLAN for feature Address Resolution

*Oct 24 14:55:02.967: SISF[MAC]:

Creating new MAC entry for 0000.0000.00fd on interface i f none exists

*0ct 24 14:55:02.967: SISF[MAC]: Number of MAC entries in MAC-CREATING state incremented to 1
*0ct 24 14:55:02.968: SISF[BT ]: Attaching 0000.0000.00fd entry in MacAdrDB for 10.47.4.3
*0ct 24 14:55:02.968: SISF[GLN]: Binding entry event 1 for 10.47.4.3



w99p SIF vogvgsd wedsd ARP wlgweésle LISP o uwe o gwsluws LISP-AR-RELAY-VLAN.
w8 1y wwpdy gpdslo ldogdpe VS puwwys wedpe LISP pu wods 1Ulp,).

<#root>

Edge-1#

debug lisp control-plane al

Edge-1#

debug | 2lisp al

*Oct 24 15:10:27.677: LISP Client 'SISF client':

SI SF request to resolve 10.47.4.3 in Vlan 1026.

Syuvd Edge-1 bJo g)sbé LISP Jzd guslo MAC 1Uglo o 10.47.4.3 oo ¢JIJ LISP Control-
Plane (puve9s)

<#root>

Edge-1#

debug lisp control -plane al
Edge-1#

debug | 2lisp al

*0ct 24 15:10:27.681: LISP[REMT ]-0: Map Request: Delay 1is over for IID 8190 EID 10.47.4.3/32, requeste
*0ct 24 15:10:27.681: LISP[REMT ]-0 IID 8190: Schedule processing of Map-Requests from 'remote EID pref
*0ct 24 15:10:27.681: LISP[REMT ]-0: Map Request:

Sendi ng request for 1D 8190 EID 10.47.4.3/32, requester 'AR .

$suee IJodlb 1dees Idpsopus wuliss IUlezle (EPC) IUss swp wiluwlos 9256 Iegldeo
Ipsd586 (puwess lJopde) B Edge-1 bdo ARP 1Jslys sboJo §,sbé LISP 1JJIz$

<#root>
Edge-1#
nonitor capture 1 control-plane both match any
Edge-1#

moni tor capture 1 start

Started capture point : 1
Edge-1#



nonitor capture 1 stop

Edge-1#
show nonitor capture 1 buffer display-filter "arp.dst.proto_ipv4==10.47.4.3 or |isp"
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

60 10.110293 52:54:00:19:93:e€9 -> ff:ff:ff:ff:ff:ff ARP 60 Wio has 10.47.4.3? Tell 10.47.4.2
61 10.111714 10.47.4.3 -> 10.47.4.3 LI SP 114 Encapsul ated Map- Request for Unknown LCAF Type (f

Spdud 183 8,00 1Y, wdLosdl JbJo ¢,sbé LISP

<#root>
Edge-1#

show nmonitor capture 1 buffer display-filter "frame.nunber==61" detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 61: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface /tmp/epc_ws/wif_to_t
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 15:20:08.948469000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698160808.948469000 seconds
[Time delta from previous captured frame: 0.001421000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 10.111714000 seconds]
Frame Number: 61
Frame Length: 114 bytes (912 bits)
Capture Length: 114 bytes (912 bits)
[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:lisp:ip:udp:Tisp]
Ethernet II, Src: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

), Dst: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)
<-- Ignore the SMAC/ DMAC this is done up at the CPU, not final MAC addresses

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)

Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
..0. .... .... ... .... = LG bit: Globally unique address (factory default)

vees 200 Lo oo wews wu.. = IG bit: Individual address (unicast)

Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
vee. .00 ... L... .... .... = LG bit: Globally unique address (factory default)
vees 200 Lo oo wews wu.. = IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4,



Src: 10.47.1.12, Dst: 10.47.1.10 <-- Edge-1 RLCC and one of the collocated border RLCC,

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 100
Identification: 0x599c (22940)

FTlags: 0x0000

0...

.0..

S
Fragment offset: 0
Time to Tive: 255
Protocol: UDP (17)
Header checksum: 0x4ab9 [validation disabled]

[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.10
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 80
Checksum: 0x6393 [unverified]
[Checksum Status: Unverified]
[Stream index: 0]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
1000 .... .... ... +e.. .... = Type: Encapsulated Control Message (8)
vees O L viee wuee ouw. =S bit (LISP-SEC capable): Not set

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set

T
..00 0000 0000 0000 0000 0000 0000
Internet Protocol Version 4,

D bit (DDT-originated): Not set
Reserved bits: 0x0000000

Src: 10.47.4.3, Dst: 10.47.4.3

<-- MAP Request to resolve the MAC address tied to 10.47.4.3

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 68
Identification: 0x599b (22939)
FTlags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

Fragment offset: 0
Time to Tive: 255
Protocol: UDP (17)
Header checksum: Ox44ea [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.3
Destination: 10.47.4.3

User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342

respectively



Length: 48
Checksum: 0x9622 [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
0001 .... ..
. 0000 00..

0. s e e . =
e
e

.0 ... ... .... ... =S bit (Solicit-Map-Request): Not set
B O . bit (Proxy ITR): Not set
e W00 L. L... .... = s bit (SMR-invoked): Not set
..00 0000 000. Reserved bits: 0x000
...0 0000 = ITR-RLOC Count: O

Type: Map-Request (1)

Flags: 0x00

bit (Authoritative): Not set

bit (Map-Reply present): Not set
bit (Probe): Not set

Il
T \nTUXE>

Record Count: 1
Nonce: Oxcffee30fb39a05b7
Source EID AFI: Reserved (0)
Source EID: not set
ITR-RLOC 1: 10.47.1.12
ITR-RLOC AFI: IPv4 (1)
ITR-RLOC Address: 10.47.1.12
Map-Request Record 1: Unknown LCAF Type (53)/32
Reserved: 0x00
Prefix Length: 32
Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
Prefix: Unknown LCAF Type (53)
LCAF: Unknown (53)
LCAF Header: 00003520000a
Reserved bits: 0x00
Flags: 0x00
Type: Unknown (53)
Reserved bits: 0x20
Length: 10
[Expert Info (Error/Protocol): LCAF type 53 is not defined in draft-ietf-1isp-T1caf-05]
[LCAF type 53 1is not defined in draft-ietf-lisp-lcaf-05]
[Severity level: Error]
[Group: Protocol]

1Jz395 (12595) IJpz g (10.47.1.10 9 10.47.1.11)

w8 3Jdi spwoese puvess doede Vs LISP |Js edge-1 olgweésle 5o gds &sbo LISP.
95pJu pdlzbs 3Jd Vs wuoese IUIgble 9d3JJ CPU EPC.

<#root>

Border-2#

show nonitor capture 1 buffer display-filter lisp

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

113 12.767420 10.47.4.3 -> 10.47.4.3 LI SP 114 Encapsul at ed Map- Request for Unknown LCAF Type (¢
114 12.774428 10.47.1.11 -> 10.47.1.12 LI SP 96 Map-Reply for Unknown LCAF Type (53)/32



wsupl ol lJs 1Jg)e weiss pu ldovdlosd: spduul publess bdo g)sloo LISP 955 ¢,sbo
LISP IJJIz8

<#root>
Border-2#
show nmonitor capture 1 buffer display-filter frane.nunber==113 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 113: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface /tmp/epc_ws/wif_to_
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 15:41:06.566253000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698162066.566253000 seconds
[Time delta from previous captured frame: 0.013424000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 12.767420000 seconds]
Frame Number: 113
Frame Length: 114 bytes (912 bits)
Capture Length: 114 bytes (912 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:lisp:ip:udp:Tisp]
Ethernet II, Src: 52:54:00:04:84:a3 (

52:54:00: 04: 84: a3

), Dst: 52:54:00:1c:7d:e0 (

52:54:00: 1c: 7d: e0

)

<-- True MAC addresses

Destination: 52:54:00:1c:7d:e0 (52:54:00:1c:7d:e0)
Address: 52:54:00:1c:7d:e0 (52:54:00:1c:7d:e0)
cees W10 oo oo ... ... = LG bit: Locally administered address (this is NOT the factory d
veee 200 Lo.. L. oo.. o... = IG bit: Individual address (unicast)
Source: 52:54:00:04:84:a3 (52:54:00:04:84:a3)
Address: 52:54:00:04:84:a3 (52:54:00:04:84:a3)
oo 1o o oo o.. ..., = LG bit: Locally administered address (this is NOT the factory d
veee 200 Lo.. L. oo.. o... = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4,
Src: 10.47.1.12, Dst: 10.47.1.11 <-- Edge-1 RLOC and Border-2 RLOC, respectively

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)
. ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 100
Identification: 0x5el9 (24089)
Flags: 0x0000



0...

.0..

L0 L e
Fragment offset: 0
Time to 1ive: 255
Protocol: UDP (17)
Header checksum: 0x463b [validation disabled]

[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.11
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 80
Checksum: 0x6392 [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
1000 .... .... ... «e.. .... = Type: Encapsulated Control Message (8)
.0 . ... Lo i iiid vivee vuw. =S bit (LISP-SEC capable): Not set
0L s e e e e D bit (DDT-originated): Not set
..00 0000 0000 0000 0000 0000 0000 = Reserved bits: 0x0000000
Internet Protocol Version 4,

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set

Src: 10.47.4.3, Dst: 10.47.4.3 <-- LISP MAP Request for 10.47.4.3

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 68
Identification: 0x5el18 (24088)
Flags: 0x0000

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
0 = More fragments: Not set

Fragment offset: 0
Time to 1ive: 255
Protocol: UDP (17)
Header checksum: 0x406d [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.4.3
Destination: 10.47.4.3
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 48
Checksum: 0xe9a8 [unverified]
[Checksum Status: Unverified]
[Stream index: 2]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
0001 .... ..
. 0000 00..

Type: Map-Request (1)
Flags: 0x00

. 0... = A bit (Authoritative): Not set
.0.. = M bit (Map-Reply present): Not set
..0. = P bit (Probe): Not set



..0 ... S bit (Solicit-Map-Request): Not set
N p bit (Proxy ITR): Not set
e W00 L. L... .... = s bit (SMR-invoked): Not set
..00 0000 000. Reserved bits: 0x000
...0 0000 = ITR-RLOC Count: O

Record Count: 1
Nonce: 0x50c5f2b60b4lcalc
Source EID AFI: Reserved (0)
Source EID: not set
ITR-RLOC 1: 10.47.1.12
ITR-RLOC AFI: IPv4 (1)
ITR-RLOC Address: 10.47.1.12
Map-Request Record 1: Unknown LCAF Type (53)/32
Reserved: 0x00
Prefix Length: 32
Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
Prefix: Unknown LCAF Type (53)
LCAF: Unknown (53)
LCAF Header: 00003520000a
Reserved bits: 0x00
Flags: 0x00
Type: Unknown (53)
Reserved bits: 0x20
Length: 10
[Expert Info (Error/Protocol): LCAF type 53 is not defined in draft-ietf-1isp-T1caf-05]
[LCAF type 53 1is not defined in draft-ietf-lisp-lcaf-05]
[Severity level: Error]
[Group: Protocol]

Jol spduul IUlbJlg eds 1U)s gds esbs LISP IJus swp huwlJol o6 ié)s

<#root>
Border-2#
show nonitor capture 1 buffer display-filter frane.nunber==114 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 114: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface /tmp/epc_ws/wif_to_ts
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 15:41:06.573261000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698162066.573261000 seconds
[Time delta from previous captured frame: 0.007008000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 12.774428000 seconds]
Frame Number: 114
Frame Length: 96 bytes (768 bits)
Capture Length: 96 bytes (768 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:1isp]
Ethernet II, Src: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00



), Dst: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)

<-- CPU Inject does not properly show MAC addresses

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
veee .00 L Lol o... ... = LG bit: Globally unique address (factory default)
e 20 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
veee .00 L Lol o... ... = LG bit: Globally unique address (factory default)
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4,

Src: 10.47.1.11, Dst: 10.47.1.12 <-- Border-2 RLOC and Edge-1 RLOC, respectively

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 82
Identification: Oxe231 (57905)

Flags: 0x0000

0...

.0..

L0 e e
Fragment offset: 0
Time to 1ive: 255
Protocol: UDP (17)
Header checksum: 0xc234 [validation disabled]
[Header checksum status: Unverified]

Source: 10.47.1.11
Destination: 10.47.1.12
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 62
Checksum: 0Oxeld6 [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
[Time since first frame: 0.007008000 seconds]
[Time since previous frame: 0.007008000 seconds]
Locator/ID Separation Protocol

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set

0010 .... = Type: Map-Reply (2)
. 0... = P bit (Probe): Not set
.0.. = E bit (Echo-Nonce Tocator reachability algorithm enabled): Not set
0 = S bit (LISP-SEC capable): Not set

...0 0000 0000 0000 0000
Record Count: 1
Nonce: 0x50c5f2b60b4lcalc
Mapping Record 1, EID Prefix: Unknown LCAF Type (53)/32, TTL: 1440, Action: No-Action, Not Authorit
Record TTL: 1440
Locator Count: 1
EID Mask Length: 32
000.
Y 0 B

Reserved bits: 0x00000

Action: No-Action (0)
Authoritative bit: Not set



.000 0000 0000
0000 .... e e Reserved: 0x0
. 0000 0000 0000 Mapping Version: 0
EID Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
EID Prefix: Unknown LCAF Type (53)
LCAF: Unknown (53)
LCAF Header: 00003520000a
Reserved bits: 0x00
Flags: 0x00
Type: Unknown (53)
Reserved bits: 0x20
Length: 10
[Expert Info (Error/Protocol): LCAF type 53 is not defined in draft-ietf-1isp-T1caf-05]
[LCAF type 53 1is not defined in draft-ietf-lisp-lcaf-05]
[Severity level: Error]
[Group: Protocol]
Locator Record 1, RLOC: 52:54:00:1e:ad:00, Unreachable, Priority/Weight: 1/100, Multicast Prior
Priority: 1
Weight: 100
Multicast Priority: 1
Multicast Weight: 100
Flags: 0x0000
0000 0000 0000 O...
.0..

Reserved: 0x000

Reserved: 0x0000
Local: Not set
..0. Probe: Not set
N 0] Reachable: Not set
AFI: 802 (includes all 802 media plus Ethernet) (6)
Locator: 52:54:00:1e:ad:00

<#root>
Border-2#

debug lisp control-plane al

A11 LISP control debugging is on at verbose Tlevel
Border-2#

debug I 2lisp al

A1l L2Lisp debugging is on

*Oct 24 16:02:17.854: LISP[TRNSP]-0: Processing received Encap-Control(8) message on GigabitEthernetl/0
*Oct 24 16:02:17.854: LISP[TRNSP]-0: Processing received Map-Request(1l) message on GigabitEthernetl/0/3
*0ct 24 16:02:17.855: LISP[MR  ]-0: Received Map-Request with 1 records, first EID IID 8190 10.47.4.3/
*Oct 24 16:02:17.855: LISP[MR ]-0 IID 8190

Eth- ARP. MS EID 10.47.4.3/32: Sending proxy reply to 10.47.1.12.

IJIo 938> oJB8s Edge-1 ) esbs LISP JbJo wedsd IJguslu (AR) $lisdl o 10.47.4.3 os
5254.001e.ad00. sueg Edge-1 bJo ¢,sbé LISP I3, Jogsss RLOC Jeuslo MAC Ju$lbs
lJoolso

<tfroot>



Edge-1#

debug lisp control -plane al
Edge-1#

debug | 2lisp al

*0ct 24 16:19:54.843: LISP[REMT ]-0: Received Map-Reply with nonce 0x37F890B9-0xAC60D2B9, 1 records.
*0ct 24 16:19:54.843: LISP[MS 1-0: This is a Address Resolution message.

*0ct 24 16:19:54.843: LISP[REMT ]-0: Map-Reply nonce matches pending request for IID 8190 EID 10.47.4.3
*0ct 24 16:19:54.843: LISP[REMT ]-0:

Processi ng Map- Reply mapping record for 11D 8190 Eth-ARP 10.47.4.3/32 LCAF 53, ttl 1440, action none, nc
*0ct 24 16:19:54.843: LISP[REMT ]1-0:

5254. 001e. ad00 pri/wei/dIDm D/ net/si_typel/si_id/si_flg/afn_id=1/100/0/0/ 4294967295/ none/ 0/ UNSPEC/ UNSPE(

*0ct 24 17:11:24.056: LISP[REMT ]-0 IID 8190: Schedule processing of Map-Requests from 'remote EID pref

Map Request: Sending request for 11D 8190 EI D 5254. 001e. ad00/ 48, requester 'renote EID prefix'.>

Suwodod LISP Control-Plane bJo #,sbé LISP. IJgluo wgusle MAC 10.47.4.3. 95 ueuivs)
239J 21 1Jlsenoe J L2 LISP 11D 8190 s.s,uud )3 #55bé LISP pg ,olb MAC-RLOC

<#root>
Border-1#
show nmoni tor capture 1 buff display-filter lisp brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
250 28.656076 0.0.0.0 -> 0.0.0.0 LISP 176 Encapsulated Map-Request for [8190] 52:54:00:1le:
251 28.658851

10.47.1.10 -> 10.47.1.12 LI SP 96 Map-Reply for [8190] 52:54:00: le: ad: 00/ 48



Seduool ld8le ub,s gu Jow eds bdo grsbés LISP 9 Map-Reply

<#root>
Border-1#
show nonitor capture 1 buffer display-filter frane.nunber==250 detailed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 250: 176 bytes on wire (1408 bits), 176 bytes captured (1408 bits) on interface /tmp/epc_ws/wif_t
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 17:37:11.647755000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698169031.647755000 seconds
[Time delta from previous captured frame: 0.315724000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 28.656076000 seconds]
Frame Number: 250
Frame Length: 176 bytes (1408 bits)
Capture Length: 176 bytes (1408 bits)
[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:lisp:ip:udp:Tisp]
Ethernet II, Src: 52:54:00:04:84:b1 (52:54:00:04:84:b1), Dst: 52:54:00:0a:42:f3 (52:54:00:0a:42:f3)
Destination: 52:54:00:0a:42:f3 (52:54:00:0a:42:f3)
Address: 52:54:00:0a:42:f3 (52:54:00:0a:42:f3)
1o ... ... ..., .... = LG bit: Locally administered address (this is NOT the factory d
vene 2020 Lol ool weve wu.. = IG bit: Individual address (unicast)
Source: 52:54:00:04:84:b1 (52:54:00:04:84:b1)
Address: 52:54:00:04:84:b1 (52:54:00:04:84:b1)
e W1 o000 oooo ... .... = LG bit: Locally administered address (this is NOT the factory d
vene 2020 Lol ool weve wu.. = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4,

Src: 10.47.1.12, Dst: 10.47.1.10 <-- Edge-1 RLOC and Border-1 RLOC, respectively

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 162
Identification: 0x75e5 (30181)
FTlags: 0x0000

O... covn tiie e Reserved bit: Not set

.0.. .... .... .... = Don't fragment: Not set

N More fragments: Not set
Fragment offset: 0
Time to Tive: 255
Protocol: UDP (17)
Header checksum: 0x2e32 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.10

User Datagram Protocol, Src Port: 4342, Dst Port: 4342

Source Port: 4342



Destination Port: 4342
Length: 142
Checksum: 0x46f1 [unverified]
[Checksum Status: Unverified]
[Stream index: 4]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
1000 .... .... ... «e.. .... = Type: Encapsulated Control Message (8)
.0 .. ... Lo i iiid vivie vuwe. =S bit (LISP-SEC capable): Not set
0L s e e e e D bit (DDT-originated): Not set
..00 0000 0000 0000 0000 0000 0000 = Reserved bits: 0x0000000
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 0.0.0.0
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)

.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 130
Identification: 0x75e4 (30180)

Flags: 0x0000

0...

.0..

L0 e e
Fragment offset: 0
Time to Tive: 255
Protocol: UDP (17)
Header checksum: 0x44c7 [validation disabled]
[Header checksum status: Unverified]

Source: 0.0.0.0
Destination: 0.0.0.0
User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 110
Checksum: 0x18bb [unverified]
[Checksum Status: Unverified]
[Stream index: 5]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Locator/ID Separation Protocol
0001 .... ..
. 0100 00..

Reserved bit: Not set
Don't fragment: Not set
More fragments: Not set

Type: Map-Request (1)

wevs .... = Flags: 0x10
.0... ... ... ... .... = A Dbit (Authoritative): Not set
.. o0 o0 oo.. .... =M bit (Map-Reply present): Set

.0 ... ... .... ... =S bit (Solicit-Map-Request): Not set
B O . bit (Proxy ITR): Not set
e W00 L. L... .... = s bit (SMR-invoked): Not set
..00 0000 000. Reserved bits: 0x000
...0 0000 = ITR-RLOC Count: O

s
A
M
.0, ... ... ... .... =P bit (Probe): Not set
S
p

Record Count: 1
Nonce: 0x86438e956066d3ca
Source EID AFI: LISP Canonical Address Format (LCAF) (16387)
Source EID: [8190] 00:00:0c:9f:f3:41
LCAF: Instance ID: 8190, Address: 00:00:0c:9f:f3:41
LCAF Header: 00000220000c

Reserved bits: 0x00

Flags: 0x00

Type: Instance ID (2)



Reserved bits: 0x20
Length: 12
Instance ID: 8190
Address AFI: 802 (includes all 802 media plus Ethernet) (6)
Address: 00:00:0c:9f:f3:41 (00:00:0c:9f:f3:41)
ITR-RLOC 1: 10.47.1.12
ITR-RLOC AFI: IPv4 (1)
ITR-RLOC Address: 10.47.1.12
Map-Request Record 1: [8190]

52:54: 00: 1le: ad: 00/ 48 <-- Map-Request for this specific MAC address

Reserved: 0x00
Prefix Length: 48
Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
Prefix: [8190] 52:54:00:1e:ad:00
LCAF: Instance ID: 8190, Address: 52:54:00:1e:ad:00
LCAF Header: 00000220000c
Reserved bits: 0x00
Flags: 0x00
Type: Instance ID (2)
Reserved bits: 0x20
Length: 12
Instance ID: 8190
Address AFI: 802 (includes all 802 media plus Ethernet) (6)
Address: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
Map-Reply Record
Mapping Record 1, EID Prefix: [8190] 00:00:0c:9f:f3:41/48, TTL: 1440, Action: No-Action, Author
Record TTL: 1440
Locator Count: 1
EID Mask Length: 48

000. = Action: No-Action (0)
.1 ... ..., .... = Authoritative bit: Set
.000 0000 0000 = Reserved: 0x000
0000 .... = Reserved: 0x0

. 0000 0000 0000 Mapping Version: 0
EID Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
EID Prefix: [8190] 00:00:0c:9f:f3:41
LCAF: Instance ID: 8190, Address: 00:00:0c:9f:f3:41
LCAF Header: 00000220000c
Reserved bits: 0x00
Flags: 0x00
Type: Instance ID (2)
Reserved bits: 0x20
Length: 12
Instance ID: 8190
Address AFI: 802 (includes all 802 media plus Ethernet) (6)
Address: 00:00:0c:9f:f3:41 (00:00:0c:9f:f3:41)
Locator Record 1, Local RLOC: 10.47.1.12, Reachable, Priority/Weight: 10/10, Multicast Prio
Priority: 10
Weight: 10
Multicast Priority: 10
Multicast Weight: 10
Flags: 0x0005
0000 0000 0000 O...
I
..0.
.1

Reserved: 0x0000
Local: Set
Probe: Not set
Reachable: Set

AFI: IPv4 (1)
Locator: 10.47.1.12



<#root>
Border-1#
show nmoni tor capture 1 buffer display-filter frane.nunber==251 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 251: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface /tmp/epc_ws/wif_to_ts
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 17:37:11.650530000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1698169031.650530000 seconds
[Time delta from previous captured frame: 0.002775000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 28.658851000 seconds]
Frame Number: 251
Frame Length: 96 bytes (768 bits)
Capture Length: 96 bytes (768 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:1isp]
Ethernet II, Src: 00:00:00:00:00:00 (00:00:00:00:00:00), Dst: 00:00:00:00:00:00 (00:00:00:00:00:00)
Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
veee .00 L... ... ... .... = LG bit: Globally unique address (factory default)
veee 200 Lo. oov. woe. ou.. = IG bit: Individual address (unicast)
Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
vees .00 ... ... ... ... = LG bit: Globally unique address (factory default)
veee 200 Loo oovs woe. ou.. = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4,
Src: 10.47.1.10, Dst: 10.47.1.12 <-- Border-1 RLOC, Edge-1 RLCC, respectively

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (48)
. ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 82
Identification: 0x12a9 (4777)
Flags: 0x0000

0... .... .... .... = Reserved bit: Not set
.0.. .... .... .... =Don't fragment: Not set
..0 .. .... = More fragments: Not set

Fragment offset: 0
Time to Tive: 255
Protocol: UDP (17)
Header checksum: 0x91be [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.10
Destination: 10.47.1.12

User Datagram Protocol, Src Port: 4342, Dst Port: 4342
Source Port: 4342
Destination Port: 4342
Length: 62
Checksum: 0xd63e [unverified]
[Checksum Status: Unverified]
[Stream index: 4]



[Timestamps]
[Time since first frame: 0.002775000 seconds]
[Time since previous frame: 0.002775000 seconds]
Locator/ID Separation Protocol
0010 ....
. 0...
.0..
S
...0 0000 0000 0000 0000
Record Count: 1
Nonce: 0x86438e956066d3ca
Mapping Record 1, EID Prefix: [8190] 52:54:00:1e:ad:00/48, TTL: 1440, Action: No-Action, Not Author
Record TTL: 1440
Locator Count: 1
EID Mask Length: 48

Type: Map-Reply (2)

P bit (Probe): Not set

E bit (Echo-Nonce locator reachability algorithm enabled): Not set
S bit (LISP-SEC capable): Not set

Reserved bits: 0x00000

000. = Action: No-Action (0)
..0 ... .... .... = Authoritative bit: Not set
.000 0000 0000 = Reserved: 0x000
0000 .... = Reserved: 0x0

. 0000 0000 0000 Mapping Version: 0
EID Prefix AFI: LISP Canonical Address Format (LCAF) (16387)
EID Prefix: [8190] 52:54:00:1e:ad:00
LCAF: Instance ID: 8190, Address: 52:54:00:1le:ad:00
LCAF Header: 00000220000c
Reserved bits: 0x00
Flags: 0x00
Type: Instance ID (2)
Reserved bits: 0x20
Length: 12
Instance ID: 8190
Address AFI: 802 (includes all 802 media plus Ethernet) (6)
Address: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
Locator Record 1, RLOC: 10.47.1.13, Reachable, Priority/Weight: 10/10, Multicast Priority/Weigh
Priority: 10
Weight: 10
Multicast Priority: 10
Multicast Weight: 10
Flags: 0x0001
0000 0000 0000 O...
.0..
..0.
.1

Reserved: 0x0000
Local: Not set
Probe: Not set
Reachable: Set

AFI: IPv4 (1)

Locator: 10.47.1.13 <-- This RLOC owns the MAC address

<#root>
Border-1#

debug lisp control -plane al

Border-1#

debug | 2lisp al



*0ct 24 18:03:00.361: LISP[TRNSP]-0: Processing received Map-Request(1l) message on GigabitEthernetl/0/3
*0ct 24 18:03:00.361: LISP[MR ]1-0: Received Map-Request with 1 records, first EID IID 8190 5254.001le.
*0Oct 24 18:03:00.361: LISP[MR ]1-0

11D 8190 MAC. Ms EID 5254. 001e. ad00/ 48: Sending proxy reply to 10.47.1.12

Edge-1 suvede LISP Map-Reply oo border-1

<#root>
Edge-1#

debug lisp control -plane al

Edge-1#

debug I 2lisp al

*0ct 24 17:11:24.558: LISP[TRNSP]-0: Processing received Map-Reply(2) message on GigabitEthernetl/0/1 f
*Oct 24 17:11:24.558: LISP[REMT ]-0: Received Map-Reply with nonce Ox38A78BA8-0xC378149D, 1 records.
*0Oct 24 17:11:24.558: LISP[REMT ]-0: Map-Reply nonce matches pending request for IID 8190 EID 5254.001le
*0ct 24 17:11:24.558: LISP[REMT ]1-0:

Processi ng Map- Reply nmapping record for 11D 8190 MAC 5254. 001e. ad00/ 48 LCAF 2, ttl 1440, action none, nc
*Oct 24 17:11:24.559: LISP[REMT ]-0:
10.47.1.13

pri/wei/dID/mID/met/si_type/si_id/si_flg/afn_id=10/10/0/0/4294967295/none/0/UNSPEC/UNSPEC 1pR.

Spdo £5uo bdo ARP UlJdled po #JIU oolsd LISP/ISF gJs edge-1 g, CPU EPC

<#root>
Edge-1#
show nonitor capture 1 buffer display-filter "arp.dst.proto_ipv4==10.47.4.3 or |isp"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
120 18.415474 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP 60 Who has 10.47.4.3? Tell 10.47.4.2

<-- Broadcast ARP Request punted up to the CPU

121 18.416092 10.47.4.3 -> 10.47.4.3 LISP 114 Encapsulated Map-Request for Unknown LCAF Type (
<-- LI SP Map- Request to obtain the MAC address of 10.47.4.3

135 19.598041 10.47.1.11 -> 10.47.1.12 LISP 96 Map-Reply for Unknown LCAF Type (53)/32
<-- LISP Map-Reply providing the MAC address of 10.47.4.3

136 19.613072 0.0.0.0 -> 0.0.0.0 LISP 176 Encapsulated Map-Request for [8190] 52:54:00:1le:

<-- LI SP Map-Request to obtain the RLOC for MAC address 5254.001e. ad00



138 20.119722 10.47.1.10 -> 10.47.1.12 LISP 96 Map-Reply for [8190] 52:54:00:1e:ad:00/48
<-- LISP Map-Reply for the RLOC that owns MAC address 5254. 001e. ad00
143 20.477618 52:54:00:19:93:e9 -> 52:54:00:1e:ad:00 ARP 60 Who has 10.47.4.3? Tell 10.47.4.2

<-- Unicast ARP Request injected down fromthe CPU

e’ wdbe puwwss Idozde eds Edge-10 9z 1béld 3190 wgisu pade JJlsb oldlols
lJs IJbeld go wg> J ISF (RMT)

<#root>
Edge-1#
show | isp instance-id 8190 ethernet map-cache 5254. 001e. ad00

LISP MAC Mapping Cache for LISP 0 EID-table Vlan 1026 (IID 8190), 1 entries

5254. 001e. ad00/ 48

, uptime: 00:06:26, expires: 23:53:34, via map-reply, complete
Sources: map-reply
State: complete, last modified: 00:06:26, map-source: 10.47.1.13
Active, Packets out: 11(0 bytes), counters are not accurate (~ 00:00:00 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.13
00:06:26 up 10/10 -
Last up-down state change: 00:06:26, state change count: 1
Last route reachability change: 2w0d, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 00:06:25 (rtt 1104ms)
Edge-1#

show devi ce-tracki ng dat abase address 10.47.4.3

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access  0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan privi ag
RMT

10.47. 4.3



5254. 001e. ad00

L2LIO0 1026 0005 7mn STALE try 0 731 s

w83 3JY sop 2w bdu ARP JJuo IJizhbs pu 9236 1Jpeldzs 1Jesdiss. widy Jl spdo
lJodlb 2je CPU IJos wp zduol Vs loglo IUpg e pe EPC gds 1Jglzole 1Jplbss: Spdy
luweesle pedd pocds Switchport (SPAN) Iy px¢d EPC gJis £926 2ldé IJwuss IJpuwedps
Joldss luwadle bdo VXLAN IUss wp ogdsd ARP lzbs IJue

Edge-2 (10.47.1.13)
loJ: 388w lu I lip s w8 $ BLu payz W IJ VLAN id [oolz J VLAN 1026
<#root>

Edge-2#

show vlan id 1026

VLAN Name Status Ports

102 red active
L2LI 0: 8190

, Gil/0/3

<-- L2 LISP IID is associated

VLAN Type SAID MTU  Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1026 enet 101026 1500 - - - - - 0 0

Remote SPAN VLAN

Disabled

Primary Secondary Type Ports

IJlo. s900e poed EPC gJs edge-2 1J VXLAN sgJd ARP 5 s wode. wel o bdu ARP JJuo
IJizbs sop wgdsd VXLAN. Iue suvobse luvogpde ip acl iy spled sos Edge-1 RLOC
Souwd wes Edge-2 RLOC (10.47.1.12 Uleglo 10.47.1.13. eJs 1Jeslds) 1o susles aouve 1Jz,9J6
RS-

<#root>
Edge-2(config)#

ip access-list extended tac



Edge-2(config-ext-nacl)#

pernmit ip host 10.47.1.12 host 10.47.1.13

Edge-2#

nonitor capture 1 interface g1/0/1 in access-list tac
Edge-2#

nmonitor capture 1 interface g1/0/2 in access-list tac
Edge-2#

noni tor capture 1 start

Started capture point : 1
Edge-2#

noni tor capture 1 stop

Capture statistics collected at software:
Capture duration - 20 seconds
Packets received - 10
Packets dropped - 0
Packets oversized - 0

Number of Bytes dropped at asic not collected

Capture buffer will exists till exported or cleared

Stopped capture point : 1

Edge-2#

show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000

52:54:00: 19: 93: €9 -> 52:54:00: 1e: ad: 00 ARP 110 Who has 10.47.4.3? Tell 10.47.4.2

gw Beuo bJo ARP o3l L idd i spdud b oys ould wuopse VXLAN. 95l w UDP. 9,39 4w
)5 wpl lu lbly ARP Logs,): 60 Llse glss.

<#root>
Edge-2#
show nonitor capture 1 buffer display-filter frane.nunber==1 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_ts.
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Oct 24, 2023 18:57:34.642468000 UTC
[Time shift for this packet: 0.000000000 seconds]



Epoch Time: 1698173854.642468000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 110 bytes (880 bits)
Capture Length: 110 bytes (880 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:arp]
Ethernet II, Src: 52:54:00:0a:42:11 (52:54:00:0a:42:11), Dst: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
Destination: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
Address: 52:54:00:17:fe:65 (52:54:00:17:fe:65)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
veee .0 oo oo ... ... = IG bit: Individual address (unicast)
Source: 52:54:00:0a:42:11 (52:54:00:0a:42:11)
Address: 52:54:00:0a:42:11 (52:54:00:0a:42:11)
I LG bit: Locally administered address (this is NOT the factory d
e O IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4,

Src: 10.47.1.12, Dst: 10.47.1.13 <-- Edge-1 RLOC and Edge-2 RLCC, respectively

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 96
Identification: 0x798a (31114)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 253
Protocol: UDP (17)
Header checksum: Oxed8b [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 10.47.1.13
User Datagram Protocol, Src Port: 65354, Dst Port: 4789
Source Port: 65354
Destination Port: 4789
Length: 76
[Checksum: [missing]]
[Checksum Status: Not present]
[Stream index: 0]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1... .... .... .... = GBP Extension: Defined
.0.. Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

R

I

.000 .000 0.00 .000
Group Policy ID: O
VXLAN Network Identifier (VNI):

8190 <-- LISP L2 IID



Reserved: 0
Ethernet II, Src: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

), Dst: 52:54:00:1e:ad:00 (

52:54: 00: 1e: ad: 00

)

<-- True source and destination endpoi nt MAC address

Destination: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
Address: 52:54:00:1e:ad:00 (52:54:00:1e:ad:00)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
1. ... ... ... .... = LG bit: Locally administered address (this is NOT the factory d
ceee 20 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: 52:54:00:19:93:e9 (

52:54:00: 19: 93: e9

)

Sender IP address:
10.47.4.2
Target MAC address: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)
Target IP address:

10.47.4.3

s9uoz Edge-2 £pdsé cuoesu VXLAN 99 og edlps eds bdw ARP JJoe Ilels zos 9228
IJeeldes IJe,diss JJzuesd eds piss pu ldeeldes. 9spdu pdlebs 3JJ pu edld Ideylb blo
FED Punject.

<ttroot>
Edge-2#

debug platformsoftware fed switch active punt packet-capture start

Punt packet capturing started.

Edge-2#



debug platformsoftware fed switch active punt packet-capture stop

Punt packet capturing stopped. Captured 21 packet(s)
Edge-2#
show platform software fed sw active punt packet-capture display-filter "arp" brief

Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 21 packets. Capture capacity : 4096 packets

—————— Punt Packet Number: 6, Timestamp: 2023/10/24 19:14:32.930 ------
interface : physical: [if-id: 0x00000000], pal:

L2L1 SPO

[if-id: 0x00000017]
metadata : cause: 109 [snoop packets], sub-cause: 1,

g-no: 16,

Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr :

dest mac: 5254.001e. ad00, src mac: 5254.0019. 93e9

ether hdr : ethertype: 0x0806 (ARP)

sop Luwld bdo ARP [Js £ pdss luveble ARP.

<tfroot>

Edge- 2#debug platform software i nfrastructure punt

*0ct 24 19:18:38.916: PUNT RX: mcprp_process_receive_packet: pak->vlan_id: 1026
*0ct 24 19:18:38.916: Punt: IP proto src 147.233.

10.47, dst 4.2.

0.0, from table 0, intf L2LIO, encap LISP, size 60

cause snoop packets(L3)

<-- You can see the 10.47.4.2

*Oct 24 19:18:38.916: punt cause:snoop packets invoking reg_invoke_mcprp_punt_feature_msg
*0Oct 24 19:18:38.916: punt cause:snhoop packets

MCPRP_PUNT_PAK_PROC_OK_DONE

.& OIS LuoTSe IJitJoIc 03l 09 IJu, 8,6 IJlgwedsle o).

wpel 1o bdo ARP o3l slos pu 9lzoé L2 LISP/oWd 6. 8|y Edge-2 Jl soede pbJdl 10.47.4.2
Jubo volss ppdss Jess ssulpsds Vs LISP



<#root>
Edge-2#s

how pl at f orm ar psnoopi ng client 5254.0019. 93e9

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding
BRIDGE : Packet to be bridged
ARPSN : Arp Snooping

Packet Trace for client MAC 5254.0019.93E9:

Opcode

ARP_REQUEST
ARP_REQUEST

Timestamp Sender Mac Sender IP Target Mac Target IP
2023/10/24 15:57:01.129 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3
2023/10/24 15:57:01.129 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3
2023/10/24 15:57:01.129 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3

PLATF_DAI : SHUNTED

Ul sop uog bdo ARP oo 9256 1 egldzs 1deydiss 1Us iods VLAN G e 1026, 93l 06

Gi1/0/3: zs& sJ9u 10.47.4.3 poodl wol.

<#root>
Edge-2#
show mac address-tabl e address 5254. 001e. ad00

Mac Address Table

Vlan Mac Address Type Ports

1026 5254.001e.ad00 DYNAMIC Gil/0/3
Total Mac Addresses for this criterion: 1

Edge-2#

show pl at f orm ar psnoopi ng client 5254.001e. ad00

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding
BRIDGE : Packet to be bridged
ARPSN : Arp Snooping

Packet Trace for client MAC 5254.001E.ADQO:

ARP_REQUEST

Opcode

ARP_REQUEST

Timestamp Sender Mac Sender IP Target Mac Target IP
2023/10/24 15:57:01.129 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3
2023/10/24 15:57:01.129 5254.0019.93e9 10.47.4.2 0000.0000.0000 10.47.4.3

ARP_REQUEST

ws) £pd elds Idpuwess JJs» eds puvh ARP JJoo IJlzlbs



6

EE

3

= Host-2 responds with a unicast

2

= ARP Reply punted up to the CPU
= Processed by SISF

3

= FE sends a LISP Map-Reguest for RLOC

resolution for Host-1 MAC Address

1

ARP Reply to Host-1

o

4

= CP responds with a LISP Map-Reply providing

RLOC/MAC binding

5

= ARP Reply is VXLAN encapsulated and sent

out

= ARP Reply is VXLAN
decapsulated, punted up
to the CPU and forwarded
to Host-1

IJoedd po o ARP Jdpwl) lzhbes 1o

Edge-2 (10.47.1.13)

oSy uldbé IJuolss IJos wedd 10.47.4.3 pg 5> ARP Jdo o IJiab@g@;‘ﬁo 9,2 > ARP
£Js 9226 IJpeldes 1Jerdisé vuwew 9292 IPDT. szoe Ideedd IUlvds o) EPC eds 1Uglzod

IJos wylze u§bs IJuolss.

<#froot>

Edge-2#

show nmoni tor capture 1 buffer display-filter arp

Starting the packet display

2 88.712035

Press Ctrl + Shift + 6 to exit

52:54:00: 1e:ad: 00 -> 00:00: 0c: 9f:f3:41 ARP 60 10.47.4.3 is at 52:54:00: le: ad: 00

083 3J. 0288 pu lz)le IJUslg b g FED UG ol 0b

<#froot>

Edge-2#

debug platformsoftware fed sw active punt packet-capture start

Punt packet capturing started.



Edge-2#

debug platformsoftware fed sw active punt packet-capture stop

Punt packet capturing stopped. Captured 22 packet(s)

Edge-2#

show platform software fed sw active punt packet-capture display-filter "arp" brief

Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 22 packets. Capture capacity : 4096 packets

—————— Punt Packet Number: 6, Timestamp: 2023/10/24 20:32:35.634 ------
interface : physical: [if-id: 0x00000000], pal:

L2L1 SPO

[if-id: 0x00000017]
metadata : cause: 109 [

snoop packet s]

, Sub-cause: 1,

g-no: 16

, linktype: MCP_LINK_TYPE_IP [1]

<-- Punted for Snoop Packets to CPU queue 16

ether hdr :

dest mac: 5254. 001e. ad00

src nmac: 5254.0019. 93e9

ether hdr : ethertype: 0x0806 (ARP)

w833JIdc sup wpss) 0o ARP IJs [uwobdlg ARP soowg [Jdgol;

<ffroot>
Edge-2#

debug platformsoftware infrastructure punt

*0ct 24 19:18:39.101: PUNT RX: mcprp_process_receive_packet: pak->vlan_id: 1026
*0ct 24 19:18:39.101: Punt: IP proto src 173.0.

10. 47

, dst

4.3

.82.84, from table 0, intf Gil/0/3, encap ARPA, size 60, cause snhoop packets(L3)
<-- 10.47.4.3 is obscured

*Oct 24 19:18:39.101: punt cause:snoop packets invoking reg_invoke_mcprp_punt_feature_msg



*0ct 24 19:18:39.101:

<#root>
Edge-2#
debug platformfhs
Edge-2#

debug platformfhs al

punt cause:snoop packets MCPRP_PUNT_PAK_PROC_OK_DONE

ARP packet received from ARP snooper (G 1/0/3 10.47. 4.3 (5254. 001e. ad00) VLAN: 10

.& sy 030 IUigble £01)6 80 3y s luwogsp wedy.

<#root>
Edge-2#
debug devi ce-tracking

*0ct 24 20:42:22.554:
*0ct 24 20:42:22.554:
*0ct 24 20:42:22.554:
*0Oct 24 20:42:22.555:

SISF[CLA]: Interest on target vlan 1026

SISF[CLA]: feature Device-tracking
SISF[CLA]: feature Address Resolution Relay
SISF[SWI]:

G 1/0/3 vlan 1026 Feature_O Device-tracking priority 128

*0Oct 24 20:42:22.555:

SISF[SWI]:

G 1/0/3 vlan 1026 Feature_1 Address Resolution Relay priority 81

*0Oct 24 20:42:22.555:

SISF[PRS]:

ARP- REPLY target set to 10.47.4.2

*0ct 24 20:42:22.556:
*0ct 24 20:42:22.556:
*0Oct 24 20:42:22.557:

SISF[SWI]: Gil/0/3 vlan 1026 Feature Device-tracking rc: OK
SISF[ARR]: Gil/0/3 vlan 1026 Receive a msg in AR
SISF[ARR]:

G 1/0/3 vlan 1026 Not ARP Request or NS, return OK

*0Oct 24 20:42:22.557:
*0Oct 24 20:42:22.557:

SISF[SWI]: Gil/0/3 vlan 1026 Feature Address Resolution Relay rc: OK
SISF[SWI]: Gil/0/3 vlan 1026 Features execution OK

wel 1o 55 ARP sUivs) lJSed [Us Elsé edsSss {upperimac address (Jsuw pod p9U2€ PSS
Jol sbo, gJs Edge-1) spdu Iu sbdé Edge-2 bJo ¢sbs LISP JzJ lGe,lo RLOC-MAC.

<ttroot>

Edge-2#

debug lisp control -plane al



Edge-2#

debug | 2lisp al

*0ct 24 20:47:34.400: LISP[REMT ]-0 IID 8190: Schedule processing of Map-Requests from 'remote EID pref
*0ct 24 20:47:34.401: LISP[REMT ]-0:

Map Request: Sending request for 11D 8190 EI D 5254. 0019. 93e9/ 48, requester 'renote EID prefix'.

*0ct 24 20:47:35.166: LISP[TRNSP]-0: Processing received Map-Reply(2) message on GigabitEthernetl/0/1 f
*0ct 24 20:47:35.166: LISP[REMT ]-0:

Recei ved Map-Reply w th nonce 0x5879579E- OxCAFCOAA5, 1 records

*Oct 24 20:47:35.166: LISP[REMT ]-0:

Processi ng Map- Reply mapping record for 11D 8190 MAC 5254. 0019. 93e9/48 LCAF 2, ttl 1440, action none, nc
*Oct 24 20:47:35.166: LISP[REMT ]-0:

10.47.1.12

pri/wei/dID/mID/met/si_type/si_id/si_flg/afn_id=10/10/0/0/4294967295/none/0/UNSPEC/UNSPEC 1pR.

Iuwegspe IJie, show lisp instance-id <L2 1ID> ethernet map-cache <destination mac address>
JJduegdd pu ls RLOC Luswope Luwld 5o ARP o3l |Jso pg wuopsu VXLAN

<#root>
Edge-2#
show | isp instance-id 8190 ethernet map-cache 5254.0019. 93e9

LISP MAC Mapping Cache for LISP 0 EID-table Vlan 1026 (IID 8190), 1 entries

5254. 0019. 93e9/ 48

, uptime: 00:03:45, expires: 23:56:15, via map-reply, complete
Sources: map-reply
State: complete, last modified: 00:03:45, map-source: 10.47.1.12
Active, Packets out: 6(0 bytes), counters are not accurate (~ 00:00:59 ago)
Encapsulating dynamic-EID traffic

Locator Uptime State Pri/Wgt Encap-IID
10.47.1.12

00:03:45 up 10/10 -
Last up-down state change: 00:03:45, state change count: 1
Last route reachability change: 2w0d, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:

Last RLOC-probe sent: 00:03:45 (rtt 861ms)

&> wgdsd LISP. spdy [eld 1d)s eds w9wsdsd wedsd IJeulsso (ARP) oo 9236 1dpgldes



IJe,d5s6 (CPU) B ¢lo 1 iuwlw 10.47.1.12 RLOC

<#root>
Edge-2#
show i p cef 10.47.1.12

10.47.1.12/32
nexthop 10.47.1.2 GigabitEthernetl/0/2
nexthop 10.47.1.6 GigabitEthernetl/0/1

Spdu pdlebs 1Je>vy Llddled gds 9256 IUpgldes IJpyds86 oo Edge-2 e, EPC. 9lJw,8
wsu Iy 8Js ARP gbJo ARP 09 £50 929> 286 LISP AR W 03l IJw>8 .

<#root>
Edge-2#
show nonitor capture 1 buffer display-filter "arp.src.proto_ipv4==10.47.4.3 or |isp"
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
62  9.355185 52:54:00:1e:ad:00 -> 52:54:00:19:93:e9 ARP 60 10.47.4.3 is at 52:54:00:1e:ad:00
<-- ARP Reply punted up to the CPU
63  9.355486 0.0.0.0 -> 0.0.0.0 LISP 176 Encapsulated Map-Request for [8190] 52:54:00:19:
<-- LI SP Map- Request to resolve RLOC- MAC associ ation
88 12.058412 10.47.1.10 -> 10.47.1.13 LISP 96 Map-Reply for [8190] 52:54:00:19:93:e9/48
<-- LI SP Map-Reply providing the RLOC- MAC associ ation

90 12.072455 52:54:00:1e:ad:00 -> 52:54:00:19:93:e9 ARP 110 10.47.4.3 is at 52:54:00:1e:ad:00

<-- VXLAN Encapsul ated ARP Reply that is injected by the CPU

p odese: Jl sdogb FED Punject Capture 559> ARP IJws wp 2ol iuuoé_)p vowg Fed
Injbose

oo suwobse luwegpde IUle, show platform arpsnooping client <source mac address>ly, s,
IJlle logs eds Edge-2 Wspl soedd o ARP

<#root>
Edge-2#
show pl at f orm ar psnoopi ng client 5254.001e. ad00

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding



BRIDGE : Packet to be bridged
ARPSN : Arp Snooping
Packet Trace for client MAC 5254.001E.ADOO:

Timestamp Sender Mac Sender IP Target Mac Target IP Opcode

2023/10/24 20:47:38.151 5254.001e.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY

PLATF_DAI : RECEI VED | NPUT

2023/10/24 20:47:38.151 5254.00le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY
2023/10/24 20:47:38.152 5254.00le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY
PLATF_DAI : TO_ARPSND

2023/10/24 20:47:38.152 5254.00le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY
2023/10/24 20:47:38.152 5254.00le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY
I NJECT: | NJ_VLAN_| FI NPUT_TO _BDI

2023/10/24 20:47:38.152 5254.00le.ad00 10.47.4.3 5254.0019.93e9 10.47.4.2 ARP_REPLY

| NJECT: BD_DPI DX_TO_FWDPLANE

Edge-1(10.47.1.12)

Suwede Edge-11J VXLAN sg¢Jwd ARP 5, POP VXLAN i w 2Lz 9so0wd 1J ARP 5 [Js
IJeeldes 1Jerdiss J Jes) peldes.

<#root>
Edge-1#

debug platform software infrastructure punt

*0ct 24 21:42:11.303: PUNT RX: mcprp_process_receive_packet: pak->vlan_id: 1026
*0ct 24 21:42:11.303: Punt: IP proto src 173.0.

10. 47

, dst

4.3

.82.84, from table O,

intf L2LIO

, encap LISP, size 60, cause snoop packets(L3)

<-- Can see 10.47.4.3 | P address that has been obscured

*0ct 24 21:42:11.303: punt cause:snoop packets invoking reg_invoke_mcprp_punt_feature_msg
*0Oct 24 21:42:11.303: punt cause:snhoop packets MCPRP_PUNT_PAK_PROC_OK_DONE



Spdud luwegsle 1Jie, show platform arpsnooping client <source mac address> JJzo9J £Js
pedyple |olvss 29d Jsdss peldes ,> ARP gJs Edge-1

<#froot>

Edge-1#

show pl at f orm ar psnoopi ng client 5254.001e. ad00

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding
BRIDGE : Packet to be bridged
ARPSN : Arp Snooping

Packet Trace for client MAC 5254.001E.ADOQO:

Timestamp Sender Mac

2023/10/24 20:40:33.741 5254.001le.ad00 10.4
2023/10/24 20:40:33.741 5254.001le.ad00 10.4
2023/10/24 20:40:33.741 5254.001le.ad00 10.4

PLATF_DAI : SHUNTED

2023/10/24 20:40:33.741 5254.001e.ad00 10.
2023/10/24 20:40:33.741 5254.001e.ad00 10.

| NJECT: BD_DPI DX_TO_FWDPLANE

Sender IP

Target Mac

5254.0019.93e9
5254.0019.93e9
5254.0019.93e9

5254.0019.93e9
5254.0019.93e9

10.47.
10.47.

Target IP

Opcode

ARP_REPLY
ARP_REPLY
ARP_REPLY

ARP_REPLY
ARP_REPLY

Edge-1 sig3 I ARP zslu 9s,0uuJ IJ ARP 5 [Jis VLAN 1026. |Jss IJpsuls pse w@bs [Joolss

10.47.4.2 sgsuv

<#root>
Edge-1#
show mac address-tabl e address 5254. 0019. 93e9

Mac Address Table

Vlan Mac Address Type Ports

1026 5254.0019.93e9 DYNAMIC Gil/0/3
Total Mac Addresses for this criterion: 1

euvb €05 ARP (g0, L2)

pE €0 L2 spdu o spoe lsupl wzdsd ARP 2se cuupe 2asE 893 2ldé Iduuss Bs Idouss



wlJluol s [Js 29> udd L2/IP IJpe9zos lJos wigp Idwe IJpogss |Us pee9ed iwluu§6
pUveydo pube,ds. JJ o6 wuod Vol gjpdllbly pyod JJw>d$ lJs €8> Edge. swp
oo psu uwedsé VXLAN pe eu9ly IP JJ9zod Jezesesd oo Idpogss IUlgwlgussd. spdu

wbosd &0y L2 s 286 ARP B pusubisyole pgsus:

¢ Sup odasu IJie, flood arp-nd wew pesd L2 LISP JJuvwds 1Jpedss [Ublo,ss (VLAN):
Swp w99 |blle ARP Jdoo [Js gese 29l [douss wluwedsle pgeses Idow [Jpogss

Il wluss JJoo.

« op odosu IJle, flood arp-nd |JI Iy, Cisco Catalyst Center g0 wpdso Bsuolo L2 B
e 9dp Sp wess) IUogee Jogee JuwdIs g
* Sew wdsu o Idpoess Idluslus lel po el Idogbgsd Idodlss JuvwJds LAN

IJodssy s Jlsop odase ks pu gpdsle uws) god oo IJpogs Jdouss
lJluwlgwsé Jdoo ldpogss odllssl.

Edge-l#show run sec 2180
interface L2LISPO.8180
instance-id 28190
remote-rloc-probe on-route-change
service ethernet
eid-table wvlan 1026
broadecast-underlay 239.0.17.2
flood arp-nd
flood unknown-unicast

O

Haost-A
10.47.4.2
5254.0019.93e9

wpd odasu o IJpeess Ilusluns 90 pdse wid @ arp-nd. 935 03l |Us wiss) Jsdsé

|P Multicast Underlay Network

Edge-2#show run sec 8180
interface L2LISPO.81%0
instance-id 2190
remote-rloc-probe on-route-change
service ethernet
eid-table wlan 1026
broadecast-underlay 239.0.17.2
flood arp-nd
flood unknown-unicast

O

Host-B
10.47.4.3
5254.001e.ad00

peldzé bdo ARP. 9lJ3s Il suuegse B 1UIuod 10586 [Jpuwewss |Js LISPASF. ol |

SBSLo arp-nd sJsy LvdJe wee 1J L2 LISP eeld. o3l sez; IJ LISP-ARP-RELAY-VLAN IPDT

wslows J 1J VLAN. 9Jl suucg pJ.

<#froot>

Edge-1#

show devi ce-tracking policies vlan 1026

Target Type Policy
VLAN DT-PROGRAMMATIC

vlan 1026

Feature
Device-tracking vlan all

Target range

vlan 1026 VLAN LISP-DT-GLEAN-VLAN-MULTI-IP Device-tracking vlan all

IJozdd pu bbdo ARP Jouwl IUg e,

Edge-1 (10.47.1.12)




w8 wdds bdo ARP oy IUgpsd WS Vs olo L2 1Jpeds VLAN pg byl arp-nd svdd: Je
SES> Sup peldzwo v_%luubé lJolbwwd eJs ARP. swp 8o e eds bdo ARP zos 9256
lJpeldeo IJeydiso Jig)lo wede IPDT 9ddo Jsuw Jlghs IJwgzso.

Jl s89p poLoBe ARP Lpgldes bdou ARP. 9lUss spdu sdswo wluueésle Ile, show platform
arpsnooping client <MAC address>

<tfroot>
Edge-1#

show pl at f orm ar psnoopi ng client 5254.0019. 93e9

PLAT_DAI : Platform DAI shim
FWDPLANE : Dataplane forwarding
BRIDGE : Packet to be bridged
ARPSN : Arp Snooping

Packet Trace for‘ client MAC 5254.0019.93E9:

Timestamp Sender Mac Sender IP Target Mac Target IP Opcode

Filtered entries counters:
ARPSN_FILTER_SVI: O

Jl sé9p Edge-1 Lluuile 1s¢ld RMT IPDT Jodbs Iuolss 10.47.4.3 Jol 09 ps oz B IJIE)lz

<#root>
Edge-1#
show nonitor capture 1 buffer display-filter arp brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
1 0.000000 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP 60 Who has 10.47.4.37 Tell 10.47.4.2
Edge-1#
show devi ce-tracki ng dat abase address 10.47.4.3

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan privi ag

IJTo: 1J ARP bJo VXLAN sgJb sl 1JDlgs oo pzpses multicast. Edge-1 Jo puwly o
Loopback0 Jp o>, 9ldpeeses wo Ipepses wewol peeggs.



<#root>
Edge-1#
show run int |00

Building configuration...

Current configuration : 135 bytes

!

interface Loopback0

ip address 10.47.1.12 255.255.255.255
no ip redirects

ip pimsparse-node <-- PIM nust be enabl ed

ip router isis
clns mtu 1400
end

<#root>
Edge-1#
show i p nroute 239.0.17.2

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,
- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
- URD, I - Received Source Specific Host Report,
- Multicast Tunnel, z - MDT-data group sender,
Joined MDT-data group, y - Sending to MDT-data group,
- Received BGP C-Mroute, g - Sent BGP C-Mroute,
- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
- Received BGP S-A Route, g - Sent BGP S-A Route,
- RD & Vector, v - Vector, p - PIM Joins on route,
- VXLAN group, c - PFP-SA cache created entry,
- determined by Assert, # - iif-starg configured on rpf intf,
e - encap-helper tunnel flag, 1 - LISP decap ref count contributor
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
t - LISP transit group

X <OoOoZ0O0<NCX-Hr
1

Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

(*, 239.0.17.2), 5wld/00:02:05, RP 10.47.1.14, flags: S3IC
Incoming interface: GigabitEthernetl/0/2, RPF nbr 10.47.1.4
Outgoing interface Tist:

L2LISP0.8190, Forward/Sparse-Dense, 01:56:41/00:00:18, flags:
L2LISP0.8192, Forward/Sparse-Dense, 2w2d/00:00:58, flags:
L2LISP0.8188, Forward/Sparse-Dense, 5wld/00:01:58, flags:

(
10.47.1.12

, 239.0.17.2), 00:02:53/00:00:06, flags: PFT

<-- LoO interface of Edge-1

Incoming interface:



Nul 10

, RPF nbr 0.0.0.0,

<-- Incomng interface Null 0 is expected

Outgoing interface Tist:

G gabi t Et hernet 1/ 0/ 2
, Forward/Sparse, 00:04:40/00:02:45, flags:

<-- Qutgoing interface G gl/0/2 faces the fabric underlay

98 9lde IUloy soghid wunesdsd wedsd IJeulase (ARP) o IPDT/ISF wodl pu 18,18 wbwo.
RN) L% SIS 2 vl.Jgé@J epdslo Idow 9dIdy 1JEse6 os welbsd uu§|9u6 L|§P AR oy
oedw Ulzoj6: 99> wp UG IbJl§ pdJdssé ARP 9spIdu 18180l cplel pod s wo 13).

JJoedd pu wiped 1Jizos JJosdd eds Idpuwass IJolos: luvagse 1le, show platform
software dpidb I2lisp <L2 LISP 1ID>

<#root>
Edge-1#

show pl atform software dpidb |2lisp 8190

Instance Id:8190,
dpi dx: 25
, vlan:1026, Parent Interface:L2LISPO(if_id:23)

<-- dpidx value used in the next conmand

olés Bsps dpidx pu 1Jle) IJuwlod souuee pd Bs 1Jie, show platform software fed switch
active ifm if-id <dpidx value>

<{froot>
Edge-1#

show platformsoftware fed switch active ifmif-id 25

Interface IF_ID : 0x0000000000000019
Interface Name : L2LISP0.8190
Interface Block Pointer : Ox7f65ec85ba78
Interface Block State : READY

Interface State : Enabled

Interface Status : ADD, UPD

Interface Ref-Cnt 12

Interface Type : L2_LISP

Created Time : 2023/09/19 17:57:32.046



Last Modified Time : 2023/10/25 17:59:09.265

Current Time 1 2023/10/25 20:15:44.624
Is top interface : FALSE
Asic_num : 0
Switch_num : 0
AAL port Handle : 7a00003a

Parent interface id : 17
Multicast Tunnel IP :

239.0.17.2

Mcast Tunnel Handle : 0x7f65ed356918
L2 Multicast Tunnel IP : 0.0.0.0

L2 Multicast Vlan Id : 0

L2 MuTticast Tunnel Hd1l : NULL
Vlan Id : 1026
Instance Id : 8190
Dest Port 1 4789

SGT : Enable
Underlay VRF (V4) : 0
Underlay VRF (V6) : 0

Flood Access-tunnel : Disable
Flood unknown ucast : Enable

Br oadcast . Enabl e

Multicast Flood : Enable

L2 Multicast Flood : Disable

Host Activity report: Enabled
<snip>

Spdud luwegsle EPC eJs Gil/0/2 B loglo 1Jpgz: Jio bdo ARP o3l sop lglhé wogsoo lJs
IJ>1gd 9ldgbz s9u 1Jzlze 1Js 1béld 9230 1Jpeldes ey djss spdud Ide e s Jible EPC
S Goby IJ9z 030 1Jp)s.

<#froot>
Edge-1#
nonitor capture 1 start

Started capture point : 1
Edge-1#

moni tor capture 1 stop
Capture statistics collected at software:
Capture duration - 22 seconds
Packets received - 5
Packets dropped - 0
Packets oversized - 0
Number of Bytes dropped at asic not collected
Capture buffer will exists till exported or cleared

Stopped capture point : 1

Edge-1#



show nonitor capture 1 buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
1 0.000000 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP

110

Who has 10.47.4.37 Tell 10.47.4.2

<-- Size 110 because VXLAN, UDP, and ot her headers

e suwobse Jdse ub)ys 18,0 [Js IJ VXLAN sgJd ARP bJo

<{froot>
Edge-1#

show nonitor capture 1 buffer display-filter frane.nunber==1 detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_ts

Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)

Interface name: /tmp/epc_ws/wif_to_ts_pipe

Encapsulation type: Ethernet (1)

Arrival Time: Oct 25, 2023 20:44:36.578645000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1698266676.578645000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 110 bytes (880 bits)

Capture Length: 110 bytes (880 bits)

[Frame 1is marked: False]

[Frame 1is 1ignored: False]

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:arp]
Ethernet II, Src: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

), Dst: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)

<-- lgnore the all 0s MAC, not accurate

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
veee 2.0 L... ... ... .... = LG bit: Globally unique address (factory default)
veee 200 Lo. ooo. wo.. ou.. = IG bit: Individual address (unicast)

Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
veee .00 ... ... ... .... = LG bit: Globally unique address (factory default)
veee 200 Loo ooo. wo.. ou.. = IG bit: Individual address (unicast)

Type: IPv4 (0x0800)

Internet Protocol Version 4,

Src: 10.47.1.12, Dst: 239.0.17.2 <-- Source is Edge-1 RLOC, Destination is the broadcast underlay group



0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
.. ..00 = ExpTlicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 96
Identification: 0x8dab (36267)
Flags: 0x4000, Don't fragment
0... .... .... .... = Reserved bit: Not set
i Don't fragment: Set
O More fragments: Not set
Fragment offset: 0
Time to Tive: 255
Protocol: UDP (17)
Header checksum: Oxe2a3 [validation disabled]
[Header checksum status: Unverified]
Source: 10.47.1.12
Destination: 239.0.17.2
User Datagram Protocol, Src Port: 65280, Dst Port: 4789
Source Port: 65280
Destination Port: 4789
Length: 76
[Checksum: [missing]]
[Checksum Status: Not present]
[Stream index: 0]
[Timestamps]
[Time since first frame: 0.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1... .... .... .... = GBP Extension: Defined
.0.. Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

R

N O
.000 .000 0.00 .000
Group Policy ID: O

VXLAN Network Identifier (VNI): 8190 <-- L2 LISP IID

Reserved: 0
Ethernet II, Src: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

), Dst: ff:ff:ff:ff:ff:ff (

ffoff . ff. ff. ff.ff

)

<-- SMAC and DMAC of the ARP Request

Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)
Address: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff: )
1. ..., ... ... .... = LG bit: Locally administered address (this is NOT the factory d
e ol Lo ool ooo. ... = IG bit: Group address (multicast/broadcast)
Source: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
Address: 52:54:00:19:93:e9 (52:54:00:19:93:e9)
R I LG bit: Locally administered address (this is NOT the factory d
Y ¢ IG bit: Individual address (unicast)
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)



Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: 52:54:00:19:93:e9 (

52:54:00: 19: 93: €9

)

Sender IP address:

10.47.4.2

Target MAC address: 00:00:00:00:00:00 (

00: 00: 00: 00: 00: 00

)
Target IP address:

10.47.4.3

Edge-2 (10.47.1.13)

suuope Edge-2 |Us pzeoes lJouo IUlpulwss: 239.0.17.2 9speJd S.G J Edge-1. 9suvadp 206
IJoo 1dpwess IJpgJd VXLAN gJs Gig1/0/1 g LISP0.8190 1Je92926 Wb ($lisps 1Uslzos
IJool,6. ouwegse Idluosble 11Ese po 1) pod 17.3 19 1183 9lz06 0d$ wadl pu 9lzos
LISPO 1J g s6.

<#root>
Edge-2#
show i p nroute 239.0.17.2

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,
- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
- URD, I - Received Source Specific Host Report,
- Multicast Tunnel, z - MDT-data group sender,
Joined MDT-data group, y - Sending to MDT-data group,
- Received BGP C-Mroute, g - Sent BGP C-Mroute,
- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
- Received BGP S-A Route, g - Sent BGP S-A Route,
- RD & Vector, v - Vector, p - PIM Joins on route,
- VXLAN group, c - PFP-SA cache created entry,
- determined by Assert, # - iif-starg configured on rpf intf,
e - encap-helper tunnel flag, 1 - LISP decap ref count contributor
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
t - LISP transit group

X <OoOoOZ0O0<NCX-Ar
1

Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

(*, 239.0.17.2), 5wld/stopped, RP 10.47.1.14, flags: SIC
Incoming interface: GigabitEthernetl/0/1, RPF nbr 10.47.1.6
Outgoing interface Tlist:

L2LISP0.8190, Forward/Sparse-Dense, 02:28:57/00:01:02, flags:



L2LISP0.8192, Forward/Sparse-Dense, 2w2d/00:00:32, flags:
L2LISP0.8188, Forward/Sparse-Dense, 5wld/00:02:54, flags:

(10.47.1.12, 239.0.17.2), 00:00:03/00:02:56, flags: JT
Incoming interface:

G gabit Ethernet1/0/1
, RPF nbr 10.47.1.6
<-- Interface that faces the fabric underlay and the RPF interface towards 10.47.1.12

Outgoing interface Tist:
L2LISP0.8188, Forward/Sparse-Dense, 00:00:03/00:02:56, flags:
L2LISP0.8192, Forward/Sparse-Dense, 00:00:03/00:02:56, flags:

L2LI SPO. 8190, Forwar d/ Spar se- Dense, 00: 00: 03/ 00: 02: 56, fl ags:

Ssuvodpe Edge-2 1J VXLAN sgJud jub. sudLod IJ VXLAN Sluw ssbs o |,ub slgd VLAN
1026. Is suvubse Juo Jlse W EPC eds Idsbo 8bpe as well as UL o s9lzo [Juolss.

<#froot>

Edge-2#

nonitor capture 1 interface gigl/0/1 in nmatch any
Edge-2#

nonitor capture 1 int gl1/0/3 out

Edge-2#

nonitor capture 1 start

Started capture point : 1
Edge-2#

nonitor capture 1 stop

Capture statistics collected at software:

Capture duration - 22 seconds

Packets received - 43

Packets dropped - 0

Packets oversized - 0
Number of Bytes dropped at asic not collected
Capture buffer will exists till exported or cleared
Stopped capture point : 1
Edge-2#

show nonitor capture 1 buffer display-filter arp

Starting the packet display ........ Press Ctrl + Shift + 6 to exit



10  6.230153 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP
110
Who has 10.47.4.37 Tell 10.47.4.2
<-- Size 110 is the VXLAN encapsul ated ARP Request

11  6.404781 52:54:00:19:93:e9 -> ff:ff:ff:ff:ff:ff ARP
60
Who has 10.47.4.37 Tell 10.47.4.2

<-- Size 60 is the original ARP Request

IJozdd pu woesd 1> ARP Jeuwl 1Jg e,

oJ9u 39> ARP slis el wg)sol iab@é oo pl o 0do ARP pzlusé. oldouuwed Jyr9> ARP
JJoo Uizbs: Jl$9zs wpss) wsu uwsy IJgpd Jeuwl, Unicast | woobl |Js LISP/ISF Iy pul,
lJovwsuo Idpuwews IJs ARP-ND Jdoes e sywwgspe Jdlopl udyw puwl) IJow Uiab.; lJ>s
Swuoeyu Yool ISF/IPDT. spdud IUlgwedbs o0 Guwe Idozdd pu > ARP IUElLo weunl)
IJoo IJizbs Jluveduild IJigble gl odlzol.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



