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Mandatory for other assets collected by CX Cloud
CX Cloud Agent Traffic ik tiaisen
| Destination |
Somcn 1P Address Hostname Protocol Port Purpose Type
Data Collection and Transfer
For All regions,
FODK: doudsso.cisco.com
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Supports licensing
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Set Up CX Cloud Agent

Add Cloud Agent to your CX Cloud pit crew
SET UP CX CLOUD AGENT

o% CX Cloud Agent gathers telemetry data from the devices on your network, allowing you to take

sdvantage of ol the hypor-relewant insights and trusted expertise that CX Cloud has to offer.

1 Bwdew Deployment Requitemsants

Accept Strong Encryption Sgeesmant
. Review deployment requirements
Dphoy and Pair with Wirtual Mathing Prepane your network for CX Cloud Agent

G Cloud Agent runs a5 a virhsal machine (WM), 30 you'll need a hypervisor to host i

(eee | Befane you downiosd and install the Image hie, make sare CX Clowd Agent ks able 1
FODN and the P addwoss
.
. - For AWS US data centers.
-

* = FOQDMN: agent us cscocloud

0
Fel

= FODN: rg.acs.agentus.caco.cioud
= FODN: ¢
- FOQDM: 3pi-¢x cHeo.coe

S01 up this confguration on port 443
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Set Up CX Cloud Agent X
Accept the strong encryption agreement
SET UP CX CLOUD AGENT hen you can download the image file for the CX Cloud Agent wirtual machine

restructions
@ Redew Do ployment Requirements

To apply for eligibility 1o downlosd strong encryption soltware imasges:
Accopt Strorg Encryption Agresmant

1, Erarn tho addrost Bited in pour Cisco corm Lsor Protle it coerect aod compledo
Download Irage Fila

2. Read each of the conditiors below carelully prior 1o seleciing your asswer.

Dplay and Pakr with Virtsal Maching

. C
-
O reS———
T A

! Gowernment entity, a Miitary entity o D fense Contracton, At you in

ntity o Difente Cosnitractee

bilc, Denmark, Estonis, Finlend, France, Gemmany, Greece, Hungery, Ireland,
2, Mew Zealand, Marway, Peland, Poriugal, Slevakia, Slovenis, Spain

Austris, Australia, Belgium, Canads, Cyprus, Crec

Canfrmaticn &

By checking this field, | hereby certify that |, a3 & duly authorized representative of the organization, understand and agree 1o
abide by the condisions set forth above regarding the usage of Cisco Systems. Inc, hardware anclior saftware
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Set Up CX Cloud Agent X

Download image file
SET UP CX CLOUD AGENT
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Set Up CX Cloud Agent X

Deploy and pair with your virtual machine
SET U5 €30 CLOUD AGIMT
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wowse Microsoft Hyper-V
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Barfore You Begni et Ehes Twgs GF v o0 ped i
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Setert Virtual Machine ) Roestone e virtus] machine (use the existing unsgue 10
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0. ouoéwa Joesss IJped> Jpdile VM. 59,06 wluwedsle Ideuvble IJIGe,)loss.
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/P | choose Folders for Virtual Machine Files
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Chipass It Tippes
e —————
- ProgramData M solt v Hiper )| [ trowme
5 Sl Slone! )
TP D b P e T ket e - || Browse
Tt Pageng Fobder!
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Chovse Folders to Store Virtual Hard Disks

Befure Vi B Whee do yoa wank ko store the imporied virbusl Fard deles for this vriual madhine?

Lot Fkder
Sl il Mlachine
Chsede Dgat Ty

Choose Deriraton

|| Browse... |
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Completing Import Wizard

Fay e about s perform e folowing operalion.

Cesorpiion;
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14. 1uo@d IJs edaso IJuvodsd Jeologs IUgbsle IJoldss.

oJdosu duvedé

1. 108, 8Js wessu JJpd 1Jpn9, Jluolds JJps o9, 2858 J cxcadmin ig lo@, lousle JJed
09 wdllss! JJdzuesd ds JJpd 0)9) 23526.

wESsSU JJpd 1Je)9)

2. 8s 2ld sop wpdss wessu JJpé 1de,9, Bbgd JJes 6,9, cxcadmin gidsel. 1o @, B98



OeSSU JJed 1Ue)9) sloodd lJs 1Ugbys 3.
Set Faziword

Inm the Pasoword and Cowl irs Password §ields. ewter and conf irs & new passuord for
cucadmin. When gou are Finizhed. select 5ot Pasoword

(lge the Up frrou amd Dous frrou keygs to navigate betwces Ficlds.
Presz the Tab oy to select Set Faszword )

JJpé 1dp)9) IJgrs36

I9

Bl op wrass logile IJpé IUpr9) odilssl Slogwg Ides IJes) Ides we lugulyol
sogiswol JUluwedsle IJpuwodods. lod) W98 b JJes 1dp)s) sluedd IUs 1Jglbss 4.

— e T

Faszuword : SO MNDIIMIOGT

Hake sure to store thiz pazsuword in a safe place. Thiz passuord iz required to log
into Clzco €X Closd fgent .

Al ter pou have stored the passward in a zafle place. select Save Fassword. Te rmoturm
to Lht previmiz seroon. solect Camcel,

od e A ssRard £ Camoe ¥

IJps 1dp9, Idos e loubldel od@lissl

3. 168) W9 28l JJeé 1Up,9) Jluuessleol JJo ols86.
Fazsword Strength

The strength of the new passuord |s Hediun,

To zave tho paztward, select Sawe Faszword. To coef igure a different password.
gelect Camorl to return o the Sci Pazsword croom,

Gave Fasswordl £ QCancel 3

28l JJps 1prs)



4, );'JQ I.ch,.gl.;,‘ subnet mask. ,o>§J‘5DNS ubd 9b 9b 96 | uwe)l).
Hetwork Conf iguration

Please enter an IPvd address and corresponding network conf iguration
for the appliance.

(Uge UpsDoun keys to navigate to next field. Press Tab to jump to
Continue button)

IP Address: —
Subnet Hask:

Gateway :

DHS Servers:

wfaxinun 3 IPs with comma separator.

SCont | nued

odysu IJuveoJé

5. 8p woldss IUbglJle 9lJud) W98 we e sldpclugs.

Coml irmat fom
fire these eniries correct?
IP nddreas:
Sabmet Mask:
= eI
1, b
Ctes, Contimie> < Mo, Go Back >

IJodysy

6. Jogssu oBluosd IUsdsd 1od) P98 wep: &p Bp wlesh IUsdsd Is lud) 898 JI.
9l wep) I IJodsso JIdpeld IJodsy: Sp loodd [Js [Jgbys 8.
Prosxy Set Up Confl irmation

Do you want to add proxy detalls?

lesh IJodsd

7. 158 goslo IUsdsd 580 IJpocds luwp IJpuwesp 9906 1009,



Prooy Conf iguration

Please enter proxy details for the network.

(e UpsDoun keys to mavigate to next field. Press Tab to jump to Setup

Proxy button)

Proxy Address: 7

Fort Nunber: I —

Usernane : e

Password : _=
<Begin Cond igurat ion € Mo, Go Back >

odosu IJydsd

8. 1ud) V898 wae lJodysu.

igurat iom

Uslidate the domains commectivity. Flease press Cowtimue
and walit for a ehile. .. e

e ldodosy

9. lug)y V938 pulugs.



iqurakion
Followieg iz the sumsary of CX Clond Comwmectivity
werification results.

Eezure all the commections aro successful for tho
“opted (0™ regiom before proceeding.

e

clowdzzo.cisco.com: cce s
apl-cx.cisco.comuccess

agest .us.cseo.clond 2coe o

B . AcE . agent . us cxco.cloud 1 led
Ardc:

cloudszo.cisco.com:urce
apl-cx.cisco.com: uccess

agewt .us.csco.cloud 2000

agewt apjc.csco.olond oo oo

B . acs . agent . ap jo.csco .o loud 21 led
| 7 Fi H

cloudzzo. cisco.com: e

apli-cx. clisoo.com: ircess

agewt . us.csco.cloud 2o

agewt  emea . cxco . Cloud socoe oo

B aCs . agewt . emea . cxco .o loud 2o

LTI S < Coit i

Sswvoe Jodssy

10. 1oy V¥98 pulugsd Jpologs IUodsse JJsuosd IJulze Jdeeld. &> suwedHd Idedssy
€36 538lis 9 JJIJwpld.

~ pdlzbs: Bl wed) 1dysesd lds Idpzldle cugle: Wsee eds IJepsd luadiz ledluss
IJswosd Ids Ideeld o bysd lole wéssile Bs 2ol IUzelss 1Uglue wo Juspelu
ledloss IUsuesd 1Js IUpzldle. lud, 1doedd od s werrs 2d pubdJs ledloss
lJoueed IJs Idpzldlw.

Cisco CX Cloud fgest Setup
Conl igaration iz in progress. ..
Thiz slep will taks B-10 mimic: Lo compleis,

bo notl power of I e nachine ant il thiz process s completed

- |

lJodssu 98> [Jo@sp

1. louwg es W3l shze 1Js CX Cloud Jewlugs 1U]esls.



Clegca X Cloasd fgent Sslmp

The eeiuork conf iguration kas bees seccesslully conpleied .

ir :
sabaet Raik i
(L P PETY] !
M5 Seruep :

The pairing code iz

Flease go to Of Closd and eater thiz pairing code,
The Code will be walid for 5 mimtes.

Time left im moconds. ..

_-'E_]

ses Idlgesly

12. hllucow wodless ses Idbaslz ludy B9 cuwesd Ids uwelos CX Jdzuesd eds 1ses
Falring Code Expired

The wotwork conf igaration has been sscocessful ly conpleted.
IF !
Sabmet Mazk

=L R PEET]
S Sereer

To regemeraie the pairing code FREES kmy <Eogister to ©X Cloud>

lowow Lodless IU)e)

13. 9lu ) 99 OK.

Begiztration Saccezzful

X Cloud Agent setup is complete. Pleaze go to CX Cloud to start using the
waluable data provided by CX Clowd fgent.

op ldogvesd vuele

woz wasd Jlouble He5 aslz wluwegsle CLI (9120 uwlo, 1Ulsle))

ol spdu Jdpuwospso louble se) sl wluwegsle gsble slzes yulo, 1Jisle, (CLI).



Jlogile 505 basle wluwegsle CLI (slzoé gulb, 1Ul9le)):

1. 9p vowwesd IUsgad Ids gpsd Iduwelod eo) SSH Cluwepsle wslule leoels Idpgueise
cxcadmin.
2. logile Hp5 IUsle Lluuegsle 1Ule, 9dsJ excli generatePairingCode.

of el egent geveranePadringlode

loble e3 1310 slzes i, Ilsle, (CLY)
3. louwg ues IIBesl shze IJs CX Cloud Jewlugs IJ)gsls.

od9su o) wusd [Juveds 1) 8pesé pu Cisco Jlglssé wozso Syslog lUs 93dsJ

lJpobdole |Jiuu|uu§5

IJluoshle |.J|.o)&9r06 -19) roJGJJ' cust lJuvodé |Jjép§6 U Cisco 052.1.20]Js2.23.592334
lJs 2.3.3.692.35.0 _9|.Jiao_j6 lJblo,sé Jpyds wuss [duvedd 1U) 9086 (DNA) PU Cisco

odosu lesh [glhé wogso syslog

Jodssu lehs wogso Syslog lJs 9dsd uweles CX 8Os 0yd) wuss Iduveds 1U,38e86 pu
Cisco. §p wlple IUgbsle IJoldss:

1. 9p vouugsd Cisco DNA Center (o, wusé ldgvodé 19056 pu Cisco).

2. lvo@d Ids ldogopse > lesble g ds > 1JuboJs.

3. LlJuuwws JIJ pode. Iuowd gusly IP Jss CX Cloud Agent (s<sJ CX Cloud) wlgeulyo
Iébro Syslog.



% edleble:
Sz cdasuol sop odasu zest 1izess IJerowbs L3JYJ 1Jesbe Jbuwld syslog
NJpuwess Idzye J CX Cloud Agent. sz 1o oJd9o 1JIz036 p8e,0é wpsde ol Jopdsy
lel>é wozse syslog pu IJzols IJs gpsd uwelws CX.
0> 0228 lgals Ehp syslog: sue wesso zese IJizess Ipowbs L3JI 1Jesbe
oddlssl gds 1dpuvoss IV e)luas 1dze

odoso Idluosd 1JIg,s Jlehs wozso syslog [Js 9dsd yuzles CX

Szw wI9su Idizoss Jhuwld Huwlisd syslog 1ds 9dsd uweles CX Jlguwgsle psé s IJlgbld
J CX Cloud.

~ edlebs: 12036 lJpuuwess 2 BB8b Jowue vele IJzlpes pdods Jodssy luosd Ig)s Jlglhs
w9zSo syslog.

&9l Syslog l1Jgldsé g lpdluss lelhs IJuggso

Bp woudss Luvble IJodssy Juyulez ¢bpe syslog siowde gusly IP Jsdsd uwelwé CX
J9z06 23536.

% p._njlalbé: ews lebé wogso syslogs:. olds pu IdzVdllb gds guslo IP 1dpues, Jyuwlde syslog
lJIsoJso.

&3> syslog 1Jpsz936 w290 ledluss s IJegzse 19 wagu glap syslog

I wodssu JJ zoly Jbuwld syslogs puluivsé lJs guslo IP Jsdsd yweled CX.Llze 1sels
IJoldss Jdzuesd eds dbsle wdssy pedé.

sdis ) odase I0S-XE

wpdsu lesble syslog gds puvess Idpedyple

Jeed puress pedsele syslog piissl e woudss IUgbsle 1doldse:

1. lyowd lJs i>3|o>y§lglo oot [Jlgwegsle.


/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
/content/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html
/content/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html
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Discovery

Inventory

Topology

Image Repository

Command Runner
License Manager
Template Editor
Telemelry

Data and Reports




Ilispd I\_Ji)glo

2.2 b)s96 &yu2 1Ups e 99 wuguwseol 9235 p9 el pu ldesz 1Joyes JJpsse-

Cisco Dt t

angalore
Dievicw Mama Addasss Type Fawvaly L] Peolls
&2 ldesde

3. 223 1Je9de 1Jpbdsw 5295 zase Ilzess wluwagsle glus IIzosh luve IJzol.

4. 255 |pJluso 1,950 e ds pu 1J8lises 1Jeugwsdo IJlz)lele.

Addiain Typs Farraly Wil FPorghie

IUle)lele

lJouwe lJlzoslbs J CX Cloud VM glguwogboo

S90S LIJzBlb gdss 2lJs gpsd uwelod CX gusluloo g0s b 3bs pesws B ldsde
wluwegsle psié IUJ@bs. ouwod 030 Idpsjs luvegl>e CX Cloud VM [Js 1Js e 1 pess 1d3s
Sop Bso Ig3 1JJ@bs.

lJouwe Idlzeslbs
Jiple v lewslbs J CX Cloud VM:

1,108y win dplogw IUlspw 898 IJzols IUblo,s (VM) 9235 Jdbs > g3 Jgbs.
Swpe Bop ulds IJodlb Jobs JJzol; IJblo,s.



i CAUIOUGAGENT_Z.Z_BUNIG-35_1U.140./ /.49 || EnVIINImEnt, you can use virual macnines as uesKwop or
CXCloudA, 2_Build-35_12 hents, as testing environments, or to
Power 4 9
) CXCloudAgent_2.2_Build-35_Aq pplications.
b CXCloudAgent_2.2_Build-35_8¢ Guest 4
) CXCloudAgent_2.2_Build-4_Bok| Snapshot » \ Take Snapshot...
I CXCloudAgent_2.2_Build-4_Chz Open Console 2
I CXCloudAgent_2.2_Build-7_Chz E = RERSEED CHIEI Snogstiof
) CXCloudAgent_2.2_Build-7_Chi (3  Edit Settings... ﬂa Snapshot Manager...
I CXCloudAgent_2.2_Build-7_Niti . Consolidate
) CXCloudAgent_2.2_Build-7_Niti B R e
I CXCloudAgent_2.2_Build-8_Bok Report Performance... . i
) CXCloudAgent_2.2_Build-8_Ch: virtual machine
) CxCloudAgent_2.2_Build-8_Niti Rename . -
ade s rirtual machine
 CXCloudAgent_2.2_Build-8_nt{ ¢ i New Window...  Ctrl+AltsN
I CXCloudAgent_2.2_Build-8_n)_ . i
) CXCloudAgent_2.2_Build-9_10. Remove from Inventory chine settings
I CXCloudAgent_2.2_Build-9_10. Delete from Disk
L_CY¥ClaudAnent 2 2 Ruild-Q@ Nitin IO 178 77116 T 11

o golj lve,luos

[~ Snapshot the virtual machine's memory
[ Quiesce guest file system (Needs VMware Tools installed)

| OK I Cancel

ig3 ks JJzols IUbloys

2. bed IJluwe slUsuous.
~ edlzbé: ©p 99 pu puwe lud IJIzosh [Jgluos wild,6 IJgoel) IUblo,s.

3. 1oy W98 OK. sep &0 2lJs lousle J§bos zolj bloys Jpl e b5 Blises [Jpole IUi2s)6.



File Edit View Inventory Administraticn Plug-ins Help
E ﬁ Q Home b g Irwentory b (3 Iwentory
AN R IEICE X

[ CXCloudAgent 2.2 Buid-21_Bob_10.126.77.130_fresh

G CxCloudhgent_2.2_Buid-22_10.126.77.227_Chaitra

Gh CxClouddgent_2.2_Buid-24_Bob_10.126.77.131

5 CiCloudAgent_2.2_Buld-26_10.126.77.227_Chaitra

(H CxCloudagent_2.2_Bulld-27_10.126.77.227_Chaitra

G CxCloudAgent_2.2_Build-27_10.126.77.227_D

Eh CxCloudAgent_2.2_Buid-27_beb_10.126.77.130

(i CiCloudAgent_2.2_Buid-26_10.126.77.227_Chaitra

(1 CxCloudagent_2.2_Buid-26_bob_10.125.77.131_esxids

{1 CxCloudAgent_2.2_Buid-29_Bob_10.126.77.131

3 CXCloudAgent_2.2_Buid-3_bob_101.126.77.130

(h cxcloudhgent_2.2_Buid-31_10.126.77.227_Chaitra

B CxCloudagent_2.2_Build-31_aditya_10.126.77.122

[ CiCloudAgent_2.2_Buid-33_bob_10.126.77.131

(B CxCloudAgent_2.2_Buid-35

ffy CxCloudagent_2.2_Buid-35_10.126.77.124_Chardan
CxCloudAgent_2.2_Buld-35_10.126.77.222

Agent_2.2_Buid-35_10.126.77.227_Chaltra|

CxCloudagent_2.2_Build-33_10.126.77.229

CXCloudAgent_2.2_Build-35_122_Adiys_est
CxCludhgent_2.2_Buid-35_Aditya_10.126.77.122
s cxCloudagent_2.2_Buid-35_Bob_10.126.77.131
&) CxCloudAgent_2.2_Suld-4_Bob10.126.77,130

{5 CXCloudAgent 2.2 Buid-4_Chaitra_10.126.77.227_Chaitra
G cxCloudAgent_2.2_Buid-7_Chaitra_10.126.77.227
@1 CxCloudgent_2.2_Buld-7_Chaitra_10.126.77.228
&) CxCloudAgent_2.2_Buld-7_Mitin_10.126.77.118
@ CXCloudAgent_2.2_Buld-7_Mitin_10,126.77.11%
G CXCloudAgent_2.2_Buld-8_Beb_10.126.77.131
) CxXCloudAgert_2.2_Buld-8_Chaitra_10.126.77.227
Gh CxCloudAgent_2.2_Buid-8_Mitin_10,126.77.119

BaaEe

Recent Tasks

Summary | ResourceAllocation = Performance Events

What is a Virtual Machine?

A virlual machine is a software computer thal, like a
physical computer, runs an operating system and
appiications. An operating system installed on a viriual
machine s called a guest operating system

Because every virlual maching is an isolated compufing
environment, you ¢an use virtual machines as deskiop or
workstation environments, as testing environments, or to
consolidate server applications.

Virlual machines run on hosts. The same hos! can run
many wvirtual machines.

Basic Tasks
@ Power Off the virtual machine
I Suspend the virtual machine
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