olb)6 £l06 £ds 99 v ds CX IJlLosl, 2.0

lJpzogsle

l O2lo | ps8908
s 99 welus CX
< J o CX o CX Cloud

ol > Web Client ESXi. IJl_o>l, 6.0

wowse Web Client vCenter
wowse Oracle Virtual Box. |l _ool, 5.2.30
wowse Microsoft Hyper-V

CX Cloud Agent (9J.s.J CX Cloud




lo oblpe CX Cloud Agent (9.5, ) CX Cloud

lowedildd iz ble gl o, Jl>ol

Wlwezlole Jod i | 6

lJp 95,00

Sued o3l ldpwews 9dsd [duweles Jogyws Idgpdle (CX) pu Cisco. o,ulpez Cisco (CX) Cloud
Agent o9 uble wspes peds pobyy 98lod JIuolds spsle s suveosd ledlusle 306
pUPE)0 VIS zlasle g0sWs IJ9)ju. Spdu wowse oo ldlpdlule 9odgsyol gblywoel Vs p9de
IJeesd pu Iduwzles. seepd wuolpe CX Cloud Agent edss IJluwsle Bs ozosd Iensus U6
IJs 0893 9eJs wbys) IUlpdlole: Jpl sywles gds wbss) grple Idzsd IJolds IJos ogops
eds IJoslole 1IJdos,é sldepdsdle sldicews soedp IJizoss/dsdle IJuoules (ML/AI)
9lJ>we 9.

A pdlzbo: syvwo>9 03l IdsJsd puvegsps CX Cloud Agent v2.0. syzs 1U)zoe 1Us 998
wwzlos Cisco CX JJdzuosd eds pedyple 1856 3le ods.

CX Cloud architecture

—o—0 | -

Microservices APIfGateway

*N . e
| B Success
| ) Specialist
Data Store Cisco Cisco DB FN PSIRTS HW/SW rehitect + Partner
telemetry TAC Ticketing contracts EOX advisories S Designated
* Networ|
drgls Expert

Diavices TAC Engineer Designated Expe

wusé CX Cloud Agent (9JsJ CX Cloud) IJo@uséd

. pdlebs: 1Juos) (31dpzess 1Jpszs> Sesol) Bes o3l 1Usdisd os JIEluo przess Béb. spdu
lo sgoedo IUpzuys IdBeds.
IJpobdole IJlgulpusé

Sgpd CX Cloud Agent (9dsd CX Cloud) Jzol; le,)los (VM) 9pclz JJouisd Jzolj
lwe,)luos pdeye (OVA) Iy §)ue elow lWe,luos (VHD).
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s po wilpz plBwé 1Jlzos6 Il el osé oo:
- VMWare ESXi IJl_osl, 5.5 19 |osl, Igse
- Oracle Virtual Box: IJ|l_o>l, 5.2.30
- Windows Hypervisor IJ|_s>l, 2012 |Js 2016
* SpJdu Joyuleg hypervisor |uoolds zolj el os (VM) sebde el sds:
- 9236 peldzs prdise wpluss 1Jugls
- 31,6 /319,56 9,09d gumlisss (RAM) o uwed 16 zselolse
- owed punled IJEue 1Us 200 eselolse
Jdgpdle lUssu suwegsesu pld; wslule Cisco US 1Jpg o0 Jpub 96 wslule
Iowlwss Jogiso walule guuds CX:
Stw 1o 8J90 gpsd wzles CX @lal gds Idlouald wldgsbe 1dpsuoes ool wluwagsle
FQDN. gluwgsle HTTPS gJs puw93 TCP 50 443:
FQDN: agent.us.csco.cloud
FQDN: ng.acs.agent.us.csco.cloud
uvwJoé FQDN: cloudsso.cisco.com
JuwJo FQDN: api-cx.cisco.com
Jdeedle 10350 suwogdpsu plds Iduslole IUl9,90s8 IJptupu0é pu Cisco Jpub§é
wslule iuulw§6 Jogisu vslule gyweles CX:
St 1o $d9u 9dsd uuzles CX Bl eds IUleold wddl Ugheso IJpbossy oul.
wluwegsle FQDN: 9l yuegsle HTTPS gds o093 TCP 90 443:
FQDN: agent.us.csco.cloud
FQDN: agent.emea.csco.cloud
FQDN: ng.acs.agent.emea.cisco.cloud
v Jé FQDN: cloudsso.cisco.com
uvwdé FQDN: api-cx.cisco.com
o Jdepdle IUdso Suvegspdu olds wslule Tuvsl 9ldpps 1Jolsis Idpeg o006 po Cisco
Jpulb9é wslule iwluu@éi Jodisu vslule guwds CX:
St 1o 8o 9dsd uuzles CX Bl eds IUleold wddl Jgheso IJpbossy oul.
wluwegsle FQDN. 9l yuegsle HTTPS gds o093 TCP 90 443:
FQDN: agent.us.csco.cloud
FQDN: agent.apjc.csco.cloud
FQDN: ng.acs.agent.apjc.cisco.cloud
v Jo FQDN: cloudsso.cisco.com
v Jé FQDN: api-cx.cisco.com

* oldouwed Jdgpdle lUsso suweespsu pold; wslule Cisco l9,901 9 Cisco luws! Pacific
lJpz236 Jpulb§s vslule luwluuss Jop: sdje IJlouold o FQDN: agent.us.csco.cloud
VYb Jouwesd 99Jsd uwelws CX pg CX Cloud leole lJlgsls IJi_9J§. w8 uuwesd "gpsd
wveled CX" wugle pe CX Cloud: Jp s> 03l IJloold plbodyol.

o oldouwews b Idpedso Jelpd ywzloo CXe szew 1J9uosd [Js Idpeunds 22.

pJlz bl 15,5 29J CX Cloud Agent (sJsJ CX Cloud):

s wsup ldogil o)y909ded IP odilissl Bl wp wpdsy wi9eyded IJodssy IUssulpsds
JJpuosd (DHCP) Ws wsiss IJizojs IJIde )l oss (VM). slJl sew w9, susl IPV4 ¢
9lule v ds W,yes6 9euslu IP JJewls IJIe,)lioss 9guslo IP Jglbp DNS.

© Swpdgp IPv4 b 9Jsw IPVE.



* Sdjp w9, luoshle pyd) wuss Iduveds 1U,9es06 (DNA) oo 1.2.8 |Js 1.3.3.992.1.2.0
IJs 2.2.3.5 Jpzpe9eé Cisco IJlglrsé 1pg e psd Blis 96 1Je9s,.

s Bl dgveds wews eds leo,luo SSLe gugly IP Jedsd wweled CXIJElLo w8lispd
lJuwelz.

lodluso 1Jsuoed 1Js Idpeeldle [Joled

Juoe jzds uweled CXo sobdo IJpuwegs e 1dsuosd 1Js odo ldpeeldle.

Ipzldle Iy issuvss IezlJle 1Jig)s
cisco.com mixpanel.com
csco.cloud cloudfront.net

Split.io eum-appdynamics.com

appdynamics.com

tigcdn.com

jquery.com

ezldlo gluod wldpub9é:

losdose Iop90l 9lJuing Wisuelo "

9l s8s!
cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com
api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.us.csco.cloud agent.us.csco.cloud
ng.acs.agent.us.csco.cloud agent.emea.cisco.cloud agent.apjc.cisco.cloud



https://csco.cloud/
https://csco.cloud/

ng.acs.agent.emea.cisco.cloud ||ng.acs.agent.apjc.csco.cloud

blole 1Je,dss 1Us 9dsd wuzlos CX 1Jluss), 2.0

Stw luwesle ldpobdole 1Jigulguss 1Jesozs B 03l ldduwe Sud IJesdss [Us gpsd
wwelos CX 1l ool 2.0.

1. olds oo lue Szu wouse gpsd uvelus CX IJIuosly 1.12.x sldluoslle IJlese Gud wae
lJo)986.
2. 8p wlple 030 1Ugbsle Jodasy gbe luwe Idezld 13l Jp swp wdssuo wldded:
1. 8p vouvesd [Usgsd 1Us 9226 wedp 9lgos b, |Ji3||o_) (CLI) JJgol; IUblo,s Jsdsd
u.uak_,-é CX.
2. §p woudss IJle, cxcli agent configureDNS.
3. 1¢d gwolu DNSIP.
4. ly9,).Exit

o el polo vods Idgpsd wuwee Jiwple IJpzldle B Critical Domain Access wldpld 156 wuwzsd "gled Iduweles" leule 1IJ

. ié} JBbs gpsd welos VM Bod wae o) 986 V2.0 (sdjp 1dsuesd IJpulwy).

% s szo eudss Iluosble Iduwleds J 1.10 1s IJluesl, 1.10 lsdl adsel erdsle waszss s IJluesh 112X &p [

IJuinsb IJoldss Idos sze luvaslgel JJleshs 1Julze:

1. 8lispd DNACs o slule Idlgwels [JElLos wol

2. puwegsp DNAC pg 19,09 s 29, 1aonissd I 1da e

3. guslo IP1Ublo,s Is gu9lo IP1Jpuwaddels Jpepseé DNAC
4. |pdluss 1y uesd 1Julzes wso 99dsd [Juvelué 9 DNAC

5. Szw 1u s2wss DNAC gJs zols poly 1 (sles) Jeo bus


https://csco.cloud/

Idluad I 1dag ©a8 oy Cisco DNA Center

Iluosble 1Jpgopss oo 1JE36 1J,386 80095 wusé Iduvwds 1)8es6 pu Cisco Jpzpsele IJosld,) IJelds os po 1.2.8 |Us 1.3.3.9 90

DNA Center Cluster Cisco®Cloud
AWS, NTP
DNA Appliance DNS, etc
Node 1
IP Addrt
. REST APls
DNA Appliance Virtual IP and
Node 2 Address DMA Center Ul

IP Addr2

DNA Appliance
Node 3

1P Addr3

Multi-Node HA Cluster Cisco DNA Center (0,95 wosé [Juveds 1,806 pu Cisco Jpzpeselo 1ol IUglds ._JJ&ié) lJpwgs0)

MNetwork
Devices

Jdzuesd eds i;éu‘o.J owd gds p9de 1Jgse Cisco.com: 9,08 vi@o luosly suwes Jodo ldpuwegyuole:

« Google Chrome
« Microsoft Edge

* MozillaFirefox

oy s8gd ezl CX

Juuiy CX Cloud Agent (9sd CX Cloud):



1. lud) Y9 ex.cisco.com Jowesd 1Usgsd IJs CX Cloud.

2. 2>> Campus Network 9o _odg |Js ASSETS & COVERAGE welue.

ADGETION LFECYGLE

Assaty Converape

Licervias

EXFERT ENGAGEMENTS

ADNTORES CHSES

GET HELF

el

AT T CORETION STATUS oA R LAST [WFT OF PRORT n
| ) 501 o5 X G et ancl convinct wh Coco DNA Cerier 1 e completn Ioemaian stout yar el T procens may ke 23 hours ETEETTED

. e
Assets 3 el

Critie 1 Sty Aaliavies I SaftusreType  SoftasreRelesse I Address

Mams ProdectlD  Product Deseription - Lesstion st ° o o
FOHTZTOVIAG DO 1=HW " (-]
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am ——— wa

IJuodes Iissyuss

o 108y B9 18 sdisd purles CX Bes IJ gl Swp Bog ulud36 183 gagd Gieds CX - alzes acbdala Idah,.

Set Up CX Cloud Agent

SET UP CX CLOUD AGENT

Ruvinw Deployment Requiremants
Accopt Strong Encryption Agnesmont
Downioad Image File

Dreploy and Padr with Virtual Machine

polegd pobdole IJoys,

@ 1

1% [

Add Cloud Agent to your CX Cloud pit crew

CX Cloud Agerit gathers tolematny dats fram the divices on your ratwork, allcwing you B talke
f all the hyper- el d expertise that CX Gloud has to offer.

Review deployment requirements

Prepare your network for CX Cloud Agent
€ Cloud Agent runs as a virtual machine (VM], so you'll need a hypervisar to hostit.

Befare you downiosd and instsl the image e, make Sure G Cloud Agent i able 1o connect 10 the designated server(s) via HTTPS on pon 443 using bath the
FODN and the P address

Far AWS US data centers

- FQDN: agent.us cxco.choud

= FODN: ng.acs agen, us.cscockoud
- FODN: cloudsse. clsca coim

- PQDN: api-cx.csco.com

Rovigw the CX Cloud Agert Overview for complete hardware and softwarg prorequisites.

—,
fg\ X Cloud takes secuity seriwsly. Review the Security section of the CX Cloud Agent Ovarview 1o learm how CX Cloud Agent handles and stares
\ N/ your data

1 set up this configuration on port 443


https://cx.cisco.com/

o 1@yl lJecbdole Il usd B piges acdadaies 1daciy 9235 glws IJIgesly dig e ol 1dad s edis 1Jacil 443,

%ﬁ adicds: 1J 09, (91Jpzess 1deszss Bsel) B o3l IUsdsd os Jig)lup przess Béb. spdo lo sgadad Idpeoss IUdeds.

5.108) 89,8 aclngd. sep Bop uld36 183 gagd sl CX - Gesd Il §eb IJagidie ) 1@ s,

Q i

Set Up CX Cloud Agent X F

Accept the strong encryption agreement

Than you Can Sownioad e image Bid 5o the TN Cloud Agent vimtual macting,

SET UP CX CLOUD AGENT

i 5%

. Irstructions
@ Review Deploymant Requiremonts
Ta apply for elginiity to downdoad strong oncryption software images:
! Accept Strong Encryption Agresmrend
1, Ensure the podross Butad in your Cisco Com Uaer Profie is conect 500 comphels

Downésad hrage Fio
2. Read each of the conditicns below carelully prior io selecting your answer.

Doplay and Pair with Wirtual Machine

Samue eckard
L
-
tadeckar a.conm CXSuperAdminil
Q Businens Divinien's Fusction:
- Cormmuanciali Civifian antity

Govarmman gntity, 5 Miitary entisy or Dafense Contractor
I Goverament ontity, & Mistary entity or Defense Contractor, Are you in
Austria, Australla, Bedgium, Canada, Cypaus, Crech Republc, Denmark, Estonla, Finland, France, Germany, Greece, Mungary, Ineland,
Iaky, Japan, Latvin, Lithusnis, Lusemibourg, Malta, Mathortands, New Zeatand. Norwsy, Poland, Poregal, Sliovakis, Skvenia, Spain,

Sweden, Swizerland, United Kingdom of the United Siates
Yes Mo

Gonfinmatien »

By chocking this feld, | horoby cortely that L os o duly authorized ropresontative of tho crganization, understand and agree 1o
atide by ibe conditions set Torth abeve regarding the usage of Clsco Syatems, Inc. hardware andfor seltware,

TR

6. 0283 pu ldpedple IJos wp ceuiswol puvedl B 2d9d Woss 1isd sloss 10g1isd sldeugs 10104506 9ag s pussitsa CCO.

7. 23> |Jpulywe Businessdivision’s function.



8. 2>> Confirmation ¢lué IJIzosh JJesld8s eds yigb IJlgueésle.

9.1ud) B9 aclags. sop Vo Wiy lgdl gagd glab CX - ©@ied add 1duas .

Set Up CX Cloud Agent

Download image file

SET UP CX CLOUD AGENT Download (he aggrogiae image file lor your vimaal maching Termat
o,
ova
For use with Vikeare vEphere, WWhware vCender, or Oacle VirbuwliBox
&  Roview Deployment Roguirements Cisco=DNA=Contor=-207 ] -roloase - 160 ova

& Accent Strong Encrypion Agresmant
VHID
- Darwmiced image: File For use with Microsodt Hypor-Y

PR =DIA = Cipvdiar= DO Y = ripddeid = 1 54 sl

Depilery g Pade with: Virtual Machicn

Cisco End User Licenze Agreement

h In order 1o download softwade, please confirm that you have read and agree o the terma of the

Cistn End Lisss Licansd AQroammsin Bng sy Supplemental Product Terms, it appicable.

I [P

10. 225 ©ouwsd IUpd IUpuluwe Jouisd pdd 1duog)s Ipbdse couseoe.

11. 235 ¢los IJIzesh 10 1dwd JJesld$s eds lodldss wrgsoe lJpuwegse lJuoliss pu Cisco.

12,169, 898 ©Cid saalags. sop Sop QUOE 18418 gacd Cieds CX - 1daci AIJIE<I a8 ol936 1Jgel 1dBle .

13. bee s wdaso lJwods Joouse OVA golog |Js IUduwe IJelds Jooose 9dsd gvelos CX.

Guasd $dsd pagle® CX @ CX Cloud

wujsd



1. 15gd 503105898 1Jpe9d, B prwt 29l 9236 IJeede 19 8lz08 v, 1Jigle, (CLI).

@ Hep

Set Up CX Cloud Agent X

Deploy and pair with your virtual machine

SET UP CX CLOUD AGENT
Deploy the dovwniosded file on your virtus! machies, After deployment, you'll receive o pairing code. Plaase enter the codie balow,

Pairing Code
©®  Ruview Deployment Requirements
@ Accops Song Encryplion Agroament
@ Downioad image Fie

=) Depky and Paie with Vinual Machino

L

1,

BYSANIR ISV

2. 108, V9§ pelagsd Jowesd 99sd uweles CX. se)yuo g sded uglad CX - 1daug ¢d 1dalez B ulwdss Joslo $Jdsds God |
@ Holp

Set Up CX Cloud Agent X E

Registration successful!

SET UP CX CLOUD AGENT

—_— 5%

@ Roview Deployment Requirsments

Accopt Strong Encryption Agroamant

il B

Downioad Imsge Fiie

E

) Depley and Paie with Virtusd Masking

) Next up: add your data sources

f

lJuzlz bs lJouwzsd



[-

£ Back to Data Sources

Cenfigure connection to CX Cloud

Connect a Cisco DNA Center
W Addrass or FODN Location (Tity, State, Country)
Q
LEETE T T Passwaord
Codection Fremeency Time
Fregquency y Time (3§

Bl fun the first colisction now [Ehis may take up 1o 75 martes)

Tha first dats ST You dd must bo b Cisco DNA Conter. After 1hat you Can sdd sdditions Cisco DNA Conters and tidces not Connectsd
o 2 controller,

odosu |

3. bed IJoslole 91ud, W98 ©suasd puads 1wl oY), o lbo, Huwlds IJeldss "vee IJosuosd"



Configure connection to CX Cloud

Successfully Connected

/e, Cisco DNA Center live.com

|.\ | Inventory collection runs every day At 02:00 AM IST
o First inventory collection will run immediately when you hnish adding your data sources

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

e luo

% adlgss: 16,9, Add Another Cisco DNA CenterJ| ol 96 g6 DNACs.



Configure connection to CX Cloud

Successfully Connected

Cisco DNA Center live.com
Inventory collection runs every day At 02:00 AM IST
First inventory collection will run immediately when you finish adding your data sources

Cisco DNA Center live.com
Inventony collection runs every day At 01:00 AM IST
First inventory collection will run immediately when you finish adding your data sources

Cisco DNA Center demo.com
Inventory collection runs every day At 01:00 AM IST
First inventory collection will run immediately when you finish adding your data sources

Connect another data source to CX Cloud Agent?

+

Add Another Cisco DNA Center

Done Connecting Data Sources

4,108, B9 § @ @suagd pual, Iaglola. sop Vo [dlbl) poaly Idaglola,

wpo luo

Data Sources

Data Storage Region: United States

o Connect Meraki Dashbaard 1o CX Cloud to ged rsights and sdditioral systerns informnation abou! your Meraki asois. Get 561 up in 3bout 10 minuies

w 3 Total Data Sources
Mama
CX Cloud Agent

1=
10,997 238126
221901

-

=

Dy

Soirc

=nll

Type Data Last Updated
CX Cloud Agent v2.0.3 1 minutes aga
Giscn DA Center 1 minustes ago
Cimco DMA Cerder 1 minutes aga

Search data sources

Status

& Rurving

Lol I



IJociy sed 9o 1ot

Sedu weass ks pu 030 IUgshle Juuiy 998 wwelvs CX:

o Bl @pe woess> VMware vSphere/vCenter Thick Client ESXi 5.5/6.0. Wloo$J |Js Thick Client
o [l Gpo woess> VMware vSphere/vCenter Web Client ESXi 6.0, Blow$J |Js Web Client vSphere iy Center
o |5l ‘jporvo@@) Oracle Virtual Box. IJl_»e»l, 5.2.30. Wlye$d |Js Oracle VM

o Bl Gpo woeass Microsoft Hyper-V. Blyedd |Js Hyper-V

Ouiis OVA (Idge)s Ildies luags 1dadics sr)

Gdiqga ol Thick Client ESXi« 1diu=, 5.5/6.0

Sose 03l 1Jgpsd wuiy CX Cloud Agent OVA Lluwagsle gpsd vSphere | v psd.

L og> ouisd Iduessé: §p wouugsd gpsd VSphere oo VMware g uzd 1J>¢9J.



(&) VMware vSphere Client X

vmware

VMware vSphere’
Client

All vSphere features introduced in vSphere 5.5 and beyond are
available only through the vSphere Web Client. The traditional
vophere Chent will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IF address or host name.
To manage multiple hosts, enter the IF address or name of a
vCenter Server.

IP address [ Name: 10, 126.77.60

Liser name: root

Password: |

[ Use Windows session credentials

ouwesd 1d>ged

2. luo®d IJs File> Deploy OVF Template.
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(&) Deploy OVF Template - O X

Source
Select the source location.

Source

OVF Template Details
MName and Location
Disk Format

Ready to Complete
Deploy from a file or URL

! =l sowse.. |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help | < Back ” Next > I Cancel

puly OVA (1Jzols 11 el o 1Jedese)

¢ ©2dd pu OVF Detalsldio) 9lud,) 99,8 Next.



| @ Deploy OVF Template

OVF Template Details
] Verify OVF template detais.
]
Source
OVF Template Details
Mame and Location Product: CXCloudAgent_2.0_Buid-144
e et Version: 2.0
Network Mapping
Ready to Complete Vendor: Cisco Systems, Inc
Publisher: & CISCO SYSTEMS, INC.
Download size 1.1GB
Size on disk: 3.1GE (thin provisioned)
200.0 GB (thick provisioned)
Description: CXCloudAgent_2.0_Buid-144

_teo |

IR NN N

«  D¢J aUnique Nameslu ) B9.§ Next.

< Back || Next > I




@ Deploy OVF Template =

Name and Location
Spedfy a name and location for the deployed template

20urce Name:

OVF Template Details -
CXCloudAgent_2.0_Build-144_R=18]

Name and Location I =

Dick Format The name can contain up to 80 characters and it must be unigue within the inventory folder,

MNetwork Mapping
Ready to Complete

Ll < Back || Next > I

IJlgwe Sldesse

2»> aDisk Format 9lu§) 998 Next (s9,068 wlJei968s 1U>888).



& Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Idatastorei (11)
OVF Template Details

Mame and Location

W Available space (GB): | 873.1

MNetwork Mapping
Ready to Complete

" Thick Provision Lazy Zeroed
™ Thick Provision Eager Zeroed
f* Thin Provision

__teo |

cuuwsd IJdiue

2»> Power on after deployment gluo IUIgosl) 9lo@,y 89§ Finish.

<Bad:|

Mext >




@ Deploy OVF Template

Ready to Complete

Are these the options you want to use?

Source

QVF Template Details
MName and Location
Disk Format

Network Mapping
Ready to Complete

When you didk Finish, the deployment task will be started.

Deployment settings:

OVFfile:
Download size:
Size ondisk:
Name:
HostfCluster
Datastore:

Disk provisioning:
Network Mapping:

IV {Power on after deployment!

C:\Users\owadmin\Downloads\OVA\CXCloudAgent 2.0.

1.1GB

3.1GB
CXCloudAgent_2.0_Build-144 DBMO
localhost.

datastorei (11)

Thin Provision

"VM Network™to "VM Network”

_teo |

2los JJIJpelJ

8> Suwebrd oy 86 58l58. luwk) pos ceoed eds Luwlds velz e

lim (8 vew  prior; Adessireton Py e ey

B B gr g e o ey

g e
o TR ..
Comting 6 _TWA_S9_18. L34, 17201 whass
B OR B0 S -1 106,712 0 D v - wiara oy
E I MO (A b [ -
s CCmignt_1 1S 49_18. 13077 204 s e e
CoCimdigurt_1.3_ Bkl 41 Pa— O s Capacrs
— | — o e,
TN Dieprying Ok = x
D 17 Dopioying O s jimow s mace 225000 P Capacty
Dapteyrg COCmatigent_L {56 s ';f:-.zuu - .
gl ek [ o - - | i g Lty | L]
o e [ amm ann
(111 :
e :.n e
" et Seedit ot g
-
e (o= 2 T ——
T Carvactns R i ———
o Sty @ e L] a »
e .
Wt 3 i Ot e r—
Vighers A S @ P Torer r—— LasansanD
it Cargrd s FT L]
TP ——
aien Sl 220 P .
o -~ e i B A .
Image Pt [ o s s °
ool Conploras ™ st On cardary W 8
e e P
)
| — T it ety e by SCover S B8, LN, T2 0
= — S gy Chan I P e v
[e— D R T G X
o et TEea Timiah (ianiy | Beguemed S Tew - | S =1
L T Y -] Ay ; e O N T A 1A e WMHOE LA T A WIRTHEIE 11T e
o
et el
e
et st
WY Ooiaan 9 heth i 8 Compiimi — AN AT ADRNDN LAY
) Swtmorsm “ [ s . MOWTII L1534 e
) e vy -] ’ T - . WP 11 AT e W 11 e
] & . 6 Comgiami - ST 11417 00 WO L1AN2E ke
0 Smrrn ety Y o ] s AR LA e WOUDA LA e




Jouiy 9s> IJe®se

(< Deployment Completed Successfully — X

Deploying CXCloudAgent 2.0 Buid-144 DEMO

Completed Successfully

Close

[ [ P
9o pd 1o

o e ldeols Ibloss 1Uds wp wubyo JJwy: 9l8er 9236 ldeede gloodd [Us sl dukiads,

<aosa Web Client ESXi« Idluesl, 6.0

S89p 03l IJgpsd wuuiy, CX Cloud Agent OVA Clwegsle 95w vSphere.

L 8p vouwesd 1Usgsd IJs 9lzos puwegse VMWare Oluwogsle wslule lgwpels ESXi/Hypervisor [Jpuueésesd Juuiv, VM.



vmware ESsXi

P dwnid

ouwesd 1Us¢ged IUs VMware ESXi

2. oeas Virtual Machine > Create/ Register VM.

Ede Eda Mwew Higtery Besienars Deals Help

ke iyt g pldemaen « Ve M @ HNea Tab x =+

£ o 2 8 o https 100 2ETT 200U host

{5 Manape with vCenter Serotr | T CreateSegister sl | [y shutdown [Bg Rebost | OF Refresh | LR Acbons

I'ﬁ;m : ” [ caibest b akdoman
r—

Weratar — calhcstlocaldomain | Create o¢ register o Winual Machng
i ‘Werpan B0 Tl T B TR TR
1 Widtaal Bias hite s .ﬂ ] Sinte Vermal (osanpcied B vianser Serves ad 10 129 77 44}
L] storage m .L gl 153 6T dayd
_—
£3 Metworiing m

logble golj lWe,luos



Select creation type

Hicew wetruild yioa likce 1 creale & irkeal Maching?

Craaty a new wiual machng

Deploy avirtual maching Eom an OVF of OVA file

Roegisies an assing vifual machinge

This gplon guedes you through e process of crealing a
srfual machineg from an OVF and VDK files

Ui OVA (IJzol IJIG e, luos 1dpdee)

¢>> Deploy avirtual machine from an OVF or OVA fileglu g, Next.

I5¢d luwpe IJzols IUblo,s (VM) g luwogsue Joesss Idpdld Is $p wuvew sldle pJd OVA IUss wp wujsde.



51 New virtual machine

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Selectthe OVF and VMDK files or OVA for the VI you would like to deploy
3 Select storage :

4 License agreements Enter a name for the virlual machine.

5 Deployment options
6 Additional settings ! -
7 Ready to complete Virtual machine names can conlain up 1o 80 characters and they must be unigue within each ESXi instance.

Click to select files or drag/drop

Finish

o8> OVA (IJzoly 1l el os [dpedese)

e 2> Standard Storage 9lu, 9, Next.

131 Mew virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage

¥ 2 Select OVF and VMDK files Selectthe storage type and datastore

: e Persistent Memory

6 Additional settings Select a datastore for the virtual machine’s configuration files and all of its’ virtual disks.
7 Ready to complete

Mame w~ Capacty -~ Free «  Type ~ | Thin pro... ~ Access w

datastore1 435TB 157 TB VMFS5 Supported  Single ol

W
1items

Back | Finish |Cancal

LTS 9226 LESU



¥5) New virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files

+ 3 Select storage

R4 4 Deployment options

Seledt deployment oplions

5 Ready to complete Network mappings VM Network VM Corporate Network -
Disk provisioning @® Thin O Thick
Power on automatically

[ Back H Next Finish Cancel |

E)

¢sble 1dogiv,

o exesble lJugi Jeoluuosd gludg, Next.

31 New virtual machine - CX Cloud Agmt 2.0 DEMO

¥ 1 Select creation type Ready to complete
+ 2 Select OVF and VMDK files
+ 3 Select storage

+ 4 Deployment options

5 Roody 1o Complote Product CXCloudAgent_2.0_Build-144

Review your seltings selection before finishing the wizard

VM Name CX Cloud Agmnt 2.0 DEMO

Disks CXCloudAgent_2.0_Build-144-1_signed-sha1-disk1vmdk
Datastore datastore1

Provisioning type Thin

Metwork mappings VM Metwork: WM Corporate Network

Guest OS Name Unknown

f" l E Do not refresh your browser while this VM is being deployed.
-

Back Next Finish || Cancel

2los JJIJpelJ



Fle Edit Yiew Hugtory Bookmarks Ioch Help — 0
& localhest.localdomain - Wiwe X @ NewTab Fd -+
« > C QO A o hitpsy//10.126.77.20/uif# fhost o & =

vmware ESXi

Mariage () Manage with vCenter Server | 5 CreateRegister VM | [Fg Shutdown [ Redoot | C Retresh | £ Acions &%V FREE: T8 “:'_:‘f
Norlior —_— localhost, localdomain USED: 2.4 Ok CAPACITY: 828 Gz
Wersion: &.0.0 Update 3 (Buid 10713132) MEMORY FREE: 232.83 G8
5 Virtual Machines m State: Hormal {eonnected 1o wCenter Server af 10.128 77 54) S 4%
i . 182,07 da USED: 11898 GB CAPACITY. 351 24 GB
6 storce m o .
STORAGE FREE: 357 T8
Q Metworking |3} -
USED: $03:.26 GB CAPACITY: 438 T8
|+ Hardware | [ - contiguration
Manutaciurer Cisco Systems Inc Image profile (Updated) Vidware-ESXi-56.0.0-9313334-
| Custom-Cisca-6.0.3.5 (Cisca)
Wadel UCSC-C220-M53K |
e ;
; Rircant lasks el
Task ~  Target ~  Inifiator w Queued ~ | Started ~ Result s ~ Completed v v
Uplosd disk - CXCloud Agent_20_.. (] CXCloud Agmt 200...  root OMNR022 142219 0312022 142219 | ) Complated succassiully o202 142610 M
Dvarnlcd VRDOConRg Mera VG Intarnal 02/11/2022 14.07:81 031172022 14:07:81 0 Complatind haccsssfilly 03112022 140781
Pevivad On VI @ CHCloug Agmet 200... -] 0311/2022 14.07:48 031172022 14:07:48 0 Completind fuscessfully 03112022 140748
IEsn VA Pl ik st 0311/2022 14.04:47 031172022 14.04.47 0 Compleibd suscessully 021172022 1407 22
Reasahig VM 53 CXCloud AGMt 200 VC batainal 031172022 140501 031172022 140501 0 Failed - The cpavation iz nct al, 021172022 140501
Dowtilead VMHCSARg Medi VE Iatarnal 031172022 140451 0312022 140481 e Compleled succesatilly SR 120451
IJoeld olez
o lze UJlesble slu@) Finish.
o e ldzoly IUbleys IUss we wuuye JJug 9> Console > Open browser console.
Fle Edt Miew Higtory Bookmarks Iook Help - o0 x
« lecalhostlocaldomain - Vidwar X | i New Tab kS +
« = C U B o httpsy/10.126.77.20/ui/#/host/vms o @ & =

| Elccahostocakomals ibval Mochinss
- [ Host
Managa 41 Create IRegister VM | | i Console W FPowerofl 11 Suspend |  Refresh | £ Actions ( " )
Monitor O Virtual machine & Open biowser console ad space ~ | GuestO3s ~ | Hostname ~ | HosICPU ~ Hostme.. -
ik Virtual Machines 5 5 CKCTnud;\qem_z q & Opsn conscle i new winde E2c8 Ubunty unm.ﬁ.l-mr; Unknown 458 MHz 1561G8
" W2 Open console in new tab )
O & cxcloudagent_2.4 068 Ubuntu Linux (54-bit) | Unknown 0 MHz oME
D & CxCloudAgent_2.1 ' Launchremate console 4B GE Ubuntu Linux (54-bit) Unknown 493 MHz 15.81GB
0| & CxCloudagent_24 A Downlaad VMRC Face Ubunty Linux (84-0)  Unknewn 492 MHz 1588 68
0| & cxCloudagent_2.1_Bulld-17_chbin_... @ Mo.. 47.85GB Ubuntu Linux (54-bit)  Unknown 506 MHz 1607 GB
O & cxCloudagent_2 1_Build-1T_chbin___. @ Mo 4B1BCB Ubuntu Linux (§4-bit)  Unknown 457 MHz 16.03 GB
(m] P CXCloudAgent_2 1_Build-13_chbin_... @ Mo 4T27TGB Ubuntu Linux (54-bit)  Unknown 501 MHz 16.06 GB
B & cxCloud Agit 2.0 DEMO @ Mo 19.43GB Ubisnitu Linux (84-bit)  Unknown OMHz oMe =
Quick filters.. v 12items ,
) faconanta E
Task ~ | Targel ~  Initiztor ~ Queued ~ Slarted ~ Result « ~ Completed » v-
Upload disk « CxClowd Agent_20_ .. &QEIMWMZ.TID . oot OXM2022 14:22°18 03112022 142218 0 Completed nooesafully G311/2022 14:25:90 e
Downioea VMXContig Hane VG Insemal 0212022 140781 | 02022 140781 | (D) Completed mccesstutly OT2022 140781
Power On VM ) X Clowd Agmi 20 0. root OINZ022 140748 03NN2022 140748 | () Completed muccessfully BATIZ022 140748
mpon VApp Resouroes. oot 0311202 160447 03111/2032 140447 Q Completed sucoessfully B32022 140748
Reccefig VM £ X Clowd Agmi20 0. VC Intemal OVNR02T 140801 | 0INN022 140801 | ()} Failed - The opsretion iznotal.. | OVEI0Z2 140801
Downioad VMXCanfig Hane VE intemal 03 11/2022 14.04.81 03 11/2022 140481 o Completed puccessfully BIIII0ED 140481

Bog 926 IUcedp

o loedd s edaed 1ohcds,



adosa Web Client vCenter

1 $p vouwesd IUsgad IJs gpsd veenter Ll uwegsle wslole lgcpels ESXi/Hypervisor.

VMware® vSphere
Jpampie @ doman local
Padiwerd

ouwesd Id>gsd

+ Snomouts Home

T,

1@ Wiz ana Templates

3 storage CRU Memory Storage

§ rawering 131 THz free 2.87 TB free 76.44 TB free
I Sontern Ltrares ' -_— -

BB dsoni mventory Lnts 88,4 GHz uaea | 138 Tra teta 148 T8 wsed | 435 T8 rotai 2248 TH usea | 992 TH 100
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& 20 Deploy
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) Tasks -
@ Events
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2. 8s lduodes 1dyssumsd lod)y Hosts and Clusters.

oz ldzols IUbloys wp o8, Action > Deploy OVF Template.

B @ a8 g2 B 10.126.77.51 | acmons-
Summary escurce L Updat
= 2 -
1 o -
I I B -
= L
" -
e 157 43
.
.
.
m | conticuraticn .
RIS Image Profis
Modsl
wtnre HA S2ate
=
0 -
Fanit Tosrance
Marrony
fLegacy)
Wirtuad Flash Besourcw| o
Fo Assign Licwrie Eauit Tosrante
Feesworin
-~ EVE Mods
Fwcard Tasks %
B .
Tenk have v Tage - Samten. 1 v  Gueeed Far ~ Seary Tome
o &  Completed e " d-aTOET e " 8
a v . . e
.
- .

IUlzlele

Deploy OVF Template

Setect an OVF template

Select an OVF template from remate URL or

Enver

oz ldo

o 1uo euslu URL puluings 9 luwes oo Jopsss pJd OVA glu§, Next.
o bedluwel Sl sluwegrue JJsuesd [Js Idpsde sl i ik, -
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T T

.Deploy OVF Template

+ 1Select an OVF template Select a name and folder

3 Select a compute resource

4 Review details Virtual machine name: CXCloudAgent_2.0_Build-144-demo

5 Select storage

6 Ready to complete Select a location for the virtual machine.

v [(5110.126.77.54

£ CommenPool
] Delete

[ Performance
[H Automation
[ Build-Server
[fh DNAC

[h security

[R Tools

VOW W WV VYV VY

IJlgwe sldped>

* 2 P9 Iuwwd ludy Next.



Deploy OVF Template

v 1Select an OVF template Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation

3 Select a compute resource

4 Review details v [ Security

5 Select storage > E 10.126.77.51
6 Ready to complete

Compatibility

v Compatibility checks succeeded.

CANCEL BACK NEXT

SIS £9)> 2IWd

o lze Idodslosd 9lud) Next.



_Deploy OVF Template

+ 1Select an OVF template Review details
« 2 Select a name and folder Verify the template details.
+ 3 Select a compute resource

4 Review details

5 Select storage Publisher DigiCert SHA2 Assured ID Code Signing CA (Trusted certificate)
6 Select networks

Product CXCloudAgent_2.0_Build-144
7 Ready to complete

Version 20

Vendor Cisco Systems, Inc

Description CXCloudAgent_2.0_Build-144

Download size 1.1GB

Size on disk 3.1 GB (thin provisioned)

200.0 GB (thick provisioned)

eolzes IJovsluosd

o e ouwsd oo IUbloys 9lud, Next.



#3) New virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe storage type and datastore
bd 3 Sel ge
R Standard Persistent llemory
5 Deployment options
6 Additional settings Select a datastore for the virtual machine’s configuration files and all of its' virtual disks.

7 Ready to complete

~  Capacty ~ Free ~  Type ~  Thinpro...+~ Access
4.35TB 35778 VMFSS Supported  Single &
W

1items

Back || Next I Finish Cancel

LTSI 926 LESU

. Iud_)NeXt



Deploy OVF Template

+ 1Select an OVF template Select networks
v 2 Select a name and folder Select a destination network for each source network.

v 3 Select a compute resource

+ 4 Review details Source Network ¥ Destination Network

VM Network VM Network

+ 5 Select storage

6 Select networks

7 Ready to complete

IP Allocation Settings
IP allocation: Static - Manual

IP protocol IPvd

CANCEL BACK NEXT

wgasd Iduvodle

1o, Finish



Deploy OVF Template

1 Select an OVF template Ready to complete
2 Select a name and folder Click Finish to start creation.

3 Select a compute resource

5 Select storage Provisioning type Deploy from template

v
v
v
v 4 Review details
v
v

6 Select networks

7 Ready to complete

Narme CXCloudAgent_2.0_Build-144-demo
Template name CXCloudAgent_2.0_Build-144-1_signed-shal
Download size 11GB
Size on disk 3.1GE
Folder Security
Resource 10.126.77.51
Storage mapping
All disks Datastore: datastorel (23); Format: Thin provision
Network mapping
VM Network VM Network

IP allocation settings

IP protocol IPV4

IP allocation Static - Manual

CANCEL BACK FINISH

2lo; JJIlJ

o oup luollds zoljy bloys za8>. 1oy W9 luwpeo Jesue 1UzlJs.

B @ 8 2 & C¥CloudAgent_2.0_Build-144-demo | ¥ ¥ B B | acrons~

Summary

m O Hz

e 21267751 B 327cB

B noer75 Launch Remote Conscie @ [N
B CxCloudAgent_2 O_Buid-144-dema

» @ Toots

(=21

Masmary

Hard disk 1 w0068

Motwork sdapter | VM

Flopgy diive 1
Vo card 48
VMG device Dvice o the virtual maching PCH bus that

Recent Tatks  Alarms L
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@ VirtualBox File Machine Window

Import Appliance... e VM VirtualBox Manager

Export Appliance... : @ @ é:? E
New Cloud VM...
At New Add

Virtual Media Manager... RO B

Host Network Manager... e to wrtualBOX!

The left part of application window contains global
tools and lists all virtual machines and virtual
machine groups on your computer. You can import,
add and create new VMs using corresponding
toolbar buttons. You can popup a tools of currently
selected element using corresponding element
button.

You can press the #7? key to get instant help, or visit
www.virtualbox.org for more information and latest
news.

OracleVM

L 18wg 9lzod puweispe Oracle VM gz5> File > Import Appliance.

o ool Jlgwos)ls pJus OVA.

— = e e e e

Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive or ene of known cloud service
providers to import cloud VM from.

Source: | Local File System

Please choose a file to import the virtual appliance from. VirtualBox currently supperts importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import below.

File: [Users/vkukatla/Downloads/2.0 OVAJCXCloudAgent_2.0_Build-144-1_signed-shal.ova

B

Expert Mode Go Back m Cancel




oS pdud

lu@,-Import

Appliance settings

] =

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the iterms and disable others using the check boxes below.

Wirtual System 1
42 MName CXC
& Product CHCloudAgent_2.0_Build-144
& Vendor Cisco Systems, Inc
& Vendor-URL http:ffwww.cisco.com
& Version 2.0
# Description CXCloudAgent_2.0_Build-144
& Guest OS Type P4 Ubuntu (64-bit)
O cpu 8
| @ ram 16384 MB
i =] Floppy
| & Network Adapter Intel PRO1000 MT Desktop (82540EM)
| ™ Storage Controller (IDE) PlIX4
 Storage Controller (IDE)  PliX4
Warnings:
- No trusted certificate paths
Machine Base Folder: [ /Users/vkukatiafVirtualBox VMs

MAC Address Policy:

Include only NAT network adapter MAC addresses

Additional Options: Import hard drives as VDI

Unverified signature by CISCO SYSTEMS, INC.!

lpwesyls pJud

Restore Defaults Go Back

o 1Jgols IUbloys 1Uds wp uuuye JJwy e lug, Start.

Cancel

TS

R CTHwERLZIN

& a




0] Oracle VM VirtualBox Manager

oot Gt o »

New Settings Start
- oXC a— M General M Preview
"~ © powered Off 0=  Name: CXC
CcXC Operating System: Ubuntu (64-bit)
Powered Off since 3:24 PM
Session unlocked A System

Base Memory: 16384 MB

Processors: 8

Boot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-xJAMD-V, Nested Paging, PAE/NX,
KVM Paravirtualization

M Display

Video Memory: 16 MB
Graphics Controller: VBoxVGA
Remote Desktop Server: Disabled
Recording: Disabled
& Storage

Controller: IDE
Controller: SCSI

Controller: Floppy
Floppy Device 0: Empty
1 Audio

Host Driver: CoreAudio
Controller:  ICH AC97

SCSI Port O: CXCloudAgent_2.0_Build-144-1_signed-shal-diskl.vdi (Normal, 200.00 GB)

wie wUbEsd 9226 wede lJeoly IUIVG,)los
Oracle VM VirtualBox Manager

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the items and disable others using the check boxes below.

Virtual System 1
Name CXC
£ Product CXCloudAgent_2.0_Build-144

Importing virtual disk image 'CXCloudAgent_2.0_Build-144-1_signed-shal-disklvmdk’ ... (2/2)

.. o
\\\// J A few seconds remaining
“L| Guest OS Type Fa Ubuntu (64-bit)
CPU 8
8 RAM 16384 MB
Floppy
" Metwork Adapter Intel PRO/1000 MT Desktop (82540EM)
* Storage Controller (IDE) PliX4
™ Storage Controller (IDE) PliX4
Warnings:
- Mo trusted certificate paths
Machine Base Folder: [Users/vkukatla/VirtualBox YMs
MAC Address Policy: Include only MAT network adapter MAC addresses
Additional Options: + Import hard drives as VDI
Unverified signature by CISCO SYSTEMS, INC.!
Restore Defaults Go Back

Cancel

]

I

I

| | " MAC Address Policy:

J

Ilowesb $ss Iodse

o Yp wodbgsd lJgol; Idblo,s. whboj 9236 IJwzdpe.



Wai: amem meaan bhe A oo b mad lncatamst hala as:dals isnsnisidetialibai: casm fas csase Infacesatlan amad laband maisim

CXC [Running] I

The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current uidlg mode. LS,

d J - A o Y %] Left 38

Bog 9236 IJocero

o loodd s S 1dghads,

adoga Microsoft Hyper-V

1. weas» Import Virtual Machine.



File Action View Help
« | 2[E B[

35 Hyper-V Manager Actions

| R S

i3 WIN-ALPH2ACOVEK™

ew
Import Virtual Machine...
Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...
Inspect Disk...

Stop Service

State

Mo virlual machines were found on this server.

CF

WIN-ALPH2ACIVKT

MNeéw

Import Virtual Machine...

] Hyper-V Settin gs...

Virtual Switch Manager...

'~ Virtual SAN Manager...
4 Edit Disk...

Inspect Disk...

Remave Server
Refresh

) Stop Service
Remove Server

View Refresh

Help View

Help

L4

Snapshots

Details

Mo item selected.

Displays the Import Wizard,

516 Hyper-V Manager

© o ped> IJonisd sease.

. IudJNeXt



L]
File Action View Help

Hyper-V Manager BE“

e 2m
33 Hyper-V Manager Actions
3 WIN-ALPH24 i i
5 WIN-ALPH2ACSVKT Virtual Machines WIN-ALPH2ACOVKT -
Name State CF Mew b
No vitual machines were found on this server. = Import Virtual Machine...
(4] Import Virtual Machine -

ﬁ Locate Folder

Before You Begin Specify the folder containing the virtual machine to import.
L

Browse...
Select Virtual Machine :
Choose Import Type

Summary

Idezd> 1ol luves)lso

o 2 ldgols IUbloys wp o8, Next.
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CXCloudAgent_2.0_Build-144 3/3/2022 9:29:22 PM

<Prevbus|| Next > H Finish || Cancel

oeas ol lWe,)luns

* 2>y Copy thevirtual machine (creste anew unique ID) 1Jgsh slu 9, Next.



Choose Import Type

Before You Begin Choose the type of import to perform:

Locate Folder O Register the virtual machine in-place (use the existing unique ID)
Select Virtual Machine (O Restore the virtual machine (use the existing unique ID)
Choose Import Type (® Copy the virtual machine (create a new unique ID)

<Previous | | MNext> | Focn || Cancel

wse IJlgwos,h

ouode Jopsss Ipeds JpdBle VM. s900s wluvegsle Idpuule 1J1B el oss.

. IudJNeXt



Choose Folders for Virtual Machine Files

You can specify new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders specified in the virtual
machine configuration.

[[] store the virtual machine in a different location

Virtual machine configuration folder:
[C:‘ProgramDataMacsoﬂ\WndowsHyper#\ H Browse... ]

Choose Destination

Snapshot store:

|C:\ProqramData‘f-icrosoft‘-.thows1)-wper-\f ] | Browse... |

Smart Paging folder:
|C:\ProgramDataMicrosoft\Windows Hyper-v [ Browse...

<previous | | Next> | Foen || Cancel

leeosh p2d>

w2 Ideeds 92330 Jogiso Id@rue Idelus JJzols IJIe)luas. ssues wluweisle IJpuwble IUIBe,luass.

A IUaJN@(t



T T cm s smeme mns s e LEp WUPUIL VIILUSE IVIGLTIEIE0,

Choose Folders to Store Virtual Hard Disks

Where do you want to store the imported virtual hard disks for this virtual machine?

:\Users\Public\Documents \Hyper-V\Virtual Hard Disks) || Browse, .,

Choose Storage Folders

eed> Jogiso IIE)lue IJeluws 1JIbe, )l osé

o seuwe pdéue IJeols IUbloys. bl pu zese IJesgdlo slug, Finish,
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Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:

Select Virtual Machine Virtual Machine: CXCloudAgent_2.0_Buid-144
Choose Import Type Import file: C:\Users\vishnu\Downloads\2.0\CXCloudAgent_2.0_Build-144\
Choose Destination Import Type: Copy (generate new ID)
Virtual machine configuration folder: C:\ProgramData'\Microsoft\Windows\Hyper-v\
e Snapshot folder: C:\ProgramDataMicrosoft\Windows\Hyper-V
Summary Smart Paging file store: C:\ProgramData\Microsoft\Windows\Hyper-V
Virtual hard disk destination folder:  C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks),

<] n |

To complete the import and dose this wizard, dick Finish.

<previous | | text- || Fmsh | [ cancel

PN

o o IYopld lUluwes)b vozles sop logile zoly VM 38> gds woulez Hyper-V. 1 og [eshs 1Jzol; [Ublos.

o 2 polsis Idubeds edis Izse IJlsuw) g IJpwsds, Virtua Switch oo 1J8lis e 1JpouusJs.



| CXCloudAgent_2.0_Build-144 v 4 »|Q

£ Hardware A @ Network Adapter
4@ Add Hardware

& BIOS Specify the configuration of the network adapter or remove the network adapter.
Boot from CD
& Memory
16384 MB
n Processor
8 Virtual processors

= i e th'oller 0 The VLAN identifier spedifies the virtual LAN that this virtual machine wil use for all
= Hard Drive network communications through this network adapter.
disk-0.vhdx

= B IDE Controller 1 [ 3]
{* DVD Drive )
None Bandwidth Management
@ SCSI Controller |:| Enable bandwidth management
U Network Adapter

Spedfy how this network adapter utilizes network bandwidth. Both Minimum
_@ (l:\l;:‘comected Bandwidth and Maximum Bandwidth are measured in Megabits per second.
1

None Minimum bandwidth: Ijl Mbps

P com2
None Maximum bandwidth: |:| Mbps

g Diskette Drive o To leave the minimum or maximum unrestricted, spedfy 0 as the value.
None

& Management To remove the network adapter from this virtual machine, dick Remove,
|| Name
CXCloudAgent_2.0_Build-144
L2 Integ'aﬁonSemices o Use a legacy network adapter instead of this network adapter to perform a
All services offered network-based installation of the guest operating system or when integration
@‘_’I Snapshot File Location services are not installed in the guest operating system,
C:\ProgramDataMicrosoft\Win...
ﬁ Smart Paging File Location
C:\ProgramData\Microsoft\Win...
IP Automatic Start Action
Restart if previously running

Jowssd IUIBe,luas

o 2 Connectduse wuvgsd lJzolj IUbloys.



File Action View Help

&= 2m

&3 Hyper-V Manager
53 WIN-ALPH2ACOVKT Virtual Machines

Name Assigned Memr
-] CxCoudAgent_2.0_Build-144 =

Import Virtual Machine...
. Hyper-V Settings...
Virtual Switch Manager...

Snapshot | Virtual SAN Manager...
Move... Edit Disk...

Export... Inspect Disk...
Rename... Stop Service
Délete... Remeve Server
Enable Replication...

Help

<]

Snapshots

o Settings...
CXCloudAgent_2.0_Build-144 Start

Snapshot

Created: 3/11/2022 2:50:41 FPM
Hotes:  None Move...
Export...

Rename..

Delete...
Summary | Memory | Networking | Replcation | 47 Enable Replication...

| <] Helo
Launches the Virtual Machine Connection application.

wie owubgsd IJzol; UVl os
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&l g5 Il



CX Cloud Agent

atfien]ns
Cisco

9236 wpdp Izols IJIB el oS

1. 168, Set Password J]_olé JJpé o9 228526 J cxcadmin g 1o 8, Auto Generate Password JJzo9d £Js JJpd o9, 23826.

Cisco CX Cloud Agent Configuration

Before you can log into Cisco CX Cloud Agent, you must set a new password for
cxcadmin, which is the Cisco CX Cloud Agent username. The password must meet
the following reguirements:
— Contains a minimun of 8 characters
- Includes:

— One uppercase character

— Dne lowercase character

= One number

— One of the following special characters: t @ # § # ™~ & = () _ +
— Is not a dictionary word

Set Password 3 <Auto Generate Password>

oegssu JJps 1Up)9)

« 31 Set Password Jlg, pessl Bhsgd JJpé 1Jp,9, J cxcadmin gidsol. 1o, Set Password slowdd 1Js 1Jgbgs 3.



Set Password

In the Password and Confirm Password fields, enter and confirm a new password for
cxcadnin. When you are finished, select Set Pazsword

(Use the Up Arrcow and Down Arrow keys to navigate between fields.
Press the Tab key to select Set Password.)

Username : cxcadmin

Password: |
Conf irn Password: e

£Set Passwords

Jdpd IJpr9y IJers26

ig 131 Auto Generate Password ¢ e weassol Blougwg JJpes 1de)s) Idos wp loublyel 980 wogiswel JJluwegsle Idpuwodewds. o) S

futogenerated Password

Password : SOUMEXDIXXIGK

Hake sure to store this password in a safe place. This password is required to log
into Cisco CX Cloud fAgent.

fifter you have stored the password in a safe place, select Save Password. To return
to the previous screen, select Cancel.

Ciave Passwordd £ Cancel »

JJpé 1,8, Idpouuls oJélssl

o lud, Save Password Jluwogslpo JJpuol> 96.

Password Strength

The strength of the new password is Medium.

To save the passuword, select Save Password. To configure a different password,
select Cancel to return to the Set Password screen.

{Save Password> < Cancel >

SN RIS

+  I¢J IP Address Subnet Mask Gateway 9DNS Server gl §, Continue.



Network Configuration

Please enter an IPv4 address and corresponding network configuration
for the appliance.

(Use UpsDoun keys to navigate to next field. Press Tab to jump to
Continue buttonm)

IP Address: r—————— 1
Subnet Mask: |
Gateuay: |
DNS Servers: ——— 00 1
sMaximum 3 IPs with comma separator.

£Cont inue>

odysu lduveds

o Gp woldss IUbglJle slud, Yes,Continue.

Conf irmation
fAire these entries correct?

IP Address: 192.166.0.100
Subnet Mask: 255.255.255.0

Gateway: 192.168.0.1
DNS: 192.168.0.64
<Yes, Continue> < No, Go Back >

oldss

o Josssu odluosd Isdsd: 1o, Yes Set Up Proxy Ig 1o, No, Continue to Configuration J|Jeld IJedsse sloedd [Js 1Jglbgs |
Proxy Set Up Confirmation

Do you want to add proxy details?

< Yes, Set Up Froxy b3 <No, Continue to Configuration>

lesh 1desdsd

. i>aJ Proxy Address gPort Number gUsername gPassword.



odysu Idsdsd

e lyg,.Begin Configuration 9> suveé)d IJodssy €36 538ksd JJIJwpld.

IJodsso 86> 1w §se

e luuwg Pairing Code lJwzlw6 9ld)z9e 1Js CX Jpwlugs IUlesls.




Cisco CX Cloud fgent Setup

The network confliguration has been successfully cospleted,

The pairing code iz

Flease go to CX Cload and enter thizs pairing code.
The Code will be walid for 5 nimtes.

Time left in secomds. ..

_E‘E_]

e IIsesly

10. 3l lpwew odless yej IJLxglz: lu @) Register to CX Cloud JJzue9d eJs 1d)e) 06 ié)s.

Fairing Code Expired

The wetwork conf iguration bas been successfully cospleted.

IF

Subnet Hazk
Ga Lewayy

DS Server

To regenerate the pairing code FRESS key <Register to CX Clowd>

(Reqister to CX Cloud)

lowoee Lodlzss IU)es

11. 1o, OK.

| Registration Successful

CX Cloud Agent setup is complete. Please go to CX Cloud to start using the
valuable data provided by CX Cloud fAgent.

op ldowwesd cuele



12, &5 1S Suwe ©900.5) 995 Lwzlos CX s Guelos CX 9lde IJgbsle 1es,26.

OE @ed dlasile s 15381 ol CLI (siged oak 1isle)

ol spdo Jdpumetspsu lousle 55 1oslz wluvegsle sble slzos yulo, 1Jlsle, (CLI).

Jlogile 5p5 asle po edIJ luwegsle CLI (9lz06 yulo, 1Jisle,):

1 8p vouwesd 1Usgsd IJs gosd IUuwelod gu) SSH Llgwesle wslule lgwels 1Jpuwegse cxcadmin.

2. 1ouus Hes Bl wluwegsle 1Jie, cxcli configurePairingCode.

pent:-% cxcli agent generatefairingCode

louile Hp5 18elo slzos wlb, 1Uisle, (CLI)

3. lugw Pairing Code lU wzlos 9l)zog 1Js CX Jeologs Ilesh. Jpsss po Idpedsele: Lze IUs 1desoosd wesed IUgedle eds 1dloc

<l g5 ad ) @Ot 1ot 1 dasd (DNA) a0 Cisco Jigs @iz se Sysog 1ds sdud asg s CX

\de&d«,ﬂ«ﬂ U\U.u\u-u‘js

ool luesble pyds vuss Iduveds 1,888 (DNA) oo Cisco pu 1.2.8 |Js 1.3.3.9 9p0 2.1.2.0 |Js 2.2.3.5.



g0 Jg i g1 g e 1d4¢ sd I 1doBle (Syslog)

Jodssy lehs wozse Sysoglds 9dsd uveds CX O pydj wuss IJuveds 1)3pss pu Cisco Llgueesle 9lzes Idpuvegsp: §p wouds:

1 8p vouvgsd Cisco DNA Center (o9 wuss IUgvods 1U,9086 pu Cisco).

2. 1uedd |Js Design > Network Settings > Network.

o oldouwesd JIJ p9 e iu-ag eusly IP Jss CX Cloud Agent (9dsdJ CX Cloud) olgwulyo ¢lbp Syslog.

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
Metwork Hierarchy Network Settings mage Repository Network Profiles Auth Template
=Q, Network Device Cradentials IP Address Pools SP Profiles Wireless

& Global
Setup network properties like AAA, NTP, Syslog, Trap and NetFlow using the " Add Servers” link. Once devices
& Bangalore are discovered, DNA Center will deploy using these settings.

i BGL16
SYSLOG Server

| Cisco DNA Center as syslog server

SYSLOG

172.23.183.190

¢lbpe Syslog

% adiz e

- wped wdssuol sep wdosu zese IUlzoss 1Ueyoubs w3Jd IJpsde Jbuwld sydog wldpuuess [Jzyz J CX Clouc
-Sew 1o odyu Idlzess pdeuus weade ol Jopdsu lehs wozsoe syslog pu Idzols IJs 9dsd yvods CX.
- g0 OpdSY sl Ebp syslog sop wessu gese IJlzejs Idpyoubs U3dY Idesde odllissl eds ldpuvess Il

Sadsy Jg e syslog Edes aus s Idagdsple

Jeed puwess pedsple sysog eyssl G wooudss Idgbsle IJoldss:



1 lyedd |Js Tools > Telemetry.



Discovery
Iny@ntory
Topology
Image Repository
Command Runner
License Manager

Template Editar

Telametry

Data and Reports




Calexla:

Bangatone

Addrass Typae Family Version Profila

Ulzlele

IJialey

Suwopy Epsd uvodsé CX JJgpsd I.,Jiplo IJubled. sop ouvds) Idleuold wsu CX Cloud 9 CX Cloud Agent. S8 w9w9d9d Secure Socket

1dlaley alags

VUi U296 OVA Jgpsd uwelus CX B Linds gle VMware p9peus. wop puvhds OVA Luidd Tew pu ¢JIJ prd5 wusisd wlee Cisco. se

$023d 1dagucsg sa

Spdu Jeuwogdps uvelos CX V@b IUzuo9d eds 1dpuolb 36 91Jsuosd 1Js slzole woprs wbosdle sdsd Iduvelos.

alcy 1z ol

0> Iouin: sop lugble zuvle pussgse oxcadmin. sop leob IJpuvegrpso eds wesso Idps pas) Icule Idedsse isds. sop loved

Spdd puueise oxcadmin g ,o9Jl p sl Lld 1Jlpeslile. cowes IJpd 9, cxcadmin suslws [Jlsly 9w e zuos0l B lozlo sles e8|

aley ot

@pdo |-J.9u0_9xJ IJs E_IDgSJ U“CIV‘S CX VM ‘-.’IU“C‘E.)IP SSH ;__;|uuoé_)|p 'ouu_9E_|Q |,J,ouuoé_)p cxcadmin. |JPQ|$5 1Jsly»0 pgsgo w- 22 (ssh). 95°

\daua\dés



el 86 1Jpuwowsd IJs Jddps 1Jp)9s: seodb [Jzoly wpuvegse lgs - "CXCADMIN" IJss spdu lJpuuogse pu ldpuolr 86 sldloold «

o Jlplele Idgs,s6 sle lJlpeshlo gds 1Jzoly wluweésle ssh

SpJo Jpuwegse oxcadmin |oile puwegse CXCroot: lguweésle 1316 o ulgsé wuwes RemoteAccount. g o odo U516 JJps 0,9, pUs

A STS)

Sowg 2ol gpsd lduwelos CX pelssy wd9ss CIS.

faloy WOl

Jl 5890 zol; CX Cloud Agent (sJsJ CX Cloud) wog sy s pedsple svguossé JIEpsJ.

S99 wbusd vslulo lgwels 1Jzol; (IUss sepd Isles pu ldezile) vodisu vslule lgwels ¢l Cisco DNA Center (0,95 woss IUgvods |

uald et

02w 2ied Idouwesd eds yvolss [Jzol; X.509 1Jw,36 [Jplbdsws sldpedlese Jluuble louold Tew o 10T Core. |uuegsle o3l 1dgled S5u

W die sldaldes

Jlezess IUuwedle eds bs guvdd po lgndld Idpedsple IUpumluws. ododb guedle IJesdsd zese lplele IJpumluws JJielo IJos o

adgom 1ielc


https://swims.cisco.com/abraxas/decrypt
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html

ag il \die\o

Idspaci

JJps py9, bls cppsd IJoposs

Sop eSS JJpd p9) blé weesd IJoposs (Bootloader) (s o8 1Jpuveésp 1UB,08) wluwe

9029 ldpuveise

w290999d IJuBd IJlew (SSH):




© sobdo ldsuesd [s 1Jzols wluvesle puvetse cxcadmin wslole lewels o loubld

o sobdo lJsuosd [Js Idzols wluwesle puvegse Cxeroot VY ouuvds) wslule [Jlge

+ cxcadmin: o3l guwle puweese lBe,luos wp logulde. spdo Jdpuvegse cudss I9lp,
ewvlole lJppworpso

*oxcroot: sedo J excadmin Josle 03l ldpuwegse wluvegsle 1116 1Jpuules6 "remoteAc

o JJps 19, peile Bes loglo sl wluwegsle SHA-256, Jel sop wgjsuel wuvdd Tew
wwsluws JJpsd p,9, cxcadmin

IJe> IJisos Splusd (8) 23998 sldes wewss eds adles py o030 IJsle: 1Uz 98 1.

o JJpé 09, cxcroot IJ e id,é o RSA/ECB/PKCSIv]. 5.

| wo JJeo cxcroot . . . . .
slusd Jes ) ¢ Sew B ounds) eubs Ideg) Idos we lugulel B wslws SWIM.

© $I90 puw e X0t 99pd 1Jps) Lolzs Jpas $9esu J2o I8Los ssedu lehs

uu.5|uuo GJJPO F-31) uuuZ_nSJ It.J)ZStJ |Js ssh

Iz IJbos &pluss (8) 2,98 s wewss eds wdles pu o3 IJBisle: 1z,908 1.




o wsHS ouwesd 1Usgsd 1UBlLJs 75 1Js wlpsu IJprwe Jpsd 30 5856, Guwos

IJpolss B ldeolds 191,36 — 514(Syslog) 922 (ssh)

Jp sep ctiso ls pedoele ¢luos LIdgpsd.

lolo IJuslole Jloges wslule pgus eds IJgols.

Sop oS wslulo lecpel ¢lbe Cisco DNA Center (o)) wussd lJuvwds 1U)§ess pu Cisc

icuis s Idacd b

CX Cloud Agent (s¢sJd CX Cloud)

328

o - oluwedsle 1Jgsh Mlgbs vouse” od Spdu Jdpuvwése uuiy Cloud Agent IUgsss wluwagsle guglo IPgass®

e-uee

o - el os wogvsdle Ideddd 1Uposd)s Jdoowses

z - OVA sVHD

o - el 05 Idosss IJos spdo uuiy Idusolee IUdloed JJoeose Bsol®

z-OVA

VMWare ESXi IJ]_osl) 5.5 19 [uosl, Tese



Oracle Virtual Box 5.2.30 Iy |osl, lese

e vloo lve,lusas (VHD)

wulpez Windows Hypervisor 2012 |Js 2016

ww - od wlpdly CX Cloud Agent [doild gogly IP WS wsisé DHCPS

2 - UEp 93JY Vs 2lJs 929> wsisé DHCP: swp lJlowplp wvogsso guslo IPicole odosu IP.9pe 3JY Blu wegss) euslu IPIJpcsde J- ¢

v - od $age CX Cloud Agent wdgsu |Pv4 91 PV6S

z-Jlsopsgp IPVAOSb.

- joole odysu 1P od swp IJoz 8l pu uozd susly IPE

2 - OEpc SO IJozdl pu LoTs LoslES Euslu IPsoessy ewslu IPIUpd),.

o - ol 09 1Us B IJedrsws Idpuweérd Jouiy OVA 9odssy IPS

2 -S> wuiny OVA eJds Lugs Idubeds po lod uumg IJuslole. suwvedrd wdsso IP o 8 1Us 10 58lsd wdrsel 909 IUsde 1Uss so

o - od 0uld ls 3895 pogd§s Lls wse pu IUlzos6S

I-szw o sds 1Jzols 1Upuosad 1Jss sep wuiny OVA gdso uldpolbdule 1Jpdses Jzie oo lesls wolusé CX. sep leoul, wyulez CX Clou

o - od spduol lugile 55 1JIEeslo Bs s 93w

e-Jlspdo lognle ) IUIGe,lo GEb |3l Je sJyu Cloud Agent puuaJlf

o - el 0 pobbdule IJoubld 1de,s wso sple Idepde s 1duveds 1,886 (DNAC) (Ul suod 1Js 10 pzesele 19 20 pzp9e6 £y o3



a-Jl se> 1doblé 1Je)ms 8ol guspl sY9u 1Jgpsd 9 DNAC B uduw ivodd LANWAN B wsisé [Jgpsd. 1Ues Idbus po g)02 1Jok

Idluadl ol sldagar szl

o - plos Uio_glg_ IJpgods oo ldluosble 1Jes)zé Josdss CX Cloud AgentS

- 1Ups,02s o0l preses Iluosble IJuolsss po gpsd uwelus CX IJpzs:

o AX0(zse $I90 X 09 l2e [uosl, Jpsss IJluelz Iyssuvss: pold: 1.3.0)

o AXY (28 SESw) AX0 ends |U5lpss 50358288 JSwp wadoli 9 X 09 Teaes 1ol JJpsi6 Isssumss JJluwlz: 9 Y o lese 25p6

o Axy-Z(ese AxX01Jjles 90,886 wilsr86 1o sI9u wale: X 09 Tzae [uoslh, JJpsié Iyssuuss Jloolza s Y o9 lese wuozse vl

cSYe oA 09 luosh bosd IJpss suwuiy gu) 3-5 wusle pu lJgp).

Q-lso spdu Uees) eds izae 1uosl po 99sd wuelos CX 1dss wp luoshe 9958 Spdu 886 99 uwglus CX 1Jp9z9>S

I-loedd |Js Admin Settings > Data Sources. lu g, 9.8 View Update lJogJsple Ipuie,Jds gds IJusluvs soodssol.

<l ge 0 Idapala@ sldsélisd

- el 09 ldpuwedse IVl s Jobosd CX Cloud AgentS

¢ - txcadmin

w - ISV sup wessu JJps Ieg) Jdpuwegse IJIBe,luost

2 - Sup wEssu JJes 1de,9) lovle odsso IJubwds.


https://csone.my.salesforce.com/apex/XRightPaneSearch?autoSearch=690356119

o - oJ euld s sl pole Jlghs wesso Jdps Ips, we> Day-0%

2 - Jl$99, Iodsd el pel Jlghs wessu Idps IJeus 0090 spdud lpwepsle lp, wble IJogvgsd (linux) Jlghs wesso IJes Ip

w - ol os pusluwle Jdpes 1Upeys) Jodysy CX Cloud Agents

2 - wsluwle JJeé 1Uey9) os:

c oessu e UIBuos Juadizss (bed) JJps 1) eds 90 sopl

© ogssu e IUbos Juedless (sd) Ides IJeas) eds 8lsle

o 1des IIBuos Jbad IJpé 1,9, 09 127 2,8l

¢ Szw w9, 2lJs edsl 9lzs eds IUISd 921Js 15 sless.

¢ Stw o czoss eds S Elus sl eds UGB (eds uvwsd Ipld: 18748 ()_+~-=\{}[]:'<>S /).

© ES) puupST wodo Iiz)

iz, 8 wo IUgluos (s uvwsd Idpeld. £ 19 VA V7. T V¥ g V& 1o —a. Ig Vi)

IJpowldle

© sev Il odsu IJps 1dpasy o 18 10 Idple @9, wp luweesleol pde)l.

o Sew il szoss eds cews) gbs:ls.

o 1Jl cposs eds odo IUIJple 9 puivedleol: Cisco g Sanjose g Sanfran

o - el o JsBs6 wessu JJpd )9, Grub®



I-Jogsso IJpd p)9) GRUB. §p wlz)le IJgbsle IJeldss:

L oyvgsd sshdexeroot 9o@ssp 1se) Ipess [wsluod pe i3 1Use e JJzuesd eds e exeroot Idpes ]

2. 3p oS sudo su 9o dsse I)e) Ipess oduwo

3. 8p woudss IJie, grub-mkpasswd-pbkdf2 9o g sso JJpd p)9) GRUB. uoope bulgs wziss IJes 1pas) IJos e w@sspol suuwe

4. vi to the file /etc/grub.d/00_header. oo dd [Js wolsé IJpdwd sluwewsd pgzle IJogiss IJos sowgol IUpz s password_pbkdf2 root ?

5. §p wedb 1pJu lgweesle 1Jle,: wa!

6. 8p woudss IJie, update-grub

Q- pl os Be,y6 luwole Lodlzsd JJpd 1Up)9, J cxcadmin®

2 - couwos wodless IJps 1Je9, B Euosu 90 spl.

o - od 889p IJuble wogbsd ldeuvle wes ISsle wes £ pu peladle wuvesd 1dEad Idpocldss s, IJulezss

- UEp Sup websd lJeuvle wg> 5 pzladle pocldss gs) wlegesd. 26 9OJ IUzuwle os 30 5 8596.

I- couds 0o lJglogle.

L 8p voybtsd shyoywesd IUgad Jpuweise cxcadmin

2. udss 1Jie, removeAccount cleanup -f



3. wuWdss IJie, remoteAccount create

v - 0d 8380 pLos 1Jsdsd IJl po luwp IUpLosed 9gwsly 1PS

I-0gp 9JJ0 Jlgwogsle luve IJpLosB: szw eJs [Jpuwegse wads) IPDNSIcule wdsy 1JuiwJs.

s sd 1doad 1leo (SSH)

o - pl os IJogvds)le IJos $rgpol 90999 sshshell®

2 - chacha20-poly1305@openssh.com. 9aes256-gcm@openssh.com: 9aes128-gcm@openssh.com « 9aes256-ctr. 9aes192-ctr. 9aes128-ctr

o - pl o JsBs6 wuwrsd [Usged 1Us 9226 IUogde®

2 -loce 1Jgbsle 1Jeldss Jouwzsd 1Usg9J:

1. gwed 105g9d Jpwegse cxcadmin.

2. 8p w98, JJpd py9) cxcadmin.

o - 0d s wumsd 1sgsd I st

- 0o Sop wuwesd odo Iguluo) Jgie pu varllogdaudit/audit.log.

o - ol 09 980 Eesd IJeduws®

j- wedd podé gduwd SSH Il Uiy 9dsd Iduwelws Eledl Jpsé gouw (5) > 8liss.



Iacidd glJg dale

o - el os IJpulds IJos obd pde9es wuvdd 1We,luos eds CX Cloud Agents

i - oo9d; 030 lJpuluds:

« Outbound port: spJdu o souad gesd uvelwé CX IUss wp wuine wldb,Wd IJgJds pu Cisto Jel 09 ps oz Bes 1Jz29d £Js puds |



Idiasedcisd 5209 $IJ0EUE 1 gmb sl ! [P

cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com
api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.emea.cisco.cloud agent.apjc.cisco.cloud
ng.acs.agent.us.csco.cloud ng.acs.agent.emea.cisco.cloud ng.acs.agent.apjc.csco.cloud

% adigs: LUl ol8s [Js 1 eeldle 1dpsszs: 0s Bslp £pdle EMEA Ig APIC Llghé ouse gosd Iduvelus: szo Iduwele wlJ,

Je wgd ould glzé JJpeeld agent.us.csco.cloud wgs lghs IJoewse IJulzes.
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