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Router(config)# line vty 0 4
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Create Easy VPN Sewer\[ Edit Easy VPN Server \|

igco CP can guide you through Easy VPR Server configuration tasks.

Use Case Scenario

Configure Easy VPN Server

#D . Internet

Chlent 1 i LT
-
Cj=— Pl -
Client 2 e

WIPR eanar
Ize this option to configure this router as an Easy YFPM Server. To

complete the configuration, you must know the different group policies to
which the clients can connect and their attributes.
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Easy WPH Serven Wizand

Welcome 1o the Easy YPH Serrer wizard

Thizs wizard vwill grice yau dnoagh corfgurirg of ar Easy VPl Serve onthis oule - An Easy
VPR Sarvat sllows a temiola aqd usar to uzae IP Sacuriy {IPSeci whan cammanicating wilh
g Cisro 108 Yitual Privata Matworks WPR) gatewea. Cendrzlly managad IPSec poicies are
oshd” o Uie clienU by Bre sereer, rninim ing coriiguralion by e ernd wser.

This wizard will grice vy in perforeing thz ollewing tasks tosoeeessfully anfigrre ar
EasyYFH Ser2 onthls -ouie

Tontganndg yvirtual -emp ate interace ard aunhentications.

T Configanng IKE palicies.

*Configining a1 IFSac rsnsfarm set.

*Configaing a grcud polics [2okup methad.

Tounnganing user daler lizelion,

* Configanng cxddemal RADILS sorer d2tails.

* Cnnfig iing g-nua anlicies an the nezl e

SZonfgding clso tinne ng contral protacal (e TOR) aptlanally,
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Easy WPH Serven Wizard - 10% Complete

Imtertace and Auwhentication

[terfscz

Avirtaal torrplate intaface will be zraatec as padt ofthis Eagy PR Sorscr zonfiguration.
A Cizoo [0S featare tha: should be applied Lefore encryption 1o the traffic gcing into
the vFHtunnel can be contdured an 1h S Intertace,

P Adcress o7 Vitua Tunnel merface

# _naurihered to Kewe Lecophse < Ineface

1= addrezs 11204010 |

Subned Mask, 235,265 755.0 or (24 @

O Lrrarthered Ly |

Alfkeafirstinn

Selecttre method used Tor authentlzating ¥FMN cliznts ccniecting 1o °hls Easy
W Derer,

= Pre-shered Keys 7 Digilal Crrincal2s T Bt
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Easy WPH Serven Wizard - 20% Complete

IEE Propoeale

IKE praposals specivthe eqacreplior zlgorilhn, avtkendicafion algaritam and key 2xchange
rrethod hatls used by tls rcuter when neqotlatng a WP cornection with the remote
device.

Clickthe &d4  autton -0 add miore policies aad the Fdilt - botten tn eeitaa asistiag pelizy

Flority| Encrption Hash C-HGaua AUthentlcationy Tvpe
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Help |
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IKE Propoeale
IKE proposals spezivthe eqacreptior zlgorilhn, avtkendicafion algaritam and key 2xchange
rrethod hatls u=ed by tals rcuter when neqotlating a WP cornection with the remote
device.
Clickthe &d4  autton -0 add miore policies aad the Fdit - botten tn eritaa asistiag pelizy
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Easy WPH Server Wizard - 35% Complete

Traneform Sad
Atansfanr set spezifesthe encryption and aulhzntication alyortrmes Leed o protect the

cata Inhz YFM Iuanel.

CHCk e B0d... butcnto acd a nesw transtcrm setand 1h2 =di.. Euton o ecitthe sp2cited
transfom: et

Sclect “ransform 22t

Cisco CM Cetault “ransform Set -

Details ofthe speciied transform s=t

M ame E=F Encrypiion| ES= Irtegrity A Irtagrity

ESF_3DES ESP_SHE HMAC

-

qu.qu-:| flexd = | Cancal

Add Transform Set

Mame:

[w Data integrity with encryption (ESP)

[ntedrity Algorithm: =pones=

Encryption Algaorithm: | =MNone= W

Show Advanced ==

Ik Cancel Help |

Hdloo

dcgazze i3] izl Jlio 130 LS clasiwl dSgane Jio2 ypaisi OP (as; dcsene Jiox waiil .9
sily dyiol VI Jyoill

Jl



Easy WPH Server Wizard - 35% Complete

Traneform Sad
Atansfanr set spezifesthe encryption and aulhzntication alyortrmes Leed o protect the

cata Inhz YFM Iuanel.

CHCk e B0d... butcnto acd a nesw transtcrm setand 1h2 =di.. Euton o ecitthe sp2cited
transfom: et

Sclect “ransform 22t

|C:isc|:| M Ceault “ransfcrm Set -

Details ofthe speciied transform s=t

M ame E=F Encrypiion| ES= Irtegrity A Irtagrity

ESF 2DES ESP SHE HMAC
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Easy YPH Serven Wizard - 50% Complete

Group Autharization and Group Policy Lookup

to suthenticate wPM ¢ iants.

|I'-1|:th|:u:i L oofor Group Foicy Loolup

i* Lozal

i RADIUC

" RADIUE znd Luval

SUmmEry

= Bark

[l exd =

ArISEAKMP cient conficur-atior grovp {or VPR groupl iz a graup cf ¥PR clients that share the
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policy that defines tae cervesg Lead 1or configuring group pal c es.
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Easy YPH Serven Wizard - 65% Complete

User awmhentlcation (XAmhy

Leer Athenficalicn GRAWHY provives sddiliundl s2euriby by gulhielealog e wser of 4 device
cftzrthe dovize has uadergone BE authentizatian, User coodentials Xo0th can b2 configuroc
Inrally crthis tnostet, nnan &dermal sereee arnn anth

| ¥ Chable User Suthe-ticatior |

Selzcthe serers hatwlll be usec TJF conmyanng user credertlals, oF select an exisirg
BAL Falicythar defines the sewzrs used for canfigur ng user credentials.

+ oca Orly

™ RADILZ
" RADILS and Lacal ony

Snmmary

Add Jser Crodentials

Local databss2 wdll he used Toruser adthertizztan.
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Easy YPH Server Wizard - 80% Complete

Group Auvthorizéatlon and User Group Policles

[he E3sy V™ Serer allows w10 g-oup e oe userswho are usig CiscoVHM clients cr
cther Eazy FH Szmotz Cl et products. Tae group attributes will be dovwnlozded h-ougl- the
cliants or davice that is part of 3 Qiver crovp The same Jroug nare should be cofigurad on
the teminie clien ar device tn ensora thal zpamprate crnop atibndes are dvwnlnzied

Click Fre Add bocloer o ded rocre groops e Ecil, balon b edil an exisline groep, o lhe
Clane... butcnto erocte a nowy croup fram an cxisting groug.

Sclce; Group Mamz Faal D= LU = Dmain Harme

| Conficurs die Timer

Configura 3 imeoul walue afar which YPH tunnals from idla clierts shoald ba
cleared.

Id & Timer: |:| |:| |:| HH:Mh: S5

qEI;nrk| filexd = | Cancal Help |
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#dd Group Policy (%]

General | DNSMINS | Split Tunneling | Client Settings | ¥Auth Options | Client Update |

Matme of This Group: cisco

Fre-shared Keys

Specify the key that will be used to authenticate the clients associated with this group.

Current kKey =Mone=
Enter newy pre-shared key: S
Reenter new pre-shared key: S

[w Poal Information

Specifi a local pool cantaining a rande of addresses that will be used to allocate an
internal IP address to a client.

¢ Create a new pool "

Starting IP addregs: | 192.168.1.1 |

Ending IP address: |[192.168.1.254

Enter the subnet mask that should be sentto the client alang with the |P address.

Subnet Mask: | (Optional)

Maximurm Connections Allowed:

] D Cancel | Help
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Easy YPH Server Wizard - 80% Complete

Group Auvthorizatlon and User Group Pollcles

[he E3sy V™ Serer allows yay 10 g-oup e oe userswho are usig CiscoyHM clients cr

cther Eazy FH Szmotz Cl et products, Tae group attributes will be dovwnlozded hougl- the
cliants or davice that is part of 3 giver crovp The same Jroug nare should be covfigurad on
the teminie clien nr device tn ensora thal zpamprate crnop atibndes are dvwnlnzied
Click Fre Add. boloer o ded rocre groups e Ecil, balon b edil an exisline groep, o lhe
Clane... butcnto erocte a nowy croup fram an cxisting groug.

Sclce; Group Mamz Faal D= LU = Dmain Harme
[
< 1l 2
adc.. | Ecit.. | Llone... | Lelete
Iw* Configarz die Timer
Configura a imeoul walue afar which YPH tunnals from idla clierts shoald ba
cleared.
Id & Timer: HH:fihit S5
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Eazy YPH Serven Wizard - 85% Complete

Cisvu Tunmediny ol ol Prulmu ke TCP)

Leing TGP

[ Crahec™CP

The cTCF dllovwes Ed=y PR ocligeils Lo fur cicn ranspa ey willioul ereadifying Grewvesll
rdles foumust craale e CF onthe serecrin arderto accept ccnnectior s from rerote clicnts

Saecity the part nJdmders onwhlichthe Easy PN Serve” needs wllsten Tar cTCP reqaest
frori clients Y ou can add a mazirmur ol 10 pod numkess.

10007
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Easy YPH Server Wizard - 90% Complete

Summary of the Configuration

Click =irnish o deliv2r Uee cosfigurgliven o b2 roaeer,

Tunnel Interrace Detal s
Irterfacc: Vitual Templated
Tire Tunnel
Mozle: [FSec- Py
IP Add-ecs: Lnaumbered to LeophsckC

[

I<E Falicics:

Hazh CkF Group Adtbentication  Znoypticn

SH&_ 1 yriup? FRE_S-H4RE  3DES

I ranstonm set
Mame: CoM-ZDC5-3l 1A,
FS=2Facreptinn FRP_3NFS
ES= Inleycily. ES=_SHA_HMAL
Mode: TURHKEL

Tremianm F=l s | sl vinem Rl -1 1 G-

[~ TestwP~ connectiviby ater comfiguring.

qEI;nrk| FinigﬁJ Cancal
—

bha> 999 ,adl diSay .azgall I (oSil pubisi) pubiss G99 siil azgall J] (STl pyluss 6380 9 .17
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Help |

Deliver Configuration to Router

Deliver delta commands to the router's running config.

Previewy commands that will be delivered to the router's running configuration.

aaa authentication login cizcocp_vpn_xauth_ml_1 local
aaa authorization netvwork cizcocp_wpn_group_mi_1 local
ip local pool SOM_POOL_1 19216311 1921651 254

crypto ipsec transform-set ESP-3DEZ-SHA esp-sha-hmac esp-Jdes B
mode tunnel

et

crypto izakmp profile cizcocp-ike-profile-1

izakmp authorization list cizcocp_vpn_group_mil_1
client authentication list cizcocp_vpn_xauth_ml_1
match identity group cisco

~liard ~anficn watinmn addrass rasome]

53

|£

The differences between the running configuration and the startup configuration are lost whenever
the router is turned off.

[ Save running config. to router's startup config.

Thiz operation can take several minutes.

Deliver DJ Cancel

Help
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Commands Delivery Status

Command Delivery Status:

Preparing commands for delivery ...
Submitting 47 commands, please wait...
Configuration delivered to router.

Ok [: |
OK

2355 5,25 5Ll d92 00l pal3l Ly, biSay . JoL newly created easy VPN JI cul, gilaiwy el .19

Cisco azgo _le Jeuwll VPN o315 (055 JlaisT I 13D (5381 - Jgw VPN
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Llew Eulk welivaliorg

S Aulrizadion

hl=rr & Ir bl o

Wlade CunfigursL .
CisocCF 2rof 2 itual Torrp alc” . CiZoCop YEh o on SEZPOHD

SE=P KD

Tos1WER Scract




(CLI) ,oloVl o dg>lg eSs

g0l 9SG

Rout er #show run
...Building configuration

Current configuration : 2069 bytes

version 12.4 service tinestanps debug dateti ne nsec !
service tinmestanps | og datetime nsec no service
passwor d- encrypti on host name Router boot-start-marker
boot - end- mar ker no | oggi ng buffered enabl e password

Ci SCO !---AAA enabled using aaa newmodel command. Also
AAA Authentication and Authorization are enabled---! aaa
new-model

!

!

aaa authentication login ciscocp_vpn_xauth ml_1 local

aaa authorization network ciscocp_vpn group ml_1 local
!

|
aaa session-id comon
ip cef

1

|

|

|

i p donai n nanme ci sco.com
|

mul tilink bundl e-nane authenticated
!
|

Configuration for IKE policies. !--- Enables the ---!

IKE policy configuration (config-isakmp) !--- command
mode, where you can specify the parameters that !--- are

used during an IKE negotiation. Encryption and Policy
details are hidden as the default values are chosen.
crypto isakmp policy 1
encr 3des
authentication pre-share
group 2
crypto isaknp keepalive 10
|
crypto isaknmp client configuration group cisco
key ciscol23
pool SDM POOL_1
crypto i saknp profile ciscocp-ike-profile-1
match identity group cisco
client authentication list ciscocp_vpn_xauth_m _1
i saknp aut horization |list ciscocp_vpn_group_m _1
client configuration address respond
virtual -tenplate 1
|
|

Configuration for IPsec policies. !--- Enables the ---!
crypto transform configuration mode, !--- where you can
specify the transform sets that are used !--- during an

IPsec negotiation. crypto ipsec transform-set ESP-3DES-
SHA esp-3des esp-sha-hmac

!

crypto ipsec profile Ci scoCP_Profilel

set security-association idle-time 86400




set transform set ESP-3DES- SHA
set isaknmp-profile ciscocp-ike-profile-1

RSA certificate generated after you enable the !--- --- !
.ip http secure-server command

crypto pki trustpoint TP-self-signed-1742995674
enrol | ment sel fsigned
subj ect - nanme cn=I OS- Sel f - Si gned- Certificate-1742995674
revocation-check none
rsakeypair TP-sel f-signed-1742995674

Create a user account named ciscol23 with all ---!
.privileges

username ciscol23 privilege 15 password 0 ciscol23

archive
| og config
hi dekeys

Interface configurations are done as shown below--- —--- !
! interface LoopbackO ip address 10.10.10.10
255.255.255.0 ! interface FastEthernet0/0 ip address

10. 77.241. 111 255. 255. 255. 192 dupl ex auto speed auto !
interface Virtual - Tenpl atel type tunnel ip unnunbered
LoopbackO tunnel node ipsec ipv4 tunnel protection ipsec
profile CiscoCP_Profilel ! /--- VPN pool named
SDM_POOL_1 has been defined in the below command---! ip
local pool SDM_POOL_1 192.168.1.1 192.168.1.254

This is where the commands to enable HTTP and HTTPS ---!
are configured. ip http server ip http authentication

local ip http secure-server ! I I I control-plane ! line
con O line aux 0 !--- Telnet enabled with password as

cisco. line vty 0 4 password cisco transport input al
schedul er all ocate 20000 1000 ! ! ! ! end

iceadl o aasgl
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o 9 I IKE ol gua> o2, —show crypto isakmp sa

dst
QM_IDLE

Rout er #show crypto isakmp sa

| Pv4 Crypto | SAKMP SA
src state conn-id slot status
1003 0 ACTIVE 172.16.1.1 10. 77. 241. 111

o 9 aJll IPsec doas olid ol 20 gua> o =0 —show crypto ipSec sa -

Crypto map tag:

(local

Rout er #show crypto ipsec sa
interface: Virtual - Access2
Vi rtual - Access2-head-0, |ocal addr 10.77.241.111

(protected vrf: (none
ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0



(remote ident (addr/mask/prot/port): (192.168.1.3/255.255.255.255/0/0
current_peer 172.16.1.1 port 1086
{,PERM T, flags={origin_is_ac
pkts encaps: 28, #pkts encrypt: 28, #pkts digest: 28#
pkts decaps: 36, #pkts decrypt: 36, #pkts verify: 36#
pkts conpressed: 0, #pkts deconpressed: O#
pkts not conpressed: 0, #pkts conmpr. failed: O#
pkts not deconpressed: 0, #pkts deconpress failed: 0#
send errors 0, #recv errors 2#

local crypto endpt.: 10.77.241.111, remote crypto endpt.: 172.16.1.1
path mu 1500, ip mu 1500, ip ntu idb FastEthernet0/0
(current outbound spi: O0x186C05EF(409732591

:inbound esp sas

(spi: O0x42FCB8173(1123844467
transform esp-3des esp-sha-hmac
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