v ulld gble ACI L30ut 9] oJlzol -
IJJubwdJo 1IJw,es6 0.0.0.0/0 9 System PCtag 15

lJpzossle

| 9300

lo 1wl _wesé
lJodosy
ptlob | b9 Jozsl
ppsile lJodesy
lJoz. 9.9 oul o

VRF o¢ uudsa.wsl wo p>?J'

s9le> 08 5 11

9les o 9 | 96 lJz>9>.50

EPG |Js L30Out ELAM
L30ut |Js EPG ELAM

VRFE pE uudd) \ w§|. wo p?)?

EPG | s L30ut ELAM
L30ut | s EPG ELAM

lweduld 1 iz ble g, ,aJI?oI
. - I a

lJp 9500

SueW o3l IJpwews lyvedly PcTag JJduveJs 1Jw,e56 0.0.0.0/0 0> wgrsd0 s EPG
L3Out.

peJ9plo lul st

SJéL2 Buwpe "L30uUt EPG pg 0.0.0.0/0 subnet" oy, » = :
0.0.0.0/0 pg "lJubodle 1UBd,es6 1Ughzss J EPG 1Jéhzs" cuoussd 2ydé a9, IJobls Jpl
SJs:

C SUp GESSU pEyd Bisé IUpoo, (sclass) Julsiss L30uUt Ios wes bl Llsisé plolu$é
Juieds W,)e506 we wIdgswoel 0.0.0.0/0 Jeg b Wisé IJpos,) (SCLASS) IU¢lue « VRF
PCtag.

L SUp UESSY I8 19, 1Jpszes [Js EPG L30ut Iws wes bl wlsisé pblu8é Juvods
9,850 we wdgswol 0.0.0.0/0 Jeg 0 Wisé IJgzos (delass) oo 15: 909 System PcTag.

S2w9s duve "luwedule 0.0.0.0/0 pg IJubodle 1UB)es6 1UEhzso J EPG 1Ughzs" pu lJe8)s)
| wes JACI L30Out eJs wedsy:


/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-743951.html#ContracttoanL3OutEPG
/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html#L3Outcontracts
/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html#L3Outcontracts
/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html#L3Outcontracts

"...3_ng lUygp pu o JI SIUPS VSJ.GJ‘ SpeJdud wdysy 0.0.0.0/0 y!uuQa?lp "IJuvedle
lJwo,es6 1Ughzse J EPG IUghzs" Ws 1Ugsss pu pddple L30uUt s wduw VRFE. wsupl swpe
IJuwele wodl lJodssu: szoe wuby 885 €80 pELRI---

9owulsd 030 1Jpdlds puwlds wuin 1Jeds &8y IJpduoss.
lJodosy

pebb IJby9J9zs!

Tenant:VRF

tnl:vl

Segment / pcTag
2129920 / 16386
Enforcement: Ingress

L30ut-1-EEPG - pcTag 16390
L30ut-2-EEPG - pcTag 32771

EPG — pcTag 49156
BD — pcTag 49155

L3out-1 -1 L30ut-2

172.16.1.0/30 172.16.2.0/30

N3K-1 | N3K-2

Hostl
IP: 192.168.1.1/24
GW: 192.168.1.254
MAC: aaaa.aaaa.2222

peSilo IJodsy

- 1Jed> 1,956 301 9 303 05 £8> 958506 229550

- €926 1J9,38 302 05 9,96 £, 229>

. Szo9s LBOUt-1-EEPG. 109295 £Js 19,086 1Jz39556 301, eJs Lvwds 8)es6 0.0.0.0/0
wee9s eds "vvodle Y)ess ghess J EPG IUghes”

. 598, L30ut-1-EEPG g 6>l

- EPG: gJs 9,36 €5 229256 3020 suweodd o by 1Je$>



@ External EPG - L30ut-1-EEPG

Palicy
——

General Contracts Inherite

Name: L30ut-1-EEPC

Alias:
Annotations. e
Global Alias

Description:

pcTag: 16390
Contract Exception Tag:
Configured VRF Name: v1

Resolved VRF: uniftn-tnl/ctx-v

Qo ASE!

Cla

Unspecified
Target DSCP: | Unspecified
Configuration Status: appled

Configuration Issues:

Preferred Group Member: m:

.’.
Intra Ext-EPG Isolation: | Enforces
.

Subnets:

= IP Address

MName Aggregate

IJoedd pu lJuoes
VRF pg oudss uuslgud "espJ"

S9le> cduuse l)ld IJigvel &) 1Je295.86

Route Control Profile

Operational Health Faults History

d Contracts Subject Labels EPG Labels
O & W~

+

Route Summarization Policy

Jel 09 p9 0T Is Suwe pedsple 1UedSss: wruod I 1dpig) 1Jeszod [Us Idubedle ¢Jod
L30ut o3l gJs ibbod wlblod Jdulsss gds Iduvwds 1J,es6 0.0.0.0/0 Ios op wdssoel gds

956 9zoo (pcTag) pu 15.

03l 09 229J Y9le> wBuwse lJpulbd eds 19,86 &) 1Jz29>56 302 J
2129920):

VRF "v1" (g8 IJpdlog

Leaf - 302# show zoning-rule scope 2129920

rmmmmee- o o o o o o R ommmm-
R +

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Name

Action | Priority |

rmmmmee- o o o o o o R ommmm-
R +

| 4107 | 0 | 0 | inplarp | uni-dir | enabled | 2129920 | |

permit | any_any filter(17) |

| 4106 | 0 | 0 | inplicit | uni-dir | enabled | 2129920 | |

deny, | og | any_any_any(21) |

| 4105 | 0 | 49155 | inplicit | uni-dir | enabled | 2129920 | |

permt | any_dest _any( 16) |

| 4108 | 0 | 15 | inplicit | uni-dir | enabled | 2129920 | |
deny,log | any_vrf_any_deny(22) |

| 4112 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG _to_L3Out |

permit | src_dst_any(9) |

| 4111 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L30Out |

permit | src_dst_any(9) |



ould Slesuly wp wydswopl vosed JJeWs> wsu L30ut-1-EEPG 9 EPG (49156):

- 9lJBless 4112 o Jzuds 1Jps9, 1JEhzss 1Ues sep leuosd edsol oo L30Ut EPG g
0.0.0.0/0 LPM 1J 9206 |Js EPG. sLouwd wadd 2,36 lde,9, e Bisé VRF PcTag (16386)
9:s6 EPG (49156) .

- 1JBless 4111 o JeyJs 1Ueys) Idpuwepess oo EPG IJeszo |Js L30Out EPG eg 0.0.0.0/0
LPM. suouwd w88 29 1Jp)9) pe Oiso EPG (49156) 9 9:s6 System PcTag 15

89le> o duwse 1U9) 96 1Jpr9>s6

Jl czeas 8956 19,96 1Uzr9>56 301 eds @9les> wduvse Idpulbd ool 1UElL06 wlJg 8506
IJlo,856 &) 1229356 302 wow wu8sd uwsluws VRF IJos wp cessuol eds "esg”
(Id8spo IUlve,)lsos0). pu ldpwsds wbousd wog odo IJlugle pu lJosidle eds 18>
IJb,8586 £, 1Uz29>56.

Leaf-301# show zoning-rule scope 2129920

o oo o o T T T oo - - o R
______________ +

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Name | Action

Priority |

o oo o o T T T oo - - o R
______________ +

| 4105 | 0 | 0 | inplarp | uni-dir | enabled | 2129920 | | permt
any_any_filter(17) |

| 4107 | 0 | 0 | inplicit | uni-dir | enabled | 2129920 | | deny, | og
any_any_any(21) |

| 4106 | 0 | 15 | inplicit | uni-dir | enabled | 2129920 | | deny, | og
any_vrf_any_deny(22) |

| 4108 | 0 | 16387 | implicit | uni-dir | enabled | 2129920 | | permt

any_dest _any( 16) |

o oo o o T T T oo - - o R
______________ +

*No entry for 16386 to 49156 , or 49156 to 15*

EPG |Js L30Out ELAM

op ltooh Ileuold po wdbs olss EPG 192.168.1.1 |Js IP $JW L30ut-1-EEPG Luzle:

Host# ping 10.1.1.1 count 10000 int 1

PING 10.1.1.1 (10.1.1.1): 56 data bytes

64 bytes from10.1.1.1: icnp_seq=0 ttl=252 tine=1.063 ns
64 bytes from10.1.1.1: icnp_seq=1 ttl =252 tinme=0.92 ns
64 bytes from10.1.1.1: icnp_seq=2 ttl=252 tine=0.963 ns

&5ds ELAM I1JglLo6 wzyds o9, EPG [Js L30ut e 19,86 £y 1239356 302 (uslusé EPG):

1. 1o sedds Idpuos) 9ldogos IJpw9de ip: puos, ip:i192.168.1.1. glso ip: 10.1.1.1
2. W56 IJp o>, (sclass) os EPG PCtag 49156



3. W6 lJ9zos (dclass) os System PCtag 15 zse whblw @ IJwlbiss 10.1.1.0/24 |JiboJ
lJubedo [Jw,es0 0.0.0.0/0 gJs L30ut-1-EEPG
4. op obosy IJuoz gds o030 1Jg 956 302 1Jg 956 lJb,8s6 &Sy 1Jer9ss6.

Leaf - 302# ereport

Capt ured Packet

Desti nati on MAC : 0022. BDF8. 19FF
Source MAC : AAAA.AAAA.2222
802.1Qtag is valid : yes( Ox1)

CoS : 0( 0x0)
Access Encap VLAN :192( 0xCQ0 )

L3 Type | Pv4

I P Protocol Nunber 1 CWP

I P CheckSum : 63781( O0xF925 )
Destination IP : 10.1.1.1
Source IP : 192.168.1.1

Contract Lookup ( FPC)

I P Protocol I CWP( 0x1 )

L4 Src Port : 2048( 0x800 )
L4 Dst Port : 43014( 0xA806 )
sclass (src pcTag) : 49156 ( 0xCO004 )
dclass (dst pcTag) : 15( OxF )

src pcTag is fromlocal table . yes

Contract Drop ¢ no
Contract Loggi ng : no
Contract Applied : yes



Contract Hit : yes
Contract Aclgos Stats Index : 81875
( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81875" )

Sedo bbeld Iies Idpglbs woluwbs 1o @)y JJewesd eds cedd luolids po Lozs Bless
OhuwSe ldpulby IJos we lJsuesd IJsol:

nodul e- 1( DBG el am i nsel 6) # show sys int aclgos zoning-rules | grep -B 9 "Idx: 81875"

Rule ID: 4111 Scope 6 Src EPG: 49156 Dst EPG: 15 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 46 | hw_index = 45 | stats_idx = 81875

Curr TCAM resource:

=== SDK I nfo ===
Result/Stats Idx: 81875

L3Out |Js EPG ELAM

Sewed v @ ldpyogele eds u»sluuo pbo 9o gds 1Ug 936 1,956 302 ) 1J229>86. pu
lJpe98E 229¢ 3JY gud wessu wudsd ywslyws VRF gds "prgd".

Leaf - 302# ereport

L3 Type | Pv4

DSCP 0

Don't Fragnent Bit : 0x0

TTL . 254

I P Protocol Nunber ol awe
Destination IP : 192.168.1.1
Source IP : 10.1.1.1

Contract Lookup ( FPC)

I P Protocol I CWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port : 60691( OxED13 )
sclass (src pcTag) : 16386( 0x4002 )
dclass (dst pcTag) : 49156 ( 0xCO004 )
src pcTag is fromlocal table : no

derived fromgroup-id in i VXLAN header of i ncom ng packet
Unknown Uni cast / Fl ood Packet : no



If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng : no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81874

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81874" )

IJess> pu ldozl8d:

nodul e- 1( DBG el am i nsel 14) # show sys int aclqgos zoning-rules | grep -B 9 "Idx: 81874"

Rule ID: 4112 Scope 6 Src EPG: 16386 Dst EPG: 49156 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 47 | hw_index = 46 | stats_idx = 81874

Curr TCAM resource:

=== SDK Info ===
Result/Stats |dx: 81874
nodul e- 1( DBG el am i nsel 14) #

VRF pg cudess pusluws "eie”

Bole> wduwse lold Wigiel, sy IUza9o88

PE WESSU LSS msluws VRF eds "ei" swpe wuiy Boles 1deds J L30ut eds JJ ey
U&é? lJb, 956 19556 988, 19386 uwses JdJd sywwodd o.'>| lJodysy puwlzs TCAM
luolwsé p9hus vobosy "ldsged". il IJodssy Jsuw IJBspesd IJlee,ljoss: 93l wp

lovegslpo Oszw pleloo weulso.

€956 1J9)8 £y 1Jz29>506 302 Jol Bleses wduwse: 9lgro JIJ loglo wrd§:

Leaf - 302# show zoning-rule scope 2129920

- - o S T T T T .
R T T T — +

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Narme

Action | Priority |

- - o S T T T T .
R T T T — +

| 4107 | 0 | 0 | inplarp | uni-dir | enabled | 2129920 | |

permit | any_any filter(17) |

| 4106 | 0 | 0 | inplicit | uni-dir | enabled | 2129920 | |

deny, | og | any_any_any(21) |

| 4105 | 0 | 49155 | inplicit | uni-dir | enabled | 2129920 | |

permt | any_dest _any( 16) |

| 4108 | 0 | 15 | inplicit | uni-dir | enabled | 2129920 | |
deny,log | any_vrf_any_deny(22) |

| 4112 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |

permit | src_dst_any(9) |



| 4111 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |
permit | src_dst_any(9) |

99le> o duwse [J9)96 19586

po edlJ cbusd uwsluws TJER" wewss 8826 1U9,86 1Jz29256 301 lsual eds Slesesu
loolososy Joduwse ldpulbé:

Leaf - 301# show zoning-rule scope 2129920

[ Fomm e e e - o Fomm e e oo - Fomm e o Fomm e e o Fomm e e o Fomm e e o e E
SRRy U +

| Rule ID| SrcEPG| DstEPG | FilterID | Di r | operSt | Scope | Nane

Action | Priority |

[ Fomm e e e - o Fomm e e oo - Fomm e o Fomm e e o Fomm e e o Fomm e e o e E
SRRy U +

| 4105 | 0 | 0 | implarp | uni-dir | enabled | 2129920 | |

permit | any_any_filter(17)

| 4107 | 0 | 0 | inmplicit | uni-dir | enabled | 2129920 | |
deny, | og | any_any_any(21)

| 4106 | 0 | 15 | inmplicit | uni-dir | enabled | 2129920 | |
deny,log | any_vrf_any_deny(22)

| 4108 | 0 | 16387 | inplicit | uni-dir | enabled | 2129920 | |

permt | any_dest _any(16)

| 4109 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |
permit | src_dst_any(9) |

| 4110 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |

permit | src_dst_any(9) |

[ Fomm e e e - o Fomm e e oo - Fomm e o Fomm e e o Fomm e e o Fomm e e o e E
SRRy U +

EPG |Js L30ut ELAM

op ltooh Idlouold po wdbs IJuelse 192.168.1.1 [Js IduveJs gJws L30ut wugle:

Host# ping 10.1.1.1 count 10000 int 1
PING 10.1.1.1 (10.1.1.1): 56 data bytes

64 bytes from10.1.1.1: icnp_seq=0 ttl=252 tine=1.319 ns
64 bytes from10.1.1.1: icnp_seq=1 ttl=252 tine=0.962 ns
64 bytes from10.1.1.1: icnp_seq=2 ttl=252 tine=0.958 ns
64 bytes from10.1.1.1: icnp_seq=3 ttl=252 tine=1.093 ns

wubs) ELAM gJss g.§38 IJio,l8 £, 1Jz29>56 302 |Js 1o IJowslwd Jp obud gJs 030 19, 96.
guldlolwes |Js x_JeJ‘ 99> élpo_ .__,IJoéIJ_o w56 System PCtag 1 JJuwele JJwsw @ wldsuosd
IJs 1Jgwsé IUbyussé IJoldss s o> g:

Leaf - 302# ereport

Capt ured Packet

Quter L3 Header



I P Protocol Nunber o I CWP

I P CheckSum 1 26943( 0x693F )
Destination IP : 10.1.1.1
Source IP s 192.168.1.1

Contract Lookup ( FPC)
Contract Lookup Key
I P Protocol o ICWP( 0x1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 27360( Ox6AEQ )
sclass (src pcTag) : 49156 ( 0xCO004 )
dclass (dst pcTag) ¢ 1( Ox1 )
Contract Result
Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : no
Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81903

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81903" )

wus) ELAM gJss £856 19518 12295 301 |Us wbwsd Iuwsluws gds 030 IJgd26. Jel ol
zuedo eds Wiso System PCtag 15. o3l sgus lwol lbgd wlbiss plolu$o eds 1>¢ld 0.0.0.0/0
L30ut JJuivwJs 1Jd, e s6:

Leaf - 301# ereport

Capt ured Packet

I P Protocol Nunber o I CWP

Destination IP : 10.1.1.1
Source IP ¢ 192.168.1.1




Contract Lookup ( FPC)

I P Protocol o ICWP( 0x1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 40498( Ox9E32 )

sclass (src pcTag) 49156 ( 0xC004 )

dclass (dst pcTag) 15( OxF )

src pcTag is fromlocal table 1 no

derived fromgroup-id in i VXLAN header of i ncom ng packet
Unknown Unicast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81874

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81874" )

nodul e- 1( DBG el am i nsel 14) # show sys int aclqgos zoning-rules | grep -B 9 "Idx: 81874"

Rule ID: 4110 Scope 6 Src EPG: 49156 Dst EPG: 15 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 47 | hw_index = 46 | stats_idx = 81874

Curr TCAM resource:

=== SDK | nfo ===
Result/Stats |dx: 81874

L30ut |Js EPG ELAM
ould 23y pe w386 Idbzle Bes 03l 1Jlgsls:

- Jlhczoss £856 19,96 19556 301 eds pey96 9o wolsse J 192.168.1.1.

Leaf - 301# show endpoint ip 192.168.1.1

Legend:
S - static s - arp L - local O- peer-attached
V - vpc-attached a - |ocal-aged p - peer-aged M- span

B - bounce H - vtep R - peer-attached-rl D - bounce-to-proxy
E - shared-service m- svc-ngr

-4
VLAN Encap MAC Address MAC Info/ Interface
Donmain VLAN | P Address IP Info



a4
...enpty...

Juesegs HdJdIJl sop wbosd IJuog eds 1Ug 86 IUb 86 19556 301 Josdl IJws>d9§ 952w
IJuwelz Jo wuvdd Uopus oldyvesd IJs 1U9r@$s IJeldss:

Leaf - 301# ereport

Capt ured Packet

Qut er L3 Header

| P Protocol Nunber 1 CWP

I P CheckSum : 25157( 0x6245 )
Destination IP : 192.168.1.1
Source IP : 10.1.1.1

Contract Lookup ( FPC)

I P Protocol I CWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port : 33570( 0x8322 )

sclass (src pcTag) : 16386( 0x4002 )

dcl ass (dst pcTag) :1( Ox1)

src pcTag is fromlocal table . yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Unicast / Fl ood Packet : no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Loggi ng : no
Contract Applied : no
Contract Hit . yes
Contract Aclqos Stats | ndex ;81903

( show sys int aclqgos zoning-rules | grep -B 9 "ldx: 81903" )

)l pu 3dY sop obosd IJuoz gds 1JgBr6 IJbyss 302 £, 1Jz29>86:

Leaf - 302# ereport




Capt ured Packet

I nner L3 Header

I P Protocol Nunber o I CWP

Destination IP : 192.168.1.1
Source IP : 10.1.1.1

Contract Lookup ( FPC)
Contract Lookup Key
I P Protocol I CWP( 0x1 )
L4 Src Port : 0( 0x0)
L4 Dst Port : 61057( OxEE81 )
sclass (src pcTag) : 16386( 0x4002 )
dclass (dst pcTag) : 49156 ( 0xCO004 )
src pcTag is fromlocal table 1 no
derived fromgroup-id in i VXLAN header of i ncom ng packet
Unknown Unicast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81874

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81874" )

nodul e- 1( DBG- el am i nsel 14) # show sys int aclqgos zoning-rules | grep -B 9 "Idx: 81874"

Rule ID: 4112 Scope 6 Src EPG: 16386 Dst EPG: 49156 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 47 | hw_index = 46 | stats_idx = 81874

Curr TCAM resource:

=== SDK | nfo ===
Result/Stats |dx: 81874

Bl IJloe £956 9596 1Uz29> 301 wzwos £ds udbo volss wgyd eds 192.168.1.1 Jly yuswpe
wlbos® lduog gJs o030 [Jg 96,



lwedunldd IJigble gl oJlzol

IJuvsobss - Iduwele s 1Jpdue9s

SpIu o sose IJuuin 138 $2o9s eds wdle 9509 pugss po IJgwdnds L3OU bs wdu
w290999d VRF IUss wp odssuo wlyweisle IUubods 1J0,e.$6 0.0.0.0/0 Llgwegsle
"IJubodlo 1S,es6 1Jehzss Jungesdsd EPG IUghes" Jods pg) Jwslule lds IUszele

9dJze £Js 3Jd Iuod 1Uubods 1,56 0.0.0.0/0 oz L3OU-2-EEPG slJes odsy b
o w VRF e L30ut-1-EEPG.

Qe
- (o] ®-
Jl ©92> £89> £Jis L3OUt-2-EEPG. J3J9 uo9de luwdlle e9s 1Jpas) wuvdd I8 e)luss:
00
C K-
Marme = Tenant Tenant Alias Contract Type Provided | Consumed QoS Class State Label Subject Label

908 3JYc uee ltooh IJlouold po w@bo wolsse EPG 192.168.1.1 [Js IJ9zes 10.2.2.2 ¢ Jw
L30Ut-2-EEPG. 03l &5y o9 ¢!

Host # ping 10.2.2.2

PING 10.2.2.2 (10.2.2.2): 56 data bytes

64 bytes from 10. 2: icnp_seq=0 ttl =252 tine=0.881
64 bytes from 10. 2: icnp_seqg=1 ttl =252 tine=0.801
64 bytes from 10. 2: icnp_seq=2 ttl =252 tinme=0.877

nms
nms
nms
64 bytes from 10. 2: icnp_seq=3 ttl =252 tinme=0.827 ns

2. 2.
2. 2.
2. 2.
2. 2.

obo, JJ pu IJulsiss route 9 policy-mgr I 2,J6 1,9, 1Je9z06 s 10.2.2.2 B.s o3l VRF pg 506
|Js System PcTag 15



Leaf - 302# wvsh_lc -c "show forward route 10.2.2.2 platform vrf tnl:vli"
Policy Prefix 0.0.0.0/0

SDK | nf or mati on:
vrf: 7(0x7), routed_if: OX0 epc_class: 15(0xf)

Leaf - 302# vsh -c "show system internal policy-mgr prefix"
Request ed prefix data

Vrf-Vni VRF-1d Table-Id Table-State VRF-Nane Addr
Cl ass Shared Renote Conplete Svc_ena

2129920 7 0x7 Up tnl:vl

0.0.0.0/0 15 Fal se False False Fal se
2129920 7 0x80000007 Up tnl:vl

/0 15 Fal se False False Fal se

Leaf - 302#

S dd ELAM 1Jp929s £Js £836 1U9,08 € 1J229556 302 o0 wuousd 236 1Ues9) wluwaesle
W6 System PCtag 15.

Leaf - 302# ereport

Capt ured Packet

------------------------------------------------------------------------------------ ... 1P
Protocol Number : | CWP I P CheckSum : 14444( 0x386C ) Destination IP : 10.2.2.2
Source IP s 192.168.1.1

Contract Lookup ( FPC)

I P Protocol I CWP( 0x1 )

L4 Src Port : 2048( 0x800 )

L4 Dst Port © 33134( Ox816E )

sclass (src pcTag) : 49156( 0xC004 )

dclass (dst pcTag) : 15( OxF )

src pcTag is fromlocal table 1 yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Unicast / Fl ood Packet > no

If yes, Contract is not applied here because it is flooded



Contract Result

Contract Drop : no
Cont ract Loggi ng : no
Contract Applied : yes
Contract Hit : yes

Contract Aclgos Stats Index : 81875
( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81875" )

nodul e- 1( DBG el am i nsel 6) # show sys int aclgos zoning-rules | grep -B 9 "Idx: 81875"

Rule ID: 4111 Scope 6 Src EPG: 49156 Dst EPG: 15 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 46 | hw_index = 45 | stats_idx = 81875

Curr TCAM resource:

=== SDK Info ===
Result/Stats |dx: 81875

Jl elboy $9les edumse ldpolbd J VRF V1" is béldle 23836 J EPG § L30ut-2:

Leaf - 302# show zoni ng-rul e scope 2129920

R - - S - - - T S
R T T T T —— +

| Rule ID| SrceEPG| DstEPG | FilterlD | Dir | operSt | Scope | Narme

Action | Priority |

R - - S - - - T S
R T T T T —— +

| 4107 | 0 | 0 | inplarp | uni-dir | enabled | 2129920 | |

permit | any_any filter(17) |

| 4106 | 0 | 0 | inplicit | uni-dir | enabled | 2129920 | |

deny, | og | any_any_any(21) |

| 4105 | 0 | 49155 | inplicit | uni-dir | enabled | 2129920 | |

permt | any_dest _any( 16) |

| 4108 | 0 | 15 | inplicit | uni-dir | enabled | 2129920 | |
deny,log | any_vrf_any_deny(22) |

| 4112 | 16386 | 49156 | default | uni-dir | enabled | 2129920 | tnl:EPG to_L3CQut |

permt | src_dst _any(9) |

| 4111 | 49156 | 15 | default | uni-dir | enabled | 2129920 | tnl:EPG_to_L3Out |

permit | src_dst_any(9) |

R - - S - - - T S
R T T T T —— +

Leaf - 302#

wpl 1o L30Ut-2-EEPG wo I vwds 1Jd,es6 0.0.0.0/0 IJos wp odosuol B@b. sop ouousd
zese wdlo 1Jpyg) 1Jpsges |Jsoel pg delass po System PcTag 15.

Sop waped pErd B9les cduuse IJpollb 4111 9 4112 Jio L30Ut-1-EEPG 209 £Js JJ po
lJubeds 19,856 0.0.0.0/0 95850 &85 swp luveodldo wyluubs EPG.

sower JerdS 1Js L3OUt-2-EEPG o ivdd £ po9dE wuwon o3l IJodssy!

IJed - uwele &) pBURY>



Jeug 03l lUoudsd:

1. 89028 w6 wluwedsle Uy ds 1J,es6 0.0.0.0/0 gds yivwds L30ut EPG glzss JIJ
VRF B $b

2. lgwegsp psepl o 3JY poluwol vodlo B)ess pesus Judlb 1J9uesd po Idpumess
IJelde IJigs s oduw VRF. 903l suwpez Jords 19 wuwee Gse L30ut PCtag
lJ8)s56 Juoiso DCLASS 1Jglos wol.

B Exchude

-

obosd odoldogssile Jdzs pu lduwelz g6 Iposde:

1. eJs L30ut-2-EEPG. |yvowsd Iy ds 1w, es6 0.0.0.0/0 b ds byes6 10.2.2.0/24
2. Vs L30ut-2-EEPG: §p wu99s) £9>
3. Bs EPG: luveodd v 1Jg@¥>

vpy? [Wopldol Jlghb 030 lJegss)le eds IJe@rs IUb,ds6 302 g5, 1dzr9>86:

< 0uld Llsisé Lusluwe-mgr lde, weassl J 10.2.2.0/24 pyoubé o L30ut-2-EEPG PCtag
32771

- ould 1Eld peyd Boles IdoBuwse 1Us pulb§ 4109 suwpee 03l pogd w9 @ pu EPG PCtag
49156 |Js L30ut-2-EEPG PCtag 32771

- 892> bEld Jegrd $sles cduwse Ipolbd 58p 4110 suupz 031 p3gd w9 @ pu L3OUL-2-
EEPG pcTag 32771 |Js EPG PCtag 49156

IJolaisé 1dpeaeé Jdeuwly JJiele 9 Policy-mgr IJes wbe, 1o 10.2.2.2 op wgsso L30ut-2-
EEPG PgTag lJglos « 32771:

Leaf - 302# vsh_lc -c "show forward route 10.2.2.2 platform vrf tnl:vl"
Policy Prefix 10.2.2.0/24

SDK | nformati on:

vrf: 7(0x7), routed_if: Ox0O epc_class: 32771(0x8003)

attributes: SUP_CP DST_POL_IC SRC POL_IC

Leaf - 302# wvsh -c "show system internal policy-mgr prefix"
Request ed prefix data

Vrf-Vni VRF-1d Table-1d Table-State VRF-Nane Addr



Cl ass Shared Renote Conplete Svc_ena

2129920 7 0x7 Up tnl:vl

0.0.0.0/0 15 Fal se False False Fal se
2129920 7 0x80000007 Up tnl:vl

/0 15 Fal se False False Fal se
2129920 7 0x7 Up tnl:vl
10.2.2.0/24 32771 Fal se True Fal se Fal se

edlzbs: Jl ojld perle §9les cduwse Idpulb§ 4111 9 4112 092936 eds 1e$26

IJb, 0686 g, 1229556 302 Jly L3OUt-1-EEPG JI s51d Jsso Idyveds 1JI,es6 0.0.0.0/0
Jol Iuo Jsso £J196 £9> pg EPG. 9p¢ 3JJ: Sl )36 0,9, L3OUt-2-EEPG Jp wg>

S e w90 Sue> odd 1d@sles Jlu 2yds IUpg) 1JEluos wel sop wupusdol Il g

L30ut PCtag. 9Js v System PCtag 15:

Leaf - 302# show zoning-rule scope 2129920

rmmmmee- o o o o
o T T +

| Rule ID| SrceEPG| DstEPG | FilterlD | Dir

Action | Priority |

rmmmmee- o o o o
o T T +

| 4107 | 0 | 0 | inplarp | uni -dir
permit | any_any filter(17)

| 4106 | 0 | 0 | inplicit | uni -dir
deny, | og | any_any_any(21)

| 4105 | 0 | 49155 | inplicit | uni -dir
permt | any_dest _any( 16)

| 4108 | 0 | 15 | inplicit | uni -dir
deny,log | any_vrf_any_deny(22)

| 4112 | 16386 | 49156 | default | uni -dir
permt | src_dst_any(9)

| 4111 | 49156 | 15 | default | uni -dir
permt | src_dst _any(9)

| 4109 | 49156 | 32771 | default | bi-dir
permit | src_dst_any(9)

| 4110 | 32771 | 49156 | default | uni-dir-ignore |
permit | src_dst_any(9)

rmmmmee- o o o o
o T T +

oper St
enabl ed
enabl ed
enabl ed
enabl ed
enabl ed
enabl ed
enabled

enabled

Scope
2129920
2129920
2129920
2129920
2129920
2129920
2129920

2129920

tnl: EPG to_L3Qut
tnl: EPG to_L3Qut
| tnl:EPG_to_L3Out |

| tnl:EPG_to_L3Out |

lteoh IJleuold po pupssd EPG |Js 1dszos 1Jghzss ¢Jd L3OUt-2-EEPG ulze:

Host # ping 10.2.2.2

PING 10.2.2.2 (10.2.2.2): 56 data bytes

64 bytes from 10. 2. icnp_seq=0 ttl =252 tinme=0.
64 bytes from 10. 2. icnp_seq=1 ttl =252 tinme=0.
64 bytes from 10. 2. icnp_seq=2 ttl =252 tinme=0.
64 bytes from 10. 2. icnp_seq=3 ttl =252 tinme=0.
64 bytes from 10.2.2.2: icnp_seq=4 ttl =252 tine=0.

2.2:
2.2:
2.2:
2.2:

854
669
716
669
666

3333 B

Suisy ELAM IJgluo wbJo ICMP gJs 1Jg @36 1,886 £, 1229556 302 |Js Iy DCLASS o.s

|Jly 32771 - PCtag 1J¢ls o L30ut-2-EEPG.

Leaf - 302# ereport



Capt ured Packet

Quter L3 Header

I P Protocol Nunber : | CW

I P CheckSum : 4095( OxFFF )
Destination IP : 10.2.2.2
Source IP : 192.168.1.1

Contract Lookup ( FPC)

I P Protocol I CWP( 0x1 )

L4 Src Port : 2048( 0x800 )

L4 Dst Port : 49837( O0xC2AD )

sclass (src pcTag) : 49156 ( 0xCO004 )

dclass (dst pcTag) ¢ 32771( 0x8003 )

src pcTag is fromlocal table 1 yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Unicast / Fl ood Packet > no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : yes
Contract Hit : yes

Contract Aclqos Stats | ndex : 81873
( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81873" )

S9uee IJodys) 1U3s wp wyds, o J ACLQOS ig o3l o8 suoyw i@ 99le> v Oumsp
lJpulb§ 1Jzrs56: 981006 pg o IJBles>s 4109:

nodul e- 1( DBG el am i nsel 6) # show sys int aclgos zoning-rules | grep -B 9 "Idx: 81873"

Rule ID: 4109 Scope 6 Src EPG: 49156 Dst EPG: 32771 Filter 65535
unit_id: O
=== Region priority: 2462 (rule prio: 9 entry: 158)===
sw_index = 48 | hw_index = 47 | stats_idx = 81873

Curr TCAM resource:




=== SDK | nfo ===
Result/Stats |dx: 81873



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



