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© SUP IEP LUV |.JJuup |.J;_;;§|Q..§ J.Jé_)rof) PE AVS y-19) Cisco ACI |-J!u0)|J 12(1|) pE Cisco AVS.
lJlosl) 5.2(1)SV3(1.:1 0). swp wudS3 wdssu yuwpe U p6 wldJled eds 9226 IJozde
lJgluod vldouss IUlgwlgwss Juwsluws wlbos @ Cisco (Cisco APIC).

C Sop 36 wui 1zols IUblos (VM) JJgse6 g Cisco AVS Béb gl pzldle s, Izols
Idblo,s (VMM) Clgueésle 5008 cuopso ubodle Ideobds Idepdss lblo,ss (VLAN).
poplc1d pc VMs (IJps95 9puweodd VMS) suwelbse Jue zie po VMM eeld pe IdSeds
290w lan (VXLAN) iy VLAN ¢ pJsé Jo s,

s Jleb s ol lue W 2lJs luwegsle Idozssd Idpeds: Jl sdip luweesle ool oo [Jpoess
sogee Joslole. Bl de sop oo s ©29sd peds: Bsze wdsu wpee IJow Idpeess.
9sew IJlh sy gugly AVS Fabric-wide Multicast gjel po wepe IJoo IJpogss. guody
2pSE 96 1Jpu9) 1dos wuble pu wdlb 1Js osd 1JB9,s el VLAN I VXLAN IJos wpe
wedsol.

luedd lJs yvedle VM > VMWare > Create vCenter Domain. Jel 09 p9 oz Vs IJuo9)0:

Create vCenter Domain ild

Specify vCenter domain users and controllers
Virtual Switch Name: AVS

Virtual Switch: | VMware vSphere Distributed Switch S e{E AT
Switching Preference: | No Local Switching Local Switching

Encapsulation: @ VLAN

VXLAN
Associated Attachable Entity Profile: AEP-AVS - @
VLAN Pool: VianPool-AVS(dynamic) *
Security Domains: +
Name Description
vCenter Credentials: x +
Profile Name Username Description

vCenterCredentials  root

vCenter: X 4

Name P Type Stats Collection
vCenterController 10.201.35.9 vCenter Disabled

Bl oo ougwegse Juls IJeuwds |_9 VPC (Quls IJpuwds Idbloyss) WS90 wogssy uvsluwlo
vSwitch Jlgwogslp vouse Mac.
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B s i Summary  Networks Ports | Configuration  Virtwal Machines 'Hosts  Tasks & Events ' Alarms  Permissions
= AvE
B vplnk What is a vSphere Distributed Switch?
& cuarating .
-
L vep A vSphere Dstnbuled Swilch cls as a single virual swich T
@[ v across all associated Nosts. TIis alows virlual machines (o .
£ ™ Network maintain consistent network configuration as they migrate

across hosts

Distributed wirtual netaorking configuration consists of
three parts. The first par lakes place at the datacenter
evel, where vSphene Distribuled Swilches are crealed )
and hosts and distribuied porl groups are added 1o “

vaphere Distributed Swilches. The second pan lakes. -

place at the host level, where host pors and networking o,
senices are associaled with vEphere Distribuled Swilches %ﬁ}
edfther through individual hos! networking confguraton or »{ﬂk]
using hosi profikes. The third part takes place at the virtual LF
madhine level, whens viual maching NICS are COnmesied
o distributed port groups eifher through individual virtual
machine MIC configuration or by migrating virtual mac hine
networking from the vSphere Destnibuted Swich itsell

Basic Tasks
Learn more about vEphere Distributed
i Add a host Switchas
s Manage this vSphere distributed switch Learn how to set up a network with a

viphere Distributed Switch
A& Create a new port group

-
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https://software.cisco.com/download/type.html?mdfid=286025832&catid=268438038

iiwrirn L] VEM Bundia Wirdows W inmtulier Limey wlarmir Sareer
1 3 "

ESXED oEl_Ccr-wers- w250-52 131 10.0-4.0 1 v VEMSIC-22151 3250 0-B0- vinass 1ip (D

VELSSO0.201 51 ES0 BB Dk

cEsss e cecoe WHGEZ1ILIDMIZ e D VEMESIC- 207 B ZE0 T -G redmang Tip [y
D = S 3B Ol

ESXNE1 T _ i w2502 101 100531, 1.4 S e oD (TP
855 [Orira

ESNGD o _ oot w202 101 1003001 vl SG- reeane oo (TP
S5 |Dnlng

923 Lo J ZIP 3 pJ0le VIB. sles JIJ [uosl, o0 luoshle ESXi e osds. 23 1Jose
IJpoluve J ESX 5. 5. Jol 09 p9oz s IJuo9,6:

CiscoAVS_1.10-5.2.1.5V3.1.10

E & v

Name Date Modified Date Created Size Kind
i License_Copyright_Document.pdf
README.txt
M cross_cisco-vem-v250-5.2.1.3.1.10.0-3.1.1.vib
«'.‘,'f_-___c-ross cisco-vem-v250-5.2.1.3.1.10.0-3.2 ‘-wb
B cross_cisco-vem-v250-5.2.13.1.10.0-6.0.1.vib
' VEM510-201512250107-BG-release.zip
"' VEM550-201512250113-BG-release.zip
' VEMB00-201512250119-BG-release.zip

- logwg pJd VIB |Js ESX Datastore - spdo lJdsle w3Jd gu) 9lzoé yulo, 1JIsle, (CLIY 19
euluu,yé py vCenter
odlebs: |31 JIg pJd VIB p9z95l s IJpLosb: B@8p Llildoo wluuagsle IJie, esxcli

software vib remove.

woulpz esxcli vib remove -n cross_cisco-vem-v197-5.2.1.3.1.5.0-3.2.1.vib
I9 Lo obe Datastore puli)é.

CBp wotuss wulez AVS Uluwogsle 1dle) IJolds eds puosd ESXi:

wulpg esxcli vib install -v /vmfs/volumes/datastore1/cross_cisco-vem-v250-5.2.1.3.10.0-3.2.1.vib

—92¢ lJuosluo— no-sig-check

~ # esxcli software wib install -v / rolumes/datastorel/cross_cisco-vem-v258-5.2.1.3.1.10.0-3.2.1.vib --mointenance-mode --no-sig-check
Installation Result

Message: Operation finished successfully.

Reboot Reguired: false

VIBs Installed isco_bootbank_cisco-vem-v2

VIBs Remowved: Cisco_bootbank_cisco-vem-v197

VIBs Skipped:

~ # vem status

VEM modules are loaded

Switch Mame Num Ports Used Ports Configured Ports MTU Uplinks
viwitch@ 5632 8 128 15060 wmnic
DVS Name Num Ports Used Ports Configured Ports MTU Uplinks
ovs 5632 18 512 9200 wmnics,vmnicd

VEM Agent (vemdpa) is running

- # I

s P’ wubgsd 9226 IJlse,ue Idbloyss (VEM) spdud |uolds puosdsy lJs wble AVS
Jrsd:



B Ublus | ol pLosd 1Js Ipead IJesse vSphere. ige,) pulds NIC Idblo,sé IJpe ol
NJpzod I, (B 03l IlJpeld ©@9p wudd VMNICE B lb). Jol 09 p9 0z B IJLo9,6:

() Add Host istri ~
Select Hosts and Physical Adapters

Sedert hots and physcal sdanters 1o add b e vSphere dectributed switch.

Select Host and Physical Adapters Setngs Vi INcompa tble Hosts
e tworh t Host/Physicsl sdaptes In use by switch Settings Uplink port group
= B @ 10201.35.218 Dretails
Select physical adapters

O wmnico wSwitchll fieve Dietails uplin

[:l- wmnicl - evi Detals up ek

Om wmaicio ew Dretails uplink

Om wmeicti = eve Dretails up |k

D B rmaic - v Detals up ek

D- wmnicd - e Details uplink

Om smnics oS #ve DELRIlE upl o

OO wmnics ovs e Details uplenk

Fm vmnict = ew Details up|ine

D BB maicT - v DIt mile up ik

I wmeick - pva Detals up ek

D- cmaicd wve Dt mily aplnk

el I ok l M > I Cancel

- bybyo wed 3JY

- Vs yulgvs wyuosd Iduvedo: lud) eds IJolds

- Vs Uulube guvodle Idzoel) IUbloys: lud) eds IJolds
- Os Uilube Idluwoesh JJdJeld: 1w @) luele

ro,J|‘c_]b61 I3l o luwegsle IJesss pu 1Jizoj6 1dpuoswds IJos wepd voduss ESXi

Ouwogolz zeseol IJs wuvgsd vble AVSIVM zos spdu bhool pu 1dezsd IJSsIuws
|Js Izoj6 DVS g AVS.

w03l sdgy wlpd AVS 95 [Jupd 9uzu eJs luweesh Jeolugsd gpdss uuuy ASAV oy
lJeuwess Ilog Ids Idpuwess Idgwlog:
1]l IJlsJs ASAV

- ouisd 2ipd zoly ASAV py Cisco gluwes,bol |[Js APIC:
loedd Is g2ple L4-LT > 250 > [gwos)ls 2ip IJlzojé: Jpl 09 p9 0z B 1Juo9,6:



Fabric VM Networking L4-L7 Services Admin Operations

Inventory | Packages

Quick Start

HELP

The Packages menu allows you to import L4-L7 device packages, which are used to define, configure, and monitor a network senvice
balancer, context switch, S5L termination device, or intrusion prevention system (IPS). Device packages contain descriptions of the h
and network connactivity information for each function. A network service device is deployed in the network by adding it 1o a service ¢

You can use the Import a Device Package wizard to import a device package for a function that you want to manage with APIC. We

configuring a service graph,
Import Device Package oL

Quick Start

Import a Device Package dol Ll BROWSE... Device Types

susmIT CLOSE

<l YJ ui:g_scg.___se,oq cuvdd g spdud o oy 2jpd |Ji€_o_j<"> lJp w936 w990
I WSE ped> 109le 12056 2306 LA-L7. Jol 09 p9oe S 1Ju09,6:
L4-L7 Service Device Type - CISCO-ASA-1.2 i

Ganaral Operatonal Faiilts History

E] ACTIONS -

Properties

Vendor: ¢18C0 il
Cisco

Model: ASA
Capabilifies: GaThraugh,GoTo
Major Version: 1.2
Minar Version: 4.8
Mirimum Required Controiar Viersion: 1.1
Logging Level: DEBUG -
Package Mama: dovice_scriptpy
Supparted Prolacols:

Intartace Labale: o

cluster_ctrl_lk
axiornal
lilgrver_lan
fabover_link

utiley



Iod ldpolegs ould golue Bdsds JJowwse Sgw wedssel §od lple 1Uspe IUVeds
JJpuwogs 4-L7:

ould v9gly pu u:bg_:dlo [JbLéc 90l 16 Sled 1ol 9 _9'3|J§ IJobl99spdy luwwgsle 030
IJovedle Jbls IJlzess Ides Jl ouvdd gisl po Idwouss 1Idluwluvss IJpyodss eds
IJobosdle (ACH IJlgwlunss (9lzes Idpuwese Idyuwsess (ACH) (IJ9,86: IJge9s 1JB &, s:
9236 IJeedp BOs w¥bs 1Uso9d) IUes 8> wwupeu ASAV. poliule 1oz psd: 90l [Js 3JY.

Bes 030 1Jpls: sop Uy O0B J ASAV Ll uegsle Standard vSwitch. Llduuwes Jeesdlc
UIGoJs6 101956 wppadic ASA Iy izosé 1306 11 9/i9 1Ugbe: Bp woauosd puds IDl)6
¢hz IJobld (00B) wldezsd s Iduiwds the IJolols (O0B). Jpl o9 p9 oz b Iduos,b.

Connect Out-Of-Band Management network
for service appliances and other servers,
which need to communicate with APIC.

Use Virtual switch (Standard ySwitch or vDS)
connecting to non-ACI network.

Server

vCantar

Management

Elsﬁo network

sevule logold b IJeowds ASAv OOB Mgmt |Js luwegsle pulds 9uodle ESXi JJleold o
APIC g, OOB. gu» wgbsb sglgole bl §s glzed U s (NIC). soblod pesd lJuveds 1
slispl pg 9lzos Management0/0 g Js ASAV: 9swp wde ouvEsd v 8S6 Slzole puwess IJoslule
PO p2od Iy Js 2.

S9uoe 1Je29d 2 1Ueglv 8 wsu pe)lle pead [Jubeds 9p8 91w 9lzos ASAV:

lJz29d 2

Network Adapter ID ASAv Interface ID
Network Adapter 1 Management0/0
Network Adapter 2 GigabitEthemet0/0
Network Adapter 3 GigabitEthemet0/1
Network Adapter 4 GigabitEthemeat0/2
Network Adapter 5 GigabitEthemet0/3
Network Adapter 6 GigabitEthemet0/4
Network Adapter 7 GigabitEthemet0/5
Network Adapter 8 GigabitEthemet0/6
Network Adapter 9 GigabitEthemetO/7
Network Adapter 10 |GigabitEn19me10.|'s

- uuiy ASAV VM »y gJIJ 1dpeldz pu pdd>ugin) Blde (Boz counsd IJpeldls
lJIVe,)luosé) OVF
- 22> asav-esX |3l Juo o8 luwasle gbpe ESX puvadd i9 ASAV-VI J vCenter. s o030



lJelJé: swpe luuegsle vCenter.

v B asav952

asav-esxi.mf
asav-vi.mf
& day0O.iso
asav-esxi.ovf
asav-vi.ovf
boot.vmdk
disk0.vmdk

LE

cloedd Ids peldz oo oso 98w9d 1o 9lduiygb. Bs g wb Ideglde: spdud ceass
lJgsss po Idesble pod luve IJeuosd slUbLé sguslu woswsdsd IUlocsow s2¢ 2ol
lJzplsd 9ped9ple p2336 1356 pogd8é w ASAV. LY Iy suvwgpd b6 OOB J ASAV. Ll
o B 030 IJelJs lue ceolz 1u swds Bho 1bL60/0 Lswel lve wuueged I VM Lo Js
(pclz Bsluws) 98w GigabitEthernet0-8 IUw 8 os) UvwJds psuls.



(%) Deploy OVF Template

Source
Select e souroe ecation,

Source

CWF Template Detals
Marme o Locataan
Shorage

Dk Frwrmmaat

Eeady o Compiete

= & I

Deploy from o fe or URL

frocamesGP Pt waastimv et v]  trowse... |

Enter & URL t0 downkoad and nstal the OWF package from the Internet, o
speaty 8 becaton pooetabie Bom your Computer, Budh o o ol hard drre, &
rstwork share, o & CO/OND drive.

_coa |[nee> ] LIA;
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Deployment Type

Type ol deployment

Sect B fype of ke Foat to ratall Ve A trpe depioement 8 selected, S wddboral HAL
Propertes below thoukd aiis be fled n.

[sendaiore =l
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char sy only ietier, dota, o & hyphen,

A A

Firewall Propertes
Tirrerall Hode
Lt Tt Frpwal Mods
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Manasgrment Interiace Settings
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Ready to Complete
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interface ManagementB-H
Management-only

namMeif management

security-level @

ip address 18.281.35.223 255.255.255.8

ftp Hode ive

pager lin 3

1tu management 1568

1w failover

icMp unreachable rate-limit 1 burst-size 1

10 asdm history enable

arp timeout 14488

w0 arp permit-nonconnected

‘oute managedent B.8.8.8 8.8.8.8 18.281.35.1 1

timeout xlate 3:88:88

imeout pat-xlate B:88:38

imeout conn 1:88:88 half-closed 8:18:88 udp B:82:88 sctp B:82:88 icvp B:88:82
timeout sunrpc B:18:88 h323 B:85:88 1:88:88 mgcp B:85:88 mgcp-pat B:B5:88
timeout sip B:: Al =ip_media B:82:88 p—invite B:83:88 sip-disconnect B:82:848
iMmeout sip-provisional-media B:82:88 wauth 8:85:88 absolute

timeout tcp-p reassembly B:81:88

tiMeout floating-conn B:806:88

(--— More --->_

- Jpl 09 09,02 B 1Juo9s6 wp 398 e wdosu IUbLs wldSed Is 2ol zelss ASAV. e
wud9su luwpe puweese 99Jpd p)9) IJpuwssd. luwegpdo o3l username 9dJpes o o IJ APIC
o @290 9sUbdJ IJ ASA. szw o sJsw J ASA louold wuvwds O0B sszw o sdsw Gl
eds 1Jdsuesd IJs APIC,
username admin JJ,eé <device_password> s_v, lposlj 15

1gJ# username adMin passSMHOrc sc J privi
SAv—-W-AUS (config)# wr mMem
Building configuration...
.ryptochecksum: d491b988 86fa522f 6f937baf bSbfb318

7977 bytes copied in B.258 secs
[OR1]
NSAv-W-AVUS (config)# ping 18.2681.35.211
ype escape sequence to abort.
ending 5, 188-byte ICHMP Echos to 18.281.35.211, timeout is 2 seconds:

success rate is 188 percent (5/5), round-trip min‘avg/max = 172718 ms
ASAV-W-AVUS (config)# _

geldlolds |Js 3JY: §p wopdsu glse hittp oo 9use IJodssy IJgle:
wpdsu Ebe hitp
I>1;6 http 0.0.0.0.0.0.0

L4-L7 Jodlpd ASAV s APIC:

© 8p vouwrsd 1389 1Js 51208 1dpuuctse IUsgusess (GUI) J ACL lud) B9 Ideuwele
2 uwsop uu Ihuwe Ioslus JJges. S wuspwse erplo LA-LT Os luwsdd ge
lJoudd 9lud) win Idelauw Ilspes eJs lzojs L4-LT slud, 999 lugble Igojé L4-L7 Jooz
IJeelJe



- JodllJobosy yvswpe vbosy IJIgsble IJoldss:
-lJsuog 1Jpol

-2200 22b IJzplss

-lJzolj IJbblo,s

-powed weeld AVS wg 86 9lead

-ASAV b,

-lJsog 1Jesze (GoTo)

-e09lo IUbL6 (szw lu sblud IJguslo IJuwlod Ipeso J9lzoé Mgmt0/0)

< Juwosle HTTPS Jo,9e99sd APIC wuidJ 18l uos suvose ldeasesdsd IJide, Telol

JJlouold o ASAv
T ] X

STEP 1 = General 1. General

Please select device package and enter connectivity information.

General Device 1

Menagod: (1 Management IP Address: 10,201,35.3 Management Port: hiips v
Name: ASAw-AVS-Routed
VM: vCanterController/ASAv-in-AVS  « @
Service Type: Firewall

- Device Interfaces: * +
Device Typs: | PHYSIGAL Name WNIC Paih {Only For Route Pearing)
VMM Domain: AWS - 3 GigabitEthemeti Network adapter 2 Node-102MAC_Pinning
Made: @ Single Node HA Cluster BT o ol ]
Device Package: CISCO-ASA-1.2 ~ @
Model: ASAy

Function Type: | GoThrough 1

Cluster
Managament IP Address: 10,201.35.3 Management Port: htips
Cluster Interfaces: ® t
Typa Nama Concrate Intorfaces
providar Serverint Davica 1 AGigabitEthamatid
- ]
Connectivity _— P o

- APCI;Snlu Dovice @ Out-Od-Band
t llel |
anagaman ity e

Credentials

Ussrmama:  admin

- st opsd IUuozse Jsleole Iizess gslzele wlble IJpzeses ol wIE Ilopss Juzle
gpdsé oy,

Jouwes Jegie Ulsd: Iuvegse IUza9d 2 1Jps oz B IdEume IJuslod Jeblods ol
peod 1o ds Luvdd Lozst pE pEISIL Slz0d ASAV IJos wiss luwadleol. subs) IJpumly
lJs 1dpuwds IJoeds I9 Guls 1Jpeuds g VPC IUss swose bysds 1U>ged IJs lgolw zoly 1z plse
9lJg) 9z puwol. Vs o030 IJzlJéc sU9u ASA 092931 WBOs puos ESX: e sy IR 9lJgle
pplodso JIJI 1Uglzole. B zolj plbse 8> sIJ9u s1gd 2ol IJzelso (FW) 9ghzo pulds plso
,oé_o.J-_éé.

ClJowes Jdeie Idelos: See wers 9lzole Lble 1pzeses Sispel pg £3p 9293 luwoeulele
(os Bl dp sop luvegsle uble HA Joble lJezesed). 93JY JIu wpesde [JIJlsy Jsso houlb



wSU 9lz06 MIF (31206 lJog s £Js 2506 1JIz036) 991206 LIf (slz0é bydsé oo IJslzod
IJghzso sldslgdss 9ldslgdss 9l |Js 3dY) 9CIF (91z06 @Huwluss). see wdssy Idlzeso
IJuwloss po ldegwess Iblog [ds Idpuwoss Iduvlog Bs wdasy presesd 12056 9sumps 03l
IJozrss zolil pubdsl. seogs Ideol IJpubds eds sleole pubdss we wessuol eds slzole
edpesuws eds Izels I umlus.

eds uwwosd ldpoldd guvsop luvogsle IJIo)lo IJolds:
Gi0/0 = vmnic2 = Serverlnt/provider/server > EPG1

Gi0/1 = vmnic3 = Clientint/consumer/client > EPG2

L4-L7 Devices - ASAv-AVS-Routed i
[Cl] —
Genera Device 1 —
blanaged: |- Manageant IF Acdress:  10.301.35 333 Wansgement F‘FC"-;:; H‘-, =
e wienter Name: vCanarCorrole ] AL AVS _'_.,/"
Davicn Pachags: CISCO-ASA-1.2 = —
iTiertans
Servoe Type: Firevwall x
Dweica Typa: VINTUAL e - e, —  irath [y e Rot Praring]
WM Domain: 845 - e e
& Olgas1Erened Hatanre BIADN 3 M- 102MAC Pisning, Mol -
Cortin Amara: Hinghs
- MLW Matwork adapier 4 Mexde- 102MAL Pianing -
Furction Trps: | OoTheough m == E———
Clusie oda: Bingle Nods
Credantials e
Msraperant 1P Address: 50,307 .38 333 Misnagamet Port 443
Lissenama: agmin
Llusler ivierTac

Lofrm Passvwetitl. roenen

Lisma rmie I-lp-tiggmy
e Ay AV oute] Davics | g AR Twec] —
e ¢ © Chnk =
Configuration State C__ M— ___,)
Confgquision issey. B - ===l R
{:':Dlw:al Glina mih::j

pdlelos: LlJouuns Jepdsle vub) polsis 1Joldd IJeosd (HAVIJcEJw eds IigblJ.
Sop 05Se Uuwds GigabitEthernet 0/8 p vodl Jodsw slzos wely; IUlg bolJ.

St o 0dsu 2lds IJzols puwedrs sszw lu odsu puwees] Juginy pdd ogrsd Isbsds
938IJu lhuwe Idoslus JJg»ped

oI Huwe 1JE>pé

laJl G wluuble pJB g 96 J ASAV 90 Gud 3JY crolz lJs loble pzesgs pdud
OEHSI 9b 596 &p L4-LT7 Services Function Profile Jo ey 03l ldpgdsc Jpel 09 p9oz WO 1Juo9,)é:



Create L4-L7 Services Function Profile Group o 4

Specifty the informalion about the Function Profile Group

Hame: FusProfGroun
Drescription:

EUBMIT I CANCEL |

- sl | 4-L7 Services Function Profile Group - FunProGroup i
Il A —
\ LTINS -
# Il Pdotecr Iil e
. L Properties
v I Pl S
T ol Polcs P i
» Il Policaa Servoe Munciion Profise.
a I L4 7 Servoss
= ek A ] Fot T [
- A0 ol s Ciragh Ta i
» A T
a 1
o2 FunPrimg
T B ooees
» e 8 Greie LELT Barvioes Parion Rofis
I B =
o ™ b n oot
[ r

- 2 pdUV og s WebPolicyForRoutedMode o0 1J$lis 6 IJpouwsJo soleg [Js odssy
Idslzole gds 2ob) 1Uzpelss. pu ool Wuolesl odyy IJgbsle lgoshss 9spdu
cudssollogssdel Jlgdl. spdu legls 030 IUgble WS wuog pled peodwds pu gpdso
IJout, lewebl gds Jesdiss lehs Ilguesle s ctuosue Iuwe IJuslos JJgses.

cldouwed Jodl Idws,so sobde 23l 1dzelss 1Jeszoe (92 GoTo) i SJ9o JIJ 9lgoes guglo
IP 9,8, Jol szogs odsu ASA IJSsluws eds puvess lelo 1slzos (IJslzes 1Jgbzss 18U
lplole 9ldglzoo 1UsIgJss [Je) lelul). spdod syl wgss) luve [J9lzes 9938l Jpobdulod. sep
lovodsle IV )lgosle WS 03l 1dpeld.

- 9p w9y wSE wdysy I1Uglzoo 1Ugluo: 9luolvs gusly IP'grouuogs Uiplg J Serverint
luwedsle IJoougwsd IJolds Jeuslo IP Xx.x.xfy.y.y.y lg xx.x.xlyy. J,, IJgpdsé J9lzgod
Clientint.



Create Function Profile

Mame: FunProf-ASA

Description:

Copy Existing Profile Parameters: 7]
Profile: CISCO-ASA-1,.2/WebPolicyForRoutedMode - @

Faalures and Paramaters
In order to auto apply new values to the parameters of existing graph instance when users modity function profiles, the name of top fokder must be ended with -Defautt,

Interfaces

)+

Doo0dOoOonoOmmOo

4 ' Interface Related Configuration  externalli talse false
b 1 Access Group ExtAccessGroup false
b L)V IPv6 Entorce ELI-64

4 ' Interface Specific Configur... externalliClg falsa
4 ZF |Pva Address Configura...
T IPva Addrass L

_addreas
2] IPv4 Standby Address
UPDATE | AESET I CANCEL |
w0 IPvE Address Configura...

kL IPYE Link Local Addrass,

192.168.10.1/24 0l

SURMIT ]l CANCFEL l

pdlebé: spdud lsool wessd leshle Glisps 1Jsuosd IJIb el uosé sluusle IJ@lw
IJlgwlows 1Jglue od. wuvdd lBe,)lgos: pwswuopu $lde RoutedMode (§9les> J HTTP 9
HTTPS. Cldouves Jodl IJws)sew gvowp luolds SSH 9 ICMP |Js $lispes [Jyosd
IUgbzss IJeuvese wol.

Create Function Profile

Name: FunProf-ASA

Description:

Copy Existing Profile Parametars: [
Profile: CISCO-ASA-1.2/WebPalicyForRoutedMode - @
Faaliings and Paramelsns
In order to auto apply new values to the parameders of existing graph instance when users medify function profiles, the name of top folder must be ended with -Detault.

Folder/Param Namae Value Mandatory Locked Shared
=] 4 ') Destination Senvice destination_service
Accesslists a 1| High Port
=) Low Port law_port 2 false
=] =]/ Operator operator oq false
[m] b [ IcMP
m] + L Logging
[m] v [ Protocol
O b ) Source Address
(] b ) Source Service
=] Action action permit false
=] £ Order arder 30 falsn

cnnure 1 Aaune

e lud) 998 buwld
Ao Bp Clogile SlJo 1dyume Idoslos JJgsed



Tenant Podé-ALUMBRER & L4-L7 Service |

B Cuick Stant
4 &+ Tenant Pod6-ALUMBRER

» Il Appiication Profiles E"I

# Il Metworking

= [Nama

Il L4-L7 Service Parameters
* Il Security Policies
» Il Troubleshoot Policies
* Il Monioring Policies
4 I L4-L7 Sarvices
-MTWWM e—

¢+ Il Router configurations

L4-L7¥ Service Graph Templals

uwee 9IJBS pzeses 1Jizess [Js Idseso Jodssy 1dedl$s wso IJpuweodd 9ldei9s: 23>
IUsoe [Jeseo 90d o) IUslJs 1Uss we lugulye puwe .

Graph Name: Graph1-alumbrer
Graph Type: i@ Create A New One () Clone An Existing One
Consumer Provider
ASAv-AVS-...

ASAv
Please drag a device from devices table and drop it here to create a service node.
ASAv-AVS-Routed Information
Firewall: @ Routed (") Transparent

Profile: Pod6-ALUMBRER/FunProfGroup/FunPro « ]

| susMIT | CANCEL

cBeuo IJdlde weel o ldigble. sop logile 1IJE9lJe Jodss Glods Jlghs 1Jluuaésle. 900
e See wbosdol gds wia9wsdsdle EPG pesus 9ol IUs 3.

s Jobosd $lde: lud) v el IJlspw 925 wbusd $lde ldhuwe deslos JJgses L4-
L7




Tenant Podé-ALUMBRER 1 s . =,
- 68 L4-L7 Service Graph Template - Graph1-alumbrer i
Quick San

4 A+ Torant Poos-ALUMBRER F

» I Apglcation Profles

v I Matwors
¢ I Security Polcies = F
b I Troubleshoot Policies ASAY-AVE-...

W L4.L7 Servico Paameters
Il Monitoring Policies

I L4-LT Services

k

ASAy
4 I L4L7 Service Graph Templates
A " Crapht-alumbner outed inipmration
Funciion Node - AGA W ABSly LALT Sarvics Gragh Tamplate b Mowled
» M Router configurations [#]  Edit Le-L7 Sorvicn Graph Template ¥ FunPro-ASA
B3 Desite
El  Aemovn Asiated Objocts 0 Graph Tomplate
Save a8
JraNon for L
it peac10.201, 35,21 178 SHOW USAGE ] suBmaIT l RESET I

- w2 EPG lJos yvedys eds gluw Idpuveodd 9lde)9s. Bs o3l IJwpeysu AVS-EPG2 o9
IJeuweodd (IJg psd) 9 AVS-EPG1 09 1pad, (IJghp). w3, lue Jp sop obusd ls gled
U986 903 Jusuwee Jedb 1Jzplss wlgle JIWs gpdsle IJouovss luvaoubl |Js Blispes
IJ90,09d 136 s IdBuwe IJigs) pu o3l 1UpelJz.

- boboe wgs 3JJ o
STEP 1 > Contract 1. Contract

Config A Contract Between EPGs
EPGs information
Consumer EPG | External Netwerk: Pod6-ALUMBRERJAVS-AEP-VMM + @ Provider EPG / External Network: Podf-ALUMBRERJAVS-AEP-VMM ~ @ <>
Pod6-ALUMBRER/AVS-AEP-VMM-

alumbreriepg-AVS-EPG1
Caontract Indormation .

Contract: & Create A New Contract Choose An Existing Coniract Subject Fod6-ALUMBRER/InemalAEP-
VMM-alumbrariepg-EPG-intamal-
Contract Nama: EPG2-to-EPG1 alurribrar

— Pod@-ALUMBRERNVAF1-alumbrer
No Filt iow AN Traffic):
iitar (Al kB4 TAnyEPG
Pod§-ALUMBRERNVRF2/ANYEPG
PodS-ALUMBRERALIOut-NIK21LINat

NEXT | CANCEL |

- 029 puU peJ9ple BD IJglLos6 I pu pdBple EPG. B oo IJzlJo EPG1 09 1Jp9ud,
e€Js IntBD DB 9 EPG2 o9 IJpveodd gdJs BD ExtBD. jusope wysosd EPGT eds 9lzos
b IJeplsé pwswp wyuosd Serverint 9 EPG2 gJs slzos Clientint. juooog JJuol glgole
FW DG JJJ pu 923l 2elsé Idosiss (EPG) pos sop leeb 098 1des9) eds eos) 2o
IJzelss B zpse 1Jlséle.

- bBbde wes 3J



Graph Template: Pod6-ALUMBRER/Graph1-Temp-alumbrer - gl
Consumer Provider
- " :
ASAV-AVS-...
AVS-EPG2 AVS-EPG1
®
ASAv
ASAv-AVS-Routed Information
Firewall: routed
Profile: FunPro-ASA
Consumer Connecior
Type: @ General - Route Peering
BOD: Pod&-ALUMBRER/ExtBD-alumbrer - P
Cluster Interface: Clientint * P
Provider Connecior
Type: @ General ) Route Peering
BD: Pod6-ALUMBRER/IntBD-alumbrer «
Cluster Interface: Serverint - @
‘ PREVIOUS I| NEXT ” CANCEL |

- BS Yuwp pedele ldodssu: 1oy 999 JIs Idpgdple 90298 pel 131 Jlue ould |D_§=JJJ|C1
RED sJje wedswollodgsuwol. bOs 1UIg)lz Jel 09 p9 0z VB 1Juo9,6¢ Spdu pdlzbs 1y
lIJosose 1Je9zss Os $lisesd 1J9ue9d wldw. 03l pdlds Joyose IJgbyb 1Jss guolo WS

show ip access-list x.

STEP 3 = ASAv-AVS-Routed Paramaters 3. ASAV-AVE-Rouled Paramelans. I

conlig paramalans for the salachsd devica

etz Hoiran Fuspre-aga
Foanss : Sl
B ] L ]
0B = b I Aopeas Dontrol Engry [=2
(m] ¥ L Access Control Eneny SHIG
=] A " Ao Gostol Entry 55H
e ] b Destinaten Afdeas
H ¥ Custinuiiead Saevics S e
0 ¥ CMP
O ¥ Logging
=] v [ Prstocal ]
Ll ¥ e
[m} L] Sourem Sarvics
B I At Bcten ]
O oo - < :
[=] k Access Conmrol Erary
,ﬁ = P Arcesa Conommd F ey UPCATE I | CANCEL |

1 L ety fui e, Sumdied | b gttt e (18 et b s Aty weil b Surrrreted b W pessocter £

.:.:.cu..:-.ml FirgaH | -:-'-hl:[.l

- spdud i@u'ol lJozdd pu gu9wé IP 1Jos wp wgssuwol pu pJ%é oeys Islde 1Jpeess
puredl Ospl sJs B8 2828 Jogss) Idpedsple I3 e 1dle). wpzrs wesso JJ
lJeedpled lud) 9938 luole: Jpl 09 p9 0z Vs [Juo9)6:



STEP 3 > ASAv-AVS-Routed Paramelers 1. Contract 2. Graph 3. ASAv-AVS-Routed Parameters

config parameters for the selected device

Profile Mame: FunProf-ASA @

Features:

T iPva Address ivd_address

]/ iPva Standby Address
¥+  IPv8 Address Configuration
» [l IPv8 Link Local Address Configuration

PO Y - P

]

B » O Access Ust access-list-inbourd
[0 » [ Bridgo Group Interface
B 4 ‘3 Inwriace Related Configuration wxtemallf
Al B 4 ' Access Group ExtAconssGroup
=] 2] Inbound Access List name
O | Outbound Access List
[m] L IPve Enforce EUE4
B 4 3 Intoriace Spocific Gonfiguration wxtomalitClg
= 4 3 1Pvd Address Gonfiguration IPvdAddross
=]
O
m}
O

H
il

o s s s £ e O o ptts i o i £
Bl guly I ise gds el Solec Bszo lu sboy zols wp wuio 9p8sd Huwe wslus 2sslu.
4 BB L4 LT Servioms
* BB L4017 Bervos Oeaph Tempiaies
¢ BB e o abona
v BB 7o rohies

P %" EPGT0-E PG -Gragh | -akumDie - AL LM
« Oepioyed Deswes

IJozdd pu lduogs

+ p0 Jipg) 1pops IJos szw IJozdd puol wes luusle Idyuve Iduslus JJges lue e
logsle gJI88 Idpumweoddlldess, wluvesle pauod IJogrs IUpoluwe. 0288 weo
tuolisue paued Igbliss.



Podt-ALUMBRER .. Fimme~timm Cannactor - corel imar
inclon Lo 2Cc10 ONSUMmE

[ ]
e ot |

. s =l
- =] k-
- Properties
- Name: consumer
- Anschmant Nothcation. (alse
- i Filtarn

] Meta Connecton Firewad/intsmal - fp
'y

d

pdlebd: Jusope ceuosue I 9lzed pu 2ol Ideelsd wluwesle UuwJs pedss bloyss
(VLAN) o0 Idogpee IUssulpsds J AVS. w288 pu €30 929 Igble.

ALL TENANTS | Acd Tenant | Search: (ISR | common | Podé-ALUMBRER | PodS-ALUMBRER? | infrm | mgmt

Tenant PodB-ALUMBRER EE

virtual Device - AsSAv-AVa-Houted-none 1

4 28 Tonant Poce-ALUMER m

- ~m
Q|+ 100
|
- ’ Properties
B Secuity ’ Davicos: ASAv-AYS-Routed
- Wirtual Dovice #D: 28381
VAF. nane
[
ACHod Transacton i0: 10000
d Current Transaction 10 10000
- Cluster Interincen
ke - l
-
- ABAy-AVE-Roused_Cllorint -l
- ABA-AVE-Fousod_Servering w94
-
|
«m
«m ;
W ASAv-AVS-F

SAv-W-AUSE show interface ip brief
nterface IP-Address ? Method Status

higabitEthernetd-/H 192.168. 18. (S Manual up
higabitEthernetB-/1 y T ) Manual up
hiigabitEthernetB-/2 ' ( il S unset administratively down
iigabitEthernet8-3 n 1ed 3 unset administratively down
iigabitEthernet@-4 n gne (3 unset administratively down
higabitEthernetB/5 11 gned o unset administratively down

higabitEthernetd L ' unset administratively down

iigabitEthernet8/7 | adMinistratively down
iigabitEthernetB-8 ' gned YES unset administratively down
anagement8-a ] 1.35.223 YES CONFIG up

ISAV-W-AUSH show run access

( s list acc s—list—-inbound extended permit tcp any any eq HWW

( list list-inbound extended permit tcp any any eq https
ccess-1list list-inbound extended permit tcp any any eq ssh

{ list-inbound extended permit icHp any any

CSUP LESSU £ 228> wedty w9w9dedle EPG. pu IUlu Wuslesl Bl Jue welzs 1Us
wedsd ls Ubse eds Blises 1Jsuesd: Ssew lole IJogss) po pedele ¢206 LA-LT 12106
w EPG IUp9,.



Tanart Prci-ALUWSRER "
gl |4a-L7 Service Parameters
[ B g

4 B Terary Podlal REFER T By P | Vil
4 Il Spplensorn Profisa
o ‘ A5 AL P Wi
I Appication DPFGE { heked i § e (P = Brg Crmwdepet Ry Tarvn (e Hirm
4 5 era ws-eranl

o I e ERGGERG Geaph - Temp-aiambet

I Dorarm Wi wed Barn e
BB s B e I ExeSCostghal okl EFGHe-EPO Ciragh |- Terg-aiambrar
e & W e Cartg e oios EPGEP G- Tomg-geminer
¢ I s [ ] Ciraph |- Terg-diabrar
o I Accessl ERGGARERO Capht- Tt

| Acknowli

~ FW:
(&) ASAv
Hardware | Options | Resources | Profies | vservices |
Device Status
[~ Show Al Devices add.. | Remove | |G comected
Hardware | Summary | ¥ Connect at power on
] MR Memory 2048 MB I ——
K cpus 1
Video card Video card Il =
g & VMCI device Restricted
@ SCSI controller 0 LSI LogicParallel
@5 cD/DVD drive 1 [datastore4] ASAv-in-A...
& CD/OVD drive 2 [datastore4] ASAv-in-A...
M| & Harddisk1 Virtual Disk
& Hard disk2 Virtual Disk
B@ Network adapter 1 VM Network
E.."ﬂ_et_wurk adapter2 Pod6-ALUMBRER|ASAV.
1 Wpteﬂ Pudﬁ-hLU%lD
@ Network adapter4 VM Network
@ Network adapters VM Network
@ Network adaptert VM Network
@ Network adapter7 VM Network
B Network adapter8 VM Network
W@ Network adapter9 VM Network common|defautidient (DVS)
W@ Network adapter 10 VM Network common |default [juolivei (DVS)
common |default|jweb (DVS)
__reo |

Jodl IJlzoolyc Il Uss 2 EPGs swgluodou pe €99 Bsluwso: 030 2 EPGs W peldlw pgoduwds
9 VRFs pgodud: J3JY wp wdysy ouvw I._Jpg.ulJ wsuol ywlogl. 903l suuvb 9Jsdl wed
Isled wlylz Iuwe ldoslos JJéses b))l Jlo FW s@9e olesh Idoszsoe 9ldJo oSt wsu
9IUS EFfG. SpJdu IJlu 1Js DG IJos wp wdyswvol puwedl wesze EPG 9 BD pod IJg995.
Isuwes lu sbd IJg@s 1U3s >gwo Giuydo L4-LT7 o9 IJg B> [z 1U3s suue sdso levl@le

IJuinlJs 1UIG o olss6.
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(X {. >
k . 2 :

L

B3]

Tenant Narme

d Contract Type: Contract

Fodd-ALUMBR

Coniract Name

EPG210-EPG1

Provided /

Contract Type

Contract

Provided

QoS Class

Consumesd

Unspecitied

ACTIONS ~

State Lateel Subject Labe

Tormed

pe 116 Ied> IUBsIums: Spdud oldss oG 2yds 1de)s) IJlo gy ASAV. Bszu RS
|Jl e, show access-list 35 o le 1U9e9d JJBlesd IJos wjiss Ws JJ py6 sHuwd Vol IUgpsd

ASAVv-K-AUSH

hccess—list

hccess—-list
hccess—-list

shou access-list

cached ACL log flows:

alert-interval 3BH

access—list-inbound;

access-list-inbound

total B,

4 elements;
line 1

naMe hash:

denied 8 (deny-flow—Max

Bxcb5bd6c?
Chitcn

=A) Bxc873a747

hccess—list access-list-inbound
nt=A) BAx4B8bedbdd

access—-list access-list-inbound
t=4) Bx532fd57a

wccess—list access-list-inbound
«xedb5a7?5d

ASAV-H-AVUSH _

extended permit
line 2 extended permit
line 3 extended permit

line extended permit

tcp any any
tecp any any

tcp any any

eq WHH
eq https (hit

eq ssh (hitcn

icmp any any (hitcnt=4) B

Sew wede ullb [Juelss gds 19y JJiaojé lJg psdo 9lJgb o UGl oso 995JY glzole

ASAv

leafZ# show endpoint
Legend:

0 - peer-attached

V - vpc-gttached

5 - static-arp

H - vtep
p - peer-aged

a - locally-aged
L - local

S - static

e fmmmmmmmem— e jmmmmmmmmmesm————— jmmmmmmeem— = fmmmmm—mmm———— +

fe==s===ss==ss=sss=ss======s==s====== $====

Pod6-ALUMBRER ; VRF1-alumbrer
14/Podo-ALUMERER : VRF1-alumbrer
38
Pod6-ALUMBRER : VRF1-alumbrer
25
Podb-ALUMERER ;: VRF1-alumbrer

Pod6-ALUMBRER : VRFZ
26
Podo-ALUMBRER ; VRF2
overlay-1
overlay=-1

vilan-14778359

MAC Address
IP Address

___________ o s .

5897 . bdad . fabc
0050 . 5689, FAUE
192.168.10. 10
55 e e
192.168.18.1
192.168.2.11
2858 . 5689 . 3fca
172.16.1.18
9058 . 5689 . e7dd
172.16.1.1
19.8.184 .93
19.9.96.67

yian-98
yian-98
vian-94
vian-94

Vian-97
sy lan-97
vlan-93
vian-93

| i B T .

MAC Info/
IPF Info

Interface

—————————————— f===m==m==a===4

ethl 13
ethl/7

post

ethl/7

pod

13
overlay-1
13
overlay-1

vxlan-16777209
vxlan-16777209
vxlan-16777209
vxlan-16777289

8858, 5677 .18a5
18.8.32.93
8050 . 5660 . ddab
10.8.32.64

olee Il glzole 2ol Iz plss 1Jey8 86 wldzolj IUbloys VEM.

= i i = =

unspecified

unspecified



[ o1

~ # vemomd show port vlan
LTL VSM Port Admin Link Couse PC-LTL SGID ORG svcpath Type Vem Port
22 Ethl/S ur  UP 1549 4 vmnicd
23 Ethl/6 ur  UP 1848 wvmnics

50 up 8 wvmkl

Bl ASAv-1n-AVS. ethl

52 ASAv-in-AVS. eth2
1840

| u-2
- '::md show port vlan
LTL V5d Port Admin Link Type Vem Port
24 Ethl/7 UP  UP vmnicoh
58 UF UP wmkl
51 up : Clientl=-AVS.ethd

T UP UP ; | SErverl-AvS.ethd
UP UupP

slesol spdu IJoeds pu Bsles 22b IJzelss eds puwess 1Jd ksual 131 Jul weyd gdlple PC
lJegluod wpdlple EPG Ide o>, 91J9z06:

EPG1
DYy =

4 -'_‘:4-.

%
. fo—— : w—— il " 1 e Tag

*». | |

i Iy

[} b ME-EPEY O Urapactad \ 7 J

[ | 1INk il ahursbree appkas Urapecdad Wy

EPG2
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leafZe show 2ofing=rule
4141 r TS default enabled
4142 ] T defoult & i

4139 [T ¥ | 14
LE ] 14
leaf2e I

pdlzbé: Jl sood EPG PCTags/SCLASS looldl polui,l. owpe pllbgs Ul ol |_9
owdoo pgl pu gdId 9pdle IUbJ IJlzeslbss IJos wp logilyel woluwbs I5gld 1Jyuw e
lJoslos JJgspes L4-LT.

9s&pd wyulpz Communication Client to Server.

clscofdicisco-UbuntuClient:~% 1TconfTig
eth1 Link encap:Ethernet HWaddr 00:50:56:89:3f:ca
inet addr:172.16.1.10 Bcast:172.16.1.255 Mask:255.255.255.0
inet6 addr: fe80::250:56ff:fe89:3fca/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:346596 errors:0 dropped:97 overruns:0 frame:0
TX packets:533034 errors:0 dropped:® overruns:@ carrier:0
collisions:0 txqueuelen:1000
RX bytes:33670388 (33.6 MB) TX bytes:42734068 (42.7 MB)

Link encap:Local Loopback

inet addr:127.6.6.1 Mask:255.0.0.0

inet6é addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:170350 errors:0® dropped:® overruns:® frame:®
TX packets:170350 errors:0® dropped:® overruns:@ carrier:®
collisions:® txqueuelen:O

RX bytes:18739044 (18.7 MB) TX bytes:18739044 (18.7 MB)

cisco@cisco-UbuntuClient:~$ ssh 192.168.10.10
cisco@192.168.10.10's password:
Welcome to Ubuntu 14.04 LTS (GNU/Linux 3.13.0-24-generic x86_64)

* Documentation: https://help.ubuntu.comf

1Last login: Mon Feb 1 16:14:11 2016 from 172.16.1.10
cisco@cisco-UbuntuClient:-5 SI
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Attachable Access Entity Profile - AEP-AVS

M Quick Start

M Switch Policies

MR Module Pol

IR interface Policies

4 I Global Poli Properties

4 W Attachable Access Entity Profiles Name: AEP-AVS
E aep-avs Description:
[El Aep_ovs i

[ Laou-NaKz-aumbrer T Enatle nfrasinyguro VLAN: 7 I

Bl Laoumaicace Domains (VMM, Physical or External)
&l detau Assaociated to Interfaces:
| defau

Il QOS Class Policies - Name

Il DHCP Rel ay Policies AVS (Vmm-VMware)

<_ L MCP Instance Policy default

=4 EP Loop Protection Policy
Z. Error Disabled Recovery Policy
‘_ L Rogue EP Control Policy

M Monitoring Policies

BB Troubleshoot Policies VSwitch Policies
M Pools Port Channel Policy: select a value
I Physical and External Domains LLDP Policy: select a value

CDP Policy: CDP_ON
STP Policy: select a value

Firewall Palicy: select a value

lu2sb &5y pEOP>

C2dd pu L6 [l VEM 93¢ o lbole ESXi VMWare |J ool ue.

~ # vemversion

Runni ng esx version -1746974 x86_64
VEM Version: 5.2.1.3.1.10.0-3.2.1
OpFl ex SDK Version: 1.2(1i)

System Versi on: VMvare ESXi 5.5.0 Rel easebuil d-1746974

ESX Version Update Level: O
louold VEM g Fabric ¢.s) LolJe

- Check VEM st at us
vem st at us

- Try reloading or restating the VEM at the host:

vem r el oad
vemrestart

- Check if there’'s connectivity towards the Fabric.
(infra:default) with 10.0.0.30 (shared address,

~ # vnkping -1 vnkl 10.0.0. 30
PING 10.0.0.30 (10.0.0.30): 56 data bytes

--- 10.0.0.30 ping statistics ---

3 packets transmitted, O packets received, 100% packet

If ping fails, check:

- Check OpFlex status - The DPA (Dat aPat hAgent) handl es all
is connecting to) using OpFlex (opflex

APIC (talks to the imedi ate Leaf switch that
client/agent).

Al'l EPG comunication will go thru this opflex connection.
(Di scovering) Channel0: O (Discovering), Channell: 0 (D scovering) Dvs nane:
VMnar e/ ctrlr-[AVS] -vCent er Control | er/ swdvs-129 Renote |IP: 10.0.0.30 Port:
FTEP 1 P: 10.0.0.32 Switching Mde: unknown Encap Type:
check the status of the vimics at the host |evel:

~ i@
]
> i
L2
]

You can try pinging 10.0.0.30 which is
for both Leafs)

the control

State

formed

~ # vencnd show opfl ex Status:
conp/ prov-
8000 Infra vl an:
unknown NS G PG 0.0.0.0 you can al so

~ # esxcfg-vnknic -1 Interface Port

ACTIONS -

traffic between AVS and

3967

G oup/DVPort I P Family I P Address Netmask Broadcast MAC Address MIU TSO MSS Enabl ed Type vnkO



Managenment Network | Pv4 10.201.35.219 255. 255. 255. 0 10. 201. 35. 255 e4: aa: 5d: ad: 06: 3e 1500 65535
true STATIC vikO Managenent Network |Pv6 fe80::e6aa: 5df f: fead: 63e 64 e4:aa: 5d: ad: 06: 3e 1500
65535 true STATIC, PREFERRED vnkl 160 |Pv4 10.0.32.65 255.255.0.0 10.0.255. 255 00: 50: 56: 6b: ca: 25
1500 65535 true STATIC vnkl 160 | Pv6 fe80::250: 56ff: fe6b: ca25 64 00: 50: 56: 6b: ca: 25 1500 65535
true STATIC, PREFERRED ~ # - Also on the host, verify if DHCP requests are sent back and forth:
~ # tcpdunp-uw -i vnkl tcpdunp-uw. verbose output suppressed, use -v or -vv for full protocol
decode listening on vikl, link-type ENIOMB (Ethernet), capture size 96 bytes 12:46:08.818776 | P
truncated-ip - 246 bytes mssing! 0.0.0.0.bootpc > 255.255. 255. 255. boot ps: BOOTP/ DHCP, Request
from 00: 50: 56: 6b: ca: 25 (oui Unknown), length 300 12:46:13.002342 IP truncated-ip - 246 bytes

m ssing! 0.0.0.0. bootpc > 255. 255. 255. 255. boot ps: BOOTP/ DHCP, Request from 00: 50: 56: 6b: ca: 25
(oui Unknown), length 300 12:46:21.002532 I P truncated-ip - 246 bytes mi ssing! 0.0.0.0.bootpc >
255. 255. 255. 255. boot ps: BOOTP/ DHCP, Request from 00: 50: 56: 6b: ca: 25 (oui Unknown), |ength 300

12: 46: 30. 002753 | P truncated-ip - 246 bytes m ssing! 0.0.0.0.bootpc > 255.255. 255. 255. boot ps:
BOOTP/ DHCP, Request from 00: 50: 56: 6b: ca: 25 (oui Unknown), |ength 300

g0 030 1Ju$bs $pdu wpass 1o louold IJuuss wsu pupsd ESXisldsyds I seed wuivndd
wPeSe wEuP Blp)y 1dozdd spdu lu swp Wyl eds zluw 1986 Jozss Iduve o 1Uz3)s.

| eaf 2# show cdp ne
Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S- Switch, H- Host, | - IGW, r - Repeater,

V - Vol P-Phone, D - Renotel y- Managed- Devi ce,

s - Supports-STP-Di spute

Devi ce-1D Local Intrfce Hdtnme Capability Platform Port 1D
AVS: | ocal host . | ocal donai nnai n

Ethl/5 169 S| s VMhar e ESXi vmi c4
AVS: | ocal host . | ocal donai nnai n

Et hl/ 6 169 S| s VMnar e ESXi vmi ¢c5

N3K- 2( FOC1938R02L)
Eth1/ 13 166 RSI s N3K- C3172PQ 1 Ethl/13

| eaf 2# show port-c sum

Flags: D - Down P - Up in port-channel (nenbers)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Modul e-renpved
S - Switched R - Routed
U - Up (port-channel)
M- Not in use. Mn-links not net
F - Configuration failed
Group Port - Type Protocol Menber Ports
Channel
5 Po5( SU) Et h LACP Et h1/5(P) Et hl/ 6(P)

ould 2 psule suwegpd Vs IJ ESXi syub gu bysg Pob

| eaf 2# show vl an ext ended

VLAN Nane St at us Ports

13 infra:defaul t active Et h1/1, Ethl/20

19 -- active Ethl/ 13

22 mgnt : i nb active Et hl/1

26 -- active Et h1/5, Ethl/6, Po5
27 -- active Ethl/1

28 T active Et h1/5, Ethl/6, Po5

36 conmon: pod6_BD active Et h1/5, Ethl/6, Po5



13 enet CE vxl an- 16777209, vl an-3967
19 enet CE vxl an- 14680064, vl an-150
22 enet CE vx|l an- 16383902

26 enet CE vxl an- 15531929, vl an-200
27 enet CE vl an- 11

28 enet CE vl an- 14

36 enet CE vxl an- 15662984

po JIBlz Tedle: spdo pdlzbs o Gbods VLAN 1t &5y pumese wol 9 wp) gwy polds
IUsoodle ldos coodd ds puosed ESXI (1/5-6). 903l subs) lds odssu ey wozse
luwesle gusluws 1Jslz06 19 Gusluws 1Jezsd IJes op odsswel s APIC.

ST pu JJsopl:

wsluwle [Jsuosd > yusluwle 1Jslzes > wyuosIle yusluwle 1suosd > yusluwle 1Jpzed >
Y -X ] I

B 030 IJlds: sop LIS pdSle weysd Islzes o AEP ¢, Lorse (Suwwése AEP IJ$>se J
DVS). Jol 09 p9 o S IJ 096!

Access Port Policy Group - AVS-102_1-ports-7_PolGrp

ACTIONS =

Properties
Name: AVS-102_1-ports-T_PoiGep

Doserpton;
Labet
Link Ll Policy 1QigaAwin -
COP Policy: COP_ON - 3
MCP Policy: sadect a valua -
LLDP Policy: LLDP_OM = A
STP Interface Policy: select a valus -
Storm Control Interface Policy: select a value -
L2 Inbertece Policy: aslec) o valua -
Monitoring Policy- select a value -
Anached Entity Profle: AFP_DWS - @l
Connactiity Filters: t
Switch 1D Injoripe

SHCIWUEﬁGL] SUBMIT l CLOSE |

w8 youb AEP IUoese J AVS: spduul lJle io IS ig lJuvedé |Jpedssé |dblo,sé VLAN
oo ldepsle oublos pu gdId lUslob 1Jpuluwed gus 19,y 96:

| eaf 2# show vl an ext ended

VLAN Nane St at us Ports

13 infra: default active Ethl/1, Ethl/5, Ethl/6,
Et h1/ 20, Po5

19 -- active Et h1/ 13

22 mgnt @i nb active Ethl/ 1

26 -- active Ethl/5, Ethl/6, Po5

27 -- active Ethl/1

28 i active Ethl/5, Ethl/6, Po5

36 common: pod6_BD active Et hl/5, Ethl/6, Po5

VLAN Type VI an-node Encap



13 enet CE vxl an- 16777209, vl an-3967
19 enet CE vxl an- 14680064, vl an-150
22 enet CE vx|l an- 16383902

26 enet CE vxl an- 15531929, vl an-200
27 enet CE vl an- 11

28 enet CE vl an- 14

36 enet CE vxl an- 15662984

and Opflex connection is restablised after restarting the VEM nodul e:

~ # vemrestart

st opDpa

VEM SWM SCSI PID is

Warn: DPA runni ng host/vi nm vinuser/ ci sco/ veni vendpa. 213997
Warn: DPA runni ng host/vi nm vinuser/ ci sco/ veni vendpa. 213997
wat chdog- vendpa: Terni nating wat chdog process with PID 213974

~ # ventmd show opfl ex

Status: O (Discovering)

Channel 0: 14 (Connection attenpt), Channel1l: O (Di scovering)

Dvs nane: conp/ prov-VMaare/ctrlr-[AVS]-vCenterController/sw dvs-129
Rermote | P: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP | P: 10.0.0.32

Swi t chi ng Mode: unknown

Encap Type: unknown

NS G PO 0.0.0.0

~ # ventmd show opfl ex

Status: 12 (Active)

Channel 0: 12 (Active), Channell: 0 (D scovering)

Dvs nane: conp/ prov-VMaare/ctrlr-[AVS]-vCenterController/sw dvs-129
Rermote | P: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP | P: 10.0.0.32

Swi t chi ng Mode: LS

Encap Type: unknown

NS G PO 0.0.0.0

pedsple slo LoJé
oowse lJpeed IUbloys JJobos$

s wduso Llezed Idblo s Jobus § Cisco Systems. Inc. Cisco Application Virtual Switch.
1J]lool) 5.2(1)SV3(1.2)
uuy ASAV Cluwesle VMware

> lJooe I w ) se J Cisco Systems. Inc. Cisco Adaptive Security Virtual Appliance (ASAv).
I >, 9.4

IJouss Jluwluuss IJe,odis eds IJoebosdle e Cisco g Cisco AVS

Cisco Systems. Inc. Cisco ACI Virtualization Guide. I J]_o>l, 1.2(1i)

ouoese sume 18 Uluwopsle IJodns) Iuwes Jwoss IUluvluvss IJpsodis eds
lJobosyle eu Cisco
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