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aaa new-model

aaa authentication login cmts local

aaa authentication login default line

!

username 009096073831 password 0 009096073831
username 0050734eb419 password 0 FAA0317Q06Q
**username 000196594447 password 0 **BAD NUMBER
username 002040015370 password 0 03410390200001835252
!

interface Cable 3/0

cable privacy authenticate-modem

!

line vty 0 4

password cisco

Cisco 955 Jlio b lad9 . ;2,15 RADIUS 0515 plasiw| (9 390l 6321 @dslanl 5,31 s, Jiaw
o390l 65621 @d3Laa) 2l RADIUS pols pasiuy sill Lol CMTS

aaa new-model

aaa authentication login default line



aaa authentication login cmts group radius

interface Cable 3/0

cable privacy authenticate-modem

radius-server host 172.17.110.132 key cisco

line vty 0 4

password cisco

pasiwl il oel Jliall @815 wlogleo o soizy RADIUS oatimal die olly 6206 walo L Lagd
saclas aslrally dylll RADIUS polo> oo 3ac dlawls: croastimall alo plasi] pis dulxall 8850aall
pxiumall a95kas wlogles (3 ld pi wlly

.Sample

"Password =

Service-

RADIUS server users file #

Joe Blogg's Cable Modem #

"009096073831 009096073831

Type = Framed

Jane Smith's Cable Modem #

"0050734EB419 Password = "FAA0317Q06Q

Service-

"**Password =

Service-

Type = Framed

John Brown's Cable Modem #

"**BAD NUMBER 000196594477

Type = Framed

Jim Black's Cable Modem #

"Password = "03410390200001835252 002040015370

Service-

Type = Framed
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CHMTS# show cable modem
Interface Prim Online Timing Rec o3 CPE IP address MAC addre=ss
3id State Off=zet Power
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Cisco CMTS Jauw I Ledliol piv adWl jlawdl e 6392900l dllwJl @830as  psall 6521 Jisb aic

UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem 0001.9659.4461%
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390 656> Lls,Y cable privacy authentication-modem oVl eMasll pasiuy ol Cisco _wogs V :dla>Ne
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#E WSl o390 65| arzgi pih Cuy Slaol plas (1955 (9 doal 990 dSui JI Joogll (5> e g
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CMTS dg=lg _lc dcgaxaS TEK 9i KEK

LoV 13® 50 213 Jlio obol

CMTS# show interface cable 4/0 privacy kek



Configured KEK lifetime value = 604800

Configured KEK grace time value = 600

CMTS# show interface cable 4/0 privacy tek
Configured TEK lifetime value = 60480

Configured TEK grace time value = 600
sae Jo> wlsla>] Jo,e) Lasall joVl 13D plasiw] ¢Sos —show inteﬁqce cable x/0 privacy statistics
Ao S dg2ly e wlwYl bl duogas plaxiwl SIDs

2oV 13D (0 23] Jlio ool

CMTS# show interface cable 4/0 privacy statistic

CM key Chain Count : 12
CM Unicast key Chain Count : 12

CM Mucast key Chain Count : 3

a2 &> LS oVl 13 lagis sie . wlwV bl dwsgas auxuas 4oVl 138 lnis, —debug cable privacy
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P LalS oYl 138 lawisis piy boaic . bVl bl awogias guas 50Vl 138 lniui, —debug cable bpiatp
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debug cable mac- 5i X/0 S JiSJI elias VI s Sy Bouwo 09y boaie bnad 3oVl 13D Jas, .l
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138 logiws xie . awlwVl laxl duogadl pliss 6)15] puuas o 40Vl 13 0l6—debug cable keyman
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Le>MNolg BPI cliasi Slisiwl
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