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lJozv puw CLI

<tfroot>

>

show runni ng-config fail over

failover

failover lan unit secondary

failover Tan interface failover-1link GigabitEthernet0/2

failover replication http

failover Tink failover-1link GigabitEthernet0/2

failover interface ip failover-Tink 10.10.69.49 255.255.255.0 standby 10.10.69.89

9ldudlb 1eops IJos sew IJoled Bsol B o3l 1lp) os:

welos Idwgud : : :

lJ9z»6 1Jgluod wogly IUlgbld wlugss —> el 131 Jluw 1d9gsé |uwlguss l9 olouysé

9lzoo wely) IJyivd Juveds LAN welyj IJvd gw)y ool GigabitEthernet0/2 —> 1Jglz o6
lJebss gy hovlb IJoyvd eds IJzol)

w2909d9J HTTP JJuuwe IJecbloud JJigblJ

oely wuvd howlb IJwud GigabitEthernet0/2

9lzos welyy IJnvd IP wely) I vd-Lhowllb 10.10.69.49 255.255.255.0 9o IJlwegsls
10.10.69.89 —> gulysy IP Idjissuwso 9eulaso IP Jhoolb oglys Wund 1dzol; Idlzeslbs.

<{froot>

>

show f ail over

Failover On

Failover unit Secondary

Failover LAN Interface: failover-T1ink GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds

Interface Poll frequency 5 seconds, holdtime 25 seconds



Interface Policy 1

Monitored Interfaces 0 of 311 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.16(0)26, Mate 9.16(0)26

Serial Number: Ours 9A1]SSKW48], Mate 9ABR3HWFG12

Last Failover at: 01:18:19 UTC Nov 25 2021

This host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: ASAv hw/sw rev (/9.16(0)26) status (Up Sys)
Interface outside (0.0.0.0): Normal (Not-Monitored)
Interface inside (192.168.45.2): Normal (Not-Monitored)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Primary - Active

Active time: 707216 (sec)
Interface outside (0.0.0.0): Normal (Not-Monitored)
Interface inside (192.168.45.1): Normal (Not-Monitored)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : failover-1link GigabitEthernet0/2 (up)

Stateful Obj Xmit xerr rcv rerr
General 95752 0 115789 0
sys cmd 95752 95752

up time 0 0

RPC services 0

TCP conn 0

UDP conn 0

ARP tb1 20036
Xlate_Timeout 0

IPv6 ND tbl

VPN IKEv1l SA
VPN IKEv1l P2
VPN IKEv2 SA
VPN IKEv2 P2
VPN CTCP upd
VPN SDI upd
VPN DHCP upd
SIP Session
SIP Tx

SIP Pinhole
Route Session
Router ID
User-Identity
CTS SGTNAME
CTS PAC
TrustSec-SXP
IPv6 Route

STS Table

Rule DB B-Sync
Rule DB P-Sync
Rule DB Delete

[eNelolololNoNoloNololohcNaoRolo oo oo Ro oo oo Ro o X =]
[eNeNeoNeNolNoNeNeNo oo NeoNe NoNoloNoNeoNoNoNoNoNeoNoNo e o Neo Ne]
[=NeNeoNeNolNoNeNeNo oo NeNe No oo NoNeNoNoNoNoNoNoNoNeo o Ne Ne]

[eNeNeNoNeoNoNoNol HeoloNoNoNoNoNeoNeoNoNeoNeoNoNe]

Logical Update Queue Information
Cur Max Total
Recv Q: 0 5 504656
Xmit Q: O 1 95752
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<ffroot>

>

show fail over history

From State To State Reason

01:18:14 UTC Nov 25 2021
Not Detected Negotiation No Error

01:18:27 UTC Nov 25 2021
Negotiation Just Active No Active unit found

01:18:27 UTC Nov 25 2021
Just Active Active Drain No Active unit found

01:18:27 UTC Nov 25 2021
Active Drain Active Applying Config No Active unit found

01:18:27 UTC Nov 25 2021
Active Applying Config Active Config Applied No Active unit found

01:18:27 UTC Nov 25 2021
Active Config Applied Active No Active unit found

Iowegse 03l Jdoedd pu 1Jelds IJobsgss JJizoss sluwule oo IJogssle B IJz1Js:

<tfroot>
>

show failover state

State Last Failure Reason Date/Time
This host - Secondary

Standby Ready None
Other host - Primary

Active None

====Configuration State===
Sync Done - STANDBY

====Communication State===
Mac set
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<f#troot>

>

show fail over descriptor

outside send: 00020000ffff0000 receive: 00020000ffff0000
inside send: 00020100ffff0000 receive: 00020100ffff0000
diagnostic send: 01020000ffff0000 receive: 01020000ffff0000

lweduuld IJlgble gl oJlzol
wuoese IJigble
<#root>

>

debug fover ?

cable Failover LAN status

cmd-exec Failover EXEC command execution

fail Failover internal exception

fmsg Failover message

ifc Network interface status trace

open Failover device open

rx Failover Message receive

rxdmp Failover recv message dump (serial console only)

rxip IP network failover packet recv



short Failover NGFW mode snort processing

switch Failover Switching status

sync Failover config/command replication

™ Failover Message xmit

txdmp Failover xmit message dump (serial console only)
txip IP network failover packet xmit

verify Failover message verify

lJowlb:

lJodlb glzos wely) U ibd:

Sedud Iz IJs o3l 1Uldeylb Jogsss el 131 Jlo sop bhuwld gie Iduvdle Joglys Idyvd
eds Leolb ezl IJSid wpesd busldol.

<tfroot>
>

show capture

capture capfail type raw-data interface Failover [Capturing - 452080 bytes]
match ip host 10.197.200.69 host 10.197.200.89
>

show capture capfai

15 packets captured

: 09:53:18.506611 10.197.200.69
: 09:53:18.506687 10.197.200.89
09:53:18.813800 10.197.200.89
: 09:53:18.814121 10.197.200.69
: 09:53:18.814151 10.197.200.69
: 09:53:18.815143 10.197.200.89
: 09:53:18.815158 10.197.200.89
: 09:53:18.815372 10.197.200.69
9: 09:53:19.514530 10.197.200.89
10: 09:53:19.514972 10.197.200.69
11: 09:53:19.718041 10.197.200.69
12: 09:53:20.533084 10.197.200.69
13: 09:53:20.533999 10.197.200.89
14: 09:53:20.686625 10.197.200.89
15: 09:53:20.686732 10.197.200.69
15 packets shown

10.197.200.89 ip-proto-105, length 54
10.197.200.69 ip-proto-105, length 54
10.197.200.69 ip-proto-105, length 46
10.197.200.89 ip-proto-105, Tength 50
10.197.200.89 ip-proto-105, Tength 62
10.197.200.69 ip-proto-105, Tength 62
10.197.200.69 ip-proto-105, Tength 50
10.197.200.89 ip-proto-105, Tength 50
10.197.200.69 ip-proto-105, length 54
10.197.200.89 1ip-proto-105, length 54
10.197.200.89 1ip-proto-9, length 70
10.197.200.89 1ip-proto-105, length 54
10.197.200.69 ip-proto-105, length 54
10.197.200.69 ip-proto-9, length 74
10.197.200.89 1ip-proto-9, length 74

coNOYUVI A~ WN
V VV VYV VYVVYV
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IJedlb ARP gJs Loulb ozl 1lJBvd:

Spdod 23 o3l 1JIJedlb Jeg 6 ol 131 o Jss 1UIG,lo beldle MAC G 239J ARP.



<ffroot>

>

show capture

capture caparp type raw-data ethernet-type arp interface Failover [Capturing - 1492 bytes]
>

show capture caparp

22 packets captured

: 11:02:38.235873 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:02:38.235934 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
11:03:47.228793 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:03:47.228870 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
: 11:08:52.231296 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:08:52.231387 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
: 11:32:49.134163 arp who-has 0.0.0.0 (ff:ff:ff:ff:ff:ff) tell 0.0.0.0 (0:0:0:0:0:0)
: 11:32:50.226443 arp who-has 10.197.200.1 tell 10.197.200.28

9: 11:42:17.220081 arp who-has 10.197.200.89 tell 10.197.200.69
10: 11:42:17.221652 arp reply 10.197.200.89 1is-at 0:50:56:a0:72:4d
11: 11:42:20.224124 arp who-has 10.197.200.89 tell 10.197.200.69
12: 11:42:20.225726 arp reply 10.197.200.89 1is-at 0:50:56:a0:72:4d
13: 11:42:25.288849 arp who-has 10.197.200.69 tell 10.197.200.89
14: 11:42:25.288956 arp reply 10.197.200.69 1is-at 0:50:56:a0:85:6¢C
15: 11:46:17.219638 arp who-has 10.197.200.89 tell 10.197.200.69
16: 11:46:17.220295 arp reply 10.197.200.89 1is-at 0:50:56:a0:72:4d
17: 11:47:08.135857 arp who-has 10.197.200.69 tell 10.197.200.89
18: 11:47:08.135994 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
19: 11:47:11.142418 arp who-has 10.197.200.89 tell 10.197.200.69
20: 11:47:11.143150 arp reply 10.197.200.89 1is-at 0:50:56:a0:72:4d
21: 11:47:18.213993 arp who-has 10.197.200.69 tell 10.197.200.89
22: 11:47:18.214084 arp reply 10.197.200.69 1is-at 0:50:56:a0:85:6¢C
22 packets shown

>
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lJwsulysole

I3l Buvde 9236 Idoubs) B Idluuople [Js pzeses HA Iy Buvde loole o IJogssile po
lJ9z>6 IJuuivlbs: Ve wouwesd IUx¢Eed 1Us 1U9ers lJos Wuvde oo IUs IJuowzo
eldso 1o ep lug) W9d IJhoullb "peigble welys I bJ".

Sund pjlpwd IUobosd

Bl Iy [lz pedble g,00 oelyj IJWuvd suvsy IJs Wuvd pjlews IJobosd: Yol sgus
929> purdJs Vs 98w pr2ds IJoedd pu Loes HA2se swzdd IJuble pu ledluss gpd
IUszole wuvdd Lozse Jezesesd eldss IJosw,.

wboy Idyuwlds "we wpys)y JIWs gpdsle IUozdd pu lduozs" eusel odss "pu 1JelJs" os
"oileud lJobousy" souodd 1Jgwss Ids glds IJlguogsls.



s epdsle wrasd Jduvd IJeedd e IJuoes Idubs,) Ids 2lds "eelod” (Bubd). $p vl
lJpubldd Jeed UG, ogpd Jpzesesd eldss IJogls, 0,8 Is.

Jleo lue I3l $pw Lluadlz thbl B pileus IJobosd 98p viple céssle gds 19ess
lJogilos: Wszge edsy wuiyol &p luwaisold HA Jdlouoele s 956 IJulbs,).

ouvs) Iuwlsd IJs gldle Wuvd: pe Uiz JIsdss ed Idpuildd. spdu i LAY 030 Uiablc
ews lJlogoele 1Us 1Jg 86 995 JJ gpdss wui Jlzds.

B 93w luuople 1Jeds6: sd9p IJuble Clole Szuo pdlod 1) cdsso wp wuine eds 19226
lJovbé.

Ouvdo 920 IUluwoesh Vs Idluuople IUs HA pg "Ouvd cbosyd odssu Idobosd” ?_Joi
pilpus wlbosd 9o 1Jeoésb

eJs uub, 191, FTD W 9 06 IUlguagshs seu o sdsw /ngfw/var/log/action_queue.log Jsso
e Suvd IJodsso.

IJluodlz: spdu luwosold HA oy wpas> aJoI lJodosu wes lple Idogssile 1Jpbdeus.
ulge Cisco w9 IDCSCvu15611.

<#root>

From State To State Reason

15:10:16 CDT Sep 28 2021

Not Detected Disabled No Error

15:10:18 CDT Sep 28 2021

Disabled Negotiation Set by the config command
15:10:24 CDT Sep 28 2021

Negotiation Cold Standby Detected an Active mate
15:10:25 CDT Sep 28 2021

Cold Standby App Sync Detected an Active mate
15:10:55 CDT Sep 28 2021

App Sync Disabled

CD App Sync error is App Config Apply Fail ed

Oubdw £9s6 IUlgwoesh Vs Idlugopele 1Us HA pg "WOuivd @3 2ldé HA Cuvew pods pojlpus
Jobosy"

Bs b, I9le, FTD W 9 08 IJluwoesh. szw o sdsw Ingfwivar/log/ngfwmanager.log |Jwow
9)le rc)()J('S ro_j|roL'J6 Uob.__;.___s,j.

B 030 1dppds: o ivd lsuol g pdsle wui Juwoe Jiu 1d9s8 [Jouibs wegwds 1o plews
lJobosy J ojld 8s> IJo@spe.

$938 LU Idwog IS 229e IJghl - ulo,l Jiu gpdss IUluoele |Js NewNode/AppSync §.so


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu15611

lJo@se Jl suwpe vogssile lJodssu guldolds s 000 bdo IJoui,. Iele lglhé pelods
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IJluedlz: Bs weuo IJizslu: gws luvosold 1esd; IJelds eds £856 IUlguagsh spduo oJ

1 pind Jb.

lse cisco w§ id CSCvt48941
Llze Cisco o § id CSCvx11636

<#root>

From State To State Reason
19:07:01 EST MAY 31 2021

Not Detected DisabTed No Error

19:07:04 EST MAY 31 2021
Disabled

19:07:06 EST MAY 31 2021
Negotiation

19:07:07 EST MAY 31 2021
Cold Standby

21:11:18 EST Jun 30 2021
App Sync

HA state progression failed due to APP SYNC ti neout

Negotiation
Cold Standby
App Sync

DisabTed

Set by the config command
Detected an Active mate

Detected an Active mate

Bubdo £86 IJlgueesh Bs Ilusople [Js HA pg "Guid gl pjleus clousd IJ80e
lJeuog9b Vs wbousy odysy SSP gds 9uog [Jlgwegsh”

B b, Isle) "wpulpe Ibuwld Blisd 1duw,es (FTD)" Bis suoe Ilpwoesh: sew lo szoss
Ingfw/var/log/ngfwmanager.log g Js I wow [Jpes> JJOvd.

IJluodlz: BOs weuo Uia@lo‘ ew luwosoly 1Jogw, 1delds eds 820 IJlgwogsh: spdoo 2J

1 p v Jb.

Jleg perd IJigble oo Cisco CSCvy04965

<#root>

From State To State Reason
04:15:15 UTC Apr 17 2021

Not Detected Disabled No Error

04:15:24 UTC Apr 17 2021
Disabled

04:16:12 UTC Apr 17 2021
Negotiation

04:16:13 UTC Apr 17 2021
Cold Standby

04:17:44 UTC Apr 17 2021

Negotiation
Cold Standby

App Sync

Set by the config command
Detected an Active mate

Detected an Active mate


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt48941
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx11636
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy04965

App Sync Disabled

CD App Sync error is Failed to apply SSP config on standby

Wuvd 1ozl pu Iuogs

"ozl Jl cuweg po 1UrdsE" seus 1o 1dyds8 g5y pouad 19 1o 500Js welys IJSvd JI
ouldd Juwlisd HELLO keepalive.

2lod cuwrsd 1Usgsd [Us Izels IJIg): I3l Jp sepd wu9e9dsd SSH. Bleod eds 9,09 9226
IJozde 99200 ol 131 JIu 1dzols Oso IJouésd 19 Es) pouad.

B 2lJs lJouvgsd: Bess wow IJBUnd wluuogsle 1Jies $p wlbol,y 2lUs zly; IJBuid.
I3l Jp sJo 1Jzols seed: Sprw £pdsé lehs wubsd couwp wldosse 98200 ol I3l Juo cos s

wvedle ouvésd eds 9296 IJogde oldle Sspdy leool Izols pese.

<tfroot>

From State To State Reason

04:53:36 UTC Feb 6 2021
Failed Standby Ready

I nterface check

02:12:46 UTC Jul 11 2021

Standby Ready Just Active HELLO not heard from mate
02:12:46 UTC Jul 11 2021
Active Config Applied Active HELLO not heard from mate

Buvd B Idebdd s 1J6,ue

131 JIg, FTD s9 02 ol IJé_Joi‘ "ldoguld VU ppyd Iz vuwew WUbd )"
OwsIdyy ould lzwpldlu.

peod IJI v (oo SNORT) pgloJ

SpIdu Idozdl pu o3l lIdlg)le wluwegsle IJi,oJ lJe9z9> £Js gluw Linux: zlJs PMTOOL | GREP -i
de.

Iluodlz: 131 Il bs po Idpesdle pelodl Bezdd po Ingfwivar/log/messages 9z35 Idwow.



sbo, IJzols uuwes luwedsle gldss JJSHue

SpIdu IJozdd pu o3l Idlg)le wluwesle IJiro_, lJe9z9> £Js gluw Linux. df -th.

IJluodlz: 225 IdsJdsd 1J3s suweodd pebe 19,00 9louod « TAC Jedwd Idpdusle s,
s Susol.

<#root>

From State To State Reason

Active Config Applied Active No Active unit found
16:07:18 UTC Dec 5 2020

Active Standby Ready Other unit wants me Standby
16:07:20 UTC Dec 5 2020

Standby Ready Failed

Det ect Inspection engine failure due to disk failure

16:07:29 UTC Dec 5 2020
Failed Standby Ready My Inspection engine is as good as peer due to di

B Lol §6 106

SOp IJloJIg g0 030 IJpunldd wuvdd gle vuwow Ouvd 1J9ers Iduplbss FirePOWER gds
lzojo ASA 5500-X. sz 1wz dd pu undles 1U9zx6 IJupebss pu gJld olosd g0 1J9ero
lJuplbss.

lluodlz: 8 worpse syslog J ASA 29d 98¢ IJBUbd: 35pd0 1o wress o3e lJoluosd pud
IJozde l9 Wubd puwess Ideslule.

&> oee 3JY Is lwolo peodds B 9228 SFR. s9uos wdee TAC JJess) eds Juvoo
lissuws Jodo IdpuvdJs gds IPS.

<ffroot>

From State To State Reason

21:48:19 CDT Aug 1 2021

Active Standby Ready Set by the config command
21:48:19 CDT Aug 1 2021
Standby Ready Just Active

Service card in other unit has failed

21:48:19 CDT Aug 1 2021
Active Config Applied Active Service card in other unit has failed




i MIO

SwJg Firepower Threat Defense/ASA g¢ g39¢ gbd vuwow "Wuivd s38le §dw bl ge MIO-
Blade" s FPR1K 9 2K 9 4K 9 9K.

Jlze perd IJigble oo Cisco CSCvy14484
Jlze per8 IJigble oy Cisco CSCvh26447

<#froot>

From State To State Reason

20:14:45 EDT Apr 14 2021

Active Config Applied Active No Active unit found
20:15:18 EDT Apr 14 2021
Active Failed

M O bl ade heartbeat failure

20:15:19 EDT Apr 14 2021
Failed Negotiation MIO-blade heartbeat recovered

pedyple Sl LoJs

» https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-
S/show-f-to-show-ipu-commands.html
» https://www.cisco.com/c/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-quide-

640/fptd-fdm-ha.html#id 72185
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy14484
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh26447
/content/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html
/content/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html
/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-ha.html#id_72185
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