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General | Advanced Security | Connection | Remote Mail |

Encrypbion

[V Emcrypt data between Microsoft Office
Outlook. and Microsoft Exchange Server

User identifacation
[~ Abways prompt For user name and password
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accelerator sshow license. Jol 09 o907 s lJpdlJ luved uldd ipble IJolbos 8le ol oJlzol
soumse IJobosdle. wgsus IUpduwumsd plodse Jogvésd puvsg MAPI 9sz0 wpdsu
pumIE wbusd EPM.
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P92 I$ Iduvdd 2. oy 1o s wpdsu MAPLAO youbgsdoe souwesdo: 9802 2>
IJlouold. bl op wepdsu glds Idedsse 9JIJo wp lsBluw ouvgsd glds IJogvgsd: Bdluol
oS IJs pubvdds BOs Idesesue-

fuhd 2 oSS e 2lJé puse MAPI

sh ac tor maj
Accelerator Licensed Config State Operational State
mapi Yeas Enabled Bunning AO 5
admin and
T n
Accelerator Config ITtem Mode Value Gﬂeratlﬂl'lm State
Read optimization Uzer enab led
Write optimization Usar enab led
Policy Engine Config Item Value
State Registered
Default Action Usa Policy
Connection Limit 6000
Effective Limit 5990
Keapalive timecut 5.0 secomds gn?hle_d t|
pPumiZzauons
- Registered state

indicates AO is healthy
- Displays connection
limit

Iuwegse IJie, show statistics accelerator EPM JJoz 86 po I EPM AO sgpd. ©2dd pu lu
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v dd LozsT: w8 10 ©us wuase MAPL Jlg)le clousd IJuwss IUIJIe)s0s sldesluvds
9,8 lu wys pueuww MS-EndPortMapper suoz 2yJé p)9) [Joslole lJeg 096 Jpl sds:

WAE674# sh run | include mapi
map adapt or EPM mapi
name Enail -and- Messaging Al action optinize full accel erate mapi

WAE674# sh run | begin MS-EndPointMapper
.. .skipping
cl assi fi er Ms-EndPoi nt Mapper
mat ch dst port eq 135
exit

WAE674# sh run | include MS-EndPointMapper
cl assi fier Ms-EndPort Mapper
name Ot her classifier Ms-EndPortMapper action optinize DRE no conpressi on none accel erate
M5- por t - mapper

Iuwegse IJie, show policy-engine application dynamic JJoz 88 po 929> $9les IJeblud
lssulpsds: Jpl sds:
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SubS) IJs luwwesle MAPIL AO. Jpol sds:

WAE674# show stat conn opt mapi

Current Active Optinm zed Fl ows: 2

Current Active Optimzed TCP Plus Flows: 1

Current Active Optimzed TCP Only Fl ows: 1

Current Active Optim zed TCP Preposition Flows: 0

Current Active Auto-Discovery Flows: 0

Current Reserved Fl ows: 12 <==—=--————- Added in 4.1.5
Current Active Pass-Through Fl ows: 0

Hi storical Flows: 161

D: DRE, L: LZ, T: TCP Optimi zation RR Total Reduction Ratio
A:AOMC. ClIFS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

Connl D Source |P: Port Dest | P: Port Peer | D Accel RR
342 10. 56. 94. 101: 4506 10.10. 100. 100: 1456 0: l1a: 64:d3: 2f: b8 TMDL 61.0% <----- Look for
IIMII
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JJozdd pu e lovaldle MAPI e )6 IJos wp bduol luuaése 1, show statistics
accelerator mapi Jpol sJs:

wae# sh stat accel mapi

MAPI :
A obal Statistics

Time Accel erator was started: Thu Nov 5 19:45:19 2009
Tine Statistics were Last Reset/d eared: Thu Nov 5 19:45:19 2009
Total Handl ed Connecti ons: 8615

Total Optim zed Connecti ons: 8614

Total Connections Handed-off w th Conpression Policies Unchanged: 0

Total Dropped Connections: 1

Current Active Connections: 20

Current Pendi ng Connecti ons: 0

Maxi mum Acti ve Connecti ons: 512

Number of Synch Get Buffer Requests: 1052

M ni mum Synch Get Buffer Size (bytes): 31680
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Maxi mum Synch Get Buffer Size (bytes):
Average Synch Get Buffer Size (bytes):
Nurmber of Read Stream Requests:

M ni mum Read Stream Buffer Size (bytes):
Maxi mum Read Stream Buffer Size (bytes):
Average Read Stream Buffer Size (bytes):

M ni mum Accumul at ed Read Ahead Data Size (bytes):
Maxi mum Accurul at ed Read Ahead Data Size (bytes):
Aver age Accumul ated Read Ahead Data Size (bytes):

Local Response Count:

Aver age Local Response Tine (usec):
Renot e Response Count:

Aver age Renote Response Tine (usec):
Current 2000 Accel erated Sessions:
Current 2003 Accel erated Sessions:
Current 2007 Accel erated Sessi ons:
Secured Connecti ons:

Encrypted connections

Lower than 2000 Sessi ons:

H gher than 2007 Sessions:

31680
31680
3844
19
31744
14556
0
1172480
594385
20827
250895
70486
277036
0

1
0
1

0
0

Sedud IJgey) eds guldsu IP Jdgpdle IUsso sbdosu loualdle MAPL e ied,6 s syslog

vldoze gououwlisd pod:

2009 Jan 5 13:11:54 WAE512 napi _ao: 9\AAS- MAPI AO- 3- 132104:

ip: 10.36.14.82

(929480) Encrypted connection. dient

spdud £,00 leuolssle louold MAPI Uluwegsle 110, show statistics connection optimized

mapi detail Jol sJs:

WAE674# show stat conn opt mapi detail

Connection |d: 1830
Peer 1d: 00: 14: 5e: 84: 24: 5f
Connection Type: EXTERNAL CLI ENT
Start Tine: Thu Jun 25 06:32:27 2009
Source | P Address: 10. 10. 10. 10
Source Port Nunber: 3774

Destination | P Address: 10.10.100. 101
Destination Port Nunber: 1146

Appl i cation Nare: Emai | - and- Messagi ng
Email-and-Messaging
Cl assifier Nane: **Vap Defaul t**
Map Nare: uui da4f 1db00- ca47- 1067- b31f - 00dd010662da
UUID
Di rected Mode: FALSE
Preposi tion Fl ow FALSE
Policy Details:
Confi gur ed: TCP_OPTIM ZE + DRE + LZ
Deri ved: TCP_OPTIM ZE + DRE + LZ
Peer : TCP_OPTIM ZE + DRE + LZ
Negot i at ed: TCP_OPTIM ZE + DRE + LZ
Appl i ed: TCP_OPTIM ZE + DRE + LZ

Accel erator Details:
Confi gur ed: VAP
configured
Deri ved: VAP
Appl i ed: MAPI
applied

<===== Should see

<—-===-- Should see this
<===== Should see MAPI
<===== Should see MAPI



Hi st: None

Ori gi nal Optim zed
Byt es Read: 4612 1973
Bytes Witten: 4086 2096

Sop &0 1l IJluwezlus 1Jpedss 980 wes 9pu9umb I98le IJlguoelus B o3l 1Jlg)le:

MAPI @ 1830

Tine Statistics were Last Reset/C eared: Thu Jun 25
06: 32: 27 2009

Total Bytes Read: 46123985
Total Bytes Witten: 40864046
Nurmber of Synch Get Buffer Requests: 0

M ni mum Synch Get Buffer Size (bytes):

Maxi mum Synch Get Buffer Size (bytes):

Average Synch Get Buffer Size (bytes):

Nurmber of Read Stream Requests:

M ni mum Read Stream Buffer Size (bytes):

Maxi mum Read Stream Buffer Size (bytes):

Average Read Stream Buffer Size (bytes):

M ni mum Accumul at ed Read Ahead Data Size (bytes):
Maxi mum Accurul at ed Read Ahead Data Size (bytes):
Aver age Accumul at ed Read Ahead Data Size (bytes):

O O O OO O o o o o o

Local Response Count:

Average Local Response Time (usec): 0 D

Renot e Response Count: 19 Cmmmm——

Aver age Renote Response Tine (usec): 89005 e

Suse MAP I p i)

pJeuo

lecull po WAAS 5.0.1 spdu Lo sume eumsg MAPI 2,96 09, MAP e i 6. pusoe
wedsu 030 ldpsio wuudd l0o,)lgos s IJluosl 5.0.3. 9pe SJI: pu led Cumrse 226 019,

MAPI 1Jpe 9,6 wuogle ould £33 pu ldpolbdole Ws JJ oo WAAS 9 Microsoft AD Csisé.
wwsuwlesd o3l Idsdsd eds 1dezdd pu 9bs9s eMAPI gl e d il IRblisol 9l odlzol.

pEJIPlC IJps58

wSp wedsu eMAPI L udd l0o,)lgos 96 5.0.3 suusebdye el sds Jouwse s 1Jeas)
lJeubs,6 woele.

1) Szv w056 pgio CMS 1les 99020 eds zese 1Jizos6 IJiuwluvss IJos oepd gv) ubvodd
WAE



2) szw lu wdsu WAESs )6 eJs zJ FQDN 1Jglo gl (¢91>0) Exchange 9 Kerberos KDC
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4) sz wpdsu bls IJopde bs SSL 9 WAN Secure 9 eMAPI g Js zpse WAE Bs Idpuwly pu
Outlook |Js Exchange
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6) sz 1o szess WAE Iigwluws (bdle) eds perd peld 220l puicdys slzs I9 198, wp
odgswo (euvle Idpuwegse 19 1Jzol))

7)1l op luwegsle guvle zolic Wszw wop WAE o3l |Js peld AD.

8) wes 3JY 83 2lJs [uwegsle "Izl 19 puwle "lUpuwese”s Sew put 03 IUdlsule 192926

B Active Directory 390lo p2336. Szo esso JJ po "ol oiss)le Idsdsd" 8"ouwd
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U586 ldpsuos ol JJBsle w3dY os pu edld presed |p|u eldps" (eds uwosd UpuU
CESSU Ubgulu IJs [Jpzpeogs &p luolds Iao_)o WAAS 3/I9 quplc lJpuvedsresy ldper6 WOs
206 IJouvds) [Js 030 IUpzeses). Llze 1d3dsd 1der98 Jdzuesd eds Joble Jduvlvle
lJgluod wwosisé AD 99lzod [Jpuwesp lUyuwspessd WAAS CM.

p00zsd luveduld IJigble 9] olzol
1J9s 1-1Jo2d8 p0 0dasu perdd 8308 IJouvds) suele luvansh IJpsuly

wsuel soedd e Jogvgsuale (1IJgbss 2 1bulo) pu 9295 €306 wuvds): Sluo Jl swzdd eel
BlIIlY lgweols IJ,onL'Qola oleel e Jl. seldelds Jl usys pu gdld ouvgsd le) |J?ubt§uo o3l
B9 I3l wp pug IdBule IJpoluwes JJJlisy Wb Active Directory (10l Machine Ig User
Account).

wwsuee edeue ol sdie IJdsle o Jodasy 308 IJogvds) sldeedd puel O lumwesl
IJpdole

cunlo dpuwedde :
1. logwle puwwgspe AD

2. logble pze9ed AD soessu "o cessile Iddsd” "ouwe cessle IUbdsd 1JJJ”
Jduwelz

3. luolWs IJpwwgse lJs Idpzeses Idos wpe luuulyol
4. 02282 0988 peld puwlo IJpuwere Os plo IJoyvs)
5. cuigsd 1zunsd £ slzoes uwbs, 1lsle, (CLI) IJoyigsuoss JJesely

Windows-domain Diagnostics Encryption-service get-key <Exchange Server FQDN> <domain
name>

Jleb lvo szo dsd luwegsle luwp Ebp Exchange IJSeJs/le 558 IJss wp wdasue £Js
IJ30 9Jsw FQDN o0 o9& NLBVIP Iss > sz s E9bp Exchange pcgssé.



6. >l Jlo luwezle dpdolz &> uge - wp
pold eds IJoele:

pdi-7541-dc#windows-domain Diagnostics Encryption-service get-key pdidc-
exchange1.pdidc.cisco.com pdidc.cisco.com

SPN pdidc-exchange1.pdidc.cisco.com: |wpe 1JeglJ: pdidc.cisco.com
luve)sb IJpvdole Bs> IJo®de.

pdi-7541-dc#windows-domain Diagnostics Encryption-service get-key pdidc-
exchange1.pdidc.cisco.com pdidc.cisco.com

SPN pdidc-exchange1.pdidc.cisco.com: |wpe 1JeglJ: pdidc.cisco.com

S92 pIdule pdidc-exchange.pdidc.cisco.com s 31,6 IJogisu IJpdde Jedolz 1J31Y,6
euwlo IJzol;

1. 900J zolj (iz036) WAE 1Jlwlusé |Us pzld AD

2|ugule pzp9gs AD sogssu "ol cissile Idsd" s"ouwe wéssle Idsd 1JIJ"
Jduwele

3. luols puwle (ruwlvle) zoby IUs Idpzeses IJos e logbldol
4. oJdysu eple IJogvds) Jigwedsle zuvle 1Jzol;

5. lpuz wELP 9w Jobusd unsluws IJpzeses eds IJzols Ideuupe Iy Buuo wlbusd
wwsluwd lJpee9ed oo AD. gpupdate /force.

6. wuvgsd IJeuosd eds sleos Lub, 1Ulsle; 1Je g oss [Jluwlpuss

Windows-domain Diagnostics Encryption-service get-key <Exchange Server FQDN> <domain
name>

Jlebo luo sgo s luwedsle lwe e Exchange IJSeJs/lUzds s I5s wp odasoo gJs
IJébe 9Jsw FQDN o0 98 NLB/VIP IUss (95 sed IJs g9 Exchange oo gs56.

7. bl Ilo luwezle Idpdolz &> uge - wp

JJewosd eds e po IJovluasd sddble 1dunl s 29d €306 IJouvds) 9odsse AD. lze
Isdsd 1) 8.

IJgd096 2 - s 5.0.3 wp gl o) wubgsue 238 JJoedd po weue IUlesble Iplbdss.

-MAPI IJoz 84 pu lesble IJogblds)

1.CLI 0 89p w26 gpdslo Beuo Jduodless. lu poele IT os pdeue JJB26 eds cuwse
2,6 0,9, MAPI 1Jp s )6 Joldé s Jo.

2.023839 pu welo IJzldéldedssu 1Ugluos oldedsole 1dpgodds Jgses IJouvds) JJged



cuvdd uoese.

3.60> IJges) £ds pubdds wdoso: uwsop [&lz ol 09 #3893 9 CLI (91206 yulo, IUlsle)) I
IUlzlele 1Jdles Jloadizol.

4. s9>p \JpJee Jzol; Edge 9zol; Core. sz lu Sewss IWJeols IUss sedu o sdou Ieles
sldesluw eJs EMAPI 9o IJogvgsd JIJ pu 1Jels 9ldego,.

bole wesse JUptzle po WAE wp odosuo wubvdd €8y Lozse:

Cor e#accel erator mapi verify encryption-settings
[ EDGE: ]
Verifying Mapi Accelerator State

Status: FAILED
Accel erat or Config State Qperational State
mapi Di sabl ed Shut down
>>Mapi Accel erator shoul d be Enabl ed
>>Mapi Accel erator should be in Running state

Verifying SSL Accel erator State
Status: FAILED
>>Accel er at or Config State Operational State
ssl Di sabl ed Shut down
>>SSL Accel erator should be Enabl ed
>>SSL Accel erator should be in Running state

Verifying Wan-secure State
Status: FAILED
>>Accel er at or Config State Operational State
wan- secur e Di sabl ed Shut down
>>\WAn- secure shoul d be Enabl ed
>>\WAn- secure should be in Running state

Verifying Mapi Wan-secure node Setting

Status: FAILED
Accel erator Config Item Mode Val ue

WanSecur e Mode User Not Applicabl e
>>Mapi wan-secure setting should be auto/al ways
Verifying NTP State

Status: FAILED
>>NTP status shoul d be enabl ed and confi gured

Sunmary [ EDGE] :




Devi ce has to be properly configured for one or nore conmponents

[ CORE: ]
Verifying encryption-service State
Status: FAILED
Servi ce Config State Qperational State
Encryption-service Di sabl ed Shut down
>>Encryption Service shoul d be Enabl ed
>>Encryption Service status should be in 'Running' state

Verifying Encryption-service ldentity Settings

Status: FAILED
>>No active Encryption-service ldentity is configured.
>>Pl ease configure an active Wndows Domain Encryption Service ldentity.

Sunmary [ CORE]: Applicable only on CORE WAEs

Devi ce has to be properly configured for one or nore components

Ssel s ooz po WAE [l uws op odosoo wubdd Lose:

Core#tacc mapi verify encryption-settings [ EDGE: ]

Verifying Mapi Accel erator State

Status: K
Verifying SSL Accelerator State

Status: K
Verifying Wan-secure State

Status: K

Verifying Mapi encryption Settings
Status: K

Verifying Mapi Wan-secure node Setting
Status: K

Verifying NTP State

Status: K
Sunmmary [ EDCE] :

Devi ce has proper configuration to accelerate encrypted traffic



[ CORE: ]

Verifying encryption-service State

Status: K

Verifying Encryption-service ldentity Settings
Status: K

Sunmary [ CORE]: Applicable only on CORE WAEs

Devi ce has proper configuration to accelerate encrypted traffic

|Jg1og 3 - w23 $2968! pu lesble WAE IJos Jp $op Beuool wiluubs IUle) Ioubgsuos
ieJlo.

1) Jle, IJpsds, ledlo: wsopl $5¢) £Js 929> wa9w9dsd 38 Iuveds (NTP) 1ss wp
cdgsuor Sluo Jl sd9pe I IUslSe wldezdd pu wileu IUsde wso WAE 9 KDC. 900 [pope
ol wojleo IUls8le wsu Core 9 KDC zos suze luvessb Idevcle.

I3l I IJdzuo 1Us29s g0 €30 Idejlps Suwedys ould bysds wuwsbs Jlgoly uvles WAE
eJs ldpsleus os IUley ntpdate (ntpdate <KDC IP>). &p 9p wwgzso 9edle WAE |Js gbe NTP
JJpdumwws.

2) |Jozdd pu uelz DNSLOOKUP gJs zpse 9g3lo WAE 1Jgluoé o FQDN 1JglLos wgslse
Exchange 9 FQDN IJ¢loé  KDC

3) 2l pu wdosu Ersbs IJBiss 98,sbs IJuwslws wuvdd Lozse Js zese WAE Bs
1Jp b,

pdi-7541-dc#sh class-map type waas MAPI

u9ge &rsbo IJsiss WAAS match-any MAPI

pblw 96 TCP IJ9gos EPM MAPI (0 o bluB@le i d)
pdi-7541-dc#show ¢,9¢ ,5kboé I usluud WAAS gsg ¢)sbs 1J uslus
WAAS-Global (lzelJs 6084690)

MAPI JJisé (0 clludle o)
CeuwSu o IJewues IIJIJe,9us sldesluwds 1UElues wolbwsd MAPI

4) 1deedd po Sep piu CMS IJley swosseo gJs zese WAE "show cms secure store”

oedsd Juslule



NJluolBs [ wedsd 1olz IJle) Ideuibgsoos slsle) 1Je oo 1Js9s Ides @ wpelz 1ol
Jeslzed v s IJuble.

eJs 9z0 lJguo9,0 wvoeolz IUs polees yved IJigble 9 sr-errorlog (Core WAE W b). 9pJble
wsao-errorlog.

o odsy ould cdesele b IJ uwed 998! JJuwsobss IUss pwsd9d IUs Iduwew 9)le
loglus Ileualdle [Us AO 1Jgle.

Jp,ze oul 09 wesde Jdpdiele sbo, pdyule gpd povges

o3l IU[olz pu sr-errog 9swas IJozdd pu LoRs 0980 €00 wUbIS) tuwlw IJzols

pdlebs: 03l 9> B Sb I Core WAE luop |Js 1Jpzld 9guwle 1Jzols 09295

07/03/ 2012 19:12:07.278(Local ) (6249 1.5) NTCE (278902) Adding Identity Macchi neAcct WAAS to nap
active list in SRVain [ SRMain. cpp: 215]

07/ 03/ 2012 19:12:07.279(Local ) (6249 1.5) NTCE (279018) Adding identity(Macchi neAcct WAAS) to Map
[ SRDi | dMgr . cpp: 562]

07/03/ 2012 19:12:07.279(Local ) (6249 1.5) NTCE (279282) Activate |d: Macchi neAcct WAAS

[ SRMVaI n. cpp: 260]

07/03/ 2012 19:12:07.279(Local ) (6249 1.5) NTCE (279306) Identity Macchi neAcct WAAS found in the
Map [ SRDi | dMgr . cpp: 702]

07/03/ 2012 19:12:07.279(Local ) (6249 1.5) NTCE (279321) Authentication for ID Macchi neAcct WAAS
[ SRDi | dMgr . cpp: 398]

07/03/ 2012 19:12:07.330(Local ) (6249 1.5) NTCE (330581) Authentication success, tkt validity
starttime 1341342727 endtine 1341378727 [ SRDi | dMgr. cpp: 456]

07/ 03/ 2012 19:12: 07. 330(Local ) (6249 1.5) NTCE (330599)

I D_TAG : Macchi neAcct WAAS

Name : pdi-7541-dc

Donemi n : PDI DC. Cl SCO. COM

Real m : PDI DC. Cl SCO. COM

CLI_GUID:

SITE_ GUI D :

CONF_GUI D :

St at us: ENABLED

Bl ack_Li st ed: NO

AUTH_STATUS: SUCCESS

ACCT_TYPE: Machi ne [ SRI dentityObj ect. cpp: 85]

07/ 03/ 2012 19:12: 07. 331(Local ) (6249 1.5) NTCE (331685) DN Info found for domain PDI DC. Cl SCO COM
[ SRI dentityQbj ect.cpp: 168]

07/03/ 2012 19:12:07.347(Local ) (6249 1.5) NTCE (347680) Inmport cred successfull for pn: pdi-7541-
dc@?DI DC. Cl SCO. COM [ AdsGssd i . cpp: 111]

o3l Juwlg pu IJ core sr-errlog &luss 9swas pdolz luvegls ulze oo KDC.

10/ 23/ 2012 15:46:55.673(Local ) (3780 1.2) NTCE (673766) Key Not Found in cache, initiating
retrieval for spn:exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. com [ SRServer. cpp: 297]



10/ 23/ 2012 15: 46:55. 673(Local ) (3780 1.2) NTCE (673811) Queued InitiateKeyRetrieval task

[ SRSer ver . cpp: 264] 10/ 23/ 2012 15: 46: 55. 673( Local ) (3780 1.2) NTCE (673819)

Key retrieval is in Progress [SRServer.cpp: 322]

10/ 23/ 2012 15: 46:55. 673(Local ) (3780 0.0) NTCE (673818) Initiating key retrieval

[ SRServer. cpp: 271]

10/ 23/ 2012 15:46:55. 673(Local ) (3780 1.2) NTCE (673827) initiating key retrieval in progress

[ SRDat aSer ver. cpp: 441]

10/ 23/ 2012 15: 46:55. 673(Local ) (3780 1.2) NTCE (673834) Sending ack for result 2, item name
/cfglgl/sr/sr_get_key/pdi dc- exchangel. pdi dc. ci sco. com@di dc. ci sco. com

[ SRDat aSer ver. cpp: 444]

10/ 23/ 2012 15: 46:55. 673(Local ) (3780 0.0) NTCE (673922) Match found for DN: pdidc.cisco.comis
I D: Macchi neAcct WAAS [ SRDI | dMgr . cpp: 163]

10/ 23/ 2012 15: 46:55. 673(Local ) (3780 0.0) NTCE (673937) ldentity Macchi neAcct WAAS found in the
Map [ SRDi | dMgr. cpp: 702]

10/ 23/ 2012 15: 46:55. 673(Local ) (3780 0.0) NTCE (673950) DN Info found for donmain pdidc.cisco.com
[ SRI dentityQbj ect. cpp: 168]

10/ 23/ 2012 15: 46: 55. 674(Local ) (3780 0.0) NTCE (674011) DRS_SPN. E3514235- 4B06- 11D1- ABO4-
00C04FC2DCD2/ e4c83c51- 0b59- 4647- b45d- 780dd2dc 3344/ PDI DC. Cl SCO. COM f or

PDI - 7541- DC@DI DC. Cl SCO. COM [ Gssd i . cpp: 51]

10/ 23/ 2012 15: 46:55. 674(Local ) (3780 0.0) NTCE (674020) CREATED srkr obj (0x50aa00) for spn
(exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. com) [ SRKeyMyr. cpp: 134]

10/ 23/ 2012 15: 46:55. 674(Local ) (3780 1.3) NTCE (674421) Inport cred successfull for pn: PDI-7541-
DC@vDI DC. Cl SCO. COM [ GssC i . cpp: 135]

10/ 23/ 2012 15: 46:55. 676(Local ) (3780 1.3) NTCE (676280) sessi on(0x50aa00) Conplete TGI stage of
GSS Successful, Initiating AppApi [ SRKeyRetriever. cpp: 408]

10/ 23/ 2012 15: 46:55. 676(Local ) (3780 0.1) NTCE (676415) SRKR Success in posting connect to
service <ip:QOe: 6e: 03: a3><port: 135> [l oOperation. cpp: 222]

10/ 23/ 2012 15: 46:55. 676(Local ) (3780 0.0) NTCE (676607) Connected to server.

[1 oOperation. cpp: 389]

10/ 23/ 2012 15: 46:55. 677(Local ) (3780 0.0) NTCE (677736) SRKR Success in posting connect to
service <ip:QOe: 6e: 03: a3><port: 1025> [| oOperati on. cpp: 222]

10/ 23/ 2012 15: 46:55. 678(Local ) (3780 0.1) NTCE (678001) Connected to server.

[1 oOperation. cpp: 389]

10/ 23/ 2012 15: 46:55. 679(Local ) (3780 0.1) NTCE (679500) C eaning up credential cache for PDI -
7541- DC@?DI DC. Cl SCO. COM [ GssCl i . cpp: 212]

10/ 23/ 2012 15: 46:55. 680( Local ) (3780 0.1) NTCE (680011) Parsi ng DRSBI ND Response

[ AppApi Dr sBi nd. cpp: 222]
10/ 23/ 2012 15: 46: 55. 680( Local ) (3780 0.1) NTCE (680030) DRSBi nd Success, Status: 00000000

[ AppApi Dr sBi nd. cpp: 359]

10/ 23/ 2012 15: 46:55. 685(Local ) (3780 0.1) NTCE (685502) session(0x50aa00) Successful in Key
Retrieval from AD for SPN:. exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. com

[ SRKeyRetri ever. cpp: 269]

10/ 23/ 2012 15: 46: 55. 685(Local ) (3780 0.1) NTCE (685583) Send Key response to the Cient for spn:
exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco.com # of req's : 1

[ SRKeyMyr . cpp: 296]

10/ 23/ 2012 15: 46:55. 685(Local ) (3780 0.1) NTCE (685594) Del eting spn: exchangeMDB/ pdi dc-
exchangel. pdi dc. ci sco.com entry from Pendi ng key request map [ SRKeyMyr. cpp: 303]

03l IJpgrz pu pJd MAPIAO-errorlog gJs Edge WAE Jloold eMAPI glgz



'1*10/23/ 2012 17:56:23. 080(Local ) (8311 0.1) NTCE (80175) (fl=2433) Edge TCP connection initiated
(-1409268656), Conn: [14.110.3.117:58352 <=> 14.110. 3. 99: 27744],

Fl avor: 0 [ EdgeTcpConnecti onDceRpclLayer. cpp: 43]

10/ 23/ 2012 17:56:23. 080( Local ) (8311 0.1) NTCE (80199) Edge TCP connection initiated (-
1409268656), Conn: [14.110.3.117:58352 <=> 14.110.3.99:27744], Flavor: 0

[ EdgeTcpConnect i onDceRpcLayer . cpp: 48]

10/ 23/ 2012 17:56:23.108(Local ) (8311 0.0) NTCE (108825) (fl=2433) Bind Request fromclient with
AG D 0x0, callld 2, to dest-ip 14.110.3.99, AuthLevel: PRI VACY

Aut hType: SPNEGO Aut hCtxld: 0 WPl unb: 1

[ EdgeTcpConnect i onDceRpcLayer . cpp: 1277] """

10/ 23/ 2012 17:56:23.109(Local ) (8311 0.0) NTCE (109935) CheckAndDoAoshRepl unmbi ng perform

repl unbi ng wsPl unbState 1 [ Session. cpp: 315]

10/ 23/ 2012 17:56:23.109(Local ) (8311 0.0) NTCE (109949) (fl=2433) ACSH Repl unbi ng was performed
returned Status O [ Session. cpp: 337]

10/ 23/ 2012 17:56:23.109(Local ) (8311 0.0) NTCE (109956) CheckAndPl unmb WanSecure(14) ret:= [1, 0]
WPl unb: 4 fd[client,server]:=[25,26] [AsyncOperationsQueue. cpp: 180]

10/ 23/ 2012 17:56:23. 312(Local ) (8311 0.1) NTCE (312687) (fl=2433) Connection multiplexing enabl ed
by server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 499]

10/ 23/ 2012 17:56:23. 312(Local ) (8311 0.1) NTCE (312700) (fl=2433) Header signing enabl ed by
server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 510]

10/ 23/ 2012 17:56:23.312(Local ) (8311 0.1) NTCE (312719) (fl=2433) OnNewConnection - dient IP
14.110. 3. 117 (0xe6e0375), Serv IP 14.110.3.99 (0xe6e0363), nDstPort=27744,

nAssoci ati onGr oup=0x11de4, conn_f d=26,

bWasConnect i onFr onReser vedPool =0, bl sNewiVapi Sessi on=1 [ Connecti onReservati onManager . cpp: 255]
'''10/23/2012 17:56:23. 366(Local ) (8311 0.1) NTCE (366789) (fl=2433) Received security context
fromcore with auth context id: O [EdgeTcpConnecti onDceRpclLayer. cpp: 2912]

10/ 23/ 2012 17:56:23. 367(Local ) (8311 0.1) NTCE (367157) (fl=2433) Security Layer moved to ESTB
state [Fl owSecuritylLayer. cpp: 311]"'""

10/ 23/ 2012 17:56: 23. 368( Local ) (8311 0.1) NTCE (368029) (fl=2433) Informational:: Send APC set to
W5: asking for Cipher 2 [EdgeTcpConnecti onDceRpclLayer. cpp: 809]

10/ 23/ 2012 17:56: 23. 368(Local ) (8311 0.1) NTCE (368041) (fl=2433) Sec-Parans [Ctxld, AL, AT, ACT,
DCT, [Hs, ConnMl x, SecMdl x]]:=[0, 6, 9, 18, 18 [1,1,0]]

[ Fl oM OBuf fers. cpp: 477]

10/ 23/ 2012 17:56: 23. 369( Local ) (8311 0.0) NTCE (369128) (fl=2433)

CEdgeTcpConnect i onEmsMibLayer : : Connect Request Common (Call1d 2): client version is

Pr oduct Maj or: 14,

Product M nor:0, Build Mjor: 6117,

Build Mnor:5001 Cient ip 14.110.3.117 Cient port 58352 Dest ip 14.110.3.99 Dest port 27744
[ EdgeTcpConnect i onEnmsMibLayer . cpp: 1522]

10/ 23/ 2012 17:56: 23. 868(Local ) (8311 0.1) ERRO (868390) (fl=2433) ContextHandle.IsNull()

[ EdgeTcpConnect i onEnmsMibLayer . cpp: 1612]

10/ 23/ 2012 17:56: 23. 890( Local ) (8311 0.0) NTCE (890891) (fl=2433)

CEdgeTcpConnect i onEmsMibLayer : : Connect Request Common (Cal l1d 3): client version is

Pr oduct Maj or: 14,

Product M nor:0, Build Mjor: 6117,

Build Mnor:5001 Cient ip 14.110.3.117 Cient port 58352 Dest ip 14.110.3.99 Dest port 27744
[ EdgeTcpConnect i onEnmsMibLayer . cpp: 1522]



Bspl sds [e)le WAE IJigwluws 1Jpesld§ oo mapiao-errorlog Joduw loyold TCP

'1*110/23/ 2012 17:56:54. 092(Local ) (6408 0.0) NTCE (92814) (fl=21) Core TCP connection initiated
(11892640), Conn: [14.110.3.117:58352 <=> 14.110.3.99:27744], F

lavor: 0 [ CoreTcpConnecti onDceRpclLayer. cpp: 99]

10/ 23/ 2012 17:56:54. 092( Local ) (6408 0.0) NTCE (92832) Core TCP connection initiated (11892640),
Conn: [14.110.3.117:58352 <=> 14.110. 3.99: 27744], Flavor: O

[ CoreTcpConnect i onDceRpcLayer. cpp: 104] ' **

10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175035) SrlibCache Cache eviction starting:
static void srlib::CSrlibCache:: OnAoShel | D spat chCached eanup(vo

id*, aosh_work*) [SrlibCache. cpp: 453]

10/ 23/ 2012 17:56:54. 175(Local ) (6408 0.0) NTCE (175068) I|ast_cleanup_tine (1344411860),
evict_in_progress(1l) handled_req_cnt (1) cache_size (0) [SrlibCache.

cpp: 464]

10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175121) SendNextCnd isDuringSend 0, WiteQueue sz
1, isburingclose O [SrlibdientTransport.cpp: 163]

10/ 23/ 2012 17:56:54.175(Local ) (6408 0.0) NTCE (175132) SendNext Cnd: Sendi ng request:
exchangeNMDB/ PDI DC- EXCHANGEL. pdi dc. ci sco. com 23[v: =11], WiteQueue sz 0

[bCl ose 0] [SrlibdientTransport.cpp: 168]

10/ 23/ 2012 17:56:54. 185(Local ) (6408 0.1) NTCE (185576) OnReadConplete len 4 status O

i sDuringRead 1, isDuringHeaderRead 1, isDuringclose O [SrlibTransport.

cpp: 127]

10/ 23/ 2012 17:56:54. 185(Local ) (6408 0.1) NTCE (185587) Parse header, nmsg body |en 152
[SrlibTransport. cpp: 111]

10/ 23/ 2012 17:56: 54. 185(Local ) (6408 0.1) NTCE (185592) ReadNext Msg i sDuringRead O,

i sDuri ngHeader Read 1, isDuringclose O [SrlibTransport.cpp: 88]

10/ 23/ 2012 17:56:54. 185(Local ) (6408 0.1) NTCE (185623) OnReadConplete len 148 status O

i sDuringRead 1, isDuringHeaderRead 0, isDuringclose O [SrlibTranspor

t.cpp: 127]

'''10/23/ 2012 17:56:54.185(Local ) (6408 0.1) NTCE (185688) I|Insert new KrbKey: exchangeNDB/ PDI DC-
EXCHANGEL. pdi dc. ci sco. com : 23[v: =11]: [{e,f,[}:={0, Ox1, 16} [S

rlibCache. cpp: 735]

''"10/23/ 2012 17:56:54.185(Local ) (6408 0.1) NTCE (185747) ReadNext Msg i sDuringRead O,

i sDuri ngHeader Read 0, isDuringclose O [SrlibTransport.cpp: 88]

'''10/23/ 2012 17:56:54.261(Local ) (6408 0.1) NTCE (261575) (fl=21) Successfully created nmenory
keytab w th name: MEMORY: exchangeMDB@DI DC- EXCHANGEL. pdi dc. ci sco

.conOnxr Pbl ND [ GssServer. cpp: 468]

10/ 23/ 2012 17:56:54. 261(Local ) (6408 0.1) NTCE (261613) (fl=21) Successfully added entry in
nmenory keytab. [GssServer.cpp: 92]

10/ 23/ 2012 17:56:54. 261(Local ) (6408 0.1) NTCE (261858) (fl=21) Successfully acquired
credentials. [GssServer.cpp:135]"'""

bl pubnc )b

Bspl sds weue IJiuvolo IJuslises IJos suoe vl ouudse louold eMAPI |Js AO gl e



(TG).

IJpudJs 1: Jl 0zogs 0986 2306 IJo v ds) Idos wp odssuel eJs WAE sl us gds
IJsole IJuozses bs AD.

I&lz pu sr-errolog ¢ Js Core WAE

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) ERRO (147570) session(0x517fa0) Failed to Retrieve Key
from AD for SPN:. exchangeMDB/ out| ook. sicredi.net.br error: 16 [ SRKeyRetriever.cpp: 267]
'''09/25/2012 18:47:54.147(Local ) (9063 0.1) ERRO (147592) Key retrieval failed with Status 16

[ SRKeyMyr . cpp: 157]

""" 09/ 25/ 2012 18: 47:54.147(Local ) (9063 0.1) ERRO (147623) ldentity "WAASMacAct" has been

bl ackl i sted [ SRDi | dMgr. cpp: 258]

""" 09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) ERRO (147631) Key retrieval failed due to

permi ssion i ssue [ SRKeyMyr. cpp: 167]

'''09/25/2012 18:47:54.147(Local ) (9063 0.1) ERRO (147636) ldentity: WAASMacAct will be black
listed. [ SRKeyMyr. cpp: 168]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) NTCE (147657) Calling KrbKeyResponse key handler in
srlib [ SRServer.cpp: 189]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) NTCE (147722) Queued send reponse buffer to client task
[SrlibServerTransport.cpp: 136]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.1) NTCE (147730) KrbKeyResponse, sent to client session
object [SrlibServer.cpp:203]

09/ 25/ 2012 18:47:54. 147(Local ) (9063 0.0) NTCE (147733) SendNext Cmd i sDuringSend 0, WiteQueue
size 1 isbDuringCose O [SrlibServerTransport.cpp: 308]

09/ 25/ 2012 18:47:54.147(Local ) (9063 0.1) NTCE (147740) Send Key response to the Cient

IJ&ob 1101z s3dsd IJodsse 90283 pu lu IJdlise bs AD Jsso IUBsule IUuoeses. Sew
Cessu IJ pu "o cswlo IUdsd" 8"vuwt wEsele IUsdsd IJIJ" Jduwele.

http://www.cisco.com/en/US/docs/app ntwk services/waas/waas/v511/configuration/quide/policy.h
tml#wp1256547

IJpubdJé 2: ould o)l jous wsu Core WAE 9 KDC 1Uss selod luveyph IJewdclz pue

I&lz pu sr-errolog g Js Core WAE

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507836) Initiating key retrieval

[ SRSer ver. cpp: 271]

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507878) Match found for DN:. pdidc.cisco.comis

I D: Macchi neAcct WAAS [ SRDi | dMgr . cpp: 163]

10/ 23/ 2012 01:31:33.507(Local ) (1832 0.1) NTCE (507888) Ildentity Macchi neAcct WAAS found in the
Map [ SRDi | dMgr . cpp: 702]

10/ 23/ 2012 01:31:33.507(Local )(1832 0.1) NTCE (507901) DN Info found for domai n pdidc. cisco.com
[ SRI dentityQOnj ect. cpp: 168]


http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v511/configuration/guide/policy.html#wp1256547
http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v511/configuration/guide/policy.html#wp1256547

10/ 23/ 2012 01: 31: 33.507(Local ) (1832 0.1) NTCE (507923) DRS_SPN. E3514235- 4B06- 11D1- ABO4-
00C04FC2DCD2/ e4c83c51- 0b59- 4647- b45d- 780dd2dc 3344/ PDI DC. Cl SCO. COM f or
PDI - 7541- DC@DI DC. Cl SCO. COM [ Gssd i . cpp: 51]
10/ 23/ 2012 01: 31:33.507(Local ) (1832 0.1) NTCE (507933) CREATED srkr obj(0x2aaaac0008c0) for spn
(exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco. com) [ SRKeyMyr. cpp: 134]
10/ 23/ 2012 01: 31: 33.508(Local ) (1832 1.6) NTCE (508252) Inport cred successfull for pn: PDI-7541-
DC@vDI DC. Cl SCO. COM [ GssC i . cpp: 135]
10/ 23/ 2012 01: 31:33.511(Local ) (1832 1.6) ERRO (511151) CreateSecurityContext:
gss_init_sec_context failed [mjorStatus = 851968 (0xd0000)] [GssCi.cpp: 176]

'10/ 23/ 2012 01:31:33.511(Local )(1832 1.6) ERRO (511170) GSS_MAJOR ERROR: 851968 nsg_cnt: 0,
M scel | aneous failure (see text)CD2 [GssCi.cpp: 25]
10/ 23/ 2012 01:31:33.511(Local ) (1832 1.6) ERRO (511177) GSS_M NOR ERROR: 2529624064 nsg_cnt: 0,
Cl ock skew too great [GssCi.cpp: 29]
10/ 23/ 2012 01: 31:33.511(Local ) (1832 1.6) ERRO (511182) gsskrb5_get_ subkey fail ed: 851968, 22,
[GssCi.cpp:198]
10/ 23/ 2012 01: 31:33.511(Local ) (1832 1.6) ERRO (511188) sessi on(0x2aaaac0008c0) Error: Invalid
security ctx state, IsContinue is false with out token exchange
[ SRKeyRet ri ever. cpp: 386]
10/ 23/ 2012 01: 31:33.511(Local ) (1832 1.6) ERRO (511193) sessi on(0x2aaaac0008c0) Failed to
Retrieve Key from AD for SPN: exchangeMDB/ pdi dc- exchangel. pdi dc. ci sco.comerror: 1
[ SRKeyRetri ever. cpp: 267] ' "'
10/ 23/ 2012 01: 31:33.511(Local ) (1832 0.0) ERRO (511213) Key retrieval failed with Status 1
[ SRKeyMyr . cpp: 157]

IJ&b 2: [uwegse Ntpdate B zpse WAE (¢l_os Core) Jojlpws I wlgs pg KDC. &p Uiy JJs
sbp NTP 1Jgluo LlJeduwwsd (I3 09 b wo puwwdl KDC).

e dJs 3: IJpeld 138 Gpo wog)sde Jgps IJogvds) Jl sublud pg 1Upeld 1Uesz9> Bso
¢bp Exchange.

I&lz pu sr-errolog g Js Core WAE

10/ 23/2012 18:41:21.918(Local ) (3780 1.5) NTCE (918788) Key retrieval is in Progress

[ SRServer. cpp: 322]

10/ 23/ 2012 18:41:21.918(Local ) (3780 1.5) NTCE (918793) initiating key retrieval in progress

[ SRDat aSer ver. cpp: 441]

10/ 23/2012 18:41:21.918(Local ) (3780 0.0) NTCE (918790) Initiating key retrieval

[ SRServer. cpp: 271]

10/ 23/ 2012 18:41:21.918(Local ) (3780 1.5) NTCE (918798) Sending ack for result 2, item nane
/cfglgl/sr/sr_get_key/pdi dc- exchange. ci sco. com@i sco. com [ SRDat aSer ver. cpp: 444]

10/ 23/2012 18:41:21.918(Local ) (3780 0.0) ERRO (918813) Failed to find Identity match for donmin
ci sco.com [ SRDi | dMgr. cpp: 157]

10/ 23/2012 18:41:21.918(Local ) (3780 0.0) NTCE (918821) Failed to find identity match for donmin
[ SRKeyMgr . cpp: 120]

10/ 23/ 2012 18:41:21.918(Local ) (3780 0.0) NTCE (918832) Send Key response to the dient for spn:
exchangeMDB/ pdi dc- exchange. ci sco.com # of req's: 1 [ SRKeyMyr. cpp: 296]

IJ&,b 3: I3l Iy, Core WAE IJElue wd $95p E2plo pog>é J Exchange g9l I peldle
peodJU9s: Sgvw wYISU &)W 306 wULIS) JYJ peld word Vo g9lbe Exchange.



pdlebo: Jl s9z> >gp Joubf§g IJezld 1Jd,es Vs 03l 1Uggw. I3 Jly J>sd myexchange.sub-
domain.domain.com . sz 1o 090 0986 2306 oSS, Vs sub-domain.domain.com. JI
Spedu lu wdyy Vs 1dpzld IJlgod.

IJpuinddJs 4: 31 BubJ WANSecure. spdo ¢80 louoldicd JJs TG
Spdo cuudse looldle eMAPI [Js AO 1Jgle wuvew Buind WAN 1Tes. 8 sJ WAN Secure

Plumb oo Ouvd 1ozl pu Iduoes. Guud IJoedd pu yuolss IJubbs) wb)l Jigweisle
ol IJubs) IJlve,)lsosé 1Uesses Slosl ly wund IJozdd pu OCSP wuvdd Slugus.

le>ble Core WAE

crypto pki gl obal -settings
ocsp url http://pdidc.cisco.comocsp

revocati on-check ocsp-cert-url
exit

crypto ssl services host-service peering

peer-cert-verify

exit
|
WAN Secur e:

Accel erator Config Item Mode Val ue
SSL AO User enabl ed
Secure store User enabl ed
Peer SSL version User def aul t
Peer cipher 1list User def aul t
Peer cert User def aul t
Peer cert verify User enabl ed

wsHS 3JY [Js IUbglJle IJeldss Juved lgble IJpgblb 9 wsao-errlog:
IJodese ool 09 Isd gb blo, "sdbog 19e) pu hug ple pocldss"

Mapiao-errorlog g Js WAE oy gluow 1UgpsJ:

''' 10/ 08/ 2012 20: 02: 15. 025( Local ) (24333 0.0) NTCE (25621) (fl=267542) Client 10.16.1.201



di sconnected nore than four consecutive tinmes - push down to generic ao.

[ EdgeTcpConnect i onDceRpcLayer . cpp: 1443]

'''10/08/2012 20:02: 15.025(Local ) (24333 0.0) NTCE (25634) (fl=267542) CEdgel OBuffers::

St art HandOver ProcessSi ngl eConnecti on: SECURED_STATE_NOT_ESTABLI SHED

[ Edgel OBuf f ers. cpp: 826]

10/ 08/ 2012 20: 02: 15. 025( Local ) (24333 0.0) NTCE (25644) (fl=267542)

CEdgel OBuf f er s: : CheckSendHandOver Request ToCor eAndBl ockLan - Bl ocki ng LAN for read operations
after |ast

fragnent of call id O, current call id is 2 [Edgel OBuffers.cpp: 324]

10/ 08/ 2012 20: 02: 15. 048( Local ) (24333 0.1) NTCE (48753) (fl=267542) Connection nultiplexing
enabl ed by server on the connection. [EdgeTcpConnecti onDceRpcLayer. cpp: 499]

10/ 08/ 2012 20: 02: 15. 048( Local ) (24333 0. 1) NTCE (48771) (fl=267542) Header signing enabl ed by
server on the connection. [EdgeTcpConnecti onDceRpclLayer. cpp: 510]

10/ 08/ 2012 20: 02: 15. 048( Local ) (24333 0.1) NTCE (48779) (fl=267542) CEdgel OBuffers::

St art HandOver ProcessSi ngl eConnecti on: GENERAL_UNCLASSI FI ED [ Edgel OBuf f ers. cpp: 826]
WSAO-Errorlog g Js gpsJ WAE:

'''10/08/ 2012 20: 04: 34. 430( Local ) (5939 4.0) ERRO (430001) certificate verification failed 'self
signed certificate' [open_ssl.cpp:1213]

'''10/08/ 2012 20:04: 34.430( Local ) (5939 4.0) ERRO (430047) ssl _read failed: 'SSL_ERROR SSL'

[ open_ssl . cpp: 1217]

10/ 08/ 2012 20: 04: 34. 430( Local ) (5939 4.0) ERRO (430055) openssl errors: error:14090086: SSL
routines: SSL3_CGET_SERVER CERTI FI CATE: certificate verify failed:s3_clnt.c:1244:

[ open_ssl . cpp: 1220]

IJSD 4: Gp wblJé Sbels IJubbes) JJordd pu IUodssu pu JJ pu WAE slg> ouvgsd 208
IJoubde eds WAE (bdle) 1Jielwss.

pdi - 7541-dc(confi g) #crypto ssl services host-service peering
pdi - 7541-dc(confi g- ssl - peeri ng) #no peer-cert-verify
pdi - 7541-dc(confi g) #no wi ndows- dorai n encrypti on-servi ce enabl e

pdi - 7541- dc(confi g) #wi ndows- domai n encrypti on-servi ce enabl e

IJpudJs 5: 3l o p luwasle NTLM po God gpsd Outiook. usope s3¢ IJlouold [Js AO IUgle.

s ol sds B uwed IUigble W s MAPIAO g£Js WAE o0 zlow IJg psd:

"' 'waas- edge#find-patter match ntl m nmapi ao-errorl og. current

09/ 21/ 2012 20: 30: 32. 154(Local ) (8930 0.1) NTCE (154827) (fl1=83271) Bind Request fromclient with
AG D 0x0, callld 1, to dest-ip 172.21. 12.96, AuthLevel:

PRI VACY '' "' Aut hType: NTLM ' ' " Aut hCt xI d: 153817840 WPl unb: 2

[ EdgeTcpConnect i onDceRpcLayer. cpp: 1277]

09/ 21/ 2012 20: 30: 32. 154(Local ) (8930 0.1) NTCE (154861) (fl=83271) '''Unsupported' '' '''Auth

Type :NTLM'' [ EdgeTcpConnecti onDceRpclLayer. cpp: 1401] 09/21/2012 20: 30: 40. 157(Local)

(8930 0.0) NTCE (157628) (fl=83283) Bind Request fromclient with AG D 0x0, callld 2, to dest-ip
172.21. 12.96, AuthLevel: PRI VACY Aut hType: NTLM Aut hCt xI d: 153817840

WPl unb: 2 [ EdgeTcpConnecti onDceRpclLayer. cpp: 1277]



IJ &b 5: sew eds Idgpsd opdsy [ bdy puol> 96 Kerberos Ws wsisé Exchange 1Jgl o6 wo.
NTLM gs) po89p (leoubl pu 5.1)

lede o ould Microsoft Tech brief IUses 289 1Js 1d29¢ 1Js NTLM g |guegsle CAS.

lJuovsubsy 1Uss Jl sgpd Oso Kerberos ¢luo wobosd Exchange 2010: 909 IJuvsulsy
lJolds:

&9l>e Exchange Client Access |Jpwgr36 (CAS) O o9 uwé/pzlJ.
SUp UEPSE ?)bp CAS 030 pgl Llueesle Is bbys86 - luwegsle 9bs96 Client-Array lJp>p26
ou Microsoft g p9lju eed wlog Jzood ghzss.

u_95 IJuusuleg IgJIo‘ Ji 5ng Kerberos - 9 wse9s Idgpdle [Js NTLM 2o IJodLosJ.
Igug) Iu o3l syze lJs g9s 96 Iu lJepdle Sew edsop lJpuol> 86 |Us Elbe CAS pilod glbp
Mailbox. Jpel WeJgl Vs |uoshle Exchange 1Jwle$6.

s Exchange 2010 RTM. Jl s92> luedle Jodl! Ju sgpd Kerberos Os Idwsolisy [de3ds,
I&Jlo Iusl 8wd Exchange 2010-SP1.

Vs SP1: spdu wpdsy Kerberos Ws oo IJwssle 9dduol gods6 $3986. lub) 1Jedlds oul:
http://technet.microsoft.com/en-us/library/ff808313.aspx

ouvesd >¢9d MAPI AO

- 009 pdule Iduwed IJaldss Jigved ol i'ajolc MAPI AO sloJlzol:
- pdSle Lwed IJpeglpdle: Nlocal/logs/tfo/working.log (g /local1/log/tfo/tfo_log_*.txt)

pJVle wed lJousoese: /local1/errorlog/mapiao-errorlog.current (9 mapiao-errorlog.*)
Joosrse igble wupdd luwed: szw edsd Iadl el Slisps cede S 1dsuasd Jodss
IJ2ie wpuos sleo.

WAE674(config)# ip access-list extended 150 pernmit tcp host 10.10.10.10 any
WAE674(config)# ip access-list extended 150 pernmit tcp any host 10.10.10.10

Jopdsu ouvesd Ideglpdle: iuuoé_)ro irOJ wdosu yed ldpglpdle Jpl sds:

wae(config)# transaction-logs flow enabl e
wae(config)# transaction-logs flow access-list 150

Spdud &0 pdd wolss yued IJeglpdle Lluwegsle 1die, type-tail Jol sds:

wae# type-tail tfo_log_10.10.11. 230 _20090715_130000. t xt

Wed Jul 15 19:12:35 2009 :2289 :10.10.10.10 : 3740 :10.10.100.101 :1146 : OT : END : EXTERNAL
CLIENT : (MAPI) :822 :634 :556 :706

Wed Jul 15 19:12:35


http://technet.microsoft.com/en-us/library/ff808313.aspx

2009 :2289 :10.10.10.10 :3740 :10.10.100.101 :1146 : SODRE : END : 730 :605 :556 :706 :0

Wed Jul 15 19:12:35 2009 :2290 :10.10.10.10 :3738 :10.10.100.101 :1146 : OT : END : EXTERNAL
CLI ENT : (MAPI) :4758 :15914 :6436 : 2006

Wed Jul 15 19:12:35

2009 :2290 :10.10.10.10 :3738 :10.10.100.101 :1146 : SODRE : END : 4550 : 15854 :6436 :2006 :0
Wed Jul 15 19:12:35 2009 :2284 :10.10.10.10 :3739 :10.10.100.101 :1146 : OT : END : EXTERNAL
CLI ENT : (MAPI) :1334 :12826 :8981 :1031

Jlesh euwesd ouoest IJigble 1Ugluo o MAPIAO sopdsuo: luuagse IUisle, IJeldss.
pdlebs: o wesd wuogse IdIRble 09 wuwpsd 9226 Idpeldzs 1Ueyds6 (CPU) 1Jpd oo 9spdy
b s89e wluuble Jpsé Josis pu lole: luvogpdsol weded 98dsd Bs wsiss lule.
Spedud cpdsu ldogwesd Idodosds IJs IUEue Jel sds:

WAE674( config)# | oggi ng di sk enabl e
WAE674(config)# | ogging disk priority detail

SpIdud wedsu oywesd vuoese I.Ji'ablc Jlouoldle Bs Blisps IJogde WS 1Usue9d Jpl
Sdst

WAE674# debug connection access-list 150

IJzsble Idpclzs Jouoese lgble MAPIAO os Jol sdis:

WAE674# debug accel erator mapi ?

all enable all MAPI accel erator debugs

Common-fl ow enabl e MAPI Common fl ow debugs
DCERPC- | ayer enabl e MAPI DCERPC-| ayer fl ow debugs
EVMSMDB- | ayer enabl e MAPI ENMSMDB- | ayer fl ow debugs
1 0 enabl e MAPI | O debugs

ROP-| ayer enabl e MAPI ROP-1ayer debugs

ROP- par ser enabl e MAPI ROP- par ser debugs

RPC- par ser enabl e MAPI RPC- par ser debugs

shel | enable MAPI shell debugs

Transport enabl e MAPI transport debugs

Uilities enable MAPI utilities debugs

Sedud cpdsu ogwesd wuozse IJizble Jlouoldle MAPI & g,500 wolsé Lwgd Igble
ouoese lJligble Jol sds:

WAE674# debug accel erator nmapi Conmon-fl ow
WAEG674# type-tail errorlog/ mapi ao-errorlog.current follow



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



