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o8 J90le 3o 06

lJp 9500

SueW o3l IJpwews lg)le wdasy @300 puolbr 96 bdo louold IJpuwegs e IJogs> (RADIUS)
eJs Cisco Wide Area Application Services (WAAS) 9 Windows 2008 R2 Network Policy Server
(NPS).
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- uble IJobgsd Windows 2008 NPS

Up louvle Upg_Jg,qu 19136 WBs 03l IJpwews pu L_Jiao_)é |Je9z926 WOS LSSo p&pdso gl os.
u)lu apgse Ulao_)o |JrOLJAJua)|DO l._9;5 o5l |JrOL}Uuu.) uudﬁsu |‘-9'~J_)|u0t5 |.)| dluu LJ-UulJqu d;S)

Jevoele slo IJuoJdé

sedu lsuol cbusd 03l 98886 pg 03l 2ol 9P ss LOSES:

- 9 VWAAS g ISR-WAAS gz ps¢ Iz0j6 WAAS
. WAAS 5.x l9 WAAS 6.x
- WAAS Jpss) podis punng wbosd
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odysu vog Iduvwds 2.2
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Home Device Groups Devices AppMav Clusters Locations
VCM-POD4-Primary | v | Configure | v | Monitor | v Admin | v

Devices > vCM-POD4-Primary > Configure > Security > ABA > WWS_I[
RADIUS Server Settings for Central Manager, vCM-POD4-Primary &5 Pint & AppiyDefaulls ] Remove Settings

Time to Wait™ 5 (seconds) (1-20)

Number of Retransmits: 2
|5mrea Encryption Key: l ........... |

Server 4 Name: | Server & Port 1 ]
Server 5§ Name: l— Server 5 Port: I—

* To use RADIUS for Login or Configuration Authenticaticn, please go to the Authantication Metheds page.

Mote: " - Required Field

12 Gp wodsso lovdso IJeuols$s Jsgdue RADIUS cro odose>liolo>AAAS b,
IJpuol>86.

sswe leosh luwdse IJpuob s Iiuwluus wlgowbe luvdsw puol$s RADIUS gsop sl
lovdow IJpuol> 86 1Jelusss Jluwdse peds. Jddd: vs glds wuvd RADIUS: spedy Jgpsd
ouvesd IUsgad ewn cuvle peds.

Lall s i . L L Pr . L
© Cisco Wide Area Application Services M-S jary-WAVES94 | v  Confi v onitor]v  Admin]ly g

Devices > CM-Secondary-WAVESS4 > Configure > Security > AAA > Authentication Methods
Authentication and Authorization Methods for Central Manager, CM-5Seco... G Print ;f Apply Defaults m Remave Settings

Failover 1o next avaiable authentication method:

Use enly local admin account to enable privilege exec level: O

Authentication Login Methods: i Mtis highly recommended to set the authentication and authorization methods in the san
Primary Login Mathod:™ RADIUS |

‘Secondary Lagin Method: local

Tertiary Login Method: Do Not Set [

Quatemary Login Method: Do Not Set B

Authorization Methods:

Primary Configuration Method:* RADIUS

Secondary Configuration Method: local

Tertiary Configuration Method: Do Mot Set B

Quatemary Configuration Methad: Do Mot Set [
- wdowsAuenteaon

Refresh Authentication Status Show Windows Authentication Status

Note: ™ - Required Fiskd

2. odosw Uzl e Windows 2008 R2 -NPS

2.1 s Windows 2008 R2 - 130 NPS. $p Clousle IP Jzol; WAAS Jg osJ RADIUS.



B 165 Lo

1 ] RADIUS Clients and Servers

5 RADIUS Clients E RADIUS clierts allow you to specify the network access servers, that provide access to your network.
G5 Remots RADIUS Server G ki
b _j Pokcies
] 5 Network Access Protection - . TR iea Marfac MA |
8§ Accounting 10.66.86.121 andad Mo

7 l; Templates Management

e N |
Settings | Advanced |
¥ Enable this RADIUS cliert
IT Select an existing template:
| =l
~MName and Address

Friendly name:
fvCM

Address (IF or DNS):

|10.66.86.121 Verfy... |

— Shared Secret
Select an existing Shared Secrets template:

[Neee F

To manually type a shared secret, click Manual. To sutomatically generste a shared
secret, click Generate. “You must configure the RADIUS client with the same shared

* Manual " Generate
Shared secret;

I.'i..ll.
Confirm shared secret:

ok | cancel | ey |

2.2 G.s Windows 2008 R2 - £se NPS. 0 wlouble susluws Lo ds Jelologs izojs WAAS
lduwelz wldpuol>8s.



S Nebtwork Policy Server

1 Connection Riequest Polid
(. Network Pobdes
~ Health Polices
= & Network Access Protection
# = System Health Valdatars
35 Remediation Server Groug
B, Accounting
& Wy Templates Management

Rebwork Policies

* Netwaork policies allow you to designate who is autharized to connect to the network and the circumstancas under which they can or cannot connect.

HName Status ing Ovder | Access T Source

ﬁmwwuhﬂwcﬂsw Enabled 935359 Dery Access  Unspeciied

Conditions -  the following condlions are met:

Condtion | Vahse
Chert Friendly Mame  vCM
Windows Groupe  ANSDUWAAS

Sestings - Then the following sattings are applied:

Sefting | Value

Cisco-AN-Pair sheldl peiv-hd=15

Estendad State «Blank>

Access Pemmission Grant Access

Puthentication Methed Unencrypled suthertication (PAP, SPAF)

NAF Erforcement Alow full netwerk Bocess

Update Moncompliart Cherds  True

Servica-Type Adrmiristrative

BAP Percerfnge of Capacty Fladuce Mullink § server reaches S0% for 2 mirutes

VIS Idpgpd Szw wedss 030 ldpedple Loeou NPS >lduwslysle>yoeg IUubeJs.



Poutcy wanspropermes g |

Ovenview | Condtions | Constraints | Settings |

Policy name: POLICY WAAS

— Policy State
if enabled, MP5 evaluates this policy while peforming authorization. f disabled, NP5 does not evaluate this policy.

¥ Palicy enabled

— Access Pemission

If conditions and constraints of the network policy match the connection request, the policy can either grant access or deny
access. Wwhat is access permission?

%" Grant access. Grant access if the connection request matches this policy.
™ Deny access. Deny access ff the connection request matches this policy.

™ lgnore user account dialin properties.

ff the connection request matches the conditions and constraints of this netwark policy and the policy grants access, perfform
authorization with network policy only; do not evaluate the dialin properties of user accounts .

— Metwork connection method

Select the type of network access server that sends the connection request to MPS. You can select either the network access server type

or Vendor specific, but neither is required. I your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

i Type of network access server:
ILInspeu:'rfied j
™ Vendor speciic:

ITI Cancel | Ay

Spdu wblud Iuinb e 1Uluwe 1Jeldsd Jg psd RADIUS. T3 b,s96 suvobse Joo
lowogpdo pod goslu.



POLICY WAAS Properties | x|
(Overview Conditions |Cunst|airrts I Settings I
Configure the conditions for this network policy.

if conditions match the connection request, NP5 uses this policy to authorze the connection request. if conditions do not match the
connection request, NP5 skips this policy and evaluates other policies, if additional policies are configured.

| Condition | Walue
M Client Friendly Name vCM
%8 Windows Groups ANSONWAAS
Condition description:

The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

ok | cencel | g |

ol 1ol ds Jpuol> 86 £y puid s (PAP. SPAP).



G'rema\r] Condtions Constraints |Se|1i'1gs I

Configure the constraints for this network palicy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:

Constraints

Allow access only to those clierts that authenticate with the specified methods.

oy Idle Timeout EAP types are negatiated between NPS and the clent in the order in which they ame
listed.
% Session Timeout
Called Station ID il
| Called Station T
el ovelln |
= Dray and time restrictions
i MaS Poit Type
Add... Bl Eemmayve
Less secure authentication methods:

™ Microsoft Encrypted Authentication version 2 (MS-CHAP«2)
[T User can change password after it has expied
™ Microsoft Encrypted Authertication (MS-CHAP)
[T User can change password after it has expied
" Encrypted suthertication (CHAP)
¥ Unencrypted authentication (PAP, SPAP) |
™ Allow clients to connect without negotiating an authentication method
[T Pedomn machine heakh check anly

U9E 1Jg>p0 Jbl)s.



Gvemew] Conditions | Constraints  Seftings I

Configure the sattings for this network policy.
if conditions and constraints match the connection request and the policy grants access, settings are appliad.

Settings:

HADIUS Attributes To send additional attrbutes to RADIUS clierts, select a RADIUS standard attribute, and
then click Edit. ¥ you do not configure an attribute. it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

[/7] Vendor Specific

Hetwork Access Protechon
h MaP Erdorcement

Aftributes:
‘B Extended State Name | value |
Routing and A emote Access Service-Type Administrative
ity Multilivk and Bandwidth
Allocation Protocol [BAF)
T P Filters
L Encryplion
sty [P Seltings
Add... it Bemove

I OK I Cancel Snply

wed eluo wldpey,> J Cisco-AV-PAIR (Shell:priv-lvi=15).



POLICY_WAAS Properties
‘Overview | Condtions | Constraints  Settings ]

Configure the seftings for this network policy.
if conditions and constraints match the connection request and the policy grants access, seltings are applied.

Seftings:

BRIk A To send additional attributes to RADIUS clients, select 3 Vendor Specific attibute, and
@. Standard then click Edit. i you do not configure an attibute, i is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Wendor Specific

Hetwork Access Protechon

&, MAP Enforcement i
1B Exended State Name [ Vendor [ Value
Routing and Remote Access Cizco-AV-Pair Cisco  shellprivdvl=15
gty Mulliink and Bandwidth
Alloeation Pratocol [(BAP)
¥ |PFilters
£} Enciyption
Udi |F Sattings
Add... Edit Hemeve

OK I Cancel

Apnly

IJuwele wldouesd 1ddled s 1dubods.




POLICY_WAAS Properties
G'veru'la\r] C-mdi‘tinr:s] Constraints  Settings ]
Configure the settings for this network policy.

Settings:

i condiions and constraints match the connection request and the policy grents access, settings are applied.

RADIUS Attributes

Specify whether you want to enforce Network Access Protection for this policy.

QA Standard
[ Yendor Specific

Metwork Access Protechon

¥ Alow full network access

Allows unrestricted network access for clients when the connection request matches
the palicy. Use this option for reporing mode,

l__':.. MAP Enforcement

B Extended State

R outing and A emote Access

cf"f‘.i Multilink. and Bandwidth
Allocation Protocol [BAP)

" Mllow full network access for a limied time

Alows unrestricted network access until the specied date and time. After the specified
date and time, health policy is enforced and non-compliant computers can access only
the restricted metwork:,

Date | 772672017 =]

¥ IP Filters
o . " Mllow limited access
- | Encryplicn Mon-comphart chents are allowed access only to a resticted netwerk for updates.
w4y IP Settings
Remediation Server Group and Troubleshooting URL
To configure a Remediation Server Group. a Troubleshooting URL. or both, click
Configure.
[ConfaLre,
Auto remediation
I¥ Enable auto-remediation of client computers
Automatically remediate computers that do not meet health requirements defined
in this paolicy.
oK I Cancel il
3. odosu WAAS CM Jeuwlvle puwegses RADIUS

GdJo puweged Bs RADIUS pg lpwsls puvess 1519 1. J1 s39s 1Jsuesd |Js WAAS CM GUL.

Seodb §less wslole CMS Lélisps Idpuwaespso sldbsl, sldezldle IJeudLods eu glop AAA

IJebzs.

&> wdasu ehp AAAIELES wubdd Lo Jpuolb 96 puvere Sew wdIsU Ilzod
IJpuweése Idhuwspess (GUI) IUElLo6 o CM Jeuz 3dd Idpguetse Idbsh sldezldle 1Uuo,9,86
Jdeed sled slzed IJpuwese Idyumsess (CM).

lo Jsuw I RADIUS puweged B IJ CM oz puweged: gusel login [Js GUI pg 1o puwaepd
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¢ --I | Q, Search

Your account does not have privileges to access any of the Central Manager pages. Please check with your administrator about provisioned
roles and domains.

od9su luwe ldpuwegse ldpeds e WAAS CM Logu JJed p)9)-

Moedifying User Account, avalon 1! Ml@l’ﬂj
| ssemame:™ avalon |
WAL Curvic Manager User: 0 Denicn Manager Asooss: Read Oy
Local User: 0 CLI Priviiage Lave: 0 (normal user) ©
Passwors [
Cortm P .
L e
First Mame: Liarst Marme:
Preng humber, Emai Azcress
Job Tie: Dopartmant:
I‘a“ I Thesn ans no Domains assignod.
Thish e i of &l deviced, Thih Lot = Aol lotiond Gul of Bfry denvich

Stw o Sroub luve IJeuuetse WIdibsh) 1Uuozses woew 11é IUbsL JIJ pumwegse.



>l M@ & 10.66.86.121 &

-
Admin | ¥ I

Home > Admin > AAA > Users

| Account Management | Role Management | Domain Management |

(@ Refresh Table E Assign all Roles @) Remove all Roles

Roles Ite
Filter: Mame % Matchif:  containg & Go Clear Filter
Role Comments
® b0 L2
& 53 admin Admin role

sl Iy Idpuwedse welzs 1Js 9009d JJd)les BEb 19 9,09 p2395 Spdu odssy o3l opu
.)3'_).

0@ < M # 10.66.86.121

Dnslnou'd Cnnﬂg.nrelv Monitor | ¥ Admin | »

Home > Admin > AAA > Roles
Modifying Role, L2 [ Delete g5 Print

Enabled Services:

;
gé

lJoedd

B Iz0j6 WAAS. swp s8¢ o3l lJodssy.

pulz ebe vuoW IUBl,
o5t elop RADIUS 10.66.86.125 o3 1645

U.D'J-.Su olugs Jogvesd ->2,9J lJp o586 pzds!
U288 eu opdso uwed Bl ouwzsd 10389 IJiuwluws
wpdsu lJodysu ldpeds Jdpuolb s IJelugs



Jele oo 1dpuolb$6 $pdu Iluluus
Wubd IJpob 86 oy IUghe-ldss swes) 1dguesd [dso

s>&p Cisco CLI Analyzer (pzJJ 9lz0é Lwb, 1Jisle, o0 Cisco) (Jdepdle ldp wzdisy 9. 9b) lolo,
show pgsué. Iuwegse Cisco CLI Analyzer (pzdd 9lzoé yulb, IJIsle, oo Cisco) Je,ue wedsd
Jei,z 1Jl, show.

- lJpuob86- wdssu IJpuol> 96
lowed bl Uiz ble ol oJlzol
5938, 03 1JBuup pedsele spdod luveisleol Jlpwed bl izble IJodsss sluadizol.

- wzll pu uvedle pzld Windows
- #debug aaa lJwg9sd oo WAAS CM CLI

pedsplo dlo LoJé

- ooy lesble pol> 96 2l RADIUS g.Js WAAS
- Swp wbus 9 gbe wog IJubvuds gJs Windows Server 2008
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