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cepro(config)#tacacs server 172.18.124.114
cepro(confi g)#authentication login tacacs ena primary
cepro(config)#authen configuration tacacs enab

- " . - ..I

2o Sy oueSill Jac 2Tl punsl] 138 paciuwl

w22 (OIT) 2L3Vl a2 i 8151 paskial .ShOW olol Lass (Jaad ulualleNasll) 213V a2 yio 6131 pc
. Show oVl 2,50 il

ams | Loyl wedsall ozl 6,515 I, e dléis ai sl zobdl Lo ,2i—show version -
(a0 E)b9 o joJl agas Ko Jio) plaidl Juoiv w89 Jio s 3V o lgSall

cepr o#show version

Ci sco Cache Engi ne

. Copyright (c) 1986-2001 by G sco Systens, Inc
(Software Rel ease: CE ver 2.31 (Build: FCS 02/16/01
Conpi | ed: 11:20: 14 Feb 22 2001 by bbal agot

| mage text-base 0x108000, data_base 0x437534

Systemrestarted by Rel oad
. The system has been up for 20 hours, 42 mnutes, 59 seconds
"System booted from"flash

- ooy 65029 ©ligSo Il adloYL show version ol Jio ologleoll Juss Lo ,2,—show hardware
880l sl 6,515
cepr o#show hardware

Ci sco Cache Engine

. Copyright (c) 1986-2001 by C sco Systens, Inc
(Software Rel ease: CE ver 2.31 (Build: FCS 02/16/01
Conpi | ed: 11:20: 14 Feb 22 2001 by bbal agot

| mage text-base 0x108000, data_base 0x437534
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Systemrestarted by Rel oad
. The system has been up for 21 hours, 15 minutes, 16 seconds
"System booted from "flash

Ci sco Cache Engine CE505 with CPU AVD-K6 (nodel 8) (rev. 12) Authenti cAVD
Et hernet /| EEE 802. 3 interfaces 2

.Consol e interface 1

bytes of Physical Menory 134213632

.bytes of ROM nenory 131072

.bytes of flash menory 8388608

:List of disk drives
(c0t0d0 (scsi bus 0, unit O, lun 0O/

980l sl 6,515 Uy e diin syl ueSIl Lo 42, —show running-config

cepr o#show running-config

...Building configuration

:Current configuration

|

|

!

user add admin uid O password 1 "eeSdy9dcy" capability adm n-access
user add chbanks uid 5001 password 1 "eeSdy9dcy" capability adm n-access
|

|

!

host nane cepro

|

interface ethernet 0

i p address 10.27.2.2 255.255.255.0

i p broadcast-address 10.27.2. 255

exit

!

!

interface ethernet 1

exit

!

ip default-gateway 10.27.2.1

iproute 0.0.0.0 0.0.0.0 10.27.2.1

cron file /local/etc/crontab

|

weep router-list 1 10.27.2.1

weep web-cache router-list-numl

|

authentication |login tacacs enable primary

1--- authentication login local enable !--- on by default
aut hentication configuration tacacs enable
1--- authentication configuration |local enable !---- on by default

tacacs server 172.18.124.114 prinary
*.rul e no-cache url-regex .*cgi-hbin
* . rul e no-cache url-regex .*aw cg

|

1

end

#cepro

ATACACS p515 whblac| o 2, — show tacacs

cepr o#show tacacs
(Logi n Aut hentication for Consol e/ Tel net Session: enabled (primry
Configuration Authentication for Consol e/ Tel net Session: enabl ed

: TACACS Configuration

.



= Key
Ti neout = 5 seconds
Retransmt = 2 tines

Server St at us

primary 172.18.124. 114

ATACACS wlila>| Lo,2, —tacacs olila>| bl
cepr o#show statistics tacacs

TACACS+ Statistics

Nurmber of access requests: 13

Nunber of access deny responses: 7

Nurmber of access all ow responses: 0

ATACACS J JWJI jaugailly a9sLaall 655 Lo =2:—show authentication

cepr o#show authentication

Logi n Aut henti cati on: Consol e/ Tel net Sessi on
| ocal enabl ed
(tacacs enabl ed (prinmary

Configuration Authentication: Consol e/ Tel net Session

| ocal enabl ed
tacacs enabl ed
#cepro

Le>Moolg el BlisSiwl olol

Le>Nolg Sl ellas] Blisiwy lgolaiuwl diSay wlogles punsll 13 99,

w22 (OIT) 2L3Vl a2 i 8151 pazkial .ShOW Lolol Lass (Jaad ulxualleNasll) 2131 a2 io 8131 ac
. Show oVl 2,50 Jul>s

.debug olol plaziw| Jd zuaill 1olol Jo> dago wlogles JI &)l da>Ve

LeiSos iy il a3Vl auxas ol9l Lo 2, —show debug
cepr o#show debug

Aut henti cati on debugging is on

Tacacs debugging is on

@slas olgl il 2LVl 13® Loy dwlidl e elbsYl auxas ol> 50 Lo 20— terminal monitor -
.debug tacacsy clasVl auuas
cepr o#terminal monitor
cepro#aut henti cateUser(): Begin
set Renot el PAddress(): pRenot eAddress 172.18.124.193
bAut hentication(): Begin
bAut henti cationl ntersection(): Begin
bAut henti cationlntersection(): telnet_access 1
set Aut hent i cat edServi ce(): nServi ceToAut henticate 6
get Aut hent i cat edService(): Begin
get Aut hent i cat edServi ce(): nServi ceToAuthenticate = 6
bAut henti cati onl ntersection() getAuthenticatedService 6
set ErrorDi spl ayed(): Begin bStatus 0O
get Local Logi nAut hEnabl e(): Begin


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

get Local Logi nAut hEnabl e(): ui State = 1

get TacacsLogi nAut hEnabl e(): Begin

get TacacsLogi nAut hEnabl e(): ui State = 1

get TacacsLogi nAut hPrimary(): Begin

get TacacsLogi nAut hPrimary(): ui State = 1

I ncrement TacacsSt at Request (): Begin

tacacs_plus_l ogin() Begin

i sConsol e() Begin

get Aut hent i cat edService(): Begin

get Aut hent i cat edServi ce(): nServi ceToAuthenticate = 6
i sConsol e() nReturn O tel net

tacacs_plus_l ogin() sWatService() tty = telnet

get Renot el PAddress(): Begin

get Renot el PAddr ess(): pRenot eAddress = 172.18.124. 193
tacacs_pl us_Il ogi n() get Renot el PAddress sHostlp 172.18.124.193
tacacs_nal |l oc() Begin 164

tacacs_nal |l oc() PSkmalloc ptr

get User Struct () mal | oc_named ustr

tacacs_plus_login() allocated nenmory for ustruct
aaa_updat e_user () Begin

debug_aut hen_svc() Begin

'aaa_update_user(): user="adm n' ruser='systeml port='telnet
rem addr="172.18. 124. 193" aut hen_t ype=1

tacacs_plus_Il ogin() updated user

get NunTTacacsLogi nAttenmpts(): Begin

get NuniTacacsLogi nAttenpts(): ul Retransmt = 2

tacacs_plus_login() numtries 1 #######

aaa_start_login() Begin

debug_start_| ogin() Begin

' (debug_start_login()/AUTHEN START (0): port="telnet' list="(null
action=LOG N servi ce=LOG N

aaa_random ze_id() Begin

tacacs_plus_start_login() Begin

tacacs_parse_server() Begin user_str admn

get TacacsDi rect Request Enabl e(): Begin

get TacacsDi rect Request Enabl e(): cDirect Request Enable = 0

printlpAddr() Begin

printlpAddr() 0.0.0.0

tacacs_plus_start_login() server.ip_addr 0.0.0.0 server.type
server.length 0 O

choose_version() Begin

create_aut hen_start() Begin

create_authen_start() len 45

tacacs_mal l oc() Begin 45

tacacs_nal |l oc() PSkmalloc ptr

create_authen_start() malloc_nanmed tac_pak

fill_tacacs_plus_hdr() Begin encrypt 1

fill_tacacs_plus_hdr() len 33, tac_pak->length 33

fill _tacacs_plus_hdr() tac_pak->encrypted 1 ####

fill_tacacs_plus_hdr() TEST nTestLen 33 ####

create_authen_start() len 33, tac_pak->length 33

create_authen_start() u->priv_lvl 15 start->priv_Ilvl 15

create_authen_start() start->action

create_authen_start() start->authen_type

create_authen_start() start->service

create_authen_start() user_len

create_authen_start() port_Ilen

create_authen_start() addr_len 14

create_authen_start() out_len 33

tacacs_plus_start_| ogin() TACACS+: send AUTHEN START packet ver=192
i d=1541646967

:tacacs_plus_start_login() login to TACACS+ server

o U R R



printl|pAddr () Begin

printlpAddr() 0.0.0.0

(tacacs_pl us_get_conn() Begin server(0

printl|pAddr() Begin

printlpAddr() 0.0.0.0

tacacs_plus_get _conn() **pSocket Handl el ndex 89434348

tacacs_plus_get _conn() Look at server in the TACACS+ server |ist

tacacs_plus_get _conn() TACACS+: This is a |loop through server Iist

tacacs_pl us_openconn() Begin

printl|pAddr () Begin

printlpAddr() 172.18.124.114

open_handl e() Begin

tacacs_pl us_socket () Begin

tacacs_pl us_socket Socket: return nSocket 784 nSockFdThbl[28] = 784

printl|pAddr () Begin

printlpAddr() 172.18.124.114

open_handl e() TACACS+: Opening TCP/IP connection to 172.18.124.114

open_handl e() nSockFdTbl [ 28] = 784

set Current Server () Begin SaveCurrent Server->i p_addr 172.18.124.114

I ncrement TacacsSt at Per Server Request (): Begin

I ncrement TacacsSt at Per Server Request  Server->i p_addr 1920733868 #####
tacacs_root . ul TacacsSer ver Addr

open_handl e() socket (28) 784

tacacs_pl us_connect () Begin

tacacs_pl us_connect () socket(28) 784

tacacs_pl us_connect () End

open_handl e() is connected

open_handl e() *connection_handl e 28

open_handl e() **pSocket Handl el ndex 28

tacacs_pl us_openconn() **pSocket Handl el ndex 28

get _server () Begin

++t acacs_pl us_openconn() server->opens

tacacs_plus_get _conn() **pSocket Handl el ndex 28

tacacs_pl us_get _conn() ol dServerCount: 0, count:0

tacacs_plus_start_| ogin() **pHandl el ndex 28

tacacs_pl us_send_receive() Begin

tacacs_pl us_proc_send_receive() Begin

tacacs_pl us_proc_send_receive() length 33

copy_tac_pl us_packet () Begin

tacacs_mal l oc() Begin 45

tacacs_nal |l oc() PSkmalloc ptr

copy_tac_pl us_packet () mall oc_named copy

tacacs_pl us_encrypt () Begin

get TacacsKey(): Begin

= get TacacsKey(): sKey

tacacs_pl us_encrypt () key

tacacs_plus_encrypt() sizeof(tacacs_plus_pkt_hdr) 12

tacacs_plus_encrypt () sizeof(uchar) 1

tacacs_plus_encrypt() tac_pak->encrypted 1

tacacs_plus_encrypt () tac_pak->encrypted = TAC PLUS CLEAR && key is enpty

tacacs_pl us_proc_send_receive() out_pak->encrypted 1

tacacs_pl us_proc_send_receive() out_pak->encrypted 1

tacacs_plus_proc_send_receive() PSkfree dunp_pak

tacacs_pl us_proc_send_receive() ntohl (out_pak->l ength) 33

dunp_start_session() Begin ntohl (out_pak->l ength) 33

get TacacsKey(): Begin

= get TacacsKey(): sKey

0xcO0 0x1 Ox1 Ox1 Ox77 Oxaa Oxe3 Ox5b OxO0 Ox0 Ox0 0x21 Ox1 Oxf Ox1 Ox1 0x5
0x6 Oxe Ox0 0x61 0x64 Ox6d

encrypt _nd5_xor () Begin

encrypt _md5_xor () no key

dunp_sumari se_i ncom ng_packet _type() Begin

Read AUTHEN START si ze=45

dunp_nas_pak() Begin



dunp_header () Begin
=PACKET: key
version 192 (0xc0), type 1, seq no 1, encrypted 1
(session_id 2007688027 (0Ox77aae35b), Data |ength 33 (0x21
End header
t ype=AUTHEN START, priv_lvl = 15action=login
aut hen_t ype=asci
servi ce=l ogin
(user_len=5 port_len=6 (0x6), rem addr_| en=14 (Oxe
data_l en=0
:User: port: remaddr: data
End packet
dunp_start_session() PSkfree test
get TacacsTi meout (): Begin
get TacacsTi meout (): ul Timeout = 5
tacacs_pl us_sockwite() Begin
tacacs_pl us_proc_send_recei ve() PSkfree out_pak
get TacacsTi meout (): Begin
get TacacsTi meout (): ul Timeout = 5
sockread() Begin
tacacs_pl us_proc_send_receive() read
tacacs_mal l oc() Begin 18
tacacs_nal |l oc() PSkmalloc ptr
tacacs_plus_proc_send_receive() malloc_named *in
tacacs_plus_proc_send_receive() allocated nmenory
get TacacsTi meout (): Begin
get TacacsTi meout (): ul Timeout = 5
sockread() Begin
tacacs_plus_proc_send_receive() K
tacacs_pl us_decrypt () Begin
get TacacsKey(): Begin
= get TacacsKey(): sKey
tacacs_pl us_decrypt () key
tacacs_pl us_decrypt () tac_pak->encrypted = TAC PLUS CLEAR && key is enpty
aut hen_resp_sanity_check() Begin
tacacs_plus_hdr_sanity_check() Begin
aut hen_debug_r esponse() Begin
aut hen_debug_response() TACACS+: ver=192 id=1541646967 recei ved AUTHEN
status = FAIL
tacacs_plus_start_login() PSkfree out_tac_pak
unl oad_aut hen_resp() Begin
tacacs_plus_start _|ogin() PSkfree in_tac_pak
debug_aut hen_status() Begin

TACACS+/ AUTHEN (2007688027): status = FAIL

.tacacs_plus_login() Authentication failed
tacacs_plus_login() |abell

aaa_cl eanup_l ogi n() Begin

aaa_cl ose_connection() Begin
tacacs_pl us_cl oseconn() Begin

get _server () Begin

cl ose_handl e() Begin

cl ose_handl e() nHandl el ndex 28 nSockFdTbl [ **handl e] 784
aaa_set _password() Begin

aaa_free_user() Begin

debug_aut hen_svc() Begin

aaa_cl ose_connection() Begin

TACACS+/ AUTHEN: free user admin systemtel net 172.18.124.193
aut hen_t ype=ASCI | service=LOGA N priv_Ilv

aaa_free_user() PSkfree ustr

tacacs_plus_login() numtries 2 #######

aaa_start_login() Begin



debug_start_| ogin() Begin

' (debug_start_|ogin()/AUTHEN START (0): port='unknown' list="(null
action=LOG N servi ce=LOG N

( TACACS+/ AUTHEN START aaa_start_login() (0): ERROR (no ustruct
tacacs_pl us_| ogi n() TACACS+: aaa_start

aaa_free_user() Begin

tacacs_plus_login() try_local _| ogin AUTHENTI CATI ON_| NTERNAL_ERROR

I ncr ement TacacsSt at DenyAccess(): Begin

| ocal Aut hentication(): Begin

| ocal Aut henti cation() usrNane admn

| ocal Aut henti cation() passwd system

| ocal Aut hentication() pU d 89435294

| ocal Aut hentication() tel net_access

| ocal Aut hentication() rc == TRUE

Aut henti cationl ntersection(): bTacacsLogin 0

I ncrement Local Logi nStat (): Begin

get Local Confi gAut hEnabl e(): Begin

get Local Confi gAut hEnabl e(): ui State = 1

get TacacsConf i gAut hEnabl e(): Begin

get TacacsConf i gAut hEnabl e(): ui State = 1

get TacacsConfi gAut hPrimary(): Begin

get TacacsConfi gAut hPrimary(): ui State = 0

| ocal Aut hentication(): Begin

| ocal Aut henti cation() usrNane admn

| ocal Aut henti cation() passwd system

| ocal Aut hentication() pU d 89435294

| ocal Aut hentication() tel net_access

| ocal Aut hentication() rc == TRUE

Aut henti cationlntersection(): bTacacsConfig O

== Aut henticationlntersection():== Local Database Authentication

I ncrement Local ConfigStat(): Begin

Aut henti cationlntersection(): user has been found

Aut henti cationl ntersection(): bTacacsLogin pU d 89435294

Aut henti cationlntersection(): GOT ACCESS capab O Admin O Ftp O Http O
Telnet O

aut henti cat eUser () AUTHENTI CATION | S K
aut henti cat eUser () AUTHENTI CATI ON #2

dlo old ol
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